
/I 

~ruru1~1.:iu1-:i.:i-rn~11~uuueJ.:intAn11un1mfl~eJ6tl1~fleJ:l.l~1b\9leJ~ ~hwn.:i1tA tJ.tJ.a. 
QJQJ q q q 

eJtJn1ru1~uuu~V111~ ~n11tJ:l.lbVf\9l n11ru bb~~1 bfl11~"1ari1tAn11fl11:l.I b ~eJ:l.l bfl.:in11ri n b'C\l:l-1~ (SIEM) 
q . . 'U q 'U 

tJ1~~1tJ.:iutJ1~:l.11ru ViJ.fl. 1£lct'ba:' 
' I 

fl'ruru1br;:i6l1Vi m~/'l'.IU.mct'b<i:' 
QI QI 

6"11! qJ1~U'lrdvh~'L.l ru ?11ir fl\11'L.lflru~m';i:i.Jfl1';iDeJ\lrl'Ubb~~\J';i1'lJ'Li"n:i.J ti1 b?l'V'J~ ~ b~6ll~ ~ 
ti'W'W~'Ubb~\I bb6ll1\1?11m?1'Wb'W b6ll{?)'V'JqJ11v1 fl1\lb'Vl'V'J:1.JV11'Wfl';i bde:i_i''W~ <9)~ :1.Jm1fl:1.J ~~bes:'. ';i~V111\I ?11irfl\11'W 

flru~m';j:i.Jfl1';iDB\ln'Ubb~~\J';i1LJ\J';i1:1.Jti1b?1'V'l~~ 1~ti vr'W~1';i1'<\J 1'V11'V'l~'eftl ?i'\lflVl~'V'l\lii ';jeJ\lb~6ll1Tifl1';i LJ.LJ.?1. 

LJ l] u~ ';i16li fl 1';i bb 'Vl'W b~ 6ll1Tifl 1';ifl ru ~fl ';j';j:i.J fl 1 ';it1 e:i\I n 'W b~~ ~LJ ';i1'lJ LJ ';i1:i.J ti 1 b?l'V'J ~ ~ zj \I~ e:i 1LJ1'W?i'qJ11! 1 d b1 ti fl11 

"~11~1\I" ~1tiVl~\I n'lJ u~,;''Vl b'lJ6 fle:i:1.J~1~\I ~1n~ zj\l'C\J~'Vl~butimlJ'W'Ll~'lJflfl~ ru ?11irrn1'W'Vl~buti'WVf'W611'W 
'U . q q 

'lJ~,;''Vl"il\IVll~6lleJ'Llbbfl'W m:i.JvrWJ'W1B';in'C\Jfl1';ifl1 m~'Vl';i1\l'V'J1ru6l16 ii?l1cWfl\11'L.lbVlll~\l.eJ~b~6ll~ ~~ eJ1fl1';ifleJ?lb:l.J 
q .., 'U 

e:imi\j~~ 'V'J1{fl i'W~ b ti'W'WtJe:iLJLJ~1 ~1'lJ~tJ1'WbVI~ B1bfleJ'Li1mfl1~ -cil'\IVll~'W'W'Vl'lJ11~ti 'W1\1?111~u'W111 f111\lrllJ'W 
'U q d.J 

~ii eJ' 1'W1'C\J~\l'W1m.rn vr 'W 'W ~ 'lJ fl fl~ LJ ';i1fl11{?)1:1.J Vlir \l?f e:i-r'lJ ';jeJ\16ll e:i \l?l 1ir fl\11'W 'V1~buti'WVI'W611'W 'lJ~,;''Vl fl m\I 
'U 'U q d.J q 

m:i.JvrWJ'W1B';in'C\Jfl1';ifl1 m~'Vl';i1\l'V'J1ru6l16 ~ E®oo~®~~o~o®~~~ ~\ll'W~ mo {?)~1fl:l.J ~~bm :l.JeJ'lJB1'W1'<\JbVl 
q q 

'W1tJ~';j~~fl~ ~{?)~\l'lJruru.1 bU'L.l~iiB'1'W1'<\J~\l'W1:1.Jb'W?i'ruru1 {?)1:1.JV1cW\l?fe:i:1.Je:i'lJB1'W1'<\J~\li''W~ ~m TI'W11fl:i.J ~~bm 
~ QJ QJ cu QJ QJ 

bb'W'lJVJ1ti?i'ruru1dzj\l~eJ 1 LJ1 'W?i'ruru1d b1tifl11 "~-r'lJ~1\I" Bfl~1tJVl~\I 
QJ QJ QJ QJ ~ 

v 
6llel @ •. 6llel'Ub6ll\916llel'l'.l'l'.l1'W 

~11~1\I {?) fl~\1~1\1 bb~ ~ ~-r'lJ ~1\1 {?) fl~\1-r'lJ {11\lu 1';i\l-rfl'ef1';i~'lJ LJt1 e:i\I n'Wfl1 ';i'lJ fl ';jfl bfl ~e:i~ 1 ti 
'U 'U q q q 

fleJ:l.J~1 b{?) e:i{ ?11ir fl\l.1'W LJ. LJ. ?I. e:iLJmruW'lJ'lJ'lJ~V11';i-cil' ~fl1';iD:l.J b VI{?) fl1';itU bb~~1 bfl';i1~~?1tl1'Wfl1';ifl11lJb zjeJ:l.J btJ\I 
q 'U q 

fl1';jtifl h:i.J~ (SIEM) \J';i~~1tl\l'lJD';i~:1.J1ru 'V'J.~. ~~cs:'. m:i.JbeJfl?l1';ibb 'W'lJVJ1ti?i'ruru11 'W t.i'W1fl <9) zj\l~eJ 1 LJ1 t!?i'ruru1 
~ . QJ QJ QJ QJ 

db1ti fl11 "fleJ:1.J~1 b{?)e:i{" zj\l~~~\leJ~ ru ?11irrn1tJflru~m';j:1.Jfl1';jcLJeJ\lnmb~~LJ';i1'lJLJ';j1:1.Jmb?l'V'J~~ ti'W'W~'Llbb~\I 
'U 

bb6ll1\1?11:1.Jb?l'Wb'W b6ll{?)'V'Jill11'Vl fl';i\lb'Vl'V'J:l.JV11'Wfl';i .., q 

~-r'lJ ~1\l'C\J ~-cil ~V111' ?l~~\16lleJ\16licW~~ ~1~:1.J1 {?) ';i:0-1'L.l 16if bfl ~e:i\lij e:i~ bb~ ~6111\1~6if 1'W 1 ru 
'U q «.!! 'U .., 

bb~~tJije:i~ b ~e:i 1 m 'W\11'W~1\1~~1b tJ'W?l1V1-r'lJm';jLJlJu~\11u{?)1:1.J?i'qJqJ1 

v <V~1 • d QJ 

6lle:J kl. · rnnfl1':ie:J'Wbu'Wfl1'W'Vl'l.!.:J6lle:J.:Jflruru1 
QI QI 

be:ifl?11';ibb'W'lJVi'1ti?i'qJqJ1~\l~e:i 1 LJd1 Vf~e:i11blJ'W611'WV1~\l~e:i\l?i't1!qJ1d 
~-<9> t.i'W1fl <9) ';i1ti~~bBti~bb~~b1e:itJhbb'W'lJVi'1ti?i'qJqJ1 ~1'W1'W b~ (V1fl~rnn1) V11!1 

~1\IU1';i\l-rm~1';i~'lJLJt1e:i\ln'Wm';i'lJmn 
q q q 

bfl~eJ~1tJfleJ:l.J~1b{?)eJ{ ?11irfl\11'W LJ.LJ.?1. 

e:iLJmru';i~'lJ'lJ'lJ~V11';i-cil~m';i\J:1.JbVl{?)fl1';jru 
q 'U q 

bb~~lbfl';i1~~?1tl1'Wfl1';ifl11:1.JbzjeJ:l.J btJ\I 

fl1';jtifl h:i.J~ (SIEM) \J';i~~1tl\l'lJD';i~:1.J1ru 
'U 

be:Jnfl11fl'tyty1M6ll~ m~/'l'.IU.mct'b<i:' 

\. /~· ill V 

'Vil. !?I. 'VI ••••••••••••••••••••••••••••••••••••• · ••••••••• ~11":\11'1'.1 

J V<V V 
......•.•............... ~ ..................•.•..•....... ~':i'U":\11.:J 

~1U1'W <9> (V!cW\I) V11!1 

- • - ---~ .. J 



-~-

-o5TW1'W (9) (VIU'I) VIU1 

bb(;l~eJ~";i1~1tl1"a'l1fl't11 
q 

h~ ~'W1fl ~ b 'Ub?l'WeJ";i1f11bb{;l~Vl11'1~eJ'l.ff'LJ{;l{91";j1f11 -o51'W1'W bfl (?11ii) VltJ1 

~.ct ~'W1fl ct G1ru11111lJbU{9lb~tJ~eJii(;lf111iiG1uvi1'1"a1611fl1"a -o51tJ1'W ~ (?IB'I) V1u1 
QJ QJ 'ti 

f111ii b{91 b 'WbeJfl?l1"abb 'W'LJVl1tJG1'qJqJ1~i {91Vl~eJ bb{f 'lrl'LJ~ Bf111ii b 'WG1' qJqJ1d1VJl6li~ Bf111ii b 'W 

G1'11J11J1du'lrl'u ·bb{;l~1'Wmru~bBfl?11"abb'WuVf1tiG1'11J11J1i{91bb{f'lnmB~ ~1u..ij1'1'C\l~~B'l'Li~u&i~1iif111'Ll"U~ti6lrn'l~11..ij1'1 
f111'Ll"U~tJ6LJB'l~11..ij1'11~~mlJ'W~?f{91 bb{;l~~1'u..ij1'l1lJil~VJ5b~tJfl1B'l~1~1'1 ~1b~tJVl1tJ V1~B~116li~1ti1w1 b~m&iii 

'ti q 'ti I 
v v 

'C\l1fl~11..ij1'1Vl'l~'W 
'ti 

6lfeJ m. 1~£J~b'J!;l1b~'U~n11 

~1u..ij1'l~fl{;l'lb~u~fl1"a~1iiG1ruru1d ~'lbb~l'W~ @ct iifl"a1f1ii ~ctb~ '1'11'W~ rno 
'ti QJ QJ 

rl'WtJ1tJ'W ~ctb~ ";i1JJbcLJ'Wb1{;11.~'l~'W c;,<:!. (brl1) b~eJ'W 

if I if I Q 

6lJeJ er. fl1~1.::ibb!;l~m1~1m.::i'U 

~11..ij 1'1 ~fl{;! ~i1"a~~1..ij 1'1tl 1"a'l1fl't11";i~'LJ'l.JcLJ eJ'I rl'W fl1";i'LJ fl";jfl bf1 ~eJ~1 tJ f1 Bii~1b~eJ1 
'ti q q q 

61111' fl'11'W LJ. LJ. ?I. eJD fl ";itU";i~'LJ'LJ'LJ ~V11";i~ {9lfl1"aDii b VI~ fl1";itU bb{;l~1 bf1";i1~~?1tl1'W fl1"af111ii b zjeJii 1tJ'lfl1";itl fl 1 "Uii ~ 
q 'ti q 'ti 

(SIEM) .'lJ"a~-o51lJ'1'1.JD"a~mru 'W.li'l. ~ctb~ bcLJ'Ub~'W~'l~'W lm,olmo,ooo 'U1'VI (fleJ-!1~1'UfleJ-!l'Vl~'U'U1'Vlti'J'U) zj~1~ 
I . I I I I 

";i 1 ii fl 1 {;ii {;! ~ 1 b ~ ii -oJ 1 'W 1 'W ® rn ~ , ® ~ G<:!. • ct rn 'lJ 1 'l'l (VI U 'I bb ?I 'W ?11 ii VI iJ 'W ?I eJ 'I~ 'W VI U '11 eJ tJ ~ ~ 'lJ b fl 1 'LJ 1 'l'l 
'ti 

. ~1~U?11ii?1~1~f1) ~(;leJ{9l'C\J'W~1bb"a'l'l1'W ~1~'16LJB'l~(;leJ{9leJ1tJG1ruru1 m{;mm~'W bb{;l~fi116li~1tJ~'l'Li1'IH~1mb~1 
q QJ QJ 

1{9lti~11~1'l'C\l~bbcLJ'l~1tJ1~bbrl~1u..ij1'lblJm1{91 1 "a1ii ~ (bn1) .::i1f! ~'Id 
'ti 'ti . 

.:J'Jfl~ @ -o51'W1'W @ct% bcLJ'Wb~'W bflObfl,000 'LJ1VJ (?f1JJbb?f'W?f1ii~'W'LJ1VJf1'1'W) 'C\l~~1tJ 
bdB~1'u..ij1'11~~1 b tJ'Wfl1·"atl1"a'l1fl't11W'LJ'l.JcLJB'lrl'W fl1"a'LJ mrnf1~B~1 tJf1Bii~1 b~B1 6111! fl'l1'W tJ. LJ .?I. BD mru 

'ti q q q q 

"a~'LJ'LJ'LJ~Vl1"a~ {91 fl1"a'Lim VI~ fl1"atUbb{;l~1 bf1"a1~~?1fl1'W fl1"af111ii b zjBii 1ti'lfl1"atifl hii~ (SI EM) D"a~"iJ1lJ'l'LJD"a~mru 
'ti q 'ti 

cw.Ii'!. ~ctb~ ('lJ"a~-o51b~B'Wiim1f1ii ~ctb~) bb~1b?l~'C\l bb{;l~f1ru~m"aiim"am1"U1u1~~"a1"U1rn~tJu1Bmb~1 

-!l'Jfl'ifi' Im ..J1'W1'W ®ct% b1J'Wb~'W rnorn,ooo 'LJ1Vl (?11ilbb?l'W?l1ii~'W'LJ1'Vlf1'1'W) 
'C\l ~~1 tJ bdeJ ~1'1.J ~1'11~~1 b tJ'W fl1"atl 1"a'l1fl't11W'LJ'l.JcLJ eJ'lrl'W fl1"a'LJ fl";ifl bf1~eJ~1 tJf1 Bii~1b~eJ1 6111! fl'l1'W 'lJ. LJ .?I. 

'ti q q q 

B'Li fl"aru "a~'LJ'U'LJ ~V11"a~ {91 fl1"a'Liii b VI~ fl1 "aru bb{;l ~1 bf1"a1~~?1ti1'W fl1"af111ii b zjBiJ1tJ'I fl1"ati fl 1 "UiJ ~ (SI EM) D"a~..J1lJ 
q 'ti q 'ti 

'IUD"a~mru cw.Ii'!. ~ctb~ ('lJ"a~-o51b~B'WflWn~'WB ~ctb~) bb~1b?l~"U bb{;l~f1ru~m"aiifl1"a~"a1"U1u1~~"a1"U1u 
q . 

tein1'!1-;li1ruru?1'llvl •mi ~'ll.i.id'.bei'. 
WW~0...10 '!/\!. (9}, '111 •••••••••••••••••••• ••• ~ ••••••••••••••• ~11{)1.:;i 

"'J' if~ if 

..........•...........................................•. ~1'U~1-!I 



-m-

..:11~~· m '<\l1'W'J'W ®0% btJ'Wb~'Ll ®o®,ooo 'U1Vl (?feJ'lbb?f'W?feJ .. n~1'W'lJ1Vlfl1'W) 
'<\) ~'cci1 t.J bde:i~1''U ~1-:i1~ ~1 b 'Ll'W fl1';iU1';i'l1'fl~1';i~'U'Uu e:i-:in'W fl1';i'U fl';jfl bri~e:i61l1 t.Jri e:i~~1 b~ e:i{ ?111.J' fl'l1'W tJ. tJ .?I. 

9.J . q q q 

e:itJ fl';jru';j~'l.J'U'U~Vi1';i~ ~fl1';iD~ bVI~ fl1';iru bb~~1 bfl';i1~~?f fl1'W fl1';ifl11~ bzjf)~ 1t.J'lfl1';jflfl 1'<\J~~ (SIEM) tJc;j~'<\J1tJ 
q 9.J q . 9.J 

'l'UD';i~mru vuii. ®ctDCi'. (tJc;j~'<\J1b~e:i'Wilmri~ ®ctbei'.) bb~'Jb?f~'<\J bb~~riru~m';j~fl1';j~';i1'<\l1''U1~~';i1'<\l1'rn~t.J'U~e:it.J 

..:i 1 ~ ~ ~ '<\) 1 'W 1 'W (9) 0 % b {] 'W b ~ 'W ® 0 ® '0 0 0 'U 1 Vl ( ?f f) 'l bb ?f 'W ?f f) 'l cW 'W 'U 1 Vl fl 1 'W) 

'<\J~'cci1 t.J bde:i~1'tJ~1-:i1~ ~i b 'Ll'W fl1';iu1';i-:i1'fl~1';i~'U'Uu e:i-:in'W fl1';i'U mfl bri ~e:i61l1 t.J rie:i~~1 b~ e:i{ ?111.J' fl'l1'W tJ. tJ .?I. 
9.J q q q . 

e:itJ mru';i~'U'U'U~Vi1';i~ ~ fl1';iD~ b Vi~ fl1';iru bb~~1 bfl';i1~~?f fl1'W fl1';ifl11~ bzje:i~ 1t.J-:ifl1';iflfl h~~ (SIEM) D';i~'<\l1tJ 
q 9.J q 9.J 

-:irnh~mru 'V'J.~. ®ctDCi'. (tJc;j~'<\J1b~eJ'Wb~~1t.J'W ®ctbei'.) bb~'Jb?f~'<\J bb~~riru~m';i~fl1';i~';i1'<\l1''U1~~';i1'<\J1'rn~t.J'U~e:it.J 

bb~'J 

. ..:i 1 ~ ~ ~ '<\) 1'W1 'W (9) 0 % b lJ 'Wb~ 'W ® 0 ·® '0 0 0 'U 1 Vl (?ff) 'l bb ?f 'W ?ff) 'l cW 'W 'U 1~fl1 'W) 

'<\) ~~1 t.J bd e1~1'tJ~1-:i1~ ~1 b 'Ll'W fl1';iU1';i-:i1'fl~1';i.~'ULJu e:i-:in'W fl1';i'U mmri ~e:i61l1 t.Jri e:i~~1 b~e:i{ ?111.J' fl'l1'W tJ. tJ .?I. 
9.J q q q 

e:itJ fl';iru';i~'U'U'U~Vi1';i~ ~fl1';iD~ b Vi.~ fl1';iru bb~~1 bfl';i1~~?f fl1'W fl1';jfl'J1~ bzjf)~ 1t.J'lfl1';jflfl 1'<\J~ ~ (SIEM) D';i~'<\J1lJ 
q 9.J q 9.J . 

'l'U~';i~mru 'V'J.~. ®ctbei'. (tJ';i~'<\l1b~eJ'W'V'J~~cfl1fl~ ®ctbei'.) bb~1 b?f~'<\J bb~~riru~m';j~fl1';i~';i1'<\l1''U1~~';i1'<\l1''U 

. ..:i 1 ~ ~ b '<\) 1 'Ll 1 'W (9) 0 % b lJ 'W b ~ 'W ® 0 ® '0 0 0 'U 1 Vl ( ?f f) 'l bb ?f 'W ?f f) 'l cW 'W 'U 1 Vl fl 1 'W ) 

'<\)~~1 t.J bde:i~1''U ~1-:i 1~~1 b 'Ll'W fl1';iU1';i-:i1'fl~1';i~'U'Uu e:i-:in'Ll fl1';i'U mfl bri~e:i61l1 t.J rie:i~~1 b~e:i{ ?111.J' fl'l1'W tJ. tJ .?I. 
9.J . q q q . . 

e:itJ mru';i~'U'U'U~Vi1';i~ ~fl1';iD~ b Vi~ fl1';iru bb~ ~1 bfl';i1~~?f m'W fl1';ifl11~ bzje:i~ 1t.J-:i fl1';iflfl h~~ (SIEM) D';i~'<\J1lJ 
q 9.J q - 9.J 

'l'UD';i~mru 'V'J.~. ®ctDCi'. (tJc;j~'<\J1b~e:i'Wi1fl'W1t.J'W ®ctbei'.) bb~'Jb?f~'<\J bb~~riru~m';i~fl1';j~';i1'<\l1''U1~~';i1'<\l1'rn~t.J'U~e:it.J 
q 

..:id ~ ~ ml '<\) 1 'Ll 1 'W (9) 0 % b lJ 'Wb ~ 'W ® o"® '0 0 0 'U 1 Vl (?ff) 'l bb ?f 'W ?ff) 'l cW 'W 'U 1 'Vl fl 1 'W ) 

'<\) ~~1 t.J bde:i~1''U ~1-:i 1~ ~1 b 'Ll'W fl1';iU1';i'l1'fl~1';i~'U'Uu e:i-:in'W fl1';i'U mmri ~e:i61l1 t.Jri e:i~~1 b~ e:i{ ?111.J' fl'l1'W tJ. tJ .?I. 
9.J q q q 

e:itJmru';i~'U'U'U~Vi1';i~~fl1';iDmVl~fl1';jrubb~~1 bfl';i1~~?f fl1'Llfl1';ifld1~bzjf)~ 1t.J'lfl1';jflfl h~~ (SIEM) tJc;j~'<\J1tJ ' 
q 9.J q 9.J . 

'l'UD';i~mru 'V'J.~. ®ctbei'. (tJc;j~'<\J1b~e:i'Wmfl~1ri~ ®ctbei'.) bb~'Jb?i~'<\J bb~~riru~m';j~fl.1';i~';i1'<\l1''U1~~';i1'<\l1''U 

..:11~~ ~ '<\l1'W1'W ®0% blJ'Wb~'W ®o®,ooo 'U1Vl.(?feJ'lbb?f'W?feJ'lcW'W'U1Vlfl1'W) 

'<\J ~~1t.Jbde:i~1'tJ~1-:i1~ ~1 b 'Ll'W fl1';iu 1';i-:i1'fl~1';i~'U'Uu e:i-:in'W fl1';i'U mmri~e:i61l1 t.J ri e:i~~1 b~ e:i{ ?111.J' fl'l1'W tJ. tJ .?I. 
9.J .q q q 

e:itJmru';i~'U'U'U~Vi1';i~~fl1';iD~ bVl~fl1';irubb~~1bfl~1~~?ffl1'Wfl1';ifl11~bzjf)~ 1t.J'lfl1';jflfl h~~. (SIEM) D';i~'<\l1tJ 
q 9.J q . 9.J -

'l'UD';i~mru 'V'J.~. ®ctDCi'. (D';i~'<\l1b~e:i'W~-:JV11ri~ ®ctbei'.) bb~'Jb?f~'<\J bb~~riru~m';j~fl1';i~';i1'<\l1''U1~~';i1'<\l1'rn~t.J'U~e:it.J 
2.1 

bb~'J 

..:11~~ ~ ('!1~?f~Vl1t.J) '<\l1'W1'W ®0% bD'Wb~'W ®o®,ooo 'U1Vl (?feJ'lbb?f'W?feJ'lcW'W 
q 

tJ1vifl1'W) '<\)~~1 t.J bde:i~1''U~1-:i1~~1 b 'Ll'Wfl1';iu1';i-:i1'fl~1';i~'U'Uue:i-:in'Wm';i'U mfl bri~e:i61l1t.J rie:i~~1 b~ e:i{ ?hti'fl-:i1'W 
9.J q q q 

tJ. tJ .?f. e:itJ fl';iru ';j~'l.J'U'U ~Vi1';i~ ~ fl1';iD~ b Vi~ fl1';iru bb~ ~1 bfl';i1~~?f fl1'W fl1';ifll 1~ bzjf)~ 1t.J'lfl1';jfl fl 1'<\J~~ (SIEM) 
q 9.J q 9.J 

tJc;j~'<\J1lJ-:itJtJc;j~mru 'V'J.~. ®ctDCi'. (tJ';i~'C\l1b~e:i'Wn'Wt.J1t.J'Ll ®ctbei'.) bb~'Jb?f~'<\J bb~~riru~m';i~fl1';j~';i1'<\l1''U1~~';i1'<\J1''U 

ban1;11-;a'iyiy1?-i'!I~ i..~ ~'ll.l!lct'ba:'. 

l/f il1il 
'IJ\l.(91.'Vl •••••••••••••••••••••••••••••••••••••••••••••• ~11~1..:i 

.::r il<U ii 

••••••••••••••••••••••••• ~ •••••••••••••••.••••••••••••••• ~';i'U~1..:i 
- - 1 

.f 

'-·---------- -- _, __ -- ------ ----- _________ ,_J 



-<:(-

fl1";j'LJ mfl bfl~eJ~1t.JfleJd..l'Vh b{91eJ{ ?!1ufl-.JTW tJ .tJ .?! . mJ mru";i~'U'U'U1Vl1";i~~fl1";iD:l.1 b Vl{91 fl1";iru bb~~i bfl";i1~~ 
q q q 'IJ q 

?ftn'Wfl1";ifl11:1.1bzjeJ:l.1 bt.J-.Jfl1";jflfl b'<\1:1.1~ (SIEM) 'lh~-cil1tJ-.JutJ;j~:1.J1ru 'V'l~~- ~ctbc( 1m1m{911:1.1";i1t.1~~bBt.1~~n1V1'W~ 
. 'IJ 

1 it 'WbeJfl?l1";ibb'W'lJVl1t.J~tyty1 t:-l'W1fl m 

b 'W fl ";iru~iffl 1";i b tJ ~ t.J'W bb tJ ~-.J";i1t.Jfl1 ";i {911:1.J b eJ fl?.11 ";ibb 'W 'UVl 1 t.J ~ ty tlJ.1 t:-J 'W1 fl m Vl~eJlJ fl 1";i. 

b LJ~ t.J'Wbb tJ~-.J6" fl~ru~ bu'V'J1 ~6lleJ-.JfleJ:1.1YJ1 b{91eJ{611'W1~611'WV1~-.JeJ'Wb U'Wt:-J~ 1 Vf ~eJ-.JiJfl1";ib tJ~ t.J'Wbb tJ~-.J bbm 6lleJ{91";i1~1{]1-.J 
u1fl1";icLJ1";i-.J~fl~1m:l.l~";i~'U 111 'WbeJfl?l1";ibb 'W'UVl1t.1~ruru1t:-J'W1fl m ~11{)1-.JVl~eJ ~~u{i'1-.JiJ~VJTI6lleJb tJ~ t.J'Wbb tJ~-.J 

q q QJ QJ 'IJ 'IJ 

bbm6lleJ{91";i1~1{]1-.Ju1m";i~-,Jfl~111~ fl1;jbtJ~vmbtJ~-.Jbbm6ller{91";i1~1{)1-.Ju1m";i~-,Jfl~11'c\l~ilt:-J~u-.Jr1u~eJbdeJ1~";i~'U111'W 
q 

t:-J'W1 fl b ~:1.1 b~:1.1zj-.J'c\l~~eJ11 b ll'W611'WV1~-.J bb '!A-.J~tytyTO 

fl1";i~1t.J b~'W{911:1.1b1eJ'W16ll bb '!A-.J~ruruTd ~11~1-.J'c\l~ fam~m ~1uru~b~'W~1fln'W1fl1";i6lleJ-.J 
Q.J Q./ \I Q.I 

~~u{J1-.J ou1f1Tmilm1vm '11n~ (11VJ16lfu) ~1ezi1~uu·1.h~6lf1~u ~Buru~ u~~'Vl bud flB11<W1~..:i '11n~ u-a~b.fl'Vl 
'IJ . . ~ 

uru~b~u~1nBB1l'Vl.rcwd b!;lezJ~uru~ o~m-tm-m~o bm-m vY-.Jd ~~'U~1-.J{91fl~-.JbU'W~~'Ufl1Wb~'W~1n";i";i:l.1bcUt.1:1.1 
~ ~ 'IJ "'IJ 

Vl~eJ~1'U1fl1";j~'LJ 1~b~t.J1tl'LJfl1";j beJ'W ";i1:1.JvY-.J~11~~1t.J~'W1~ (fi'1il) ~'O'W1fl1";ib~t.Jflbtl'U bb~~~'Wt.JeJ:l.J 1 VllJfl1";j~flb~'W 
~-.Jfl~11'c\l1fl-cil1'W1m~'W beJ'W b 'W-.J1~tY'W I 

~B ~. · m1-ruu1~n'Wt:-J!;l..:11u 

~~u {) 1-.J {91fl~-.Ju1 ";i-.J fo~1";i~uul1 eJ-.J n'W fl 1";i'U mfl bfl ~eJ~ 1 ~fl eJ:1.1~1 b{91 eJ { ?111! fl-.J1'W 
'IJ q q q . 

tJ. tJ .?! . eJtJ fl ";itU ";i~'U'U'U 1Vl1";i~ ~ fl1";iD:l.1 b VI {91 fli";iru bb~ ~1 bfl";i1~~?f fl1'W fl1";ifl11:1.1 b zjeJ:l.1 bt.J-.J fl1";ifl fl b'c\l:l.1 ~ (SI EM) 
q 'IJ q 'IJ 

tJ;j~"iJ1tJ-.JtJtJ;j~mru 'V'l.~. ~ctbc( {911:1.J~ruru1d1 VleJ~b 'W?lfl1'V'lb~-.J1'W1~~eJ~b?l:l.leJ 1~t.11 V!ilnmfleJ:l.1~1b{91eJ{i~~eJ-.J 
QJ QJ 'IJ 'IJ 

";i1:1.J{911:1.Jbflru6V1m";if11'W1runmi~~eJ-.Jhlbnm~eJ'W~~ @lo (~u) i11:1.1-.JV1~eJ~eJt.1~~ er (V!1) 6lleJ-.Jn~11~-.J1'WvY-.JV1:1.1~ 
6l1 eJ-.Jfl eJ:1.1~1 b{91 eJ {6ll eJ-.J b~ eJ'WtYt.J bbrK1 bb~ {9)1b~6l11~'c\l~:1.11flfl11n'W ii u~tY 'W~ ~u~ 1-.J~ eJ-.Jt.1eJ:1.11VI~11{)1-.J~ ~~ 1tJ~u 
bU'W";i1t.1i11:1.1-.J b'WeJ{91";i1i11:1.1-.J~~ mloml 'U1'VI (b~~~Bm~~'U1V1ti1u) 1'W6tl1-.Jb1m~1d..l?11m";itib~fleJ:1.J~1b{91eJTI~ 
1'W611'W~bfl'Wfll1rl1Vl'W~bdmi~~eJ-.J~1-.J~'W 

bflru6V1fl1";ifl1'W1rub 1mi~~eJ-.J6lleJ-.JfleJ:1.1~1b{91eJ{mm";i";iflVl~-.J1 Vlb U'W 1tJ~-.Jd 
mru~fleJ:1.1YJ1b{91eJ{bn~i~~eJ-.J'V'l~eJ:1.1n'WV1mt.1V1tbtJ 1 Vfuu nw1i~~eJ-.J . 

I I 
I ala! Cl.I I al al I al 

6lleJ-.JVl'W1 t.1vi:1.1 {911 m-.Jm fl VI?f~ b 'V'l t.J-.JVl'W1 t.J b~ m 
lq I 

al al Cl.I .Qi .QI Cl.I 2.1 "'> t{ I Cl.I al 

fl";iU!fl11:1.Jb?f t.JVl1t.JeJ'W?l'Ub'WeJ-.J:l.11'c\l1flfl11:1.16ll~6lleJ-.J6lle:J-.JfleJ:l.J'V'J1b{91eJ";ibb{91fl{911-.Jfl'Wb 1~1VI 

1 ~ 'Wfl1";ifl1'W1ru~1tJ~'U'c\l~ bvl1nu nmi~~eJ-.J6lleJ-.JfleJ:1.1YJ1 b{91eJ{m.ld t.1tY'Wflru~1 t.J 
'IJ 

LeJfllif 1'>1ilqJqp;i'~vj °"~ ~'lJ.t.i&'.bci'. . 

.c /~ V.· v 
'II\!. (91. 'II! .......... · ••••••••••••••••••••••••••••••• ~ •••• ~11~1..:I 

~: _ _ ____ J~I~tll!J 
"( • . q } l~I -· . -~ ..• I --! 

- .. 

j" vc,1 v 
.................................... .................. ~1'U~1..:I 



-er-

~fil b. n11t~u~n11 

~~'U{f 1-:i \?l mM11fl1';jtJ1';i'l~fl~1 ';i~'U'UU e:i-:i flt! fl1';j'l.J mfl bf1~e:i6ll1 CJ f1Bii~1 b\?l e:i1 ~111 rn1ti 
'll q q q 

tJ. tJ .6'1. e:itJ mru ';i~'U'U'U ~Vl1';i'<il ~ fl1';i'LiiJ b VI \?l fl1';ittJ bbG1 ~1 bm1~~6'f fl1'Ll fl1';if111il bzje:iii 1CJ'lfl1';it1fl 1-cuii ~.(SI EM) 
q 'll q 'll 

tJc;j~~ 1lJ 'l'l.J'lJ';j~iJ1ru 'W. vii. ®ctbCS: 1 Vl';i1iJ rl'lfl1';itl 1 ';i 'I ~fl~1 b ~BU eJ'I fl'li f111iJ6/11';i~ b~ CJVI 1 CJ61J eJ'lf) eJil~1b\?leJ1 
2/ • Ci I I I ' '\ I 

\?lG1eJ~';j~CJ~ b 1G11\?11ii?t'ruru1i1 1~ CJ'<\] ~'Vl1fl1';i~e:iii bb6liii bbm 61J bbG1~ b tJ~ CJti~-:iV1~1 b llti'VlfltJ';j~fl1';i b cWe:i 1 Vi'f1e:iii~1 b\?l e:i1 
v v q 

e:itj1 ti?lm'W H-:i1ti 1~~\?11iitJfl~1~CJ bJf1~~11i~1CJ1~ 1 b~m~ii'Lle:im V1cWB'<\J1fl~1{)1-:1\?11ii~B cs: bb'IA-:i?t't1Jt1J1d 

~~'U{i'1-:1'<\J~~B-:1~~1V16111-:i~i1f111ii~f111ii6111ti1rubbG1~~iJB~m\?l';i1'<\l?fB'Utl1';i'l~fl~1';i~'U'U 
'll 'll 'll v , q 

ue:i-:ifltifl1';i'Ummf1~B6ll1CJf1Bii~1 b\?1B1 ~111rn1ti tJ. tJ .?l. B'Li mru';i~'U'U'U~V11';i'<il~m';j'l.Jiib Vl\?l m';irubbG1~1 bf1';i1~~ q q . q 'll q. 

?ft11'Llfl1';if111ilbzjBii1CJ'lfl1';it1fl1'<\Jii~ (SIEM) 'l.Jc;j~~1lJ-:i'UtJ';i~mru 'W.vii. ®ctbCS: B~1'1UBCJb~Bt!G1~ @) (VI~'!) f1~'1 
'll 

1 ti m ru f1 Bil ~1b\?lB1~ ~ ~ B'l 1ifl1';ihJ1~\?l1iJtJ fl~ ~~'U {) 1 'l'<\J ~ ~ B '1-<il ~ fl1 ';i~Bil bb 6liil bbm 61J 1 VlB ~1ti6'f fl 1'W 16li fl1';i 1~~ 
'll 'll 

~'lb~ii mCJ1ti cs:(~) i11ii-:i 11'U~'lbb~b1m~1~~'Ubb~'l'<\J1fl~11{i'1-:i Vl~B~~1~foiim.JVlmCJ'<\J1fl~11~1-:i 1~CJ'<\J~bb~'l1Vf 
'll 'll 'll 

~~'U~1-:1V1~B~~1~~'UiJB'UVlil1CJ'<\J1fl~~'U~1-:i'Vl';i1'U'Vl1'111'<\J1 vi1-:11'Vl';i?f1';i V1~e:i'Vl1-:11tJ';i~ru~fo~flVJ';jBtJflci' (e-mail) Vl~B'Vl1'1 
'll ·'ll 'll 

1'Vl';i~'W'Vl bJ11151~1fiV1~-:11Vf~mlltim';ibb{)-:i1~mm'U\?11ii?t'ruru1dbb~1 bbG1~~~'U~1-:i'<\J~~B'l~Bmb6limbm61J Vl~mtJ~CJti 
v v 'll 

~-:1~~1blJ'.Ll1Vi'b?l~'<\Jb~CJ'U~eJCJ mCJ1ti ®cs: (~~'U~) i11ii-:i 11rnb~b1m~1~~'Ubb~'l'<\J1fl~11{i'1-:i~-:ifl~11 
, 'll 

1timru~~~'U{i'1-:ihlb~1m~Bmb6limbm61JmCJ1m1G11~n1V1ti~ V1~Bhl6'11m';it1~1b'Lltim';i 
'll 

~BiJbb6liii bbm 61JVl~B hlmm';it1-<il~V11BtJmru1 V1dJ~i1f1ru?fiilJ'~Yi'~bVI CJiJfltiVl~B~·fl11mbtl~ CJ ti 1Vili-:i1ti1~ n1CJ1 ti 
, q q 

b1G1·1~n1V1ti~ H ~-r'U~1-:i~tiCJBii1 Vff1~~1tJ-rrnl!ti';i1CJi11ii-:i (bvii~61JB-:1i11ii-:i1 Vf11rnllti @) (Vl~-:i) i11ii-:i) 1 tiB\?l';i1 
'll 

~BCJG1~ o.mncr (viiti~'<\J~viiti~?l1iiV!1) 61JB-:1~1~1-:itl'1';i-:i~fl~1 (';i1CJ-:11~) mii?t'ruru1 11LJ'<\J1m1G11~f1';i'Un1V1ti~'<\Jtiri-:i 
'll q 'll q v v 

b 1G11~~~'U~ 1-:11~ b~ilfl1';i~Bii bb6liii bbm 61J Vl~B'<\J'Ll '1-:i b1G11~~~'U{i'1-:i~1b 'Ll 'Llfl1';i~e:iii bb6liii bbm 61J bb~1 b?f ~'<\J bb~1 bb~ fl';jru 
'll 'll 

~-:id V11fl~~'U~1-:i1&J~1b'Lltim';i~'lfl~11~11~1-:ii1~vi6~1-:i'Uf1f1G1.fl1CJ'Lle:ifl'Vl1n1';i~Biibb6lfilbbm61J 1~CJ~~'U~1-:i'<\J~~B-:1 
'll 'll q , 'll 

BBfl~11i~1CJ1tim';i~1'1'Uf1f1G1.fl1CJtiBfl~Bilbb6lfmbm61lbb'Vlti~11~1-:i~-:i~ti 
q 'll 

fl1';j~ 1-:i'U~fl1';jtJ 1';i -:i-rfl~1W'U'UU B'I flt! fl1';j'l.J mfl bf1 ~B6li1 CJ f1 Bii~1 b\?l B1 ~111 fl'l1'Ll 
. q q q 

tJ .tl .6'1. BtJ mru ';i~'U'U'U~Vl1';i'<il ~ fl1';i'LiiJ b VI \?l fl1';ittJ bbG1 ~1 bfl';i1~~6'f fl1'Ll fl1';if111il bzjBil 1CJ-:i fl1';it1fl1-cuii ~ (SIEM) 
q 'll q . . 'll. 

tJ ';i~~ 1lJ 'l'l.J'l.J';j~mru 'W .vii. ®ctbcs: \?l 1ii?t' t1J qJ 1d 1&-J ';i1iirl'lfl1';i b tJ~ CJ 'Llbb tJ G1'1~ fl~ru ~ bu'W1~61J B 'lf1Bil~1b\?lB1 
Vl~B~1'Ll'Li ';j~flB'U~ ~~~'I b ~ii b~il fl 1 CJVI~ 'I~?( t1l qj1di1 ~G1lJ'lrl'U bbG1~f111il b~ CJVl1 CJ61JB'lf1Bil~1 b\?l B1~-:i bfl ~'<\J1 fl 

ii Q,I ""' ilG.1 ii 
6lJfil UJJ. fl'J13.J'a'U~~6lJfil.:J~'a'U~1.:J 

'U 

~~'U{f 1-:i'<\J~~B-:i~'U ~~~B~11~1-:i1 timru~~~'U~1-:i ~ bb 'Vlti 6111-:i V1~BG1fl~1-:161JB-:1~-r'U~1-:i 
'll 'll 'll 'll 'll 'll 

· '<\J-:ih Vl~B tJ ';i~ii1vi b~m~ B Vl~e:i 1&Ji1m 1ii if111iii1ti 1tl-J 'W e:i fl w'Vl1V1 ~B'I ~ b i'ti f11 ';jfl ';i~vl 11~ 1 b lJ m VI~ 1 VI 
f1 Bii~1b\?lB161J B-:i ~11~ 1-:i b~ CJV11CJVl~B1&-J e:i ~1ti6'f n 1'W~1im';i1~~1~ CJ 1&-Jm:u bbm 61J1~ 1~ CJ ~~'U ~ 1-:i'<\J ~ ~ B-:i'<il ~V11 

'll 'll 'll 

f1BiJ~1 b\?l B1~i1f1run1'W· tJ ';i~~'Vl5 fl1'W bbG1~f111ii?f1iiTrn 1tifl1';j1i'11'Ll1&-J ~ 1 fll161J B'I b~iJ611~1 i bb'Vl'Ll Vl~B611~ 1 i 
' q 

';i 1 f11 f1 B iJ ·~ 1 b \?l B 11 ti 61J ru ~ ~ b fl ~ f111 iJ b ~ CJ VI 1 CJ 1 ti fl ';i ru ~ 1 &J B 1 '<\J '<il ~ VI 1 f1 B iJ ~ 1 b \?l B 1 ~'I fl ~ 11611 ~ 1 i bb VI 'Ll 1 ~ 
1 Vlbbn~11~1-:in1CJ1'Llb1G11~~11~1-:in1V1ti~ 

'll 'll 

rnnfl11atyqp~~ kl~/.::itJ.klcrb~ 

( /;> ii• ii 

'!A.!.(91.'l!l •••••••••••••••••••••••••••••••••••••••••••••• ~'J1~1.:J 

:r ilG.1 ii 
•..•....•........•.•.••.•..•.....•..•.•.•..•............ ~'a'U~1.:J 



-b-

t!u ~-'.j bb~ b 1~ 1~ ~11~1-'.j'LJ e:in nG:i11bU'WVitJ-'.j~e:J1Vf~1u~1-'.j~ ~V1101e:i:w~1 b~e:i {:w1~~ 16if . ~ ~ . 

1 Vlbb Vl'WVl1e:i~~ 16if ca101101e:i:w~1 b~e:i{~1:w1caca01V1ti·-'.j ~1'U~1-'.j~mrn:w1 Vf ~11~1-'.j'IJ1u b U'W"a1CJ1'W1 'WeJ~ca11'e:iCJ~~ 
~ ~ . 

o.®o (~'W8~~Vlti-'.j~'W8) 6lJe:J-'.jrJ1-cil1-'.j~1:w~ryry1d ~-'.jf1~bU'Wb~'U ~,o~o 'UTVl (?fe:J-'.jcW'W~~'U'U1'Vlfl1'W) ~Bl'W '<\1'Wf1l1 

~11~1-'.j'lJe:Jm~n~ruru1~1:w~ruru1 ~e:i ~ bb~~V11n~11~1-'.j~e:J-'.jb~01e:i:w~1b~e:i1~~'W'l.Jca~mm.m ~1'U~1-'.j~'WCJB:W~~1i 
~ QJ QJ QJ QJ ~ ~ • . 

ri11611~1CJ b ~e:in1ca~-'.jnG:i11~-'.j~'Wbb VJ'W~11~1-'.jBn~1 CJ 
~ 

· 'We:in'<\11nd ~~u-cil1-'.j'<\1~~e:J-'.j1'LJ~~~e:iu~e:i~u~ bVi~ m1:w b~CJVilCJ Vl1e:ifl ~'W~ca1CJ1~ I 
eJ'U bn ~ '<\11nnli'IJ5 tJ~-'.j1'W6ll e:J-'.j ~ 1u ~ 1-'.j bb~ ~ ~ e:J-'.j 1u ~ ~ ~ e:i 0111:w b~ CJ Vil CJ '<\11 n n1can ca~'Vl 1Vi 1e:i-'.j ~ b 1 'W n1 can ca~'Vl 1 

1~CJ~~nnV1mCJV11e:i1~CJ'<\J-'.jb'<\1Vl1fftJca~mvib~'UbG:ie:i6lJe:i-'.j~bbVl'W 6d1-'.j Vl1e:i~n~1-'.j6lJe:J-'.j~1'U~1-'.jBf1~1CJ 
~ ~ ~ ~ 

6lie:J ~ •. 'Vl~n·1.h~n'WnTatJ~u~~13J~qJqJ1. 

b 'W6llru~v11~ ru ru ld ~ 1u~ 1-'.j 1~ t11V1~ n'l.Jca~n m tJ 'W'Vl'l1.:ia e:J·~ 1tJ1~ti' 'WiJ'W1fl11na ml 'Viti 
. QJ QJ ~ 

~1tl~ (3J'Vi16U'W) fl16lJ1~'W'WU1~6lf1~'W bii16lJ~ CP)ooorobl§'.ll§'.loobo ii1-:I1''W~ CP)<t: 3Jn11fl3J 1§'.lct:b~ bU'W~1'W1'Wb~'W 
CP)o@,ooo u1'Vl (V1~-:Ibbfl'WV1~.:i.W'Wu1'Vlti1'W) ~-'.jbvl1nu1'e:iCJ~~ ct (Vi1) 6lJe:J-'.jca1011ri1-cil1-'.j~1:w~ryry1 m:we:iu 1 Vlbbn 

~11~1-'.jb~e'JblJ'WV1~n'IJca~n'Wmca'IJ5u~~1:w~ryry1d 

mru ~1'U ~1-'.j 16if VltJ-'.j~e:J~1'1J ';i~ fl'W:wl b tJ 'W Vi~ n'IJ ';i~ fl'W nicatl 5u~ ~ l:W~ ry ry'1VitJ-'.j~e:J 
~1'1Jca~n'W~-'.jnG:i11'<\1~~e:i-'.je:ie:in 1~CJn'W1011ca~'IJca~ne:iu n'<\1mca1 'W'l.Jca~ bVlf'll1 'VlCJ V11e:i 1~CJ'U~~vi b~'W'Vl'WVl1e:iu~~vi 

q . 

b~'W'Vl'WVI~ n'Vl 1'V'l 8 ~1~1u B'W ru 1~ 1 Vf 'IJ ca~ne:iu n'<\1 n1ca b~'W'Vl'W b ~ e:i n1ca'V'J1ru~8 bb~ ~'IJ ca~ n e:iu n-can'<\1~1'1.J ca~n'W 
q q QJ q q 

~l:W'IJ "a~n1f'l!6lle:J-'.jfi'W1 fl1ibb vf-'.j'IJ "a~ b 'Vlf'lf 1 Vl CJ ~1:wi1 CJzje:J'U~~Vl b~'W'Vl'U~D'W1f11"a bb vf-'.j'IJW b 'Vlf'lf 1 'Vl CJ bb-cil'-'.j bl CJ'W b VlVl"al'U 
q 

m:wbb'U'U~f1ru~mca:wmcai.!1CJu1CJmca~~~e:i~~-cil1-'.jbb~~mcau~V11ca'W'?1~m011:on1V1'W~ V11e:im'<\1bU'WVitJ-'.j~e:i~1'1Jca~n'W 
q d!l 

Bb~n'VlcaffwnG1~1:wiITmca~m:wuru~n~1-'.jn1V1'W~m~ bb~~'<\1~~e:i-'.jilmCJmca~1'1Jca~n'W~~e:i~1LJ'<\1'Wn11~1u~1-'.j 
QJ q ~ 

v . 
2.1 2.1 Q.I Q.I .c:I 

'V'J'W6lle:i~n'V'J'W~1:w?1ruru1'W 
~ QJ QJ 

Vi~ n'IJ ca~ fl'W~ ~1u-cil 1-'.jt11:w 1:We:iu1 Vi ~1:w1caca01V1ti-'.j '<\1 ~ ~ e:J-'.jil e:i1CJ01cae:i'U01 ~ :w 
~ q q 

m1:w1u ~~~e:i'lJ~-'.j'IJ1-'.j.6lJe:J-'.j~-ru~1-'.j~~e:i~mCJ~ruru1 f11V1~ n'l.Jca~n'U~ ~1u~1-'.jt11:w1:we:iu1 Vf ~-'.jnG:i11~~~-'.j 
~ q QJ QJ ~ 

V11m~e:i:wri1~-'.j V11e:iilm~1~01cae:iu01~:w~-'.jf111:w1u ~~6lJe:J-'.j~1u~1-'.j~~e:i~e:i1~~ryry1 1~11~1 mVl~1~ I n~1:w 
~1u~1-'.j'<\1~~e:J-'.jV11V1~n'IJca~n'Wmb'IJ~CJ'W1mV1~V11e:iVl~n'IJca~n'Wb~:wb~:w1Vfil'<\11'W1'W01cauf11'W~1mcaca01V1ti-'.jm:we:iu 
~ 

1 Vlbbn~11~1-'.jmCJ1 'W m1 (b~~) 1'W trutl'~'<\11n1'W~1~1rnb~-'.jb ll'LlV11!-'.j~e:i'<\11n~11~1-'.j 
~ ~ 

Vi~n'l.Jca~n'W~~-ru~1-'.jt11:w1:we:iu11~1:w~e:id ~11-cil1-'.j'<\1~~'W1 Vibbn~-ru~1-'.j 1~CJ1~n 
~ . ~ ~ 

~e:inbdCJ bde:i~1u-cil1~~'W~1n~e:i~ncW'Ubb~~0111:w1u~~~-'.j'IJ1-'.jm:w~ruru1dbb~1 
~ ~ QJ QJ 

Vi 1n~11-cil 1-'.j b ~ 'W 11~1u-cil 1-'.j hJ e:i 1'<\1'IJ5u~~1:w~ryry11 ~ Vi 1e:i~1u ~ 1-'.j ~ ~ ~ ry ry 1~e:i1 ~ 
~e:iVlti-'.j V11e:i~ rnlJ'W~~:w~~~ 1CJ ~11~1-'.jil~'Vlfiu e:irn~ n~ru ru11~ bb~~n~'Vlfi~1-'.j~-ru~1-'.j'J1 CJ1 VI~ b~1v11-'.j1'W 

~ ~ QJ QJ ~ 

6lJe:J-'.j~1u~1-'.j1 Vf ~G:i1-'.j1 'IJ n 1ca16li~'Vlfiu e:i n b~ n~ru ru 1J'W1~ m~'Vl'U ~vifi6lJe:i-'.j~11~1-'.j~'<\J ~ b'1 CJ n1'e:i-'.jri1 b~ CJV11 CJ 
~ q QJ QJ ~ 

bb~~ri11i~1CJ1~1 (f11i!) '<\11n~1'U~1-'.j 

be:Jnfl11lil~qJ1~~ 1§'.l~/.:i'\J.l§'.lct:b~ 

( // 5111511 

'!!\l.t91.'!ll •••••••••••••••••••••••••••••••••••••••••••••• ~11'<\11-:I 

""-' 
:=,) 511Q.I 511 

. ( 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••• ~';i'U'<\11.:1 



-b"li-

1'Wfl1ru~~11~1\l16ff~'VlTI'Ue:i fl b~ flG1ruru1 ~11~1\liJ~'VlTI~'UV1~e:iu\l~'U~1flV1~ fl'Li1~nti 
'U ., ., 'U 

m1LJ5u&i~1:WG1f;1Jf;1J1~1:W~eJ ~ b lJti-o51'W1'Wb~'W~\lV!:W~V!~eJbb~'U1\l?i1'W ~1&.Jbb~~~b ~'W?f:Wfl111~VJ'WVJ 'WeJfl~lfl,f 'W 

~-r'U ~1\l~~ ~e:i\l-r'U ~ ~6lieJ'U b 'W~l b~t.JV!l t.Jzj\l b lJti-o51'W1'W bn'W flll'V!~ flcLJ1~n'W m1LJ5u&i ~1:WG1'f;1Jf;1J1 bb~ ~~1 b~t.JV!l t.J 
~1\l 1 ~bn~~'W 11:w~\l~116ff~1t.i~ b~:w~ti1 'Wfl11'Vl1\l1ti,!ti~e:i1 VI bbt{1 b?1~~~1:wG1'f;1Jf;1Jlzj\l~11~1\l~~vrfl be:i1~1fl 
..J1ti1m~'W1~1 ~~~~1t.i1 Vlbbn~-r'U~1\lnt~ 

. 'U 

m1~~11~1\lhJ16ff~'VlTib~flG1ruru1~\lfl~11~1m11riV1~\lhlblJ'WbV1~1Vl~-r'U~1\l~'W~1fl 'U ., ., q 'U 

~el @o. m1u.:i~ufi1u-ru fi1ba£J'V11£J bb~~fi116if'C\i1£J 

1tifl1ru~~-r'U~1\l1~u5u&l ~1:wG1'f;1Jf;1J1~e:i 1~~e:i'V!~\l~1t.JbVI~1~ 1 n ~1:w 'C\J'Wb U'Wb VI~ 1 VI bn~ 
~1u-r'U ~1b~t.iV11t.i V!~e:i~116ff~1mbn~11~1\l ~-r'U~1\l~e:i\l611~16ff~1u-r'U ~1b~t.iV11t.i V!~e:i~116ff~1t.i~\lfl~111Vlbbn 

'U 'U 

~11~1\l 1~t.iim~\li11t.i1 'Wn1V1ti~ @ct (~'UVl1) 1ti L!'U~~~1fl1'W~1~-rrnb~\lblJtiV!'Ll\l~e:i~1fl~11~1-:i V11fl~-r'U~1\l 
'U . 'U 'U 

1~6li~ 1mVltifl~e:i\lm'Ul11tii11t.i1 ti1~ t.i~ b1~1~-:ifl~111 Vl~11~1\l iJ~'Vl5~~~V!mm~1fl-o51ti1m~ti~1~1\l~~e:i-:ii11~ 
'U 'U 

Vi~e:iu\l~'U~1flV!~fluwntim1u5u&l~1:wG1'f;1Jf;1J11~Vl'WVl 

V11fl~1u-r'U ~1b~t.iV11t.i V1~e:i~116ff~1t.i~u\l~'U~1fl-o51ti1m~ti~1~1\l~~e:i\li11~ V1~e:i~1fl 
VI~ flu1~n'Wfl11u5u&l ~111G1'f;1J f;1J1 bbt{1t'r'l1~ b ~ t.J\l'vrn ~-r'U~1~~'Wt.Je:i:w61111~?f 1ti~ b V!~e:i~ tJ\l6ll1~e:i ~~tiri1'U l11ti 

m:w'i\l1ti1ti~1u-r'U ~1b~t.JV11t.J V1~e:i~116ff~1t.itTti i11t.Jb'Wtl1V!'W~ @ct (~'UVl1) 1ti cU'U~~~1fl1ti~1~1'rnb~\lblJ'W 

V11 fliJ b~ti ~ 1~ 1\l ~ 1:wG1' f;1J f;1J 1~ VI fl 11~ 1 t.i b lJ ti f11u-r'U ~ 1 b~ t.i V11 t.i V!~e:i ~ 115ff~ 1t.ibbl{1 

tJ\lb V!~e:ie:i~~mvl11~ ~11~1\l~~~'W 1 Vlbbn~-r'U~1\l~-:1V1:w~ 
'U 'U 'U 

21 21 I 

6llel @@. n11~1.:16lf'N 

~-r'U~ 1\l~~~ e:i\l 1~ beJ1\l1'W~'IV!:W~V!~eJ bb~ 'U1\l?f 1ti bb IA\JG1 ru ru1d1LJ~1\l6lf 1\l~ fl'VleJ~V!~ \l cu QJ QJ. .. 

b1'tibb~m1~1\l6lf1\l\l1mb~'U1\l?f1ti~1~-r'Ue:itiru1~blJtiV1'Ll\l~e:i~1fl~11~1\lbbt{1 m1~~11~1\l1~e:itiru1~1V1~1\l6lf1\l-:11ti 
q ., 'U . 'U q ., 

bb~'U1\l?f1ti~\lfl~11,!'W 1~bU'WbV1~1Vl~-r'U~1\lVl~~~'W~1flm1:w-r'U~~V1~e:i'W'tin~ V1u1~~1:wG1ruru1d bb~~~-r'U~l\l 
q 'U q ., ., 'U 

'C\J·~ tJ\l\Dl\l~ e:i\l-r'U~ ~ b 'Wr111:W~ ~ bb~~rl11:WU1~:WTV1 b~'Wb~ eJ6lleJ\l~-r'U~ 1\l6lf 1\lV!~eJ6lleJ\l~1 bb 'Vl'WV!~eJ~ fl~1\l6lleJ\l~-r'U~1\l6lf 1\l 
'U 'U 'U 

J'W'Vl flcLJ1~fl11 
q 

m&~-r'U~1\l1LJ~1\l6lf1\l\ll'Wbb~'U1\l?f1ti1~t.i~1tltim1:w 1 ti111riV1~\l ~-r'U~1\l~e:i\li11~ 
'U 'U 

~1LJ-r'U1Vlbbn~11~1\lbcLJ'W-o51ti1m~ti1tieY~11~e:it.J~~ @o (~'U) 6lleJ\l1\lb~'W6lleJ\l\l1'W~~1-:16lf1\l~1:wG1ruru1 ~\ld1~~~~vi5 'U ., ., 

~11~1\l1 tim1'Ue:im~flG1ruru1 'U ., ., 

~el @Im. m1.:i~'Vl'iel~~fi1u-ru 'Vl'ielm16llmm1~11'Wm1tJ~u~t91111iilqJqJ1 

b 'W mru~iJ b VI~ bn~'C\J1fl\Dl11:W~ ~Vl~eJfl11:W'U flVdeJ-:J6lleJ'lih t.J ~l1~1'1 Vl~eJ b V!~?f ~1?f t.J 
q 'U q q 

VI~ eJ b n ~ ~ 1fll"Jti&\fl11 rue) 'W VI~ 'I e) 'W 1 ~ ~ ~ -r 'U ~ 1'l1~ ~ eJ \l -r 'U ~ ~ ~ 1:wfl~VI:w1 t.J VI~ eJ b VI~~ 'W ~ 1:w~n1 VI i.J ~ 
i 'Wfl~m~'Vl11-:i zj-:ie:ie:ifl~1:wm1:w 1 tifl~Vlmt.i11~1 t.im1~~~e:i~~~1\lbb~~m1'U~V111'W'?t~i11ri-r] v111 Vl~-r'U~1-:i 
1~?11m1titJ5u&i~1m~e:itihbb~~n1V1ti~b1m1ti~e:i ct ~e:i ·';;) Vl~e:i~e:i b"ll 1~ ~-r'U~1-:i~~~e:i-:ibb~\lbV1~V1~e:i'V'Jti&im1ru 

tana111ilqJqp'lij'{_.~ ~~ .,~~tl.l!l&:'b<i'. 
(f 21• 21 

'lfiJ.t9l.'lll •••••••••••••••••••••••••••••••••••••••••••••• ~11~1.:I 

-< 
. :_.) . 21GJ 21 

........................................................ ~':i'U~1.:I 

r--~ J.1\1 --y 
) i_.') I;\ \ // 

L 1 Jb~\J 

[J:~: 

I
. -.,, . ···-· -- -·1 

~-------·-- ~ ---"--- --------· -----~j 



-~-

~'I fl~ 1TVIJ~e:J:WVI~ fl ~TW b ll'WVl11-:i?le:i 1Vf~11~1'1Vl11'LJ b ~ e:J6lle:J'l~Vl~e:J~ ~f1Tu~u Vl~e:J6ll EntJ nmv11m1~1:w?I ruru1 
d.s cu ' QJ QJ 

.fl1tJb'W C9>~ (~UVl1) l'W 11u5~'C\J1fll'W~bVl~J'W~'U~~~'I Vl~e:J~1:W~n1Vl'W~b'Wfl~fl1~Vl11'1~'1fl~11bb~1bb~mru . 

t11 ~~u~1-:ihhJ ilu~1VfblJ'W1tJ~1:wri11:w1 'W111riV1ti-:i 1 Vf~ e:i11~~u ~ 1-:i1~?t~ ~~vifi 
~ d..J ~ 

b~tJfl~e:i-:i1 'Wfl11~'C\J~6lle:i-:i~V1~e:i~~f11tl~u Vl~B6lltJ1tJ1~tJ~b1~1v11fl11~1:w?iqJqJ11~tJ hl~ b~B'W 16ll1~ 1 ~-:i~'W bl'Wbb~ 
rnrubVl~bn~'C\J1flfl11:W~~Vl~e:Jfl11:W'l.Jfl'VIJ~e:J'l6lle:J'l~1tJ~l1~1'1zj'l~Vl~fl~1'W~~bb~'IVl~e:J~l1~1'1Vl11'LJ~e:J~bb~1~'1bb~~'W 

q ~ &I ~ ~ 

fl11'1~Vl~e:J~ ~f11tl~u Vl~e:J6ll tJ1tJn1Vl'W~b1~1vl1fl11~1:w?lruru1~1:W111flVlti-:ie:i ~1 'W 
v v ~ 

if eJ @m. fi1u-ru 
mru~~~u~1-:ihl?t1m1flvl1'11'Wb Vlbb~1b?f~'C\J~1:W~n1Vl'W~11l 'W~qJqJ1 Vl~e:J hJtJiju~ 

~1:w?iqJ qJ1~e:iV1ti-:i~e:i 1~ Vl~e:i hltJiju~-:i1'W1Vi'blJ'W1 tJ ~1:w~ ~11~ 1-:in1V1'W~ 11:w '1-:ifl1ruhl?t1m1fltl !ju~~ 1:w 

6lle:J'l.Jb6ll~'l1'W~1'1U11'1~fl'l~11~'LJ'LJUe:i-:Jtl'Wfl11Uf\1flbfl~e:J~1tJfle:J:W~1b~Bi ~111fl-:J1'W tl.tl.?t. e:itlmru1~U'LJ'LJ~Vl11 
q q q ,q 

~~m1tl:wbV1~m1rubrn~1bri11~~?1m'Wm1m1:wb~e:i:w btJ'lfl11flfl h:w~ (SIEM) tJ1~'<\11lJ-:iutJ1~mru 'VIJ.~. k.lctbC§:' 
~ q ~ 

VI~ e:i b e:i fl ?I 11 bb 'W u VI 1 ti ?I ru ru 1 if 'W ~ e:i b lJ 'W ~ 1 'W VI ti -:i 6lJ e:i -:i ?I ru ru 1 d. 1 Vf ~ e:i 11 ~ ~ u ~ 1 -:i fl 1 ~ v1 1 ~ ~ ?I ru ru 1 
QJ QJ QJ QJ cu QJ QJ 

bb~ ~fl1ru~11~1-:it'J-:i1:W161l~vifiue:ifl b~ fl?iruru1 ~~u~1-:itJe:i:w1 Vf ~11~1-:itl~u b lJ'W11tJ1'W1 'Wif ~11~e:i tJ~~ o.@o 
~ v v ~ ~ 

(~'Wt1~ ~V1ti-:i~'Wt1) 6lle:i-:if11~1-:i~1:w?iqJ qJ1d 11u bb~i''W ~~ e:i11~~u ~1-:i~ ~?iqJ qJ 1 'C\J'W fl11'C\J ~tliju~1 Vi' b lJ'W1 tJ 

m:w?I ru ru 1Vl~e:J ~ 1:W~ ~11~1-:i n1Vl'W ~ Vl~e:J'C\J'W '1-:ii''W ~ ~~'LJ ~1'11~ bbm 6ll'l1'W~'LJ fl'VIJ ~e:i-:i1 Vf b~tJ'LJ ~e:i tJ ~ 1:w?lru ru 1 
QJ QJ cu ClJ • OJ QJ 

al -=f Q.I .<::I ""' Q.I 

Vl1e:J'C\J'W fl'l1'WVl'l.Je:J fl b~ fl?f qJqJ1 

' ~ 

ifeJ @~. fl11:JJfl:JJf11eJ~bn~1nu~6llfl'Vlfi 
q 

b 'W mru~~flfl~.fl1tJ'We:Jflfl~11el1'1Vl~e:J1~~Vlfib~tJfl~e:i-:i1~ 1 l1~fl11~~ biJ~~6ll~Vlt 
Vl~e:i~vifiu ~1b~ tJ1nu1~uu rie:i:w~1b~e:ii~1:w?lruru1d1~tJ ~11~1~iJ1~ bb.m6ll~~ bb tJ~-:i1 tJ'C\J1fl b~:w Vl~e:i bbm6ll 

v v ~ 

~~ bb tl~-:i b~tJ 1~~Ufl11:W ~'WtJe:J:W'C\J1fl~~'LJ~1'1 b lJ'WVl11-:i?le:iVl~m lJ'Umru~flilVIJJl tJe:J'Will1~ 1 Vfv111~ ~~'LJ~1'1'C\J~~e:i-:i 
~ dJ qv ~ 

~1b tJ'W fl11~-:Jtl1'1b~e:i1Vlfl11fl~11el1'1Vl~e:Jfl11b~tJfl~e:J'l~'lfl~111~~'LJ~'W1 tJ1~tJ b ~1b~e:i1Vl~l1~1'1?f1JJ11fl 1 ~1~'LJ'LJ 
~ 

fle:J:W~1 b~ e:iiJ'W~e:J 1 tJ1~ i'W~e:J'W~'lfl~11e:J1'C\J11:W'1'1fl11~'W1~'LJ'LJ fle:J:W~1 b~e:J{b~:W bb~~ b tJ~ tJ'W1~'U'l.Jfle:J:W~1 b~e:i{ 
~~fl ru ?I :W u~1:W ~ 1fll11 ~ 'lJ 'lJ fl e:J :W ~ 1 b ~ e:J { b~ :W b m Vl:W VI 1fl~~'LJ~1'IiJe:J1'C\Jfl1~vl11~ bb~ ~ ~ l 1~1 'I~ e:J 'I ~'LJ ~ ~ 6lJ ~ b ~ 

q ~ ~ 

f11b~tJV11tJ ~e:iu riri~.fl1tJ'We:Jfl b ~e:i-:J'C\J1flt:-i~ bb tA-:im1~~ biJ~~6ll~vit ~'lfl~1i ~~u~1-:i~e:i-:i b lJ'W~~11~f11 b~tJVl1tJ 
q ~ ~ 

f11tl~D bb~~f111~~1tJ~'W 1 11:w~-:if11f16/J1n11:w b utJ:w bb~~f11vi'W1tJri11:w bb vi'W~11~1-:i ~-:id~11~1-:i'C\J~ bb~-:i1 Vi' 

~~u~1-:ivi11rn lJ'W~1tJ~fl~ruiJm~11mde:i1~~ m1fl~11e11-:iV1~e:i 1~~vifib~tJfl~e:i-:i~-:ifl~111~tJ1:W~fl~1 
~ 

fl 11 ~ ~ ~ e:J bb ~'I cU qJ VI 1VI~e:J6lJ e:J ~'LJ 'lJ ~fl 11 b ~ 1 ~ b ~ tJ 1 ~ e:J 'I fl 'lJ ?( qJ qJ 1 u U 'lJ d 61111 fl '11 'W 

tl.tl.?t. 'C\J~vl1fl11bb~'l~1'W Call Center Vl~B Job Support 6lle:J'l~~u~1-:i 1~tJbVl1~'VIJvlbb~dvi1?111 (Fax) mu~n'W 

'VIJ~e:i:wu'WViflfl1";i~~~e:iviflri~-:i 1~tJ~~u~1-:i'C\J~~e:i-:itJe:i:w~u bb~~'C\)~ 1:W~e:iblJ'W~e:i 1~bbEJ-:J~'C\)~ 1:W~1 b'Ll'Wm11~01 1 'Wm1 
q ~ I 

~1 b'Ll'Wm11 Vf b?t~'C\J~u~1m~tJ~b1m~n1V1'W~ m1ue:iflfl~11~'W1~ 1 Vfv11b lJ'WV111-:i.?le:i bb~~bb~-:i1 tJt'T-:if1?1ruru1Bfl~1tJ 
~ v v 

~ 1 :w ~ e:i ~ ~ 1-:i ~ 'W VI~ e:i ~ e:i ~ ~ 'W ~ 1 :w ~ f1 ?I ru ru 1 ~ 1 tJ 1 ~ ~ 1 tJ VI ti -:i 1 ~ bb ~ -:i b lJ 'W VI 11 -:i ?I e:i 1 Vf B fl ~ 1 tJ VI ti -:i vi 11 u 
~ ~ ~ v v 

.rnna11fl'~qp~~ m~/.:ictJ.m~~ 

. '-- !.:> ii• ii 
'Vl!.{91.'Vl •••••••••••••••••••••••••••••••••••••••••••••• ~11'i\11~ 

::r VG.I ii ........................................................ ~1'U'i\11~ 



-~-

vnn bll'Ll f11';ibb~'IV11'11 th~ru ~1Vi'~'l 1~ tJ';\J~VllntJf;l'l'Vl~ b 'Li tJ'Wt91eJu-ru bb~~1Vl-ru n~';ibb~'I btJ~ tJ'Ll bb tJ[;l'l~eJ~tY'Ll 1 VI 
'U 

~eJ beJ1l'Ll~1~-ru f11';jb tJ~ tJ'Llbb tJ[;l'l~eJ ~ b ll'Lli''Ll bb ~'I 
'U 

Vl1n~!Kruru1~1tJ 1~~1tJ~eJ~ ~eJ~bb~'l 1Vi'€in~1tJV!~'IVl';i1'Ubll'LlV!U'l~eJmtJ1 'W ®ct (~uVi'1) 
'U .., .., 'U 

Q..J Q.I IV 2.1 d I 

1'Ll 'Ll'U bbt911'LltJ1 tJ'VleJ tJ 
'U 

!Kru ru1dv11~'Ll?f eJ'lucLJ u ij~ eJ ri11im n ~ eJ'I t91 ';i'ltl'Ll -~!K ru ru11~ B1'Llbbf;l ~ b ~1 h ~ Bm1:1-J 
QJ' QJ' cu cu QJ QJ 

1 ~ tJ (;l ~ b €i tJ ~ {91 (;l eJ ~ bb ~ 1 ~ '11 ~ f;l 'I (;11 tJ ~ eJ zj eJ ~ ~ eJ :l-1 ~'I tJ ';i ~VI u {91';j1 ( t51 m H b lJ t! ~ 1r1ru~eJVlu1 ~ tJ 1 t! bb m~ ~ !K ru ru 1 
QJ C\J QJ Q.J 

~1'1~~~eJ 11~1tJf;l~Vl~'lucLJ'U 

(<M~fl) ~'l.liilT:iT'il l VI _______________ a~------ _____________ ~11-if 1~ -
(l ~~~tl · IK'lriVl~~'lfd1) 

';ieJ'lbf;l6ll15m';i tJ.tJ.?t. tJ5'Li~';i16tlm';ibb'Vl'Ll 

bf;l6ll16n1';iriru~n';i';i:1-Jn1';iueJ'ln'Llbb(;l~tJ';i1utJ';i1:1-JtJ1b?t~~~ . 

(r;l'lzjeJ) _____________________________ 1 ________________________________ ~-ru~1'1 
('W1tJ~';i~~n~ ~t91~'lururu1) q..,.., 

(1;1~zjfl) ________ ~--------~-------------------- ~~TU 
( 'Ll1'1 ~ ';i~~ ';i';i ru m ru -;u 'Ll tJ ';i~~~~) 

.., d.!l 

{ 
(r;l'lzjeJ ) __ ~ ------------- ---- -------------·- ----- ------------------ -------~ tJ 1'Ll 

('W1'1?f1To'Ll1m 1 ~';i\i31~) 

b~1V1u1~1bri';i1~~'Ll1tJu1 tJ bbf;l~ bbt:-i'Ll 



H1'll~ 01762 

~D~ : \ {l~~~r~·J'i~~1•J'H~ 
.... "' \-\8·..S I fi'lJV. -

~'\!u1·~~ -
I fit!~ 89 
rt.'ir.fl/ ~LH.J -

rnrn •JatJ\)f.1 

l~m/61~na U1nlr.~~ 
"i\li-l1tJ"iUrutl 11120 

6.tn1 

uur. -

t~~u~~~1m1~i~un1tlD1r.; 09940001598~1 \~~~~1~1 
~D :jil ,.\\l'1~~11i ~ ~ \1·1~ ~i«n ·" 1 ~Fir~~ n 'i;;J n i '1-Jo·" rlu U ii~t!;1u\Jcr'11JU 1 L ~·,~~~ 

1Gi'1~u81 fl"ill i-lGHl •J 1 U•..1&111 ~i.:~1~1<l\1G1"i1 i-l1"i&1"HlUfl!li!om "i"Hl1 n "ill rlGHJtl tl"a 4 
'1ntH~~m~1;11'! ~CJ!W1\fH.I~ 29/·~u.2564 1''1.15 ~1n;1~nl 2564 ~·~ff: 

~101fl'Hl~m~tl 
"' d 

I·~\~ 1 •,rn 

1,887,850 

1,888 
0 

1,888 

47 

00 
00 

00 

! 
I 

' I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

.I 
! 

+-----------------------------------------------------------------------+ 




