Uszn1Adatind1InNsoauieyna
o A w a w w - daa o
304 UsznansiandenauissuuuImsian1sanulasnislaseairsiugrumalulagadna

uwrswgy1ln Lwangln nzamnasnuas dae3susznansiaddnuseing (e-bidding)

AINYNINS DA TANNUTEaIAAzUTENIASIANTDNAILNSEUUUTUISIANTITAIY
Vasadslassaieiugrumeluladdda wuamgiln wangiln asammamiuas medsuszninsag
a & At S & VoA m e
Sidnwsalind (e-bidding) ANAwBINUTBluNMsUSENMATIAATH WURWIEY o,cec,000.00 UM
(Baduinaurimiuelaiuumii) ausiens fed

qtu

Faunssuuusmsinnsanauvasnislasadiugiumalulagidva uramgiln
LUANEYTIN NTIVNNMIUAT U @ 1Y

fouteiausvzdesdnnaun Fotglud

&. IAUAWTONLAY LY

. Biluyaraduazane

on. legsgninadniians

<. liiluypnadsegseningnssiumstudaiaueviorhdgadumissnuvesigli
$2m5712 Lummnmuwlmmummmmiﬂswmuwamsﬂg‘ummwawﬂiuﬂaumimmvmEJU
fissuuasimsnsennsmIedaimuanuivssmemeunslussuuiaiersmsaumavensuidnans

&. "LaJ'Lﬂuqﬂﬂa?&a.gﬂizmjal’ﬂuﬂ'm%'mmaQmmuuaslﬂLLﬂﬂL’;au%a’LﬁLﬂuwamumm
wihgauresigluszuuieiedngasaumevasnsudydnais Fermdaifiyanafigicnuduiud

#ians nssumsgdnnis fusms diisnnslunsdidumilufiansvesiifiyaeaiudae

YU Y
=

b. uqmauﬁ’ﬁLLaz"Lnji'Jé‘nwmzﬁaaﬁmmuﬁﬂmzn'ssumsu‘lamamﬁm%a%’ﬂﬁmt,ax
msuSmINaRAsEAvualus1TRa YA

o. WuypaasssunviEeliynana Q’ﬁm“z’jw’tﬁmaﬁ’aaﬁﬂismﬂiﬁﬂﬁaé’w"‘;ﬁﬂﬁxmﬂﬂm
Sldnnsadndfnan

. laiL‘fjué’ﬁwaﬂisiwﬁﬁ"mﬁ’uﬁ’u;ﬁ%’u%’amuaiwﬁuﬁL%'ﬂ?iu%’aLaua’[.ﬁufiehﬁ’ﬂﬂziﬂmm
Wia w Tuusemalsemasadidnnseiing wieliudnszvinisdulunisdavnmisudedy
sthafhusssulumsussmanesidnvsedindassil

«. Liduglésuenansvienuduiiu Feenauiaslisentumalve Buudisuia
mawawaLaualﬂumaﬂwaavLanawﬁmﬂmunuwmmu

®0. Nau*uaLﬁuamaaa{m“L'UEJu'Lusvwa]ﬂsziaﬂﬂmamﬂsﬁmmmﬂmauﬂa (Electronic

Government Procurement : e - GP) va4nsutay¥nans



®6. ﬁﬁlu%’amuaﬁawmmmﬁauﬁﬁqﬂﬂaﬁﬁmsﬂmmLﬂaufiaﬁg\imuéﬁlﬂﬁaaﬂ'ﬁﬂ ¢l
Fuly Sufeiuiutaauesian wazvuaansileulivesnit e,000,000 UM (Wisd1uuImnaIu)
Frsuidtyad Insfindngunseansdsudansuimungsiansi nssnsrended senlivieiuses
TilaiAu o Wou Tunniuduteiaus

ob. fiutaiausredlifuivsnvivesdrintnnseumd vieldusaluuitn
fusnwesdiintmnsesinilunisindendsd wasdedlififuitRnuvesdiinginsesuisni
hlufidusnilussisvesiuteiauslugrusdnssimsudedsaau

om. fHuteaiausdesldunisaduayunianaia waglffunsudsdaduiuny
Smihesvuvanuidnidvesdnsusivieauvesdwesanius wiouuansena iy
Funudmiieatuats Teglduenansunzidiaussian

Q’E‘Eu{;’aLﬁuaﬁaa?juﬁmauau,azLauaiﬁmmesswﬁﬂ%ﬁﬂ%’wmﬂ%’géfwﬁLﬁﬂmaﬁnﬁ
W it ST T B e u.

Fauleanunsavesuenansuszmanadiannsedind lnsandlnanienasiiunig
isuué’ﬂs‘?}’aiﬂé’wﬂ’m%’gﬁaEJ?JLé‘nmaﬁﬂﬁﬁ'ﬁqLwi"a‘uﬁﬂizmﬁaauﬁadaui’umuaswm

Q’aulﬁ]mmiﬂ@iwamﬁamiﬁﬁ Aulwd www.nia.go.th #3® www.gprocurement.go.th
w3paaunudayan 1 ImAlANNINSANInLNELaY oba-bom-babe Frudadedadng malnsdwi
MY cbloranaco-m 6 ¢eee, €ocd MTULALIATINNS

fenladesmmsuneasBenduiuienfuneandeanadnuaane Wsnasunu
1189dTNYINTOWUN TR HIuNeBILE theerayuth@nia.go.th wiavawmemufinsusydnans
frvun A8TUUR e TnedingnsesuvienitsduaseasBendinanisiunaiuled

www.niia.go.th kag www.gprocurement.go.th TR e

LY d =
Usznd a Jufl 9¢ Tunau WA, beos

-

(WeswIns Tases)

AB1eNSETnY NI WIYA

) 1 o
wineing fUszneumsansedamsenenatslizneunInaueAn (1Bnasdd o uaviendns

d1ul ) Tuszuu e-GP Tosauwsiun vasulondsaudsiulauasIan



of

g ol = of ot 4 sSaaa
NsPENAILITTULUIMSIAN1sANUaaaiElassaTeiug umAluladfdva
WYRWEIN LUangyln NFUVNANIUAT
auUsEnd d1nd1INTouvierIf

astuit 2¢° flure wews

Arifndnanseswiend FueliiBendt "dnindninseausisnd’ fianuussasdas
Ussmanadeseitusemamdidnnselind anusienis deil
faunszuuuimsiansansdasadelassaireiugiumaluladdia wrmgln
WANEYTLN ATIYINUMIUAT MU @ 11U '
Wanflaedoiiseaduvesust vodwi liiegldumndou liduveadniu egluanmi
wlfouliuiuasiinndnuasanzasmuidmualfluenasussniasadedasisussmesen
Sidnmsetindatiuil Tnefidouusiuasdormun fuioluid
. lNE1ULULTELIEAA1TUSENIATIABIanNsalind
0.6 IHALDIAANGNYTIANE
olo wutluauemeiitwualiluszuumsindedadriniesgiedidnnsednd
oo Sygitomeuazeygalildavslulusunsurenfnimes
o wuunidorussiu
(@) ManUsgnuNIsEUesIAN
(o) wanUseiuden
@.¢ Uniey
(0) Hilnauselovisium
(o) Msdnvaresmsudeduatrausssy
o5  wulgfienasitmualilussuuiatednirinasgiedidnnseiing
(o) Tayfienarsaind o
(o) Tafionansadinud o
. AauTAvesBudaisue
.o LMNNAWITOAUNYVINEY
blo liilluynraduazany

b hiogsznInadnianis



e Wiluyrradeegseningnssiumstutaiaueniovindygnundisnues

TR o & wauw 1 3 a a va v =
55t Wesniludliiuinaeinisusadiunanisy jiRauve s ssnaunisauseiioy

U

:zc.l a @ o A < 1 L5 =
7 ﬁﬁJUﬂi’ﬂﬂﬂiﬂiSWﬁﬁﬁﬂ’]iﬂadﬂ’muﬂﬂqlm‘l.ligﬂ'lﬁlﬁdEJLL‘W‘ﬂ’Lﬁ%UULﬂi@“?.l']El?l"lﬁﬂumwﬂﬂﬂﬂ‘iuﬁfg‘ﬁﬂaﬂ

i =t ; o | wd v v oo 4 gw v
b hiluyanadsgnsvyteliludydsededisnusazlsudaioutelidugi
Nuvemhenuvesglussuuietivasaunavesnsudydnas Swnddfyeraidicnudu

Y
o
VYo o

Vudndnnis nssumsgdams guims gsmnalumsdliunuluianisvesiiiyaeatiuseg
o wa 1a v (R P v & o
oo Juautuvarhifidnvassvihunuiaugnssumaulouiensindeadning
wazn1sUIMINERAsEIMUAluTTRAYUNK
o Huliyerailendnuiewanivszninsadidnvseiindsngnn
L wal 61w w wal v a4 o voa v ¥ 1 o w
b Lidufiinausslenisuduivdiudaaueneduidhduteiauelvun duin
dmnsewsisn® a Juussmeadsznansiandidnnseding wisliludnsevimsdulunisiauims
wisdusghadusssulumsussmasmddnvseiindaseil

1 2 ar = n‘ < 1 4 ar = = 1 ;i’ 1
e Lidufldsuiendnovieniuduiu Je1aufjiashivendumalng Liuud

SsunasatuteiauslatiddviaasiondnsuazanuAuiuduindu

L3 = mun’{

oo Houlaiausidudaiausluguuures "iamssiudn’ desdlnuaudadeil

9

aa v J :

nsdifdennasy Muualididrsaudselaseniadudidrsiudmen

1 v o

Jamnaatazdesdinsiruadadiuntin uazanuiuiareululSunneu &wes viayarmudyyn

[} L dl'

woeldnTImAmaNINNNIE NI TIEBUY NI

oy [ ] v )

o vy v % = )
NIUNVDANAI ﬂqumiwcgL*U']i'mmi’lﬂm’m%mLﬂugL‘Uﬁ’mm‘waﬂ

i o

a v & w v 1 Y a : v ddd
Aamssndiudeddnanuvesidisudmdnnedenluranuvefianisiuinbudeaue

o LYV ay M Yo vY v v & v w o )
dwsudannass Aldlamvualdgidisauarseladugidisiunvan

L LA | . v =

WhswdmnieesiedauauifasutiumuieuluimuunliluenasiBysiy

ee

@ v @ Vv oo

.06 g’g’ﬁu‘ﬁ'aLauaéfaaawaﬁL‘Gauluiwuﬁ'ﬂ%aﬂﬂmamﬂﬁgmaaLé‘ﬂwsaﬁﬂé
(Electronic Government Procurement: e - GP) ‘umﬂimﬁ‘mﬁﬂmd

bob fiudaiauedonanslsuiiyrraniinsaanzilounensuailiddesndi

i v = w oA v = = | ' = v v

& U 3l dufsududaiauesien uaziiyuaanziteulivesnit e,000,000 UM (llsaruumiIw)
Frszifinyadi Inefivdngiunmsaanzifeudinsuiaungsfianism nsgnsrmndiad senlinieiuses
T9laiiAy o Wou JuannTugudsiaus

b.oa fiudsiausdesliiuiivinwvesdiinginsesuised vieddusau
luvisniiuSnewvesddnynnseswwisnilun1sindensell uasredlififujjiRnuvesdingninses
wisnddlufdusalugsisvesBudaaueluguzgnssyinisviegsinay

v v v v ) a Y | Y& w

0.60& Qauwatauamﬁmumiauuaqumqmﬂuﬂ waglnsunisussnadusiumu

SVUSEUUNUS IS e AR S pav e s v sEn e niaunandenasnsuasiady

Fuvugmunsatuase lealvtuenasuaeida@unsan



o. BENgIUNITBUTBLEUD

HoudeiauervievausienansudnguBusmieutunsiauesmmeszuudne

[T

@ Y a g a ¢ I 1 &
AdrAsgeBdnvseting lneusniu b du Ae

1 o 1 2/ v = e 1 c’l’
me HIUNe amauaﬂmaamaﬂmsmmlﬂu

= v v

) 'Luﬂmwﬂwmauamuumﬂﬂa

Y

1 o g yd o o al
(n) Frefudadynierieiudiudnin idudrumddeiuses

L | ]

mssavzifeulifyaea Jydseteiudingdanis diisamuns () nieuviusasdiungnaios

U

(@) USENINAAUIUSENUMITUIING TABUF U INIEDSUTDINTS

d

anzidouiiiynna wivdeusausiaus Tadsetonssunsgdanis glldmnammunu (i) wagdyd

Kieviusnelng (i) wieuvisfusesdungndies

(o) Tunsdlfudaiauaiduypnasssunvionnsyananillddiynaa Tty

[

dundnsuseddusevuredty duuidennasiuansdisnisidnduiud "J‘u (63) dudng

v

Usziniuszrruresfifuudiu wieduumlideiiuneiufudnifildfedywdine

WinuviasusasdIgnes

7 '

(@) Tunsdlfdudeiauafufiutaaussiuiulugruzilugiud Ty

(1

duundygvoimsingind uastonansmuiszylilu (o) vie (o) v8a3iudn udusinsd
(@ enansififiudy q
(€o) duulunsifounsyariia
(@)  dnutunzilounidivd
(@ VaTenarsdnui o Fmadilatundonfumsiaeimmesyuudnte
{adrennsgaedidnnseding muuuulude o. (o) Inglideswuuluguuuy POF File (Portable

Document Format)

v 3 1
o =

viell WedBu "aLauaﬁi’ﬁLﬁummuulwémnmsmuﬂ’zy%mﬂaﬁa’wﬁ ®
Asufiau gniasud svuuindedadneneied aﬂmaﬂmauﬂmwaswufg‘manmimuw o muwuvly
o 0.2 (0) Wlnefdudoiauslifowuutyionarsdud o fand1luguuuu POF File (Portable
Document Format)
mlo il b ettioedosdiieonaafielud

(@ lunsdififdudeiausnausrunaliyanadunseyinisuniliuuundsde
weusdsAnensuanudnungvang Iﬂaﬁwé’ngwmmmﬁqmumaqg’{mauﬁmwLLazQ’%’ﬁmaué’ﬂmﬂ
ﬁaﬁmﬂ@’%’umuﬁmwLﬂuuﬂﬂaﬁﬁumﬁmLﬂuQ’ﬁusaqﬁﬁmazmmngwmmé’umﬂﬂv’u

(b) wamanden wisuuusUTIensaziBunAMaNwMZIANIE AUl <.

(@) 18M5RNIUN & RALITEULLIMIIANSAIYaeadslasadn

a

wumuxwﬂiuia VA Wngly wawgln NINIIUAS



(o) wanUszAunsi@ues A Aude &
(o) ﬁﬂLm’LU%yumLﬁauﬁUssﬂaumﬁmuﬁﬁr’umrﬂﬂmau,awmﬂa'au
(SMEs) (£113])
(o) @MU edo5UsoIdUAT Made In Thailand ¥ 898N
geamnssuwisUsEmalne (i)
(@ wnansiisiAndy q
(o) fiutaiausdesinvhmuviouiisueavidonqudnuvae

a1z inude b way o) mundiing1InseiwnAneInsnusIgasiBennunwzianizll M

Joiaunvodudoiausdazdassryiavteligndenseiufuienarsiiiaue lnedavinluguuuy

famoluil
e = o | dedmusseaziBuauaz
dfedie | 0 - 0
T L auadRewz

seyiartol | IVidnaenseazidennuanye szydannurdn “ase | sTyRaninees
asnUEIde | lRINIEUNANUNY1INTBLAIYE AUYBNVAUARIY LONA15D19DY
nseClute 6 | Mvua ARANENEIANE”
wazle 7

4 o

(@o) Roudeiaussasliidunuinwivesdiinyinsaswiani viedl

druialuvieniiisnwves drdndnnseswisndlunisintonssll uazdeslififuiiRnuvesdiln

u

gl lufidusiulugsiavesiiudaauslugiuegnszinn1svied sy niounuy

A
VDSEREIERN
(@) fBudoiauedesldfumsatuayuniavaiia uagldsunisuses
Wusunudwminessuuanuisnidnvendniueinioana1vaadnunnanfae NSouLansenaIsnIs
wismaEusuusmieatuase Teslrduenasvasidiauesan
(@) vaBenansani b vouailddundensunsiauesamisszuuinde
Jadnnasgitediannseling muuuulude e.5 (o) Inglideswuuluguuuy PDF File (Portable

Document Format)

o '
£74

viell WiedBudeiauadniunsuuulndienasnudydionarsdiun

b AsUU gniewd stuudndedadniniesgieBidnvseindezaielyenatsdini b muuuy

Tute a.5 (o) Wnegiuteiauslispwuutyfienasamil b dnanluguuuu PDF File (Portable

Document Format)



<. NM3LEUBTIAT

o v w v

<o Hiufeiausdesiudeiausuariaussnnniessuuingoindniniaigeie

v
y 4 v

Sinm=atindanuiismualiluenansustmnsadinnsedindd nglififeulala vivdu uazasdos
nsendaaanuligniesasudau nieufimdngrunansiinuuazsinistudusinuvesiudeiaus
Taglismuuuluiauasinluzuuuu PDF File (Portable Document Format)

<o lunsiaueseilfiauesanduduum wasauenatldifiesndafsuas
s dElaglEues AT WarndesIAroniig uazvierasients auleuludissylivheluiaue
51A1VigNADS vl snsauiiausademssiuiiauuazivilsde Srdaiatuasdisdolinsety
Irdedmlsdeduddy TasAanmmuidulsmurndyadiu mBensdu Awuds Aeanedey
wavAT ATy 9 Hauasliudr aunsetsdeeuanl o drdndninsesurisnnd ail < wraleu
%08 e WURNYIN WAy NTNNIIUAT

srenflausssfoaauefuunfusialitiosnin vo Tu fudfuauean

Tngnaluivuagusian Q’ﬁu%’mﬁuaﬁaﬁuﬁmamﬂmﬁmulﬁtauaﬁ wazaznauNsEUeTIANdle

o foudoiauevzdenaueimuanatduouiaglitiu ogo Tu Tuinain
Suasunludyadevs vieTufildsuntidoudenn drinvnnsesurisnd Iidweuan

= L2

e« foudaidustrdosdiuannifon n3eTieazidunnuinyuLIaNIvYas

%

TassnsWauszuuuImsiansmuUasadelassaseiiugumalulagfda wurmgiln wangiln

AFIIFUUAT F1UIU o 18NS SEaLBEAGS

Pa

€0 Wsunsunsiadudsanaiunislswesuuulygiuseivg Gvans
o U) 977U @,000 WU

«.ao Wsunsudiuuswendwsanlud@ngudnans 91 o lUsunsy

<.<.a WWsunugudeyanindduarsauma 911U e,000 TUuATH

Tundeunisiauesamssrvuindedainanindgiedidnnsednd e
Usznounsiansan wdngudnamil dintmnseswieniasdeliduenansyemnesienis

& fsuauee fiutelausmsnsaniidyg swasBuanasnvaziany 18

Tdfunazdlaenansuszmasadidnnseindiouadenouiiszanasdudeiauanudouly

Tuwenansuszninsie@edidnnsaling

8
= o YV G.I

eo fiudeimusrvsiodudeaueuasiauenamisssuunisdadedadieniady
BTN i SO i e S U. Laglian
lumseueselidomuiavessruumsiatednimassiedidnmseindfuinns

SeoRummuanaifudeiausuaziauesnauda aslifuenansmsdudeiausuas

msiaLesmla 9 lngiiawg



<o fiudoauedesdavienarsdmivldlumsiauenaluguuvulndienans

o

UseLAm PDF File (Portable Document Format) lneggudaiaussiendufiuinveunsinasuais

v
Y = 1 W

AsuiI gnies wasdlauvasienans POF File Asufiazdutiumsiduesian udidsdsdoya (Upload)
WafLmsiauesiailiun dnlndnnsewuvieed ihurmassuuiatedndenasgiedidnmseing

€s ANENTTNNITRAITAUINANISUSENIATIAIBIaAnTelind 9vandiunis
nnapunmantivessBudeiaususassedn Wuudeiausiifnaystloviswiufufudeiaus
08U Mt e.¢ (@) wisll mnusingidButeiauenslafuffuteaueiiinauselonisufiuiu
Q’éu%’mauaiwgu AMZNTINATT asﬁ’msw%acﬁu%Laua‘ﬁ'ﬁwa‘ussiﬂ‘zsﬁs'auﬁuﬂ"uaanmﬂmitﬂu
Heude.aue

wnUsngeennensIuAsiatsananisusEnInsIaBidnnseiindin neunie
Turagiinisinnsandeiaue fffudeiauenelansshnssudumsinvnamsudaiusgradusssa
A1t 0.¢ (o) WazAnNIIINITY Weddnsnsgvhduidunistarenisudsdusgradusssu
ARZNITUNIT wﬁmw%avﬁu%ﬂLauasmﬁguaanﬁmmsLﬁu@:ﬁwﬁ’maua wazd1UNYIINTBIUIYA
wrinmanasinegiudeiauedindnfugiisnu uud driindnnsewsieni asfiansandiuin
fiudaiaueseiuildufsSulitinsnsyyindenanuarlilirusidleliusylevidentsiansan
YoIEUNYIINTDIUVIYIR

a wa a

¢ fPutolausasiofon dl
(o) UftRmuieulaiissyliluenasssmanmdidnnsetind
(o) s1P17ausdzdeuiusafisanniSyadiia uazn1§du q @)
sl ifeud
(@) fiudoiausaziommedouiadingnszuiumsiauesen suiu e
Afvum
(@ fouloiausszaeumsiauesmilausudalalle
(@ fiudeiauefosdnuuazieudilalussuuuasitnsiauesiandae
Rszmnsiadiinnseiing sesnsudydnansfiuandtiluiules www.gprocurement.go.th
&. wanuszAun1siauasan
fudeiausdesnmanyseiunisiauesiammiouiunisiE@unsIAmMNsTUUATS
Sodetainenmassieddnmselind Tnelivdnuseiuethmilseendladwisluil $1unu comome.oo UM
(Euaurdmiudaiuuunduiumi)
to Wandoashifisurnsidudsne fududavionmvasiuiiiiléifavie
asmiriugrserodnihfluuditudeiaue uiedeutuiuliiiu o Sushms Tneszydiutudy

v o

"ATUUEINAN"



gl nidderUsefudiinnsaindvassuraisntslulssmeaniuuuud
AdenIsuNTUlEueimun

&m  WusURsTFUalng

e wivderusziurasuisniiunuvieussniunuvdnnindildfuoygali
ﬂis:naﬂﬁ'eamsL'Euvlut,ﬁamiwwffmE?LLamJisnavqﬁﬁmé‘wﬂiaﬁ’ummﬂszmﬁ%aﬁmmmmﬂssmﬂlma
museTeuTEnRuuiisuaswissemalnaudadeulinsiu Tnsoylauldldmusiedmisde
AuseRuresswImsinunssumMsuleueimus

advad w o &

nsfAdBudoausidanionsnyifisuinisdsdnenienusUnssguialnense

Y
=

wilsdesUsziuvasustnRunusouitnRunundnving unelundnuseiunisiauesianagsios
desiuatuienalsding 1 idiny1Insa w1 fins29aeuAugARosluIun e,
FENTIRIDT evvernenrrrrccrserns g PR U.

'
= =

nsdngutaiauengutoiausluguuuuves "famsiaua’ Ussasdaslinidede

ot

a o

Auseiudidnnselindvessuirisiutsemamdundnusziunisiauesialseydedidisiused

' v v oA w a |

) v o v o o & wdd w
mmﬂ‘ﬂﬂﬂ']ﬂ’ﬁﬂ‘u@ﬂ.‘b‘iL‘U‘L!NL‘U'IEJ‘LI‘U'BLﬁu%]ﬂUﬂU'JEN']U‘UENiﬁLﬂuB;J,EJU“UE]L?i‘L:lE]

U

wanUsgiunisiauesimauded dnintnnsewriindssauligiudeiausnie

£
o LY 1

mMuseiunely e Ju dudnaniundidndiansesiealanansuiurausienunasadan

e e

FugnsUsznInTIAISEUesua Huukltudaiauenendadenliguauanainigavielangiuy

a3®

swgeealiiiu o 910 Wiauldiedeldindyymiedennas viderfutoiauslsuandeyniuud

msAundnUsyRumsiauesim lidtlunsdla q wwildlaghinenide

b. annasiuazanslunisRaIsan

bo lumsinsamamstudeususznanaddnvseindadel dnfndninses
wisydaziansansndulagldvaninassa

blo  MIRsaNfruzsiutelaus

nsdildudninasisailunisiinnsanduuznisdudeiaus d1inginses

WASTN@ 92NN TIAT

sa wndbudsiauesslafnuantiligniesniude b nsdundngrunisiu
Fowauslignies vislinsudunude « vistuteiausligndomude « Aurnssunisiansana
msUszmanadidmseiindezlaifufinsandeiausvesiBudaiauesety Luus diudoiaussela
wusienarsnanafianiosearidunnuinvauzianizvesianiazyrsliasudiu nioaus
seazBeauandsliannteulefidnindnnseasindsivualilulssanduagienansuszningian

a

= L4 i da 1 o w I 5 (] o Ve & = =i al ]
Sidnnsaiind ludrunilvarseddyuazanuuansrsduldfinailifianislaUssuideUeune

a

val v o 4 & a s v a 1 v a
NEUVELAUDSIEDU WIDLUUNITHANAIALANUDEY AMEATIUNITY 21INTUINDUUTUNITAAEND

1 v
/s

HEUUD. AU

u

.



b AunimnssutirRanudnsliinsandeiaueveiudeiauslaelulinig

sautiy Tunsainemaluil

(@ lusngvetudeiaueneuludydsedediuienarsissnmasen

dannsedndnieszuvdndedndisiiedidnnseiind niavydsevadroonaisusznangiag

v

Slannsadindneszuudngadninsiedidnnsaiindg vesd1tinanInsoIumrenid

[
] L v b

(o) lansantofdudatdausluniIslELDIIAINISTLUUINTDIAD19A2Y

Sidnvsatind

(en) @UBINBAYLBEARANAslUIINEaulrNMNUAluBNasUTENIRSIAN

o W

a a a ed & A o ° 8 v a v = i i v w 4
@Laﬂﬂf@UﬂﬁWLUUﬁTﬁﬁﬂTﬂiyJ Wﬁ@uﬂdaﬂqﬂlﬁmﬂﬂ?'mlﬂLﬂiE!‘ULﬂE]LﬂﬁElULLﬂ%EIU‘U@LﬂUE]T]EJE)U

0. Tunsdrfunisussmasmdidnnsednduislunsydynn AugnssuMs

5 & at

fsanwanisuszninsiedidnnseiindnieddndnnsesuisalianslifiudeauetuasdeiansy

a 1 as

Wil drdngnansewiennd fansfeglisudeiave lifumen wielivihdnnn wndeifiants
fenan:limungauvioligneies
oo ddndnnsesuiininsslifianifazlisunaidian viemamilsnala
viosmiiauaviouaily uazenafinrsanidondelusiuu videwun viswmzsemmiensla
wisemazenidnnsusemnnmdidnnsedindlaglifiansandadonsfld aaudazfiansan vl
Weuselemiromesansduddy wagldeinnisdaiures drdfnennsesisniduiaen
Q’éu%’amuaﬁ]::L%an%fmﬁiﬂ%’ﬁha vioandeniela q 218 saustedingansecwiend asfiansan
sniansUsEmaneBidmseinduaradnudButeiauaiiugiianu liheundufuteimueiildsy
nsfn.denviolifiniy minfimeidefeliinnisduteiauenseinisingligesn wu ansiaue
nanssuduiiie vieldteynnasssunn vieliyaradusaussimuny Wudu
Tunsdififdudeiausmeiiauasesingn laussmiauemevunglsiliens

o =

ﬂ']L‘!JUﬂ']‘LEW]SJLE)ﬂ’ﬁ’]'i‘U‘Sﬁﬂ'lﬁl‘i’lﬂ’]at.gﬂﬂ‘i'ﬂﬁﬂﬁlﬁ ANZATIUNITHAITUINANITUSENINTIAN

a &

Sidnnsedndnsedinyninseswisyid aglifdudaiauatuiuasiazuannanguiivihviyeledn

diude.aueauisadiiiumsnuienasuszniasiadidnnseindlfiaiaauy sal vnAduaslilud

ad lle

s B/ o a 1 1 a aa } 7 =) e !/di £ 5 3 n‘l’
'ﬁ'ﬁﬁx‘i‘lﬂ A1UNYIINTDILWIYE UANTNAL SJS‘U‘UE]LﬁuE)MSE]‘lMSUSWﬂ']’UENEJ’EJu%ﬁJL?H.JEJSWEJ‘L!‘L! NIU

Aiute.ausdinanlifidviisensesdldievioridemela 9 andindnnsawiand

oo nsuatuludyarditndnnsswinnanauseniAenidnnisusenngmn
) el

Bidnnsednd mausngilinisnseindnvasdiudaiausnvugmsuseniesimuianlasuns

U
Aadeniinausvlevisiniu vislidwlndeiudiudaauesedu visdnraninisudsiuedraiusssy
wssauyauiuiuiudaauesedu wiadmiilunisauesia wiedednssihmmaindulalunis

LU



vl v = o ' °
va wnjudeiauedadugusznaunis SMEs 1du031AIZINTITIAIAIZAVDY

o
o

ved k4 4 o Pa v 4 1 v v v s i
%EIU‘UE}L?{‘LIE]'SWEJE)uVIlJJLﬂUiEJEJﬁE ®0 I‘WWL!'JEN'IU?J@Q‘E%QWFU’E]R]QQWGQWﬂ%ﬂ‘i%ﬂa‘l_lﬂ‘ﬁ SMEs R4n&17

o3

TnednBesdduddudaiauafudufusznaunis SMEs Fuaussaginitsaiiaavedudaiaue

swduliiiudosar eo Nz3enuYdyg LAY e 518

=l

fEudaiausiilufanisiiudnaglddniniuassanils fidrsandmnste
yespsliudusznounis SMEs
a8l JUszNauMs SMEs N9glauaumanusIAInINIsIanis 2eaeeiinedu
= aa L9 = 5 nl: v A 1 o oa ' v <
azanmuluiunuiunearnaueluafuiuudfiyadrsuiuldifiuygarveseldnusuini
Fungideulitu aen.

wel o = ag 1w 1 & o @ =
b WNFEutaausTdiludUsEnauns SMEs usiiluyarasssunmiedyuaing

' j 7 4
4 aa, = o e

winlifumnaniinasumanguunglneausTngeninargaresiudaaustuduyanrasssun

o al o a aa lo & & ' ta W v o
PlatadyudlveviediyaraidadtiumungmnevewinsUssmaliiiuiesas o Wmihonuwessy

o ' [T 7}
@ < & @ a =) o s

v vl v = & o 4 aa < =
JarovedndngBudeuetuiuyprasssunifedyiineviediyananidnfsdumungmanelne
AanaT
Aaudaiauefiiluionissiudniagldansauassaniis fidhsamdnne

o
ot

- T a & da o ) &4 aa o w &
'ﬂgﬂﬂﬁﬁju;&ﬂigﬂaﬁﬂjiwLﬂuuﬂﬂa5551]ﬂ'W]ﬂﬁa%‘ﬁ'}ﬁ‘l‘lﬂEWﬁEJ‘Uﬁuﬂﬂﬁﬂﬁ]ﬂmﬂ’ﬂumqyﬂﬂﬂﬁqﬂhﬁEJ

k7
=

o. MNP

]
v

we UASEITRTUZAISUTENIATIANBLANNIAENG auisndwauiwadldasuaiuy

e

[
v = o @ ]

aelu @ Yuvhnis duuatuivindennas@edindnnssauisnfseiansandnvidennaadunide

a

wumsvihdgaaunuudyandsyy lude e.m Al
ol iuﬂizﬁﬁsgﬁuSﬂwiU'ismm3'1mé‘iLﬁmn':'aﬁﬂ?ﬂz.ia']miﬂeiwauﬁwmlﬁmuﬁau
aelu & Juvinnns usedindnsesursrdmiuillanmisinvindennaadunieda nude o.e

gurmsUszmasiadiannssdindezsosyindyagidevismusuudyyraseylude o.m w3y

=0

173

Sonnandundsde fudmindnnsesuianiniglu o Ju Sudanniuilésunds uazasdemamdnuseiu
Fugrdusuuduiiudesas € vesaddwesiiusznmiasadidnnseindlidtingranses
wisnasadeliluvayindyan Tneldudnusefuathmisethdladwelui

(@) Wuaa

(o) Wansansmiifisunasiduddne Faduderiensiaciuiifldida
vionsvitudiseredminiflutuidyn uioreutuiulifu e uvnis TngssyfFuRudu
"nsudgnans”
(o) yisdorUseiuvasumsmelulseme mufegefinanssumauleune

0 @ § v a [ va 3 v ag a & aq d v a 0
Aue AeszyluTe o.« (o) nieaslumisderUsenuBiannsatindnalsnisinsudinatamvun



&0

(@ nifsForuszRuvasuivniiunu usuddnGunundnnindaldsy
mgzynm'lﬁﬂ33ﬂaUﬁﬂmiL"auv;mﬁamiwwzﬁ‘ﬁéu.amh::ﬂauqsﬁﬂﬁwUisﬁ‘ummﬂismmaqsmmiLm'a
Uszialne anusnedeuenuyuiisuiasuisUsswealnaudsdouldnsu Tnsoylauldldan
shetrnidorUsziuvessuiasiinunssumeulsniesivue faeylude o (o)

s

@ WusUnsSsuialne

<3

1]
v <

wanUseiutiazauly lagliinenidenielu o Tu dufinaniunguus

o
U & a o) =] e

myUsemesA1didnnseling (ane) Kuandeyniunudyneueud

14 v
o ar o a

winUsziutiagAul Inglifinende ausnadiuvesianiideodsdrin
Fmnseuvisd Esuueuliud
&. ANNKBEN1ST8ERY
Fdnimnsouvisni seinedwesdldmunSyadiiiy aaenaumiensdu q
uagAldineturudliungiudeiaueilédiunsdmidentiifugus Woduelddwoudses
IFasudumudagterenietennandunisde uavddninnsowid Wamasuseviwedy
SuTasum
. INTIAUIY
Fhﬂ‘%'umuwuﬁ'cgtu’]%yammmuﬁﬂEJLaﬂm‘iﬂﬁzmﬂﬁmﬁlﬁnmaﬁnﬁﬁ n39
fonnasteredunisie Waslushniesas olbo vesmeedwesdisililffunaudety
@0. NMTTUUTEAUANTITAUNNTDY
faugnmsvszmanadidnnseind Sslévindyardenenmunuuiessylude o.m
vseviFemnasdaidumisde udurnsdl asfesulseiummudigaunniosesdesiitoreifnty
meluszeznatliosnii o 3 Yudaaniuiidnininnsewieni suueuases Tnssossudnnis
dosuruulrlildnsldadufunely o $u dufaniuildsuudsmiudigaunnses
0o. Toaudnslunistudeiauanady q
oo.0 Ruandmiunstenssl Ifnanfusussanalsysnd ne. beos
nsasunludygraznseyild dedledinnansesursnndldSuaysa
Rurvanan{usudszanmuUszdnt w.e. beob udawindy
oo Wediindnnsewsiwildfadendiudoaveselalhiludue wasld
anasdaisasmunisUszmasiadidnvsetindud drfneesfesdwdethdwesfinandunan
ssUssmanazasiudoidunlasmadeludumsifiFelneiiusy uavarusalsiudnisiuauld
puiisguusIInsnIETseLALUsEnMAf e guteiauedududusssdosfoanungvane

as

TPERISAUETUNISNINTEUTT A9l



@6

W
= s 1

(o) wlsMsdwSothdwesyonennanidmandsUsemeransaudw
nelu o Tu JuawsTuiigeieds vsedevasaindisseme uusiduvesfisguunsdininsensi
AuwANUsENAen IuliusInlaesedula

a

(o) Yan1slidswasfideviasinarrussnnlaeisolne vsalsoNians

= @ &

Wulieatuizalng andtssmanndsemalve duussglasueygyinannsudavin ussmn
dswestulaeZotuiinlddolny JsazdosliSuayyndutiunouussnuesaiedu viaiduves
fequuatimsnsensaenauUsmeeniuliusynlne Sedu

(@) lunsaiflsiufoRnm (@) w3 (o) funsazdassulamungrunegindey
MsdaEsuNIWINTEUT

&

v & pasd ' ay vyao oA [ v o as
oo.a foutaiauaddiindinsownsndladaidenuds Wluvidyyvie
174 é‘ [ @ ni' o s 17 o 1 1 a a ar 7
Jannaadailuntsdaniglunaiiimun dszylilude o ddnvnnsessisniiaziunanyseiung
4 v & a o ] W [ o w v a a o o v
Budeiaue wiasenianngdeenviisdemussiunstuteiaueiuil uazeafinrsaniseniasvivaly
AMUEENIedY (M) Tauvivaziarsatidugiisnu suszdeunsensinisadvizdienisdnge
IndeLaENISUSIMINERN1AST
(-] as 1 1 - = n‘d‘ A' =Y é =l o o
6. a11NU1INTDWAIIAdNUENTNITwA luiLANEouly USedannun

TuwuuFygmiedennasgalundide Wdulunuanuiuresdinnudsmsgee i)

a ) 1

oo.¢ Tunsdifilenaisuuuieienaisusenasadidnnsedndd drudanie
udeiu fudeiaustsesufifnuditedovesdininnseasieni midedesananlifioduiian
wavfButeiauslsifdviifoniesldingle 4 Wiy
oo dinTnnsewimnionadsenirenidnnisiadelunsaaeluils tned
feute.auszSendosindemelag andrdnininsesuienilalls
(&) d1indnansesuiimilildfunisinassiuiierldlunisntonse
Flasuaassusliifioaneiasinnisdatenssiidely
(o) fnsnszhiidndnvusdBudeiausfivusnnsindondedlézunis
faideniinausslonisiniu visfdwldiFetudiudaiauosedu viedamnsnsudedusgradusssu
wisauseufududiudaiauasisdu vl wihilunisiauesian visdedinsesinnisyaindula
Tumsiauasna
(@ msnsdatenssifseluenarsliifnmudsmeundindinses
wiisrnd wisensevusaUselugians s
(@ nsdduluhusafeniu (e) (o) 30 (@) muiidmuslungnsensie

Feoonaumulung e Imen15InTeINILALNSUTMTNEANATT



(o))

ol. MsUJURRUNgMINELazseley
1 & ovd v av v o A v o v ¥ a wa
lusgnineszeznains@e goudaiauenlasunisandonlvilugvienasujia
punsanaennguineuasselaulanvualilasasiese
oa. NMIUTHUNANTUSUAMUYEEUIENOUNTS
drindnnseisnd annsadwansujuRauudiaianudyyveiu
v M v - v v a4 o a a ua o
TawausiilasunmsAadenivilugueiotianusuliunansujiRnuvesgusenauns
o & s w ay vo o A I ca o @ i
il mngBudeiauelasunisdadenliiiuinasinivunszgnsziunisiu

Jaiausniavdygiudlngnseend 1i9aasn




S1UBIDYAAMANWULLANTE
-] s LY &' ar = ar o &I aa o
dmiumsinfenaunssuuuinsiansaiaaeadelasesienug umalulaBAdva
v lwane v nJanaMUAT

1. #ANAISUALIVIANG

ssuumAlulafidvaldidundudumddumsufofauin awnsolddudemsmsioans
wdniiadudeinasidegnnaiiuazsessunsldaundeufuvesfldnuduunnld duwali
Funueissreufuneiuazgunsalindeteiidminiidesquadisuiuinniu uenanddaiigunsel
poufimesSuuINnAns safuayunsUiRnu a dinoudiugianauazsissene vl
Wthitliannsaquaufulssgunsaluasseniduasidedieiiia viliiAndedwinnuaenfeiidma
Aowafzsniwnisldaugunsaivaranulaendievasdoya Uszneudugunininaufinmesdenn
Tusunsursadufeanaundleuefiddneamwlumssuiofeanaumalawessuuuulmiffien
Fudounarnsrnaauliindtu

dinsmnsesuisnadenudniudedaviigruteyanindduasaumaiesiusudeya
sTuuABNImeskazin3 e ekuLEnlulRkazdanigalusinsuuinisdansn1susulss (update)
ganlfuSnluiRnngudnans savs yelusunsuasiadusennaumidlavesuuudygussivg
Wielifauaszuuroufiumeiuasinietisausauivsinnsuazguarmiuaendeiniesreuianes
lun3evrelseg1eivsydansam andedluinuvasndeuazannise ldukasEquassuy Ut
anald1elunsrsaoumuaendsssuuneNimesuaes svefiogluduglinAuazsinaszne
uaztelid i iidauasruueuiameiuasiaietneissuuudeyadnininddumsaumedisideya
asufuaansauimsiamsanudaendoszuuneuiiames meludnindnseuvisnilieg e
wavwiugn anunsansivaeuiuiukazdayaeaziduaniaunatinvesgunsal Yeslniamuasnse
uarUsuugauilatedwiesnahianeuasrafuiislissuulnsadeiuguiiadosnmuazsiung
Uaonsdefissmelumsuniesdeyadidgaindeanamuulaniiva

2. Tnguszasd

2.1 YSuugssruuansaumaliiussavinmuazUaendeinniu

2.2 fgudeyatninindauasaumaiasaneulandfunudesmsveadmihiigldnu

2.3 iisliligudeyatyInindaumsaumaiiviuaie aunsansivaeudestwinrudasadouas
Usuugwendnuugunsaliieglugrudeyatydvindauasaumelidusuargaldangudnans

2.4 WeliaTesneufmesvesdininnsesuvisnd fyelusunsumsadusteanaamislowesi
annsasuiiefuseananumalsuesiifianududouls

25 ielimsusmsdamseuaondelesaisugumelulaffivialidussavinmuazUasase
3. AR

3.1 Sudeiaue mneds Rypravienduilfiyeea Aldvituteaus evewanmudeomuat
3.2 fe vaneils dnindminsosuvisni
3.3 fany el foudeiausiifinuantRnudmunlilute 4 Seldfumsiasandaden uay

Ieasunaludyglnudueiugde L

e 2/ 3. ""'/A""/ a. ”ﬁ/\f s AWM

\
UTe51uAMNENITUMS AMENITUNTT ARUTNITUNTT AMSATIUNT ARNTTINTIUASETIYNTT




97 2 999 11

4. quantivesiutaiaue

4.1 Buterauesedliifuyanaduazans

4.2 Butioiaueresliogseniruaniams

43 i udarauedoufudiynragiondnviefanfinanivseninsiadradiedsnisms
Sldnvselind (Electronic Bidding: e-bidding) _

4.4 fHudoiausdosldfumsatuayumanaia wagldunisudstadusunusmiessuuain
U3omidweandnd e oae9eud1vomanine wiounanuenaisnisuses adusaunusivie
atuess Tnglsduenansuzidiauesim

4.5 fPutaiauedesliiudiinaussloviswiuiuiutoimuenedu a fulssmedszniasian
8idnvsellnd (e-bidding) uaz/viesediiiudnsshnssudumstarnisudusmetadussu

1.6 fiutaiaussasluiiudiignssydolilutnyinedediisnuvemessns fiamAaveri
fnste vidavhudnduteiauatumesiuns wagldudadoudeuds violifudildsunavesnsdsliin
yeraviediyaraduduffsnumusndovremeans

0.7 fiudeiavededlidudlisuendvivionuduiy Feorufiaslisondumalng tuus
Spuavesiutoiaus 1aiddiaasaviuasanuduiuguiny

4.8 Liduyeradog seningnsziunisdudeiaueviovidyariumizenuuesislidansm
desmnilugilinunusinsyssifiunanisu jiRnuvesdusznaunsmussieuiisguuniinde
nsEnTIMIAdIimUAnUTUsE A LNS lusEUUIRS et sauwmAvasnsaTydnans

4.9 fnnaudfuarldiifnuaedosiunuiiauenssunslevisnsdadedniisuagnnsuims
WannAsgimualuTgRYUNm

4.10 nsdlffuteiausuouineliminnuesudeiausdslilinssumsuievudugiisunaiiy
yhmstuenansuny vieymiluuifyaeaiy seweusnnadumiide Widufumuiiiswnasulne
YOUGINYUUY

1.1 futeiauafesannulouiifyanaiiinisemedeunonenudlsivesndt 5  Tuly dus
Fubudoiaussim wasiimuaavziieulieendt 1,000,000 v Ailaduumiau) dszidugad g

a w P

fndngrunseansileudinsuianuigsianisdn nsensrawded eanlimsesuseddvliiu 6 oy

s e

tuantuduteiaus

a.12 {§udaiauadasameifouluszuuind adndrenindgiedidnnseling (Electronic
Government Procurement: e-GP) ¥83nsuUgy@nans

4.13 fPuteausdslifudnidenfuddygfesiunasineSuiudnydsuims Buwinissiey
wiagassdailyadlsifuanuniivumadygnonndeifuiuandld

a.14 fudeiausdadliifuiivinuvssdininnsesuisni wisddiusuluuisviivinuves
dnfndninseuisnilumsdntondeil uwagsoslififufuRnuvesdnintnnsesuuisniidnluiid
suilugsivvesdutoiaueluguednszvinsviessauau

4.15 fiudaiauadoddumsatvayunanaie uagldumsusisradufumusmiieszuuan
Uisnidvemantusivieanunvendvemaniue niennanuonansmaussiadufunusiming

AUUse Ielviguenansuneidauesan

E3
U3$51UAMENTIUNS AEUENIIUNTT AMENITUNT AMENITUNIT AUENTINNTUSBERUIUMT



i 3 94 11

5. AnuABINIsNall

UsznaumeeaiBunvesteyauaziananvanguendeiraluil

51

fiudoiauedessiiunsindauardsrmenduainiudes 7 Usenoushe 7.1 galusunsu
asradudeanmunlsiuesuuulgaiuseiivg 7.2 lWsunsuuiuusswendulidnluld
nAudnattuaz 7.3 Waunsugrudeyaninddumsaume Wanmnsaldaulatunineins
\iasrauimesitevesdingnsewisd Taglifidilddneln 4 Wiy

5.2  TusEn19n15A af swans ks i vaualulasinist aga askldnansenus an1sYINaIuYes

5.3

STUUNUAN 9 enaiiiammidsmeundningmniowisnd visl vniiaNanIgny %ie
mudemeuazdiodangunsalsing o Addustensldnuiudin mefiudeausassioady
gendumsudlelenunsaldnuldnund uaesuRaveurlddnenifnuuviavun

JEudaiauasasdmiensuUIsuiiisuseazidennuanuaziane (Mude 6 uag 7) aud

.

o a1

dninimnseswimAdensmuneasideanuanuuzianizl duleiausvesiutelaus

1
=

Fasosszyiavdeligndewmseiufivienarsiiaue Taedavinluguuuudssieluil

mseausutaiay

ssyierdely | idnaenseasidennuanuue FEYTEANNTT “ATY | SEylaInives
pfuiaede | wwgauidinimnseiend | sudermusy | enansdneds
fsvulude 6 | e AMANYIANIE”

uazdo 7

6. VAULVAUDINU

6.1 duiediosiuununun1saniduiu (Work Plan) usiazdunaunasanidlasanis uas 3513
911 (Methodology) saufiarvuagsuRngaulunsaiuuLsiaziuney

o a o = do =
6.1.1 vaulaLasTEzaIvaINsALlu laesey U nat anuikasyransianiuns
6.1.2 Fnsuazdussulunsaniunisusazduneu
6.1.3 unurIaIyAIINTIAYYRININSARsadDaNTURI AN

6.2 fuespsdnmlusunsuuimsianisanulasadelasaieiiugrumealuladadvia deil

@

6.2.1 Wsunsuasraduseanmunalesiuesuvudggyiuseavg (G2ans 3 U) 99u3u 1,000
MUY MURMEN YNNIt 7.1

6.2.2 Wiunsuusuugsrensuisanluimangudnans 91w 1 Tusunsy munudnwuy
e 7.2

6.2.3 Wsunsugrudayansndduansaume 31w 1,000 Tusunsy munasmeamanste 7.3

vy Y o = & 7 i o e &6 v | w wa
6.3 g udaiauanawnidunsnsrwendusniauenielulasmsiliaunsadsioyaUsyinnng
i edayanisesrasmersuitaees (ogs) lWsruudafivariinszideyanmulasnisszuy
\P3e718 (SIEM) vesdtinumnsessiend leslutialgaele q Wudu

TR o, AR %Y/ 3, W/M‘l 4, “%V\{ s NN

U3¥51UAMENTIUNIS ARTNIINNIT ATUENITUNIT AMENIINNTT ASNIUMIUALLEUIYMT



v 4 999 11

a

T iﬂaauwaﬂﬂmanwmvLawﬂumaaiﬂmnimﬁmiaﬂmsmmﬂaamnﬂTﬂiaaiﬂawumuLwﬂIuIaﬂ“ 9ia

7.1 Wsunsuesaadudeaneamnslsivefuuutiynussivg Buavs 3 T) druau 1,000 e

7.1.1 flaotnenssuuuunanis (cloud-native) Wisliudmsdanistiuszuuaans (cloud) I

7.1.2 dnansafasalusunsuiaumy (agent) Ui ssneNiamesgnieatema (endpoint)
UUiaﬂUUUﬁﬁ'ﬁﬂ’li Windows, Windows Server, macOS uag Linux (CentOS, Debian, Oracle Linux,
RHEL, SLES, Ubuntu) 1o

7.1.3 aansatlosfiumsasunisinge Ineld unload password %3e maintenance token I

7.1.4 fwmalulag machine learning Wensaadu known, unknown malware uag adware

7.15 fwalulagmsnadudeanaumdlavesandeyadiusinisloud indicators of
attack (I0As) 3 031A31evingAnTsusiawas (behavioral analysis) 1l emsa9usauafiSendnld
(ransomware) uagnslaufivndleweslaeyusmnlnddoya (fileless attack)

7.1.6 asatesiunislaudnunsredlnild (exploit blocking)

7.1.7 fesiisruuimnsasfoanaumislaiues (threat intelligence) iedaengansyhaud
AaUndla loagasaglungudin (leaders) ¥ad The Forrester Wave 91w External Threat Intelligence
Services U 2021 39fn1

7.1.8 annsatasiummegansiiuvedlusunsusiuny (agent) ngldvse process Buq

7.1.9 anwnsavihmsudadoudpuasvuulunsdlfinsaanufuanausinums email 16

7.1.10 STUUR ULAUD FDIaIU1SOLERAS process tree %38 threat graph Lﬁ'aLLammm
Fouleswasusiay process Mifigataaiu malware 16

7.1.11 anusadveyanisudnseudeanaunileiues (alerts) wuuaslvegluguuuues
MITRE ATT&CK framework titesnesianisviauidila

7.1.12 annsafansideusiessuuiaietne (Network Isolation %3 Network Containment)
youAnIgnY tesianansenuiiAstunglussuuiadoteld

7.1.13 annsaileusieszeglng (remote) liniosgnineiiievihnis Run iddlunsdiiinge
wudsinunfuuleesgnanglé

7.1.14 au150d9903an1539519IM1AuA R8T (logs) ludessuuuTmsianisdeya
A19937INNABUNLADS (Log Management) 3 SIEM 1A

7.1.15 anunsadavisenumannadudeanauwuuseiu seduan uassaseuls

7.1.16 annsaivdeyanisldau (activity) ‘uaqm‘i"mﬂauﬁal,ma%qmiw (endpoint) #1349
wag N IATIEIiEANAINLUL Realtime 19

7.1.17 fiusnamsivdeusuanansiiintuluasdng (Threat Hunting) 9nidvessdnsinusilng
¥1a1u Real Time 24/7 uazdl Email tiouduiousarasusoanauiiatulitudauassuuld Tngl
sosdinaulvaiiiuiiy

7.1.18 I‘UiLi.ﬂi'lJ‘VIU'WLﬂuaﬂaﬁ‘iad‘iijﬁdﬂ‘duﬂ%‘]ﬂﬁu Tﬂ&lmmimwmmm Subscription lﬁ'ﬂu
auAn wag dendundnfusifitiademanensdifentu

- Cloud Workload Protection
- Cloud Security Posture Management
- ldentity Protection

- Log Management
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7.1.19 Q’Lauaiﬂmfa3ﬁaqlﬁ§umﬂwiqﬁqL‘fjuﬁqLmuaiwmaaa'wLﬂuﬂﬁqmimﬂu%ﬁmé’waa
NARUN
7.1.20 fdvaAnsnsidausensey 3 U

7.2 Wsunsuuuugerensuaisnludanngudnais 31 1 Tsunsy

7.2.1 szuugans uas udened vnavedesddnvasidu virtual Appliance Adase 05,
Database wagmwanswisszuunsonldnulaviui

7.2.2 @u150%1 Hardware Inventory, OS Inventory lalag@aiuanin1nieg taun Serial
Number, Hardware Brand, Model, OS Name, OS version , IP Address maqm‘%amauﬁmaﬂﬁ

7.2.3 @11158%1 Software Inventory lﬁﬁﬂaﬁamﬂm%’aga Application Name, Application
Version, $1uuiA3esiifings Software, 3917y License ﬁﬁagj, $1u2u License MFlUsuau License
finude wazanusansreiaeaivensly Software Iindnsiafinge

7.2.4 fsvuudafiviunsng faunsaaiiwsaandunindenqld Tnedasaunsadaifiv
anuzveaduning fienses fMumisiied uavanunsaaiis Field fideanmsdniivegadufisndsls
PERULDIlUNNES

7.2.5 aunsadslusunsulUfndedueiasnauinasiioziaias uazniouqfuisnguls

7.2.6 {l38UU Patch Management @1%5UssUUUHUANTS Windows, MacOS [iansadau
wazds Patch U Update Surdasrauiinwesluaiedneldnasnnamniiedadnidhulussuunie
finnsaeu.Patch tugeanty fivgyinns Update Patch Tnedwluiiidesvesssuuiedlngliendonis
Yuwes WSUS

7.2.7 593315 Patch Software 7w 3 Party Application 984 Vendors 3 U9ty Adobe,
Apple, Google, Oracle wag Moxilla 1ot

7.2.8 $94fUNMIATINABULAZATITTU Vulnerability Scan veaniesgninefilflussdnsiél Tne
luduvesdoya Catalog #ldm329aeu vulnerability 789 §248¢37n OVAL (Open Vulnerability and
Assessment Language) :

7.2.9 fisvuumunauial ssreufinnediinszeglng (Remote Control) fianunsafewiiae
fdnuitelidauatieuitamiesesneyiamesle

7.2.10 aunsauanaUszi@ (history) 184 1A3 osnauinnadld Wy dlefinsaeunisinge
Tusunsu vide Andsgunsallminsuuieiasreufiunes

7.2.11 awnsea¥inguvesaiasnouiianesnmitaluiifvus 1wy anu IP Address, A
Hardware Model, mudielusunsy Widuaenadas

7.2.12 Wsunsuduny (agent) mmiﬂﬁmm’gaL.Lasvfwwuuswuﬂﬁﬂ'ﬁmi Microsoft
Windows 7/ Windows 8/Windows10/Windows Server 2012/Windows Server 2016/ Windows
Server 2019, Mac, Linux Lol

7.213 fiszvunsudadoudsgon w3eau IT Request siaq AlMEmiiiamsatuinge
gousensiowenislivinig ieagldaunsafamu aauzau Suiinauald wSeurananga
pansrenuUNsuIsdeudsdouls uay IT Services Desk Apsaunsaidildaulandsuiulalivsenid
50 Users
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7.2.14 szuudesannsaiiazadns Knowledge Base Management iialsf End-User 1l
AUAIUN Web Browser 161

7.2.15 52U Service Desk viiaszuuuiudoudadon asfosannsafousadoyatuszuugua
NSNIAU Asset Management LazszUU Inventory 161

7.2.16 {153UU Asset Management Iﬂa%?immmﬁamﬁmﬁwﬁauﬂamaﬂl@’f 19U Location 89
Asset waz Department 71b491u Asset 1apdi Asset Management srdasvhnisfaned eusefy
Inventory Management a

7.2.17 58UV Asset Management #3a11130%1 Schedule Wid1dayaann CSV Indla uas
a1un30due Field 581314 Asset Data TuszuuUimssanIsiasasAouRiawmes uay Column ﬁaq”lu
csv g

7.2.18 i Mobile Application dwiuggualduinisdnnsseuu ServiceDesk UagAsIAEDY
STUUNSNEAUY (Asset Management) W19 Mobile Application Wauw i0S waz Android ¢

7.2.19 @13150M5IABUSLUUNINEFU (Asset Management) 1agA1587U Barcode 38 QR-
Code 'I#f sy Mobile Application fivihanusaufuszuuusivnglé

7.2.20 § End-User Console #il# User anansansiadaunudindsldmenuiodld uas User
aunsadenadusunsufimuesiesnsannals

7.2.21 fiedesielifguasruvannsoatieealdfenuies

7.2.22 §197U7u License °uadiwmﬂuu‘%mﬁmm'im'%iamauﬁ’.}ma%ﬁ'lmu 1,000 license

7.2.23 @muaﬂmﬂxé’aﬂéf‘%’umﬂwimxmﬂuﬁaLmuﬁé’wmaaEi'lat,flumamsmnu%ﬁ'wLﬁ'hfuaq
HARAU9

7.2.24 fAvdvdnsldnuedates 3 1

7.3 Wsunsugnudeyansndduarsauwme 3147 1,000 Tsunsy

7.3.1 svuuannsaveuiugunsaiiedets (asset) Tnglsidosfnisseniuififiufuuuinios
Aeufinlnes (agentless) n3o anunsafadsvensuafifiudiy (agent) ieldeusauasmuANgUnse]
LASOUIBABUBNBIANT LA

7.3.2 szwmmiﬂc&'igwhmiaiasqaa'mLﬁauam‘ﬁ’m‘dauazmqﬂﬁzﬁ Yas5vuUgUnIaiiAsavny
(asset) 1

7.3.3 sruvanunsofumdeyagunsalinietie audensia

7.3.4 awsnvinisuanugunsaiiaieunssalusii (scheduling scanning) 1 alwgunsal
w3a9e (asset) anunsavuupiTeasidentoyalyviuavegiaue

7.3.5 SEUUANLNI0TANTANEIF U IsEUU Asset Inventory 1¢ Taganunsafnuaniing
(Role) Sulsfun gaua (Administrator) &g (Viewer) uaz §inn1sgunsniinsatng (asset manager) 161
Wuegeloy

7.3.6 syuvaIsantesruuLarlguEty web browser dulaun Microsoft Edge, Firefox,
Google Chrome aifusgatioy

7.3.7 S¥UUIZADIIANTT Asset Inventory 16’ﬂﬂﬂﬁﬂmauﬁﬁﬁaﬁ

7.3.8 anunsavimssyvgunsaiinietnela

7.3.8.1anansavinnisUngunsaliasatng(shutdown)
7.3.8.2awsvinsslumludegunsalinsednald
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7.3.8. 3@ w5095 (ping) Tdsaunsalinsetnalel

7.3.8.4@10150vN13 telnet w3e SSH TudsgunsalieSedels

7.3.8.5@m150vn51Un - Un service vasgunsalipsadieuanenisla

7.3.8.6@uN30VNIATINABY event log MAnturasgunsaianemld

7387 @wNsviMIRTINESU configuration vetgunTal Suléiun Windows, Hardware Devices
7.3.9 Scanned info, Display, Network Disk, User info, Internet Explorer Ioduseatian
7.3.10 @u50YNITASNNGNMUUANAIAY (static group) 1at
7.3.11 awnsavinsasenguuiuulaundin (dynamic group) e
7.3.12 @1n503895UNNSYNLYes Windows servers Tdiaust verson 2016 Tuly {lusthatles
7.3.13 syuuansauansiiae(location) gunsalindetnenuiidiosnisles
7.3.14 s3UUAINITOVIN1TMaAITBYA license YB3gUnIadiATauedulALA Windows

License, Microsoft SQL license, Adobe Pro license, Microsoft Office License Idusgstion

7.3.15 szuvanunsaduunyiinvesgunsaliniatielaun

- Blade server

- Firewall

- iPhone

- Linux

- Load balancer

- Monitor

- Printer

- Proxy server

- Router

- Smart TV

- Switch

- Tablet

= UPs

- VMware Guest

- VMware vCenter server

- Wireless Access point

- Wireless controller
7.3.16 n3difigunsniinsedneidu Windows Asset type szUUILHBIEINNSASEYSWALIEEN

vosguniniiniereldssil

- Last user:

- OS:

- Build:

- Domain:

- Model:

- Memory:

- Processor:

-—)

\Y
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- Motherboard:
- Graphics:
- Audio:
- Network:
- Harddisk:
- Scan status:
- Serial:
- First seen:
- Last seen:
- Purchased:
7.3.17 S¥UVUITADIAINT505895UNTT login Ay Active Directory User anzmmimﬂﬂﬁw%{
(permission) a8 7.3.5 16t
7.3.18 S2UUALFDIENTA comment ua isAulonans (document) figunsalinietnelél
7.3.19 8UULHBIAIUIT05095UN1SUADENTLANIUNALNT (deployment package) 14
gada (script) Afaenislel
7.3.20 STUURBIAINITATIUUNULAZIENLEDE F0 UaziIa$9U (version) U84 software T4
Srnuvetgunsalinieteiiifnge software wauld
7.3.21 svuuardesansavnuutussuudanisgunsaldeansiadousl (Mobile Device
Management) 8uldiuA VMware AirWatch %58 Microsoft Intune Tiidusenatios
7.3.22 S2UUILA 84E1U1T0V9IUS LA VTEUUTANITAITUT AITAUNYeLnd e (Ticket
Management Systern) suldun Solarwinds Web Help Desk lailluseinstioy
7.3.23 suvardatamsanlnanguLuy (template) 516974 (Report) WilAnaAYuYY
(Community) ‘Uaﬂr::ﬂﬁﬁm‘i‘isuu Asset Inventory Management 1)
7.3.24 License flausudom3asldiudmivgunsaiiaiednediuau 1,000 gunsaliniete
Iedustraioy
7.3.25 fuiauedesldsueyyin lunmsudsienuisnidwemanssilagnse ¥3e91n
funusneUsednUsevdlne lasliniseenaanuieiuses
7.3.26 favavdnsldnuetaien 3 T

8. nannuYLazaNS lun1sNIITUN

8.1 dindmmsewvisnisinsandndendutervemeneiiauendnguenansasudugnies
uazUfuRgndesuieulaiidnindmnsesumsfmuaw i frsiimsfinsanesdring nnsesuwiend
foidudnnn fluteiausszavssaivieflasdesdeseniosrndemeln q mndnintninseauvisnd
laflgvisdu

[
[ o w 1

8.2 NSNITUINANITEUTBLALaASIT dindnsasiarRasiansantagldudninassian

9. szazaIn L iUlASINIGY

[V
o

sepznansiiulasenisy visdu 150 Ju dudaainiuasunsludyeyn
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10. 52ELLIAINTITAINBUIIUY LASNITTIBEUY

ATANBUNY WazlenasliAvades melussaznatmudsiausniely 150 U dudaaniu
asuludgygyn el inmsdsweunialafienans §uiesedavinienalsniuiiivue uasdesduiin
Foyavimunasgunsaiiudindoyavunannw (Flash Drive) $1uau 5 yn faneazidendaluil

10.1 vafl 1 Sevaz 100 vansdumudyg Iedulefuedweunuligndesasudiu anely
150 Tu tudnaniuasunuludyn uavanuznssunsnsasus insasundn museazdensl

10.1.1 ugalusunsumsIvdudeanaumslauesuuulygiusedivg Goavs 3 ¥) Tsunsy
USuussmendusnluifionnaudnans uaglusunsugruteyanindduasaume fauslulasenns
wéondnssluad esnaufinmesudineidingnnsowvasanseulilfamnsavinenldegned
UseaAnsnN

10.1.2 gfliemsimuaaiszuuliaiunsadsesrsyuu (Backup Configuration) WuusnluiA
iWesasiumsfAunduinillessuuidene

10.1.3 gilonseaniuuiayfinfasyuuany (Detail Design and Installation Document)

10.1.4 Aflamsldanulusunsy
- ‘ZWII‘U‘ELLﬂi:LIW‘S'J'i]’i]‘Uﬂﬂﬂﬂﬂﬁuﬂﬂﬂl“éLUﬂ‘iLLUU{jﬂjm’m’i"’ms}ﬁ (amawa 3 9)
- Tsunsuusuugsrensisdnlud@anaudnang
- Wsunsugrudeyanindduaisaumna

10.1.5 s189uUNan1sEnaUTY

11. ams1A1UsU

wngugasuliviuimvuenudygiivue uazdrlindnnsewisnidaldlddvsuenian
doyey drevzdeadearuiulusetu ludhsfevay 0.20 vessiAauae uslininia 100 um
iviungueiitiunsdweulviuaddininnsswisnd gndee asudumadygn

12. quuszanailasenis

suUszanallaseniss sy 8,341,700 U (Weduauuaudviuniisiudadosumia)
13. nsinausy

13.1 gviwazdasdanisdnausunisldaugalusunsunsiadudeanatunsleiuesuuy

Jynruseing Guans 3 ) Waunsuuiuugswenduassnluifnngudnans waglusunsugudoya
n¥wdAuarsauma lulassmsiliundmihiivesdnindnnsowvisnd Swaulivesndn 10 Ay
f dingnnseaunand Ianunsaldnuuazguadnenszuulaegaiivszdnsnw nieaudevienans
Uszneunseusu nefidemaseuaguszuuiildesnuuuliundidninnsasuisnnd Wungldnu
52UV (User) uag #auaseuu (Administrator)

13.1:1 ﬂ']ﬂ‘tj\'i’]u‘ﬁﬂmiLLﬂia.lm‘i’J"i]ﬁ]‘UﬂElﬂﬂﬂ’lﬁmwl'ﬁwﬂ‘iLLUUﬂﬂJﬂJ’]U'ﬁ“‘mﬂﬁ (Buavis 3 7)

13.1.2 WsunsuUiuugeansuaidnluinaingudna

13.1.3 Wsunsugudeyansndduansaumna

3, W//Vv/ ol gk |
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13.2 fueazdudenfiumsiawieuenasdmiunmsiineusy Ineans ewnsing emsnansiuy
wazdiingnnseswienAidugimuatazdiiunsiamaniuiidaiineusy udgunsalneuinines
fazthunlddmiumsdaiinousilinsunumdngnsfiivue
14. M55UUTEAUAIUTITAUNWIBILALUINITUAINITUY

14.1 guedediuinsungeshm wagatvayudmiiddngnnsewianaliaunsalday
sruuilddamnuaiaunlidingnnseaiwildfedvroiies raendiniansmnsluszevim 1 T
Tuanniusuteununagame

14.2 @17ndnnsaswrsnfanuisavasumusnesumaianiansdnilalaelisiingiuiunse
nasagaIaIsvnIslussezia 1 U duaniuduneununngayine

14.3 fanedeadunameseulagdniniaiesdu (Version) yalusunsumsadufonnaumsly
wasuuulganussing Guans 3 9) Wsunsuu$ulswenduassaluiRanaudnans uaslusunsy
gudeyanindduansaumailidweoulidnininnsesuindlifisnavivaivegiaue Tnefoaudsls
Hauaszuuresdininnssswininsudeliveniuaiviossuunestulmimeuns nasnszeziim
1 U duanfuiuneununagaing

1431 nsdliiawmngniduaugalusunsunsiadudennatunislavesuuutigyssivg
(odns 3 D) WaunsuuiuugewendnaddaluiAanngudnans uielusunsugrudeyansnedu
ansaumAlianunsoldald wasflauesmiiiunsdndenliannsaudladymriumdnsdw
fnedeudnanassunarliuinsneluiiuiiidnssgunsal (On site services) wie Andunsan
neuen (Remote) Inesasudlatlymliudnadanielussozsnaiinmun

14.3.2 nadigeviduaivieyalusunsunsndudoanauvmalsuesuuuliygussivg Guans
3 ¥) Wiunsuluupgendwsdnluifangudnans vielusunsugrudeyanindduasaumeiitym
aldaunsaldauld flavesmitiunsdaidenasdesdndudmihiidumedadannmsaeunas
uAleluiuififedwenduifviosruveasdningnnseured melusvesingn 24 Falusiudaus
nanfiliuudsndrinimnseawisnd Tng guieesdoudlulfeoviiuiinduanegluanmndeuld
ulanmuUn® waz/v3ednn1sfAuAseuu (Configuration) Tiiiguwiugs Tagaesdiunsivua
wSaneluszezine 72 lustususnaildsuudandringnnsesuiend

15. av8Ns

15.1 fnedeshiliameviomeunianu doya tenas uarlusunsuneuinmesifuedweaulvud
difndmnseaind iwimuavieifisusdinliuiyanale

15.2 frefesiulseiuin ey doya tonans uasTusunsumesinmefiamuaiiiundsweuliiun
drfndninsesuviend lunsdndununalasenisi fauesaiiiiunmsinslagseusenguned
szl luntsiiunuuazdseuliun dingninsesuvisnd Tunssudusmumalasenisi
Welvdinimnseswimianansoldnuldlasveusengmnouaghiidedila q

15.3 Tunsdifidyanalananiénedn ddntmnseuvisnd asdfianssudviviedvansiunu deya
LONENS LLa::IU‘iLm'iamauﬁ'JLmaéﬁ'&wwmﬁﬁmaﬁﬂmdamau’iﬁuﬁéwﬁ'minnsamﬁa‘mﬁlum'iﬁ'lLﬁumu
aulasensi Q"‘maﬂzﬁm%’uﬁm‘nauﬁﬂ%’ai‘mﬁgwmiumwiaﬁﬂﬁ wazAMUEsET ARt TN
NIBIUVIVIR

e el
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16. f3uAnvaulasainis
1 s QIJ L2 = A o s 1 1 =Y
dumsihwrnuluasaensieloues audwelulagansaumeuagnisdeans dinunnseuviend
17. wauszlavilininiesiunisg

o s 1 1 a = < o L2 =
17.1 @uUne niaaLLmﬂmmaamuawﬁumswmimwmamqamufu;lmmtmma ANTWITTRUIVEY

=

21gdua v3ensIaviseanA1UsuNUImINYesdingINT YR

Ud.i’ a £ [ < a Y o s ! & | <4 & v

17.2 dweveanudnsiumsuiulswily viesnidndefmuanindniiuediuy vievionun uasly

fehmsfinsunitadednavesfveduiian MilfiudaauennasBuseuliiteniesrdemaliinly
nstila 9 NeEUINLEe

17.3 Tusgninegdygde vndrinunnssawieniuinganeglieaufifnuteululudys

nﬁv v é ¥ o u.: 1 1 ada :{ = o ﬂv b2 o a d' & a
gotalatonisld dninvnnsewvisidansenidndyy¥eld lnedviedusaunavealidndene

s q Menuindulviuagee TnalufiGeulvangluimun 15 u duaniunlasuuds
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