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1.21.18 \Hundndnsineldinsssmnemsiifisauiundssrouiamesisit oo Hyper-
Converged
1.21.19 ffeulanssulseruduna 3 9 lunsdiAatyvnadiu Hardware agiinnsinde
ndumelu 4 93143 (4 Hours Response) Tagidumyinsudly / gesuues o finndandeq
(On-Site Service) lnailguduinisumsgiu 1SO 9001 niau Call Center AMUIASULY
7 5u x 24 Falus mlLuaﬂwmwmuLmﬁmmmamﬂumwumaﬂmﬂwﬂmﬂww
wumuuauimﬂwmﬂaauw
1.21.20 NLaua3’1mmmuwmaaumﬂxqﬂmﬁuﬁmmuﬁmmEmnu%ﬁ'm%’waawﬁﬂﬁmsﬁﬁﬁmm‘
Tuszimalnelaenss LLauuLanm's'susaqmaUmmwLauaLﬂuaﬂn‘mﬂm luivnegnlday
uneu uardiegluaunsuan
2 aﬂnmn?maammm (L3 Switch) vuna 24 %29 17U 1 1A3eq uﬂmanwm"mu
2.1 fidnwazmevienlidesndn Layer 3 499 OSI Model
29 ﬁﬂuﬁiﬂﬂu‘mlﬁuﬂwLﬁiﬂ‘ﬂﬂﬂiﬂﬂi‘lﬁﬂﬂﬁlﬂﬁa (Routing Protocol) RIPv2, OSPFv3 Iiilustnetiae
Z5 N‘UENL‘HE)!JM?J‘S“UUL?]SE]‘H’IU (Network Interface) Wuu 10/100/1000Base-T 3mnuliitisunii 24 vas
2.4 M‘HBQL‘HBNﬁ@S”UULﬂ‘iBmH (Network Interface) wuu 1/10G SFP shwaulsitfesndn 4 geq
2.5 fiesdmiuidonsia USB Console 1171 1 184
2.6 5995U MAC Address Taliitiaandn 16,000 MAC Address
271 Switching Capacity laiviosnan 128 Gbps uag Throughput bitiesnin 95.2 Mpps
2.8 aunsahgunsal 2 dduluuh High Availability 1ae35n15 Virtual Swutchlng Framework
(VSF) w3alfiwuwin Iﬂaaam 8 M1 (Stacking members)
2.9 wmammmma’lwmmluuaafm 8 GB wazil Flash vunlideenin 16 GB
2.10 @nnsevinulanusnnsgiu IPv6 uag Dual stack (IPva and IPvé) 1§
2.11 annsavinstudusiauluzuuuy IEEE 802.1X, Web, MAC authentication ¢
2.12 aunsavinnusInau RADIUS wag TACACS+ 1¢1
2.13 gunsnlazsaadl Network Analytics Engine wmmsmmmmu,a'“Ltmmauw’“lmmnmmv}
PoRananluszuule
2.14 qunsnhwsissanunsaiiutoya time series database meludagunsalld
2.15 ansavinnusaudu REST AP uag Python 1¢f
2.16 annsavihnulamuamssiu sFlow w3e NetFlow 16
2.17 @w15evia VLAN enuanasgiu IEEE 802.1Q Tlitfasnda 4000 VLAN IDs
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2.18 @usavin Link Aggregation muanmsgnu IEEE 802.3ad alaitfosndn 32 LAGs
2.19 @unsavin Spanning Tree laanuunsgu IEEE 802.1s, IEEE 802.1d, IEEE 802.1w
2.20 @131590%11 Protocol Independent Multicast (PIM) wuu Sparse Mode (SM) Wag Dense Mode
(OM) Teilusthatioy
2.21 @aNsauIMIINNTUNTAINILUNI Web GUI, SNMPv3 wag SSHv2 Idifuatnatiay
2.22 5833UN31 Centralized configuration HusanfwasLe
2.23 annsadstaya Log File Tuguuuu Syslog 1didusdnation
2.24 @nsavi Control Plane Policing wiatiasiu CPU overload I&
2.25 gunsalazmaslasumsgu EN, FCC, VCCl Class A Wuagnation
2.26 foafimsSuuseiufiaTeauuy Limited Lifetime Warranty
227 flavesimdesiimisdeudsiamaiumunusmminsanussndwewdndusidanaly
Uszinlnglagnse uaziiienanssuseairgunsalitausifiugunsailvi linegnldauandey
wazdegluaenisndn
3. qunsalliesiuiToting (Next Generation Firewall) wuuil 1 $1unu 1 1e3ee Tnnudnunsdail
3.1 1lugunsal Next Generation Firewall uuu Appliance #ild@UsTnanadmsunuEwzne
3.2 fivaia GE RI45 Litesndt 16 Yea fvesa GE SFP litfeunin 8 ¥as wazvesde 106 SFP+ 'l
~ teuni 4 ¥oq _
3.3 flUseAnTn1nn139191u (throughput) wes Firewall laivaendn 27 Gbps uaslasunisiuses
~ AsgIsu Firewall 91Amthsau ICSA Labs _
3.4 sea¥umsifenreniauniu (Concurrent Sessions) 1alaitfosnda 3,000,000 Msideusie uay
ses5uMsitinsialsl (New Sessions) litfandn 280,000 msideuseratund
3.5 fiuszAnsnmnsvina (throughput) ¥ee IPS Livesndn 5 Gbps wasldsumssusesnasgiu
A1 IPS 97092897 ICSA Labs
3.6 fiuseAnSnmimsvinnu (throughput) vasnstesiumsynyn (Threat Protection) laitfernin 3 Gbps
3.7 fivsg@nBamnnsvineu (throughput) wes IPSec VPN ldlitfasndn 13 Gbps 843U IPSec VPN
Tunnel WUU Gateway-to-Gateway wiaufulalitiaanin 2,000 Tunnels wazlasunissuses
WINTFIUAY IPSec :MAMUIBY ICSA Labs
3.8 fiAuaunsnvi SSL VPN dussdns nmwnsvinanu (throughput) wes SSL VPN Litfasnda 2
Gbps sesiumsideusendeutuldliesndn 500 users warldsumssuseanasgui SsL
VPN 91nm1i2897u ICSA Labs |
3.9 laSuns3useanasgIufii Antivirus 99nmBT ICSA Labs
3.10 annsavieuludnuazveslidieadiaiiou (Logical System, Virtual System, Virtual Domain
%38 Security Context) Isilitfaenin 10 ssuu
3.11 dmnuannsaidu Wireless Controller ses3unisiiousisgunsal Access Point fiagnneld
insenmnemsdndisaldlitesndy 128
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3.12 iAruansalun1svi Software-Defined WAN (SD-WAN) Tngns219d0u WAN SLA a1y
latency, jitter uag packet loss 1ot
3.13 fimnuannsalunsasiaaay Application l8lifesnin 1,000 518073
3.14 Jaeiumsidifia Web anu Categories wazmna URL fifvunle
3.15 3995UM YUY High Availability (HA) WUy Active/Active wag Active/Passive 14
3.16 annsaldaiulninssuaadu (AC) aurm 220 Volts 50/60 Hz
3.17 guasalliifusesnnsgiu FCC Part 158 Class A, VCCI, CE, CB wag UL/cUL
3.18 §I Redundant power supply
3.19 fims¥uussiududsseznalitounin 1 U Mndvewandas
3.20 flaueniardosiimlFeursdsnmsidudunusmirsnnussmidrvewdnfosiitanaly
Uszinalnelnense uasilionanssusesirgunsaiiaueifugunsalln Litregnldaunney
wazdegluaenisndn
4. gunsailaeiuuaznsa9dunsyngn (Intrusion Prevention System) Wuudl 1 s1uau 1 1S 3
AudnYuza
4.1 Jugunsal Intrusion Prevention System (IPS) %138 Threat Protection System (TPS) lnetawig
WUy Appliance ﬁaammumLﬁaﬁwﬁ'ﬂﬁﬂaqﬁ’umiqnqnLtaxmﬂwﬁ wazsaaliidugunsal
anwg UTM (Unified Threat Management)
4.2 annsalszanana lasilan Latency wosnin 60 microseconds
4.3 31 IPS Inspection Throughput laitffesnin 1 Gbps
4.4 gunsaiiiiauaanunsavi SSL Inspection Tngd Throughput lalitiaanan 1 Gbps
4.5 & SSL Connections per second la%/88n31 3,500 Connections per second wingunsaii
unausliansaviauludnsazdainanldamsaausgunsal sst inspection nie SsL
Orchestration Lfisitfyld
4.6 gunsafiliiaueasniuysina Concurrent Session ¢laiasndn 30,000,000 Concurrent
Sessions UagaU1503UUSINM Connection Taliivfasndn 400,000 Connections per Second
4.7 §i Network Interface WUU 4 Segments Gig-T Bypass $1uanlaitfosnda 8 ports WIBUANANTR
Bypass lauusgunsal
4.8 il Interface dm3uuImsdanisgunsal (Out of band management) Wuu 10/100/1000 RJ-45
2gNUDE 1 Waln
4.9 #a3il Power supply wuu Dual redundant hot-swappable
4.10 $895UM5YI High Availability WUy Active-Active Wag Active-Passive I&
4.11 @aunn3833uMInsIedunsyngn Tunnel Traffic 1 dasiolui
4.11.1 Generic Routing Encapsulation (GRE)
4.11.2 GPRS Tunneling Protocol (GTP)
4.11.3 Mobile IPvA4 (IP-in-IP)
4.11.4 IPv6 (6-in-4, 4-in-6, WAz 6-in-6)
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412 aunsanTuisnsyninuasesiuaedolddsseludiduednias Exploits, Identity
Theft, Spyware, Virus, Vulnerabilities, Network Equipment (Malicious attacks through
printers, modems, routers and integrated phone systems), Traffic Normalization
(improper or malformed traffic), Instant Messaging, Peer-to-Peer (P2P), Streaming Media
uaz DDoS Tiluseation ‘

4.13 @ansavitmInTvdey Geolocation 984 IP Address mmm‘iuﬂiﬂmdﬁmmvumﬂia‘mamu
aunsal IPS It

4.14 @150n5233U DNS request lagl4inaiin Domain Generation Algorithms (DGAs) e

4.15 @130 Update reputation feed (fiatlaafun1sansodeansan 1P address g IPvd, IPv6
wa¥ Domain names ¥83 malicious ¢ iveiinAnuUasadslissuuitoty

4.16 'i’eN‘ﬁUﬂ']'iLLﬁﬁ\‘]‘UaﬂJaLﬂEJ’JﬂU Signature %39 Filter Lwaﬂsu‘[s}mu"lun'mmmsmmm‘smwLnﬂw
waqu’fﬁmm"lm L% Geo Map, Source IP, Source/Destination Port 18wy

4.17 [WvemERN UL maawmammawnmmwmﬁ'{,umimmmmmmaaulm%mmsvﬂsmwa
ﬂv'lmﬂswwmuwauamsunsﬂizwmsmﬂEﬂﬂ

4.18 ‘iENiUﬂ’]'SVt'N’mTJ:JﬂU Vulnerability Assessment ERNOCL LR Qualys, Rapid7 %38
~ Tenable Lwamaﬂiuumsxuuwnuﬂaamﬂﬂ'lmwu'wauﬂuamﬂi

4.19 799TUNITVIIUTINAUTTUUA NILALT 1ATIEY NSV T84 unknown malware lag
advanced malware fg3zuy sandboxing 7kl on-premise appliance 161

4.20 1#5umsiuseannsgu CSA, UL, IEC, EN, VCCI, CISPR wag RoHS Iéifiuatnatas

4.21 uwaul%mssuﬂssnumuL'Ja'lammaﬂ 19

4.22 wLﬁuaﬁmmmwmaaummqmnﬂumLmufxﬁmhamﬂu%"t}'wLé’ﬂﬂaqwﬁmﬁmﬁﬁﬁawﬂu

Uszialnelngnse LLavnLana'}‘ﬁmmmaﬂmmwLauaLf]uaUﬂ'saﬂwu Litrsgnldemannay
uwazdiogluaanswin
5. qﬂﬂimﬂﬁlﬂﬂum‘mn‘im‘m‘l‘ﬁﬂ (Web Application Firewall) 97u2u 1 YN uﬁmanmu“mu
5.1 L‘ﬁua‘dﬂim Web Application Firewall (WAF) fiansnsatiaaiiu Web Application 9 nsisAnAmle
5.2 li‘ﬁaﬂﬂ’ﬁL‘UBmlE}‘iuUULﬂ'iEl‘U’]EJ (Network Interfaces) oty sai
5.2.1 wuv 1G (R145) sruaulsidasnin 4 wese
5.2.2 wuv 1G (SFP) dnmiliitfesndn 4 wasw

53 fimhuiiudieya Storage laitfpeniunn 480 GB

5.4 @u305993 throughput lalifaundn 250 Mbps ,

5.5 awnsadasiunslandniumaiulesd 1@ OWASP Top 10 saufs Cross Site Scripting, SQL
Injection, Cross Site Request Forgery, Session Hijacking, Web Service Signature, XML and JSON
protocol conformance, Protocol validation, Brute force protection, Cookie signing and
encryption, Data Leak Prevention, OpenAPI 3.0 verification, Virtual Patching, CAPTCHA wa ¥
Real Browser Enforcement (RBE)

5.6 fimnuemnsalunisithseYansivasuuvaaules (Anti-defacement)

l
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5.7 famuanunsalun1svi File 8Ulman Scanning sme Antivirus (AV) |6

58 Ta1ua115alun15ms19d9u IP Reputation 11 81 89’y Botnets, Malicious Hosts Lha
Anonymous Proxies 1§

5.9 @130%71UWUY Dual-Layer Machine learning 1 ans295un55aevelaiund (Anomaly) uay
Jastumsldonundusunse (Threats) 1§

5.10 a@ansavia High Availability ‘lﬁﬁ\‘um‘u Active/Passive uag Active/Active Clustering 16

5.11 sesumsimildvauuy Reverse proxy, Inline Transparent, Span (sniffing) ¥3a WCCP Ieiluseialoe

5.12 annsonsanaeutadivedivueundiagu (Vulnerability Scan) :ndagunsalls uazsesiums
Y1915 91U 3rd Party vulnerability scanner 1% Acunetix, HP Weblnspect, IBM AppScan,
Qualys Aiduseatios

5.13 aansavih SSL Offloading %38 SSL Inspection iieannszaiu web server ¢

5.14 sesiunsnsaaeuteya APl luguiuu XML, JSON was RESTRul Iéifluedhaies

5.15 gunsalifanesesiumsiusennmsusueanlaenionn FCC, VT, CE was UL uathadion

5.16 iRaulunsiudseiulunareghatios 13

5.17 flauenadedividousiienmiuiuns mennuidndwendntasitaululssme
Inelagnse uasdiionarsiuserigunsalniauedugunsailmi liegnldanandey uasiesly
UM FIARL

6. YalUsunsuszuuUHURNTS Windows Server $1uau 1 4a Tandnunedeil

P v

6.1 SavnAvdnieensiuas Microsoft Server Standard esulminia ngnAaImIunNgvIng dmsu
\Sesnaufmesisieng
6.2 5933uningUszulananals (CPU) laidasnin 60 wnundn (Core) wagsadsun1sasians oq
roumesiaiiouldsuiusgaios 6 A3es
7. wnsneuitumesiinfauuuyszananatugs S1uau 10 ndes Sigudnuaseed
7.1 imedszanananas (CPU) laifasndn 4 unumdn (4 cores) Anuialaisinga 2.4 GHz uaydl
wialulad Turbo boost laifeendn 4.2 GHz way Cache ladsnin 6 MB
7.2 fimhedaiudeyasiin NvMe Solid State Drive wiadnd1 auanwlsitesnda 178
7.3 fisenmiisesiunnuazidealiiosndt 1920 x 1080 9a viedin
7.4 fimiieAudwuy DDRE vunalivdesnin 32 GB
7.5 senmidhuwuu OLED w38 IPS Sunalitiosndia 14 ih
7.6 ImieUszananansfinfisuin Intel HD Graphics vi3e UHD %30 Intel Iris Xe
7.7 §indas Webcam Tuma
7.8 fieadouse (nterface) wuu USB viednh Liteenin 2 ¥4
7.9 fidoadeusouuu HOMI $nnuliitesnda 1 Yo
7.10 fideadausiouuy USB Type-C 3o Display Port s1uavliiviesndn 1 deq
7.11 fiveudeuseszuuiaTodis (LAN) wuu 10/100/1000Base-T vi3oinia sualsitfasnin 1 ges
- nsdilifideadousie LAN Tasiamesiaiigunsniuasdoyqnas LAN sty USB
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T.12 'iawumsmammal,ﬂsamalima (Wi-Fi) liesnin 802. 11b/g/n/ax waz Bluetooth

7.13 fhimiinliiu 2 Alandy

7.14 gluayuuInsgu Trusted Platform Module 2.0 (TPM 2.0) vi3afni

7.15 l6iSuspaunsgu Energy Star uaw EPEAT laishnan Silver

7.16 funduazulufinviwonuuuldaedssesiumsideusauuu Bluetooth

717 ﬁqUﬂigﬂaﬁuaqumiL"ﬁamiémﬂmﬂuamm‘u Docking &1 USB 3.0 Type-C Tfanansaldanuy
wasnuiln RJ-45, USB 3.0, HDMI, wag PD 3.0 LtavmmiﬂLLamwauu%amwﬁﬁiawqﬂﬁ

118 m”‘uwgummi Windows 10 Pro %38 Windows 11 Pro LLUUNamawﬁnﬂmaamuﬂgwu'lEJ

1,19 mﬂaul'*un'riiuﬂi”nuamwaa 39 ’lunimmﬂﬂﬁmmwmqmu Hardware legignanyinmsunta / gouus
o 7i6ia e wenamiRe (On-Site Service) metufivhnsdaly (Next Business Day Response)

7.20 ﬁnizLﬂ'\ﬁ'mLﬁum’%;aqﬂauﬁamaﬂﬂmﬁﬂmﬁmﬁmﬁﬁmﬁuﬁ’uﬁam’%"aa 1Tu

8. 9ABNAAE3 17U 10 90 TRndnunzdeil

8.1 flyuavtnvemunundunue 26.2 ﬁqw%aiwmndw

8.2 mmaumamawum (Resolution) a']m'mﬂiu‘lma.,l,aammam 3840 x 2160 0 VTBAZLBYANIN

menm'ma 60 Hz ®3811nA7

8.3 vivendnlaemalulad In-Plane Switching 3efnIn

8.4 MUNNBLAROUANTAANSALYIDULAS.

8.5 lowmalulagnmsiauasanimuwuy LED wSemni

8.6 fiEnT1E@UBAMIUIN 16:9 W39 16:10

8.7 995U MRI/AUITIU 178 %/ 178 ° videdndn

8.8 dhsdaunpunsTd (Dynamic Contrast Ratio) 1000 :1 (Typical) w3agenin

8.9 AAINEAINS (Brlghtness) 320 cd/m2 w3egani

8.10 'iaﬁum'mmmuuu VESA _

8.11 5993UMsUTUMUIBA MUY Pivot (mumanduvIevaumiudanniing)

8.12 fivawmnemsdeansiugunsainieuen il

8.13 { HOMI aghatios 1 909

8.14 i DisplayPort agsvey 1 9aq ,

8.15 31 USB Type-C with DisplayPort #3® Thunderbolt 3awieuwin viedndn sghates 1 ¥aq

8.16 JuUsziulanwageee 3 U

8.17 faeidanteuldny wm aeida HOMI maawmma DisplayPort #38a18 USB Type-C

8.18 fidlnauuu Soundbar fifiszuuidea Stereo mmmqmnuma wieaRnduraeld sy 1 YA
9. Yalusunsudine 31udu 10 99 uqmanvwmu

9.1 SavAvAnsyeniuas Microsoft Office Home & Business 2021 w3ataasdulminia ignias

AUNNUUNE T 10 Y9
92 muﬁﬂﬁﬂﬁy’wuﬁwuﬂﬁﬂ’ﬁms Microsoft Windows ‘fl‘jdLL'U‘U 32 Bit uay 64 Bit l¢i
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10. guUnsainsza18N5YiaIULATE1e (Load Balance Router)
10.1 Wugunsal (Hardware Application) fisanuuuinifisldnszaremsyhaudmiuirsetielnsany
10.2 31 Router Throughput LiWfasndn 12 Gbps wag VPN Throughput hitfesnia 1 Gbps
1103 fvaadeusesruuiaiotng (WAN Interface) WUy 10G SFP+ 912U 2 989
10.4 fvpudfeuroszuuinTatne (WAN Interface) WuU 1000Base-T $1uau 2 984
10.5 fveadoureszuuiaietns (LAN Interface) LUy 1000Base-T PoE+ $1171 8 94
10.6 fipadaurie USB 3.0 Port $1uu 2
10.7 sesFudnnugldnulalidesnda 2,000 users
10.8 s843un1sidousia VPN 18lsitfenndn 300 Peers
10.9 @nsauimsdansgunsaliiny Local Web GUI snasgiu HTTPS Idiliusgratios
10.10 @snsaudmsdanisgunsalti Cloud Management 14
10.11 @unsavi High Availability Tuguuuu VRRP 18
10.12 anansevinnuliu Controller 16 Taasa95u Access Point leilitfasnin 250 &
10.13 anansnldnunmansg i IPvé 16
10.14 @WNSOYILU IPsec VPN tiaideusasewing Site 16
10.15 awnsaidsiateyauwuy 256-bit AES Encryption I
10.16 annsafumidumaesetelngliliusinasa (Routing Protocol) RIPv2, OSPF, BGP léidlustistios
10.17 @nansavimstudusinu (Authentication) 521U RADIUS uag LDAP la
10.18 @nunsanmua Outbound Policy Taun Weighted Balance, Persistence, Enforced, Priority,
Overflow, Least Used, Lowest Latency \Juathatios
10.19 @u158%1 Bandwidth Aggregation uag Hot Failover ¢
10.20 @3n50¥i WAN Smoothing etwandgfiiiaen packet loss &
10.21 a@nnsaviuluguuuu DHCP, Static 1P, PPPoE, NAT ldillustnaiee
10.22 'mm'sﬂﬁﬂmaﬂugﬂt,wu Drop-in Mode %38 LAN Bypass 1
10.23 @nsavin Stateful Firewall, DoS Prevention wag Web Blocking 161
10.24 anansodadaya Log File wuu Syslog lailiustraies
10.25 @ansnvih QoS Literwua Priority Tiurnstdnuiiddald Wy volp
10.26 @130 Bandwidth Control ﬁﬂﬁ%’ucﬂ‘ffd’m‘mLtﬁfazﬂﬁiu‘lﬁ (Per-User Bandwidth Control)
10.27 @u13auans Event Log, WAN Quality #1un1a Web GUI ¢t
10.28 gunsalazdpeun1sUTBILIIRSE I FCC uay CE Wuesgtloy
10.29 fimssudsziulivesnia 1 Yanuiendvesndandoue
10.30 faussmdeainisdoursianinduiunusmmisanussndwomansasififavly
Ussinalnelagase uazilionansivsesingunsaliaveidugunsallui litmegnldsunnou
wazdagluananisuan
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MAHUIN 2
Wanszuuwanasudeyatniasanuivasasaisluiues

1. Yaulumau

] é"ﬂ’lElgfmﬁi']ElaﬁL§UGl‘l]@dqﬂﬁ’]ﬂ3'15‘5@1&1191%\3Lﬂuﬁuﬂﬁﬁﬁmw‘ﬂaﬂ%ﬂw wisulsEiRmsineu uay
AaAnsAnwlagyaainsluusaza uiazsauazdadssziAnnsdne Useifnisyianu
ﬂizi’ﬁﬂisaumsﬁﬁmum'\m%;awm; wisngUterun 1 i 1w 1 U UWAZUUURNURILERS
wihfiussmiuinveuresypainsivineunalasenise luaded vndyaansitlildidu
Wmthituszwesdiauenadesiimisdetusumssamsiiiunisae ﬁ'ﬁaﬁuﬂﬁﬁ’ﬁmummﬁma
a8 tsesaIUszNaUMY
1.11 §{¥an131A59n15 (Project Manager) $1u2u 1 AU 1@ AsAnwIszRuYS e ln

~ Uszaunsal 5- 10 U
1.1.2 Wn71A5123 780U (System Analyst) 91u2u 1 Au 2@ nsAnwIseauUs e
Uszaunsal 5-10 9

anl

a

1.1.3 unWaugudeya (Database Developer) §1u2u 1 AU q@lmMsAnwIsEAUUS QUay e
Uszaunisal 5- 10 U

anl

anlk

1.1.4 dneenuuulivles (Web Designer) 1uau 1 au qdln1sAnwseaulI gy
Usgaunsal 5- 10
1.1.5 vnimussuu (Programmer) 713U 2 AY dlin1sAnwsziuUSyans Ussaunsel 5 -
101
1.1.6 vinnagausEuU (Tester) 12U 1 AU dimMsAnwszAUUSYYn3 Ussaunisal 5- 10 T
1.1.7 wuymslasans 99w 1 Ay
1.2 §uesesiianziniuieanisvesldanu (Requirement Analysis) Hanudesnisideilarddy
(Functional requirements) A2us 83n15 11T uLg aW 979U (Non-functional requirements)
AMUABINTTYBILY (User requirements) ATNABINISYBITEUY (System requirements) wag
dofmuanuABInTs (Requirement specification) AnLdenauil Huanszdditelagly
TBULYATBINTHAIL '
1.3 friwdendufesnuuunazimhnmiliuszneulussuuuanasuteyatnansmnutung
aensigloiued Manidunmiauaznmiadoulm |
1.4 fuedesimihsruunanasudeyatnarsanuiunsasndslavesTidiauaudilunssy

v W v o v o o o oy - R T @ = o
vnsmsnyslumiiu ausaususunadmisdelng-1dnldegaios 3 sedv Teawleusu
Y @ Py ' a [ M v [
YnRmidanalvz linsenuiulaseadis (Layout) Aldeenuwuul’

[

.3, W??’m’( a. Q%;

UsEsuAnENIIUMS AENITUNTT ANLNTIUNT AENIIUNIT AMSATIUNIUEREUIYNT




Tnssmsdnnauasianguiuiinisarudiunswasedelswes AIARUIN
a = v & Y w ' a s o o ' ' ) s
fansaudt 2 : Fadeagsins annssuuuaeietefujiinuamniuacsendttlaued nqumisnusmaiuas i1 11 910 40

15 fanefesfnvuaziinneilasshedoya uanidom (Content) Mhavlniausundininnses
wimnAfteldfinsanmeumsuussuuianivdsudeyarnansemusiunnasndsluues

1.6 fuefvanuuunasiaussuukaniud suteyaiasauiuasUasndvlaueslng
Auansalun1sinviduiiunin (Web Portal) finanuaisey viuade urauls 1aude
uanefenmanualfia annsadumdeyauasudlutoyarueisdiouimsianistoyald ua
Wulunudeimuansazdeaqudnurememanadanuinunssuuanasudeyatines
msiunsasnselsiuesiude 2

1.7 gugAnnimanmsysannisveinamansinuvisiniiiadu (Gamification) whlulunmsesnuuy

 wasimunszuuuanuasudeyadnansrsiuncasnsitluiues laserefiorsaiamnssuy

fmuaazuuy (Point) 51933 (Award) msuanagfiiazuuuii (Leader board) w388y 4 e
nszRuvdeduasulildouAsmuaulsluidevviedeyaiioguussuuuanivdsudeya
gnmsaiunslaenilees wasinmsiidausilunmsutsihwdouaniudsutinasany
fupslasadtlewed visujduiusiuglinududuszuuianivdsuteyatmansmmaniung
Unandeloves

1.8 funefasenuuuiniuasinssssuuianiddsudeyatnasanuiuasasadelavesuu
ir3psrenILABsIithevesidnintInsasuvierAdmun

1.9 fueseaimuissuuuanilsudeyainaisauiuaslasadelsiuesaumdn SEO (Search
Engine Optimization) LﬁaLﬁ'uﬂixﬁwﬁmw’lumsqnﬁumé"sﬂ Google Search Engine way
ssuEIEmsiiaszavsamlunsgnAuvdinam adumenuransesnuuukasiaLNsEUY
szuulaniAsudeyatmansmnusiuasaendeloiues

1.10 gunegapaiaunszuulvsessunsvinusiuduniedisderuesulall (Social Network) veq
q"tﬁ’u?msﬁ"ﬂ Youtube, Facebook, Twitter w38 8 u¢ (§19) arunsanansaufadiu
(Comment), nalaf (Like) n30 gnla wustu (Share) 38 weuns dnuazsunaumeluszuy
tanwasudeyatmmsanuiuanasasidlseiiunietdinueeulaveliuinisieds

1.11 fefeesniuukasiaulases9szuy (Template)

1.12 furedavieiuuuy (Prototype) wassyuululasenis wisminavasadininsauvianid W
AIULTRURBUMSRUsa Y

1.13 fanesesamzfoulanmiundmivssunwanasudeyadnasanusiunasndsloes
pg1atior 5 U $1uu 2 Taum sudidringmnsesuvisniimun

1.14 fuedpninnszuukandsudeyarnasasiuanasnssleweslidauiuaasade
ool
1.14.1 Snpsmsdnnauuasadeniuaasgiu Secure Socket Layer (SSL) iviuaile
1.14.2 Jastunislaufimalotuesnuuuinis OWASP Top 10 2021 Wuegutioy
1.14.3 finsltinaiiansrvaeudlduruiu (CAPTCHA)

[

. & “‘7&“/"( a. (%QY\% 5 AN

UsEsIuAENTINNG AUENIIUNTT AMENIIUNTT AUENIINNT ANZNINTIUALIENIYNT




Tesimsiadauaziannguiufiinseruiunsaondelaves AN

a = v & v ow A 1 Ve we ) w S ; o 2
NAINTIAN 2: VAYDATNEUN WGNU'E‘WUULLHSL‘F\‘SEJ?J"IFJ%‘L!Q‘Uﬂ\‘l’iUﬂ’ﬂMMUﬂ\lUﬁﬂﬂﬂﬂl‘ﬁma‘i NHUVIBNUAIULUAY w1 12 970 40

115 fuedevinnsyuuteniasuteyatinarsemuiuacasadtlavesliansadafudeya
a a B J )
N3ITRIRBNiInesuasfanssumuadsulmlussuvaedas Taddldau (Account)

gathisteyaldawzdngnimuadysliviniu
o = 17 T o @ & [ o .:
1.16 fnerenimsvadeussuukanidsuteyarnansewsiunsasadsleadesnalios fai
1.16.1 ﬂﬁiﬂﬂﬂ@ﬂﬂﬂﬂ‘t’fﬁﬂuwaqsﬂ?’h’m (Usability Testing) Ussdninw (Performance Testing)
mugnABsELYsallasau (Functional Testing) msShwiauasade (Security Testing)
waziraflaannismageudsulsaudlassuuau ennadgeumsinuresssuy
wanwasudeyainasanuduaasadsleuesitaunsasesiunszuiunisviney
o v v
AUNFBINITLA

1.16.2 MsnadsuAMNluAIlaanftssuu (Penetration Testing) Insazdoavaaauadnis
MIUULINI OWASP Top 10 2021 \uetraios
1.16.3 MIMAdBUMTYINNUYDITEUUNIINNA (System Integration Testing)
% Y @ o 1 %) = v ' & 9 ¢ " v o &
117 ganeroriavhgiiemslinussuuianiudsudeyarnansmuiuanlasasitlsues edaios il
] (2 [] @ 8/ a2 v v A o @ 1 a a Xda
1.17.1 gensldnudmivdldrundudmivesdnindninsewviand audvsitvun

v

1.17.2 giledwmiudguaszuvnuszuusandsudeyatniasanuiuasaeaislawes

af

2. fafmuasisazdeaguinuzianizniamadanuiauszuvwaniUisudeyatiransanusiuag
Unsadleived |

2.1 darvuamly -

2.1.1 sankuy wagiannszuuliannsaldnulaluguuuusiuiu Web-based Application

2.1.2 STUVANNSALAMKALUUUTUTUIANINTUIANLND8 (Web Responsive) Ulaunsniny
(Smart Phone) wagiiuidn (Tablet) ¢Wogneliuseansnw

2.1.3 szuvannsauansrasulusunsuiuusiges (Web Browser) uuia3 ssnaiamasosng
YasUsznauniy LIUUs1IEes Google Chrome, Safari, FireFox, Opera wag Microsoft
Edge wastullagtu lsneagnsios

214 szuvegmelivmines (nterface) Wenfufunnszuuiiand ululasims Fafld g

s2uU (Log in) tiespsaiien

2.1.5 aunsadhgszuudendu (Login) ihldszuuldfhemsBudumauuuy 2 $u (Two-Factor
Authentication) lngldswaduianizdiuyana (Pin Code) uazusundintudududinu

19U Google Authenticator, Microsoft Authenticator 1Juduld
2.2 syuudnnstayadunain

2.2.1 mMsalAsaNntn
2.2.1.1 annseadasaundnanusuunasunmsainsaundnniaviinszuula
b ] @ = & Y]
2.2.1.2 annsoudlateyadiud Wasuulasswanule

b
_ — / o0
1/?"‘%", 2O WPy 4. Qﬁ“{\% 5 AN

UsE6TUANENITUNTS ANENITUNT AENTIUNTT AENIIUNTT AENTINNTIUBSLEUIYMT



Tnsimsdnsasiannguiviiinsmnaiuncasedylawes AIANUIN
a =l v & o o e e o w . ' ) ]
nansam 2: dnensinsi WannssuuuanaSetefuiifvumaiurnsendtlaued ndumisnuauiuag wih 13 910 40

2.2.1.3 annsaudslszuvainesiainilmi wazdssvasiulmiduluddiuavesandnls
2.2.2 mydamsteyansinnufanssumarmsainssunenuimasemiuiunnaensslowes
2.2.2.1 aunsaenidnnsinnuianssutassmurnamsiuasaenstluaues
2.2.2.2 ansadumnisinmuianssuuazssnuinaisanuiuaiasadeleveiues
ansaudantsisasdennisliauvesanndn Idegeton fail Jefianssy Aanssu
affsid1saufanssu wasssauinasanuiuaasndslaueifinany siuds
ANULAN 9 Tulazia
2.2.2.3 aansouamTesnuneasieanisinnuianssy Nenuinasanutiunasade
lawesandn Inefuiduguuuuwitutoyanuiidnindnnseausnidmun
2.2.3 MsIAMIvayaaNIdn
2.23.1 annsaviudeyaandnlvi udly audeyeandnuasiAuandnnduants
2.2.3.2 amnsadimuadnimadnldszuuuazdanisteyaldniussaulaznguussandn
2.23.3 annsadenmseyinaausnsiluaundn visuiulgessaunslidnuvesauninld
2.2.3.4 ansatmusldideyadnilafiandnannsoudlelfuazdnlaudloladly
2.2.3.5 annInAumainBnuenaueddey nquandn daus vsetunals
2.2.3.6 @NIOLAAITIENY Tgazidunaindn Useiinisldinuresaundn lnsfiuivse
dvoanifugiuuuwiudeyamuitdininseswisnidmun
2.2.4 M3IAMIvayanguaundn
2.24.1 aunsavhmsiiunguaindn wily avdeyanguandnuasiunguandnnduania
2.2.4.2 ansafmundasnauaNdn el
2.2.4.3 gansaAunInguamndnuenauddifty danz viedunalmluedginiey
2244 ansouanssigasideanguainin Usyiamsldanuveanguaindn
2245 amnsarmuasiEusuveanguandnlfifies 1 mems
2.2.5 msdansteyamshnmufianssunaseauinmsauiuniasadelsives
2.25.1 amnsaimuamsidenyszavnsinmuianssilagIeuEnasALiuag
Uaoaneluvaila
2.2.5.2 aunsaiiudiauazidenanusAamuianssunarnenuimansaiunsasnde
lowues
2.2.5.3 aunsnavandnuaziasuanumsaiinnuianssuuasenusmatsanusiuag
Unansdeluvesle
2.2.5.4 gunsadunmsiamufenssuasenuInasrsiuncaenitlaue’ wavuans
swaziBeanslinuvesannin Idegnios fiil 9o Aunssufldrsuianss seny
dmmsmiunnasndelaiwesiinnu vauddauesneg Junazoa Tefiuenase

1. f“;“"‘:“"/ B s B L@W ........... a. % D s 5o AR

UsesUAMENTIUNNT ANMENIIUNTT AMENTIUNTT ATUEATIUNT AMSNITUMIUSELNIYNT




Tnsmsdanauasianguiujiinseiuanlaeadslewes AARLIN
flansmui 2: nvenins WannsruuuaseTeteduiiRnummriunnsendtlnues ndumsnuasiung w1 14 210 40

2.2.5.5 annsouanisenugazdeansinnuianssuwagsgnunasautua
Uaensitluued Inefuniviedeenfuguuuuuiudeyanuiidingnsosuranid
e
2.2.6 msdansuuunesuNsaliasaNndin
2.2,6.1 anunsaiivy au wasuAlawuuresunsasiasaundals
2.2.6.2 aunsammmihadiasaundn Tnerhmuainezlifainsaundnnsendeyanuiidimun
foyaidndusiosnsen uazadumumistoyaiiuszasilfandnnsents
2.2.6.3 ennsedwamsatasaindnludiduanlilumsatasidlaesaluti
2.2.7 Ysgdinsldauvesaundn
2.27.1 annsouamngazdsanmsiirwsandnduneyana Tnouansdogld lof
wensa Junainlszuuiarasnatnszuy nansliau Wuegates
2.2.7.2 annsadumnmisldanuandedld Ussiamamin Juildhuazesnainszuuly
2.2.7.3 annsaiuiuazdseenseamiludnvasguuuuuiudeyamuiidingmnso v
AU

2.3 MIATNUALLAAATDMMIAUTUINS
2.3.1 @uNInuanIuNANMIBLENIENe | nunthszuukanildsudeyatasauiung
Uaansglyiuas o
2.3.2 annsauansteyaiafiiie adudes AduTale Juam lumihunanuvieldiemls
2.3.3 awnsadeunanamiailiemluszuvianiligudeyatnaiseuiuaswasasiyloues
HIUNMY email uaz Social Media lét |
& v < 2 1 o L [3
2.3.4 annsawlaaiomlunihsyuuuanildsudeyadnianseiuiuaslasasislsiuesan
~ HTML Tviiu POF 1
2.3.5 awnsoAudeya aueddglaiduegaies
o L T 4 L 4 a i
2.3.6 annsawdguguntheyssnduiug ivuneiunuaunanianig o
2.3.7 annsa sUlvan Ina3dleuazides agrafaediall WMV, MP3, MP4, AVI, MKV Uuszuy
< v , o o € [y
wanudeudeyainasmuiiuasasndglauasitums Web Browser l¢
2.3.8 JUnuuvewIdnyIuazTenIeeY tveuduguuuuiieniuissyuy
2.3.9 amnsalddaiveules (Link) uaguuuienansla
2.3.10 M3IAMITIUaTUNAIY
23.10.1 ganauiy au unly 9muazunanu wisudAurnuasunanunduinly
2.3.10.2 annsadenguiniiazunaule
2.3.10.3 aansadnanduniwazunanule
2.3.10.4 @313NAINAWALAIMUANISINEUNTUIRAZUNAINLG
2.3.10.5 awnsadnaeninuazunaule

. / 4

s, e a. (B%“fii 5. AR

UsEsuanEnNIINNg AENIINNTT AUTNITUNIT AENIIUNT AUSNTIUNTUALAYNT



Tnssmsdnauasianguiuiiinmsenuiunnasadelawes MARIN
fansadl 2 : dniangiaut iannssuusseletefuitRoumniuncsendoluues ngumhsnueasiung w1 15 910 40

2.3.10.6 aunsarumMunailaan Addey Ussamdnuazunenm aonugsineg Iy
agnatias
2.3.10.7 aansauanineazidoareinuarunanu Siuunssu Suiludludeyasign
aousasrinuazunay ladusgrades
2.3.10.8 annsalianuiiuunauiieuns wasuanisodenanuiiuresasunany
3auﬁgqs§1ﬁmmlﬁﬂua&iwﬁaa
2.3.11 msdamsvszsianimuazunany
2.3.11.1 anansawualsznvenmuazunanulaegiaiay 3 sesiu
23.11.2 ansnau ufly Ussianimuazunany wiandAunduinls
2.3.11.3 annsadnamulssinninuazunaiule
2.3.11.4 AuNsanuIaas A UAMSIHELHIUSELAIT LAz UL
2.3.11.5 annsafrnaanUssinninilazunainule
2.3.11.6 aansorumnunUssiananuazunaulaan mdu mddy Ussunaniuay
unANaNIUZUsEINTIILasunAU uegtia
2.3.11.7 @sauanisIeasidsnuailssinntnIlasunANNIILIuMSeUTEANYIILAY
mem’!uﬁuﬁ‘l‘trﬁmgaﬂszan'*zj’n'aLLaxuwmmﬁwqﬂ anuzasalssannuas
unanulaiduseraios
2.3.12 MSAANSUARINILAZUNAI
23.12.1 annsamvuanensianialunivesniuasunaulagssamanusaingg 16
2.3.12.2 awnsaidenguuuuldnudesnms tnefimsimuadnsidiuvesgunmilduansls
2.3.12.3 anansafmussiuausenisissuansluniioniilg
2.3.12.4 aunsanmuaiuuasiallunsuansinuazunayle
2.3.12.5 annsafimuainkazuvauiiavuanslumtiusnle
2.3.12.6 annsafimualilansnuazuneuage venden lumhusamindumedugly
Nt munl3le
23.13 annsoraanlumsweunsluanuramazsunanlnly

2.4 szuufumdiaya (Search) Manwilveuazandingy

2.4.1 fumlngnsenilomuasioyatmasiiiivun (Simple Search)

2.4.2 Aumdayauvuiamsinzaslnefmundoulalunisium (Advance Search) iy anu
nauiiiovn mataeuil aurdey ANGLTEY

2.4.3 annsaaimddgieldlunisdumls |

2.4.6 aunsalsznanadeyaadirvesduazoulviignldlumsdunves Snuesivesnis
A

2.4.5 Jaaioanidusieanls

' o r\L
1 /‘1‘-"‘:‘"" 2 TS 3, HW a. (KB(\E 5. AN

UsgsuauenIsung AMMENIIUNIT AMTNTINNTT ) ANMENITUNTT AMSNITUNTTUSUSTIYMT



lasamsdnduasinnnguiufiinsenuiuaasadelnuet AN
a < o & v w Sy ue o v Lo ; <& »
finszm 2 : dadenginsi iannssuuwaneloteuiiRoumusiurciaendslmues ngimizsnummaiung Wi 16 311 40

2.5 s:zuus"fﬂﬂwﬁegauwuﬁaﬁulszjﬁﬁﬂﬁlwLnJaamm'Iazga (Dynamic Sitemap)
25.1 anwnsouansdeiidonlos (Link) wrudslugaiomdausing 1 vessvuuuanudsutaya
dmasautiunasndtluesldsnlugs
2.5.2 guaszuuaunsouiluusudeszuunaniasutoyatansamuiuncUaeadelowedly
2.6 s¥UUIAMITayaianssu (Event) %&Lﬂuﬁansimﬁﬁwﬁ'aaﬁ’umimwgu funun wageusy
2.6.1 awndnadpsuazenidnmsadasnswionssuly
2.6.2 @UNSORAAINITUALFBURINTTURIUMN DA L6
2.6.3 annsaamuluanienals Inle vasianssuls
2.6.4 @unsnuanswaideauazAunsdnsuAanssy deeaties fail
2.6.5 @nsodRanausUMSINTINAINI Y ELdnla
2.6.6 awnsoiiy uily au UssinnAonssuld
2.6.7 anunsnasnfangsy Avustune Measden Taedeulestu Google Calendar wiay
AU UL YRININTSULA
2.68 aunsndulvanlid I¥edhalos feil PDF, JPG, WMA, WMV, WAV MP3, MP4
2.6.9 awnsndsdiaudaieufidrsanfansailivatednume sdelesdl
2.6.9.1.1 defsamndnenulsuianfanssuly
2.69.1.2 ddlagszymninaieaz 1 au viannnd 1 Ay vieramuels
2.6.10 mmsﬂLmﬂﬁwasL?J'Uﬂayﬁnﬁﬁ’ﬁmﬁ'«m’i'mfluswuﬂﬂa uazsneianssula
2.6.11 ansaAumeazdeainsy Ussan fidrsiu nan anwgAmnssuldiduegrates
2.6.12 amnsafniuazdseenssrmiludnuargUuuuiudoyanuiidnininnsewisivun
2.7 ssuvamedouiunsnudnasenusiuasasnselsues
2.7.1 andnasinsuazenidnnssusenurnasmsiunasnselsuedle
2.7.2 ansodanimsudafouandnitumediuald
2.7.3 annsauamgasideataraumsenu sudssian mdadnldiduegales
2.7.4 @wnsoddlaneuiuMenuInasasiunnaenilsues
2.75 annsaiiu uily au Ussansisnugnansesiuasiasndelawes
2.7.6 aNInasNTBNUEMTUTIBNUTNEsALTuRaenilaued fvuaiunaildidy
DY
2.7.7 aansadUanlng Idmuiidningnseswisasmun
2.7.8 awnsaddwandufoudSusenurnamsanuiuanasadslavesldvarednuae
athatfoeail
2.7.8.1.1 dsfsandnauuseinnsiganuls
2.7.8.1.2 dilaszyandnaias 1 au wieunndn 1 au viomuels
279 aunsouannsdsdiansnenuinasmuiuacasadelevefifuneyana uay
muTBNUINAsAtunsasnsylauesld

-

1. ff““‘;“/ .. 3, M a, ‘S‘ﬁ 5..OABMNE

Us¥sIuANENIINNIG AMENIINATT ANENITUNT AMENITINNTT AZNIIUNIUBLATIUMT



Tasamsdnduasinnguduiiinsamuiuasaeadelowes AANUIN
a 4 o & v o« v IR Ty o o £ ] o v
nINTaMm 2 : Wetangnns WanssuuwanAsstsUiiRnummaiusniaenitlaues ngumhenuamsiuag wih 17 910 40

2.7.10 amnsoAumEazidenseny Ussian anurmenugmasmiusiuanaendelauesly
\usthatley
2.7.11 awnsafinivagdwwenmenuludnvassuuuuuiudoyamuiiding1inseuwviens
NMUA
2.7.12 awnsaudnsdeyaadialuguuuuunugdl nsw wiondwwanuaziniaugUuuuiiduin
INNTDIUITIRA WU
2.8 sEuulaniUABuAMEAATiY (Forum)
2.8.1 msdamsnszyvesldny
2.8.1.1 ansaideng LﬁuLLazuammmﬁﬂl,ﬁunism:LMazﬁamamﬂﬁﬂum']mﬁulﬁmuﬁwé
n3lganu
2.8.1.2 mminLtﬁm'i'lfm'ﬁni"ﬁw%'am’smﬁﬂLﬁu’iuma“ﬁaauanﬂ'zmﬁﬁLﬁuﬁy’mm Iy
\SeemansEYage IﬂﬂﬂimmmmLﬂaaulwq'lunﬂimauuaﬂﬂsq Wuansfiduuuga
vowfpsuanaAniuiug wsammmamanwm
2813 ﬁ’]l.l’l'mLLﬂﬂ\i'i’lEJa”LE]EJﬂﬂi“Vl iy Swauadsiidasny Saugaey Sunaiigaey
agn LLﬂ“‘liﬂNL‘UEJUﬂ‘i”Vt
2.8.1.4 @wnsoAunsgyanenddey mdu Tuna Iduetales
2.8.2 msdnmsvissuaniUasunnuiiu
2.8.2.1 aunsoiiy uily au wiedeurpanmuAndiuldauaninisldo
2.8.2.2 annsatmuaviestivavsandn dauauszswoananudauiulg
2.8.2.3 aunsouanssisnsviesnanauAniiuimun Tnsuanissazidoaveusasteian
AR 1ty Saunsey, nanfiiiuedeulaagn
2.8.2.4 anInAuminszfainadify Mau Junan IHdusgraies
2.8.2.5 ansaudnIeazideavessanUasunuiiu 1wy duunsey) Innuriy
wieuanuzvenissanidsunnuiuldidusgraies
2.8.3 m3iamInsEdmsuduaszuy
2.8.3.1 awnsaviu ufly av vidndaunsvijuazuansmuAniuusaznsyldnadninisliny
2.8.3.2 annsatmuaviessivdnsaindnlumsdifanssild
2833 mm=.mu.am'iwmiﬂsw’flml,ma”wamanﬂmuﬂﬂmumwm lagiSeamunszyanan
Iﬂansmwummma au‘lm'lunﬁmauuaaﬁsq 1 u,amvnmuuuamawamanmm
Anwiiuthug nieunanidoydnual
2.8.3.4 aunsouaningasiBennsey] wu swauadiidngy Swaugmey Sunaiiigney
agn wardofiTeunsey
2835 mmsnauzﬁ'ﬁﬂmwauwinsxﬁlﬁ
2.8.3.6 mm'mmamaamiuumlm Luaumiaum 1uauum n39au feandni1veensy *n:
thuq 16
2.8.3.7 anmnInAumnszyaInad@dy Mau Juna duetaloe

7 Q.DL

T oo AT N - SO “"‘5""\{ . Q%ME’ 5. AN

Us¥suAnZNIINNG AENITUNIT ARENIIUNT AEATIUNTT AENIINTTUSZATIYMT



lasamsdnduasiannguiu fiRnsanuiuacaendtluuos MAKUIN
a = v & ) w a1 U a va ) O & ; o v
Ransadi 2 : Snaasiinnt iannssuuaneSoteuitimmnsiunssoasitluwes ndumissmmmusiuag Wi 18 910 40

2.8.3.8 @WIOUEAITITAY Laamaamvw lefluamnsavasdfonas £ VAU $9UUN13
81U TIIUANUITY 'suwmnsvw uazlimnuiu wienanuzvsinseyuazauiu
LL(ﬂa“ﬁEJﬂTi 'i'nmwauaﬂsmwaﬂaﬂ,ﬂmauLLauwuwmamu
284 nMInarmsuanUaLuAILTY
2.8.4.1 mmmmmm‘mmim mwmaummma’tu 1 whla
2.8.4.2 awmﬁmmmmmamwaqu,aﬂzﬂaaummmmmummaamuaaflm
2843 mmmmL’Jm'lummEJLLwﬂuan'mvﬂ‘sm"lwu'lm
2.8.4.4 aansaimusnsuansteyadndntuvunsedld
2.8.4.5 emmaﬁmuﬂﬁwéamf&ﬂ‘mmsc?lgqn'iw:lﬁ
2.8.4.6 annsnimuansigldifiunseyla
2847 annsadwuansudaeudielinmsiwienounsefls
2.8.4.8 amnsnUssananadeyanseiiifguavesaumndtlildneudauas fiaisnenuld
2.8.5 ssuuinuiiliatu (Gamification) dwsumsldnunszauaunuiegraioes fai
2.8.5.1 diszuvazauudy (Point)-
2.8.5.2 fissuumisms (Badge)
2.8.5.3 fiszuuuanidoyasneia (Award)
2.8.5.4 fisyvuuanagiinzuuuti (Leader board)
2.9 szuunanilnaiflanazides
2.9, 1 anunsauanIlg Multimedia amqua&lmu WMA, WMV, WAV MP3, MP4, Youtube
2.9.2 annsaenivaniwduasuanssuaunisaativasly
2.9.3 aunsafmun Category Wsuusngulndimeuazdodldesaios 2 sz
2.9.4 ansavi udly aunguindimenaidedld :
2.9.5 aunsndUlvaninaidsauazvdinle niouunamuasing launnnin 1 Wdseads Tne
Lﬁanﬂzimﬁaf{‘]’mﬁu I¥aehafodsil WMA, WMV, WAV, MP3, MP4
2.9.6 @wnsald embed code 310 Youtube 16
2.9.7 annsafmuavunalwsnezsuTvanls
2.9.8 annsoladelndlasnluii
299 awsatwuas g fezuansde 1 wild
2.9.10 annsanmuaaumsuanalwdle
2.9.11 awnsafimuneygmvselieygalimnilvanlndle
2.9.12 annsadenguuedlvale
2.9.13 awnsasumndldnuddd aduetaias

@
a

2.9.14 aUNSUANITIENTT SPasBeniiile s1uIunsantivian Junaznailadusgatioy
2.10 sguvdnnsina

2.10.1 anunsauanala egraiaussil PDF, JPG
2.10.2 aunsannilvanliduazuansdiurunisamilvianle

, s b

B e T

UseauANENTTUNIS AMINIIUNTT - AUENTIUNTT AUTNIIUNIT AlENIIUNMTUALIENIYNT



Tasamsdanauasiaunguiufifinmsanuiuamasndslaues AN
Aansa 2 : dadenydant MimnssuuuaniaietefufiRnumsaiuansendtlaues ndumhsnummdun Wi 19 970 40

2.10.3 @annsafimuaniiamy (Category) Lﬁ@LLﬁﬂndulWa‘lﬁaemﬁaa 2 S¥AU

2.10.4 awsadiiy uhle aungulvale

2.10.5 ansasulvanlngd wsauﬂnmw*umlwa Taunnan 1 ‘lmlamaﬂsq Tnuidennguitedaifiu

Igoehadeesist sghaleusil POF, JPG uazdnifuly Category maan

2.10.6 aansaUSuasmnalig PDF (Reduce file size) Widmuadnas Wiavidh File server 19

2.10.7 annsarmuadelnslésaluia

2.10.8 aunsafmuasnnulng fasuanssio 1 wild

2.10.9 annsaAimuadInumMsuanalngle

2.10.10 @nnsaivunaygavisalisygnalinndluanlngle

2.10.11 anansadrenguvesliala

2.10.12 annsaduminalamudddey Induedalies

2.10.13 @ansouandsnents Teazideala Swaumsamilvan Jukasinanldiduedaies
2.11 ssuunmnanssu (Gallery)

2.11.1 annsouansguameunguiiimuaniesdeuasseazidennwls

2.11.2 awnsauamIn mwuy Slide show 191

2.11.3 ansaanulannmuasuanssunsaniilvants

2.11.4 anmsnﬁwuwmﬂ‘mﬁ (Category) Lﬁ‘aLLﬂaﬂfcjﬂﬁadﬁaﬁaﬂ 2 S

2.11.5 gansauiin udly aunaulm

2.11.6 awnsnsUlnannwlauinnin 1 mwmammmammu’lu Category Midon

2.11.7 aunsauSuasuunalidnim Wilvunadnas ieud File server 14

2.11.8 aunsafmusmunalnideyaalisuTnandn File Server ¢

2.11.9 annsoaunsalddeuarseazidoanmls

2.11.10 fvusdwunguiiwanadantls

2.11.11 annsedmusairumsianslngle

2.11.12 ansafmussyy e ieyginlinnnilvanlnald

2.11.13 anansadenguusalvale

2.11.14 ansarumnadlaniuainuau Adfey

2.11.15 anunsauansnensuazssazidenlnale

2.11.16 annsonmuaTensuanralumivenass lasissemuaniuzaneg 16

2.11.17 awnsaidanjuiuulamusasnms Iﬂanmimwuﬂamﬁmwmiﬂmwﬁlwamlﬂ

2.11.18 gnnsarmuasnusensivzwandunimils

2.11.19 annsasmnarlumsweunsluanusunasdinly
2.12 szuunuudsna (Poll)

2.12.1 wamirvenIs Vote

2.12.2 uansaienms Vote Muuudormuuasgunm

e , b
D e A oI 3 Lo 4. (?"W\?l 5. ADME

B R
UsesuAnEnIsuNg AMTNIINNG AMEANTIIUNTT ANENIIUNT AMENTINNTUSSEUIYMT



lassmsdadauasinnnguiuiimsarusiunaendtlaues MARUIN
a < v & o Y ) a ua ) Y T ' o v
fanai 2: Inienysinst WannszuuiaseetsfuivRnumnriunaendtlnves nqumisruesuag i 20 970 40

2.12.3 uansagunanis Vote Tugduuunsm
2.12.4 gunsadfiwidemoumeuilddmaldlisain
2.12.5 fimuaduiuns Vote seruluudazidemanuld
2.12.6 fmuaiumdsnisuans Poll 18 weidumii Webpage way/v5aminunaing
2.12.7 aquna Vote TugUuuumsuazns uagdnfiviifumenuls
2.13 ssuvdayafingais (Contact) ileldmeaziBennsindefumhemunierduinil
2.13.1 uames18MIngu Contact
2.13.2 uamnegadealungy
2.13.3 uAAISIUaLBEATRIUARYSIENT
2.13.4 fimuanguuee Contact 16
2.135 ldswavidunldegnaioadsil 9o, dums, dlua, ﬁaq’, nueaulNSAWA, nuneLa,
Tnsans, Yoyafisidn, am
2.14 szuuuimsieyadaiiiieatas (Web link)
2.14.1 uanewmMsaITinedas
2.14.2 annsaia/udle/au 3 oUS VWA BuNsuARINAIIAMY A AT B2 e UTEUY
uanwasudeyatmasautunsaeasslawesly
2.14.3 annsadin/udly/au vieufudsumsuaninads ‘ﬁLfg";EJ’J“E’J’El\“lﬁJU‘JSUULLaﬂLﬂﬁ;ﬂu{fﬁ]z&a
Tmansmuiunsasadelouesle
214.4 uanwadeyaiilegluguuuuutioni (Pagnation) Tnsanunsaidendaumsuanseasiaviilg
2.15 syuvuimsthelasan (Banner)
2.15.1 uams Banner lushumisiiimuals
2.15.2 mMwuangy Banner 16
2.15.3 s03¥unmetatieesi; JPEG, GIF, PNG
2.15.4 fvuaiumisiiaznne Banner ¢
2.15.5 Banner usiazgnguanansanimunlnndlusuvdsanaiule
2.15.6 Aimunszezalunsweuns banner ¢
2.15.7 Amuasuau Banner flazuandld
2.15.8 nMmuaafumNdfyves Banner e
2.15.9 uans banner Tudnwausideuiu wagfwunaranialumsideuld
2.15.10 @3 Link dw3u Banner 16
2.15.11 Ussanawaadianisain Banner 1iusiedu seidou 168 Tnuiteyauantetraion
il Unique IP, Unique Session
2.16 FBUVUIMSIANTAY
2.16.1 annsauanstayaldvinuyle
2.16.2 aunsadams in au udlvayndnluusazunlfethalos 2 seaudu
2.16.3 ansosmandeyalush Site Map WSnluiRdlafimsiiuaunoudluny

—
Lot o

. 4
R I TR~ W | l‘“}“"( a. QSDV\K B R

UsEFIUAMENTINMS AMLNITUNT AMSNIIUNT AMEATINNNG AMSNIMIIUALRUTYMT



Tassmsdndauasinungudujitinsanuiuasiasasdslaued AAmAN
a P u & v £ v TS RN ) W ' ' o v
fiansam 2 : dvpngias Wannssuuanasetefuiiinuarmaiuanasadaluaued ndsmisnuausiue v 21 910 40

2.16.4 annsadeusefuszuudug Tnelddu URL 16

2.16.5 annsammunlidouulansuasadudmuveayle

2.16.6 aunsadeniyiiteimstivanwaldlnodenlosdoyannszuulilasnss

2.16.7 annsadenunyfidesnsliuanmaliaenadosfummimaniidningnnseswienismun

2.17 szuvdanisteyaiivledguiuszaumsinmaruiuasiaandesruuneufames

217.1 aunsauiin udly autasuansmatoyaRefumsUssdiuSaudUsraumssnunay
funnaensssuuaesiiumes i Adevien] Wusiie dandn uaznsnserdmihiily

2.17.2 aunsadanistioya in au uAlvanymdnluudasunldednaios 2 sefudy uavanunsa
aunsauanmayanuazydasuuminIuledld suisdmandoyaluss Site Map
WsalusiRdledimsiiiu au veudluy

2.17.3 awnsauansdeyasenuidafisusvanaumilaued MemAeneiRnfunssnm
mmsiunwasadslaes wasinasaniumsainslaves wastnasienssuiluly
vingndeyastuutaniAsudeyarmansemiuaasadtluesiismueld

3. danmuadunsiinausuuaznsaduayunsldeusuy

3.1 fanededvinmsatuayudninims Tasdweuenasiovaiiietestussuua fei
3.1.1 1@NASNNTBRNUUUTEUY Uaewauynsutaya (Data Dictionary)

3.1.2 sayaAndsTUsunTuTEUY (Source Code)
, 3.1.3 glemsl¥auuazmIguaszuy (User & Administrator Manual)

3.2 fuedesdanisineusudmihiivesdningnnseauvisufedates 10 Au Haduivinmsuaz
fuuuinsunidmirivesdnindnnsesiani Widauuazanndilasuannse
UftRnulfegiiussansam edhaliossreluil
3.2.1 néngasilAgfunseenuuukazmadsugaidlusunsudildiaunszuuvedasenis
3.2.2 wéngmslAERuNsUIMsinmsssuudmIUdquasEuy '

3.3 fuesuiiaveumilidnela 4 datulunstineusu santernesing dendns uazgunsaily
msAnausu ferduenldshevesunerisdu

3.4 fuefenauesededdungmsniuinseunislimuusiuisafunisléivsunsuuaznisudle
Jymszuunanasuteyatnansanusiuasasnstleivesvesdninginsesuiwnd was
{l'ﬂ!;!aﬂ'ﬁﬁﬂﬁaﬁﬁﬂuﬁiﬂﬁﬂﬁiﬂlﬁﬂaﬂﬂizﬂzL’Jﬂ']ﬁ']ﬂ.lﬁ@ﬁpﬂ '

4. seezannnilunig

v v
CY

SEEEIMANTUNTT YI9AU 240 T dudaanuasuuludyan: -

- sl R
Lol o A > SO e, Q%N\K 5. AMND

UsgsAuMENITUNT AUTNTINNTT AENITUNT ATNITUNTT AENTINNTTUSELAYIYNT



Tnssmsindauasiannquiufiimserniuanasadelowes AMANUIN

fanTaii 2 : Saeastost dannssuuaseSotefuiioumnsiunaeendtlaued ndumhonmmmiiung Wi 22 91n 40

AANUIN 3
IDUSNULAZANNITUUITUINHEAUTLUAsUaanseleuas

p ﬁ}ﬂau‘iﬂmanam‘JﬂQﬂnuuﬂaﬂaaﬂnﬂlﬁLuaiL?}ﬁin (Offensive Security Certified Professional) 1agil
i"lEJﬁuLEEJﬂ m‘u

1.1 anadusn

1.1.1 YagUudsgnauuaznislaninileves funlfumimiuguusiwasiviinuuntuegiebs
neliiAnnansynusiemmatuisaudeeluninii luthgtumhsnudwanuduamwewssmnea
lﬂmmﬂiu‘[aﬂmﬁmammauuauunwﬂgummuaﬂLﬂwuaua’[,ummwmuﬂ'nuauLLa.,
LﬂEJ’]‘UENﬂUﬂ‘ﬂuﬂmﬂﬂ‘ﬂadﬂi“‘LV]F‘ﬂUSUU'U%”WU‘UE)ZJaLLﬂ”SuUUEI’ISEIumFI Faflenmideuazen
lafumansgnundegnamaleues

1.1.2 msfinwisnsiangvedlmnasnadeuaulasnfszuuasuiinesuagssuuinsatneasyi
'LvmﬂguGmuﬂ"nun'rﬁnw'm’nuuuﬂwgiaﬁmEflﬂjLUaﬂwmamumummuuﬂwaaiﬁmmm
mm'm'iLLamnwvﬂlmu‘lﬂmwaamﬂvﬂsymuﬂrjaﬂmsamuﬂaummamav'suummamEJ
voamsnunues Welgnisteatu udle wazanA BN SEAnAmslsua e
ag1UsEAVS AW

1.1.3 dind1nsesuvisrnfuazmizsnusuanuiunwesssiadsasaiauiuazveneda
AmEINIITaIYAMNEUfTRMusuMsShwanuiuaaenstluuesvimuanunsaly
aslssdiudedmiuasnagsuinessuuneiiuned saufdaasuliifnmusauilossning
'viu';amumummuuﬂaﬂuaﬁﬁlwuLﬂsa‘mw'iaﬂwmﬂuNUQUmmumummuumﬂaaﬂmlm
Wiy Lwa'lwmmm’mswna‘luﬂﬁﬂﬁuﬂ'\umuu.f'fbu{]zumnsmmuma‘lmvaﬂuamﬁmma"l:d

1.2 Fnguszasn

1.2.1 LwaLasnaimaﬂﬂ'mmﬂmﬂumiﬂgummima‘lﬂLuasmasmmwﬂgumwmumssnwmm
muﬂaﬂaamnEJ'I.mua'%’lunawmamumummuuﬂwm‘sﬁ bitamwgmnndlauazinaie
FnsIzITUUABLRABSLAL ST UULATRUY

1.2.2 wieathanSerefufifinudunsinsmiuiunsaeadtluveslungumizsnudiuni
TunIveasy SuszfusingumsuszaianuiazyiRnuiuiulunstesiy sulle azan
anudssnAeaneumalauesifeiivsyansam

1.3 nguthmine fuftnudumsinnanuiunnasadelawes suanliviu 30 Ay
1.4 s¥ggiaan 91U 8 Ju

1.5 anufl dnindnnseuenadiugimunanuidnousy

L6 iwaxLE}'EJmLﬁamwé’nqmsuamﬁqms’mﬁ 4

; o
B uu?l,m/ a. (%QI\IE 5NN

UsEEIUANENTTUNS ANMYNIIUNNT AMTNIIUNIT AENTINNTT ALENTTUNTIUALEUIYNS

-t



Tnssnsdnnauasiannduduiiinsamuivawaendelaues AAEIIN
- =l o & o v o W a e o Y ' ' o v
Aenvai 2 : YafensAnal siannsmuuaneiet e iRnemmiiuanaendslaues ndumhsnuemmnstung i 23 910 40

L)

= = & ar ar Y
A1TMn 1 77E/E’?5’(QEWHUa”?”ﬁﬂ{fﬁfﬁ??ﬂﬂﬂﬂ\iﬂﬁE]ﬁ'ﬁﬂ?‘mUE] NN

a0

UN 1

09.00 - 12.00 u. | Penetration Testing with Kali Linux

® About The PWK Course

® Overall Strategies for Approaching the Course
® Obtaining Support

® About Penetration Testing

® |egal

® The MegaCorpone.com and Sandbox. local
® Domains

® About the PWK VPN Labs

® Reporting

® About the OSCP Exam

Getting Comfortable with Kali Linux
® Booting Up Kali Linux
® The Kali Menu
® Kali Documentation
® Finding Your Way Around Kali
® Managing Kali Linux Services

® Searching, Installing, and Removing Tools

12.00 - 13.00 u. | WhSUUTEM U IMITNANIY

13.00 - 16.00 Y. | Command Line Fun

® The Bash Environment

® Piping and Redirection

® Text Searching and Manipulation

® Editing Files from the Command Line
® (Comparing Files ‘
® Managing Processes

® File and Command Monitoring

® Downloading Files

i
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Customizing the Bash Environment

UN 2

09.00 - 12.00 w.

Practical Tools

The Bash Environment

Piping and Redirection

Text Searching and Manipulation
Editing Files from the Command Line
Comparing Files

Managing Processes

File and Command Monitoring
Downloading Files |

Customizing the Bash Environment

Bash Scripting

Intro to Bash Scripting
Variables

If, Else, Elif Statements

Boolean Logical Operations
Loops
Functions

Practical Examples

12.00 - 13.00 w.

WnTuusEnIuemsnaadiu

13.00 - 16.00 wu.

Passive Information Gathering

Website Recon
Whois Enumeration
Google Hackig
Netcraft

Recon-ng

Open-Source Code
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Jadenseusy

® Shodan

° Sécurity Headers Scanner
® 5SL Server Test

® Pastebin

® User Information Gathering
® Social Media Tools

® Stack Overflow

® Information Gathering Frameworks

U 3

09.00 - 12.00 u.

Active Information Gathering

DNS Enumeration
Port Scanning

SMB Enumeration

NFS Enumeration

SMTP Enumeration

- ® SNMP Enumeration

Vulnerability Scanning
Vulnerability Scanning Overview and
Considerations

Vulnerability Scanning with Nessus

12.00 - 13.00 u.

Vulnerability Scanning with Nmap

WNSUUTENIUIMITNANNIU

13.00 - 16.00 u.

Web Application Attacks

Web Application Assessment Methodology
Web Application Enumeration

Web Application Assessment Tools
Exploiting Web-based Vulnerabilities

Extra Miles
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09.00 - 12.00 4. | Introduction to Buffer Qverflows

® |ntroduction to the x Architecture

® Buffer Overflow Walkthrough

Windows Buffer Overflows

® Discovering the Vulnerability
O Fuzzing the HTTP Protocol

® Win Buffer Overflow Exploitation

O A Word About DEP, ASLR, and CFG
‘Replicating the Crash
Controlling EIP
Locating Space for Our Shellcode
Checking for Bad Characters
Redirecting the Execution Flow
Finding a Return Address
Generating Shellcode with Metasploit
Getting a Shell
Improving the Exploit

0w 0 UL @I

O

12.00 - 13.00 U. | ANSUUTENIUBIMITNAIITY

13.00 - 16.00 u. | Linux Buffer Overflows

About DEP, ASLR, and Canaries
Replicating the Crash
Controlling EIP

Locating Space for Our Shellcode
Che.cking for Bad Characters

Finding a Return Address
® Getting a Shell

un 5

09.00 - 12.00 u. | Client-Side Attacks

® Know Your Target

¥k

sl
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. datemseusu

® Leveraging HTML Applications
® Exploiting Microsoft Office

Locating Public Exploits

® A Word of Caution
® Searching for Exploits
® Putting It All Together

12.00 - 13.00 W. | WhSuUsznuemIsNanaTy
13.00 - 16.00 . | Fixing Exploits

® Fixing Memory Corruption Exploits

® Fixing Web Exploits

File Transfers

® Considerations and Preparations

® Transferring Files with Windows Hosts
Fuil 6
09.00 - 12.00 W. | Antivirus Evasion

® What is Antivirus Software
® Methods of Detecting Malicious Code

® Bypassing Antivirus Detection

Privilege Escalation

® Information Gathering
® Windows Privilege Escalation Examples

® Linux Privilege Escalation Examples

12.00 - 13.00 4. | WASUUSENILDINITNANTY
13.00 — 16.00 U. | Password Attacks

® \Wordlists

® Brute Force Wordlists

® Common Network Service Attack Methods

Leveraging Password Hashes
; |
X~/ 2. .. . & "’M 4. %Qf%
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UNT7

09.00 - 12.00 wu.

Port Redirection and Tunneling

® Port Forwarding

® 5SSH Tunneling

® PLINK.exe

® NETSH

HTTPTunnel-ing Through Deep Packet

Inspection

Active Directory Attacks

Active Directory Theory

Active Directory Enumeration

Active Directory Authentication

Active Directory Lateral Movement

Active Directory Persistence

12.00 - 13.00 u.

WNSUUTEMIUDIMISNA19IU

13.00 - 16.00 u.

The Metasploit Framework

Metasploit User Interfaces and Setup
Exploit Modules

Metasploit Payloads

Building Our Own MSF Module
Post-Exploitation with Metasploit

Metasploit Automation

U 8

09.00 - 12.00 wu.

PowerShell Empire

® |nstallation, Setup, and Usage
® PowerShell Modules

® Switching Between Empire and Metasploit

Assembling the Pieces: Penetration Test Breakdown

o

UsgsuanEnIsuNg

T S T

AMENIIUNTT AMTNITUNIT AMENIINNTT

ANENTIUNTTUALSUTYNTT




lassmsdndauasianngudufifinisamnsivanaendsluues AANUIN
fanssui 2: Snerdnst Wannssuuuasiefeteduiifrummaiuanaeedtlawes nguhsnurmrasiung #1129 910 40

® Public Network Enumeration

® Targeting the Web Application

® Targeting the Database

® Deeper Enumeration of the Web Application Server
® Targeting the Database Again

® Targeting Poultry

® Internal Network Enumeration

® Targeting the Jenkins Server

® Targeting the Domain Controller

12.00 — 13.00 4. | WnSUUSENMIUDIMISNANITU

13.00 — 16.00 u. | Trying Harder: The Labs

® Real Life Simulations

® Machine Dependencies

® (loned Lab Machines

®  Unlocking Networks

® Routing

® Machine Ordering & Attack Vectors
® Firewall / Routers / NAT

® Passwords
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