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1.21.16 fisyuudelnuuy Redundant, hot-swappable Power Supply
1.21.17 lefuamsgmuann FCC, UL, EN, VCCl wag RoHS iueghatios
1.21.18 Lﬁuwa"mﬁ’mv?mU’Lﬁm‘%’awmam‘sé’nLﬁmﬁ’uﬁ'um%"mﬂauﬁqmai'l,niﬂﬂEJﬂzjﬁm Hyper-
Converged
1.21.19 fdeulunsutseiuidung 3 O TunsdlfAnilgmmiediu Hardware fﬂv:.lmwﬂma
ndumelu 4 42Tus (4 Hours Response) lngidwyinisudly / douusy n ifnsaedes
(On-Site Service) Tmumﬂuamm‘immmu ISO 9001 W3 Call Center ‘VIT.WU?ﬂ’]StL‘UU
7 Fu x 24 $luq ‘m.lLUE)'ﬂ‘VIiFiWWSULLﬁNﬂﬂJW]‘Iﬂ’NL'YIﬂuﬂLLUULuaﬂﬂiwiﬂﬂﬂ‘iﬂw%
wumuuaﬂmﬂwmﬂaaum
1.21.20 NLaua‘ﬂmmaawuqaaumﬁ%miL‘fJué']"}Lmuﬁi’wmaan%@’wL%’W@qwﬁmﬁmﬁﬁﬁm‘m
Tulszinalnelnenss LLausJLanaﬁ'imawwaUﬂimwLauamuaﬂﬂmﬂ,wu 1lJLﬂEJﬂﬂ1‘tN'1u
wneu uasdregluaunisuin
aﬂn'smns"ﬂwﬁmmm (L3 Switch) aunn 24 483 312U 1 10504 uﬂmanumumﬁ
2.1 fianwagmsyinanlitesnin Layer 3 989 OSI Model
22 mmsmummumqLmamaimﬂ‘z’ﬂﬂﬂmﬂaa (Routing Protocol) RIPv2, OSPFv3 Iailluatatioy
23 mamaummmumsaww (Network Interface) luu 10/100/1000Base-T shwaulsivesnin 24 aiaq
2.4 mmwanmai“ummama (Network Interface) wuu 1/10G SFP s1unuliitesnii 4 ¥as
2.5 fdosdmiuidonsia USB Console s1uau 1 9a4
2.6 5893U MAC Address lalitioanin 16,000 MAC Address
2.7 1 Switching Capacity laitloenin 128 Gbps wag Throughput Litfaenin 95.2 Mpps
2.8 @wnsatgunal 2 fduluunh High Availability 1ng38n13 Virtual Switching Framework
(VSF) w3auiioui1 igegn 8 & (Stacking members)
2.9 fimbgmmineluvnalivdesniy 8 6B wasdl Flash ualitosnit 16 GB
2.10 annsavihenldinuminsgiu IPv6 uag Dual stack (Pva and 1Pv6) Id
2.11 awnsavinsBuduinuluguuuu IEEE 802.1X, Web, MAC authentication 14
2.12 anunsavinusiuAy RADIUS uag TACACS+ 1
2.13 gUniniagaaadl Network Analytics Engine 'ﬁ"mmiﬂ"‘JLﬂiwﬁLLasz,ﬁ?’aLﬁaueﬂﬁ'munmLﬁﬂ
vorananluszuuls
2.14 gunsalazdesannsaiiudeya time series database melusgunsaild
2.15 @3nvinausmiu REST APl uag Python ¢
2.16 annsavialaniuanmsgiu sFlow v3e NetFlow 1@
2.17 @nansavin VLAN ananmsgu IEEE 802.1Q Inlsivfaundn 4000 VLAN IDs
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2.18 aunsavin Link Aggregation muwnsgIu IEEE 802.3ad I¢laitfosndn 32 LAGs

2.19 @wn3nvir Spanning Tree leinuansgIu IEEE 802.1s, IEEE 802.1d, IEEE 802, 1w

2.20 @wnsavi Protocol Independent Multicast (PIM) wuu Sparse Mode (SM) Wag Dense Mode
(OoM) ladusgaties

2.21 @N3auiMsIANMTRUNsaliIumIe Web GUI, SNMPV3 uag SSHv2 laiduaghatias

2.22 5933UM 31 Centralized configuration suzenduafla

2.23 ansadsteya Log File Tuguuuu Syslog Idifuathaios

2.24 @nansavi Control Plane Policing titetaafiu CPU overload 1¢

2.25 gunsalazdpaldsunimsgu EN, FCC, VCCl Class A iusgaios

2.26 FouinsiulsziufaIosuuy Limited Lifetime Warranty

227 si’l,auaiﬂmﬁaaﬁwﬂ’qﬁaLLm'mzam'iLﬁuﬁqLmuﬁmu'wmﬂﬁﬁ’m%’waawﬁmﬁmﬁﬁﬁmm’Lu
Usznalnglngnse u.a.,uLanm'ﬁU'ﬁamaﬂnmmaumﬂuaﬂmm"lm Litnsgnldaumineu
uazdaagluanenindn

3. aﬂnsmﬂaanumsamﬂ (Next Generation Firewall) wuudi 1 $7u2u 1 1aaq uﬂmanﬂmumu

31 Lﬂua‘dﬂ‘sm Next Generation Firewall Wuu Appliance mﬂjmUi“ﬂJ’JaNaa’MiUﬂmLaW%w’N

3.2 fidaswie GE RJ45 hivoendn 16 Yaa divessis GE SFP litfaundn 8 o4 uavdeass 10G SEP+ ]
Hounii 4 ¥eq

3.3 fiusgAnSaimn5viau (throughput) 984 Firewall laitiaanda 27 Gbps wazlasunssuses
W51 Firewall 21AMU89 ICSA Labs

3.4 7095un1sideunondeniy (Concurrent Sessions) ¢ laitfaendn 3,000,000 Msideuse uay
sesfunsideusielul (New Sessions) laitfesnda 280 000 NMsideusoneduni

3.5 fiuszdvBnmmsvinau (throughput) 994 IPS laitfesndn 5 Gbps wazlasumsiusennnsgu
71U IPS 91nMU2897U ICSA Labs

3.6 szAMB MUY (throughput) maams{]mﬁ'ummﬂqn (Threat Protection) lsitioenin 3 Gbps

3.7 fisgdnSamnisvienu (throughput) ves IPSec VPN dlaitiosndt 13 Gbps 5893V IPSec VPN
Tunnel kuu Gateway-to-Gateway wisunulalitasnin 2,000 Tunnels waglaSunissuses
WNTFINAIY IPSec INWUIBNY ICSA Labs

3.8 finuamnIavi SSL VPN JUssan3amnisvinay (throughput) 14 SSL VPN laitfaendn 2
Gbps sassumsifensandautulalitennda 500 users wazlasunissusesnnsgiudiu SsL
VPN 91nmiea1u ICSA Labs

59 lﬁ%'um'i%'usaammsyuﬁm Antivirus 918 ICSA Labs 7

3.10 annsavhawludnuusvedlndeadiaiiou (Logical System, Virtual System, Virtual Domain
%38 Security Context) l@lsifoendn 10 szuu

3.11 danuanuisaidu Wireless Controller saqsumiwamaaﬂnm Access Point waﬂmtﬂm
inseanemsiiieldlitosndn 128 ¢
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3.12 dAruarunsnlunisvin Software-Defined WAN (SD-WAN) 1aens2988U WAN SLA a1y
latency, jitter uay packet loss 1@
3.13 fianuanunsalunisnsasasy Application lalidaendt 1,000 1en7s
3.14 Uaafiumsidnfia Web mnu Categories wagnu URL fismunld
3.15 5895UMTYINULUY High Availability (HA) wuu Active/Active uag Active/Passive l¢f
3.16 annsaltnufuliinszuaady (AC) aum 220 Volts 50/60 Hz
3.17 gunsailaiusesnsgiu FCC Part 15B Class A, VCCI, CE, CB uag UL/cUL
3.18 il Redundant power supply
3.19 Imssulsziuumszeznatbitesnin 1 U andwesdadom
3.20 flauesiadesimicdeusaianisiduiunusmnmieanuisndwe wdn A fananly
Uszinelnglngmss wazilionanssusevingunsaiiliauaifugunsallmi bivnegnldouunneu
wasdvegluaeningn
4. gunsaifasiuuaznsaadunisynin (ntrusion Prevention System) wuudi 1 $7uau 1 1A3eq i
AnAnYuEAil
4.1 Lﬂuqﬂﬂsfﬂ Intrusion Prevention System (IPS) #38 Threat Protection System (TPS) lngianie
wuu Appliance fiosnuuuniiteviwihittdestunisyngnuazasioud wazsealiidugunsel
dnwadz UTM (Unified Threat Management)
4.2 annsnuszanana laaden Latency 1ieuni1 60 microseconds
4.3 11 IPS Inspection Throughput lsitiaenin 1 Gbps
4.4 qﬂnifﬁﬁﬁﬂLauaaﬁuﬁinﬁﬂ SSL Inspection lnasl Throughput lethitieendn 1 Gbps
4.5 91 SSL Connections per second 141i88n71 3,500 Connections per second W\ﬂqﬂﬂizﬁﬁ
vnausliamnsaviuludnyusdainanldaunsaausgunsal SSL Inspection w3 SSL
Orchestration ifisnRulé
4.6 qﬂmtﬁi’fﬁ%auammm%‘w‘%mm Concurrent Session @ kitiaena1 30,000,000 Concurrent
Sessions waganusaTUUINIU Connection lalitiaundn 400,000 Connections per Second
4.7 il Network Interface WU 4 Segments Gig-T Bypass $1aulsifoundn 8 ports wiaunmand
Bypass lsiuusiagunsad
4.8 il Interface dMFUUIMITIANITYUASA (Out of band management) WUy 10/100/1000 RJ-45
9E9UDY 1 WosH
4.9 fioadl Power supply WU Dual redundant hot-swappable
4.10 843UN15Y1 High Availability wWuu Active-Active wag Active-Passive T¢
4.11 @unsasesiunsnsredumaynin Tunnel Traffic ¢ fesleluil
4.11.1 Generic Routing Encapsulation (GRE)
4.11.2 GPRS Tunneling Protocol (GTP)
4.11.3 Mobile IPva4 (IP-in-IP)
4.11.4 IPv6 (6-in-4, 4-in-6, uay 6-in-6)
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(6]

4.12 @wnsansraduitnisuninuazdosiunierelddeialuidifusgraies Exploits, Identity
Theft, Spyware, Virus, Vulnerabilities, Network Equipment (Malicious attacks through
printers, modems, routers and integrated phone systems), Traffic Normalization
(improper or malformed traffic), Instant Messaging, Peer-to-Peer (P2P), Streaming Media
waz DDoS Teiluagrnias

4.13 gunsaynsnsIndey Geolocation 484 IP Address finisynsnuielaufiszuuiaiatiesi
gunsal IPS 190

4.14 au130m3293U DNS request lagldmaila Domain Generation Algorithms (DGAS) 1a

4.15 @1u13n Update reputation feed ietearunsfindefioansain IP address m [Pva, IPv6
Lay Domain names ¥e4 malicious & ilalfiuaMuUasndtlsyuuiniate

4.16 see3uUNsuanedoyaLAEIfy Signature w3a Filter itauselomflumsdansingnisaifliintu
maa@l‘ﬁmulﬁ WU Geo Map, Source IP, Source/Destination Port (Hugu

4.17 Lﬁwmaqwﬁmﬁmaﬁwﬁaﬁwmamumwwzﬁﬁmﬁwﬁ’[um'ﬁﬁﬁmummm?{auvl,m%aamiqﬂ‘gmﬁa
wlpusulgeguteyamsungnsruunietiela

4.18 59395UN5V19US AU Vulnerability Assessment a8 19 0o all Qualys, Rapid7 %50
Tenable ilateusuuisszuuauUasadelimnzauivasdng

4.19 39I5UNITVNNUTINAUIZVUA N ILAZTLATIZWNI9Y1191U89 unknown malware Wag
advanced malware MmeszUY sandboxing My on-premise appliance 161

4.20 lisun135useaunsgu CSA, UL, IEC, EN, VCCI, CISPR way RoHS 1aillustiatios

4.21 fideulvmsiuvseiudunanegelos 13

4.22 flauesiadesiiniadousadsnmaidudunudmieanussndvewandaeiddanly
Uszndlnelagnss waziitenanssusesingunssifauaifugunsallnl laiiegnldauandey
wazdsagluaenisnan

. gunsaitlosiunisyngniiules (Web Application Firewall) §1uau 1 o faadnuazaail

5.1 Wugunsal Web Application Firewall (WAF) fiannsatostu Web Application Mnfeanaula
5.2 fiesnaideurassuuiaienny (Network Interfaces) oehation fail
5.2.1 Wuu 1G (R145) mnulitiesnin 4 wain
5.2.2 WuU 1G (SFP) 3mnuliiviesnin 4 wase
5.3 fimbeiiudoya Storage hitfouninvunn 480 GB
5.4 @113095993U throughput lalidasnin 250 Mbps
5.5 ansatestunislaudnumadules Tdanu OWASP Top 10 5914 Cross Site Scripting, SQL
Injection, Cross Site Request Forgery, Session Hijacking, Web Service Signature, XML and JSON
protocol conformance, Protocol validation, Brute force protection, Cookie signing and
encryption, Data Leak Prevention, OpenAPI 3.0 verification, Virtual Patching, CAPTCHA ua
Real Browser Enforcement (RBE)
5.6 fmnuaansalunmsihseinisuasuuanules (Anti-defacement)
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5.7 flanuanunsalun1svin File 8Ulviam Scanning éng Antivirus (AV) 161

58 dA21uaiu15alun1smsradeu IP Reputation 13t 80 8eru Botnets, Malicious Hosts Lay
Anonymous Proxies a

5.9 @150¥9 LYY Dual-Layer Machine leaming 1t 015793 Un13303ueldiuni (Anomaly) waz
Yastunsldnuiidudunse (Threats) ¢

5.10 @unsavh High Availability Iéauuy Active/Passive Wae Active/Active Clustering 161

511 sorfumsidemiliiauuu Reverse proxy, Inline Transparent, Span (sniffing) 158 WCCP lsifiuegatioy

5.12 annsanTR@euradlnivediuweundiadu (Vulnerability Scan) 99ndagunsalld wagsesiums
Y19I1UT A Y 3rd Party vulnerability scanner 14U Acunetix, HP Weblnspect, IBM AppScan,
Qualys lAdusttiay

5.13 @ansnvih SSL Offloading %38 SSL Inspection Wloannsva web server 16

5.14 seumsasiadeutoya APl luguuuu XML, JSON uay RESTRUl aifuathalos

5.15 Qﬂﬂini'ﬁLauaﬁaasiwmﬁusaammsgﬂuﬁ'mmmﬂaamﬁ’amﬂ FCC, VCQI, CE way UL Wuagatioy

5.16 fideulumsiulsziuunaegratos 13

5.17 Q’Lauaﬂmﬁaqﬁwﬁaﬁamﬁ%m‘su“Juﬁ'al,wiuai’wmhamnﬁﬁwLé’ﬂmaawﬁmﬁmﬁﬁﬁmmﬂuﬂizmﬂ
nelngmss uazilionansiusevingunsalfiaueidugunsallmi Livegrldnuunnou uazdegly
GRSHRPIARL

6. YalUsunsusEUUU{URN1S Windows Server d1uau 1 9 Szl

6.1 SmmavAnseeniuas Microsoft Server Standard westulmindy figndeswmungmneg dwiu
\n3nsreuImDTulTY

6.2 seafumiigyszanananaia (CPU) lutfaundn 60 wnundn (Core) wazseasun1sadiang o
AevfmeSiadlouldsuusgatien 6 1A3es

7. in3nsnauiiamesTinfauuuyssnanatugs $1uu 10 wdes Tnudnuasdsil

7.1 fimbgussanananan (CPU) livfasndn 4 unuwdn (4 cores) mnudalalsngn 2.4 GHz wawd
wAlulad Turbo boost Witfesndn 4.2 GHz was Cache TBiRnan 6 MB

7.2 fimiedafutoyatiln NVMe Solid State Drive w3adnia sunrwghivesnin 178

7.3 flRenmitsesiumnuaziBenliifonia 1920 x 1080 3a viodind

7.4 iMieAuuU DDRG vualivesnin 32 GB

7.5 sanmdusuu OLED %38 IPS Sawnaliitiosndn 14

7.6 livireUszananananiniiisui Intel HD Graphics w58 UHD #3e Intel Iris Xe

7.7 inaae Webcam Tufa

7.8 fvaadeune (nterface) wuu USB wiafin lltesndn 2 dos

7.9 faadounowuy HOMI Sruldifesndn 1 9eq

7.10 fveudeudawuy USB Type-C w3o Display Port s1uauliviesndn 1 4o

7.11 fiveadeusosyuuiniotia (LAN) wuu 10/100/1000Base-T v3eind1 saaulitesndn 1 9ea
nsdthifideudiausie LAN Tneiamesesdigunsniuuasdeyanas LAN shu USB
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7.12 sasfumsilieuaiedoteliany (Wi-Fi) ldfesndn 802.11b/g/n/ax uae Bluetooth

7.13 fbwiinlaliy 2 Alansu

7.14 auanunsgu Trusted Platform Module 2.0 (TPM 2.0) w38/

7.15 l§5ussanmsgu Energy Star Wag EPEAT laisiin Silver

7.16 funduasutiufuinenuuulianedasesiunisdousauuy Bluetooth

7.17 figunsalafuayunisidenriawianisueniuy Docking K1u USB 3.0 Type-C Tanunsaldany
nosnedia RJ-45, USB 3.0 , HDOMI, ua PD 3.0 wazanansauansauusanminoniald

7.18 fsxuudifin1s Windows 10 Pro w38 Windows 11 Pro wuuiidvdvsgnieaniungmune

7.19 fidoulams¥ulseiuetaaios 3 3 lunsaififetlapmmedn Hardware Tnedharvnmaudly / gosue
o s V30 uenaaUing (On-Site Senvice) mefluFunmailu (Next Business Day Response)

7.20 finsaidmfuieiesnenfneslintpndniumifetuiuiiaies 1 u

8. vonBuAiAef $1uru 10 98 Hamudnwnedsil

8.1 fuamihaemuiuadunueay 26.2 davdelugindy

8.2 Armazdunveing (Resolution) anunsauiuliaziungsgn 3840 x 2160 90 w3eazidunnI

vihandfinud 60 Hz vieunnin

8.3 nihvendnlnewalulad In-Plane Switching ¥59ANI

8.4 MipIAABUATAAN AL iDULEY

8.5 lHwalulainmsaiuasaanmuuy LED w3sdnin

8.6 1BR3NEIIBAMUUIN 16:9 13D 16:10

8.7 S0e5UNMLBMNAY/ WU 178 °/ 178 ° WeRnin

8.8 omsn@uABUNI @ (Dynamic Contrast Ratio) 1000 :1 (Typical) w30gan31

8.9 AIAUAIN (Brightness) 320 cd/m2 139N

8.10 F895UNSRARIUUY VESA

8.11 3893UMIUTUNLUIDN MUY Pivot (Myusmuduvsangumuiuuing)

8.12 fiveaamsdearsiugunsninneuen deil

8.13 i HDMI agnavipy 1 199

8.14 i DisplayPort atinatios 1 9aq

8.15 & USB Type-C with DisplayPort #58 Thunderbolt #Sawiguwyin n3efni1 sg1etiey 1 vas

8.16 ulszriusanwetsios 3 U

8.17 umammawsaﬂmm L‘U‘L! a'lamma HDMI mamamma DusplayPort nava e USB Type-C

8.18 fidlnauuy Soundbar Adszuuides Stereo mmmﬂuaa vieBafnfurveld 1 1 g
9. yalusunsudineu 31U 10 Yo uamanwmumu

9.1 SamAvaAnsvensius Microsoft Office Home & Business 2021 wistaesdulmsinga ﬁqnﬁad

AUNGVIINY U 10 Y9
9.2 awmmﬁmﬁﬁumzuuﬂﬁﬂ'ﬁnw Microsoft Windows ¥auuu 32 Bit wae 64 Bit ¢t
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10. qUn‘mfﬂ'i%i]’t&lﬂ'ﬁﬁ’m'luuwﬂ%?i'lﬂ (Load Balance Router)

10.1 ugunsal (Hardware Application) fleenuuusniiieldnszaenisvinudmiuesetelnsiams

10.2 §i Router Throughput litfaandn 12 Gbps wag VPN Throughput lsitfesndn 1 Gbps

10.3 fieadonreszuuiaiatne (WAN Interface) Wuu 106 SEP+ §7u7y 2 9a4

10.4 voudeusaszuuiaietny (WAN Interface) WUy 1000Base-T 117y 2 %4

10.5 Svaadeusaszuuiaietne (LAN Interface) WUy 1000Base-T PoE+ $1u7u 8 194

10.6 veadousia USB 3.0 Port 17w 2 Yo

10.7 sessudnnugldnulalitesnd 2,000 users

10.8 s995unsFensie VPN 1glidosndn 300 Peers

10.9 @unsauImsInnsgunsaiiiu Local Web GUI snmsgu HTTPS Iéidueeaies

10.10 @ansnuImsIAnTsgUnsalkiy Cloud Management ¢

10.11 @ansavi High Availability Tuguwuu VRRP 16

10.12 aursavireudiu Controller ¢ Tnesaasu Access Point lalsifesnin 250 &

10.13 anansaldauauannsgiu IPvé 1a

10.14 @MNIAYULUY IPsec VPN iiaidousiosening Site 16

10.15 @nansawisiadeyauuy 256-bit AES Encryption I

10.16 ansnsorudumaaiotelaglilusinaea (Routing Protocol) RIPv2, OSPF, BGP Iéidueenatiay

10.17 annsaviimstiudusionu (Authentication) 33U RADIUS waz LDAP 'I&

10.18 @wsarimun Outbound Policy l#ln Weighted Balance, Persistence, Enforced, Priority,
Overflow, Least Used, Lowest Latency (Juaghetias

10.19 @13150%11 Bandwidth Aggregation wag Hot Failover l¢i

10.20 @unsavih WAN Smoothing titeteanilymiiiinein packet loss 14

10.21 a@wnsaviuluguuu DHCP, Static IP, PPPoE, NAT Iiflustnatio

10.22 'mmsaﬁmé”a’[,ugﬂuw Drop-in Mode #38 LAN Bypass &

10.23 @mn3ann Stateful Firewall, DoS Prevention uaz Web Blocking 1]

10.24 awnsadsdaya Log File wuu Syslog Ididuatatioy

10.25 @30y QoS iilerimun Priority Iudnsldmuiiddld 1w Volp

10.26 @w1savih Bandwidth Control dmsuldanluusiaznagulsl (Per-User Bandwidth Control)

10.27 @wnsauans Event Log, WAN Quality 61un1e Web GUI Ief

10.28 gunInlagrBaINTFUTEIMUNASEIU FCC uag CE iuathaios

10.29 fimssudseiulitiesnin 1 Yanusemidvewdnset

1030 fiauesiardesdivisdousafaniadumunudmineanuisni e wdn Ausififaunly
Usuinrlnelagnse uagionanssusesitgunsaliaveifugunsailva limegnldaruannou
wagdiagluaenisnde
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ATANUIN

AMARUIN 2
Wanszuutandsuteyatnasenusiunsaonselewed

1. vauLvmsu

ik | c}maﬁaaﬁiwamﬁamwaammmﬁwm%’qLﬁuﬁuﬂﬁﬁ'ﬁmu’um@ma wianusyiinsviany uas

AadimsAnwlaeyransluusazas uiazauqs é}’aadwiviﬁmiﬁﬂm UsgIin15vin91y
Usv';mUsuaum'immummwmmm wipugUdevng 1 S 1 U WaSLUULHUR AR
vm'mLLaumﬂmuNmﬁuauwm‘uﬂa'm'iwmammm‘[ﬂsqmﬁ Tundas] mﬂwﬂmniwlmlmﬂu

meu'mﬂ'MawamLaua5'1mmaawmaaauaumﬁ'summumima mwmﬂgummwmwm
UUBYHDIUTEND UMY

=

1.L1 g{¥an151A539n15 (Project Manager) $1u2u 1 Ay JANISANwITEAUUS Yy n
Uszaumsnl 5- 10 U

1.1.2 7n31A518% 52Uy (System Analyst) $1uu 1 Ay JANSANYITEA U e
Ussaumsal 5 - 10 U

aNl

anl

1.1.3 Unimungudesya (Database Developer) $1u7u 1 Ay PMIAnwIsEAuUS gy e
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12  WUBNITBUTY
Fuii 1
09.00 - 12.00 U. | Penetration Testing with Kali Linux
® About The PWK Course
® Overall Strategies for Approaching the Course
® Obtaining Support
® About Penetration Testing
® |egal
® The MegaCorpone.com and Sandbox. local
® Domains
® About the PWK VPN Labs
® Reporting
® About the OSCP Exam
Getting Comfortable with Kali Linux
® Booting Up Kali Linux
® The Kali Menu
® Kali Documentation
® Finding Your Way Around Kali
® Managing Kali Linux Services
® Searching, Installing, and Removing Tools
12.00 - 13.00 u. | WnFuUsEMIuaIMIsNANNIY
13.00 - 16.00 4. | Command Line Fun
® The Bash Environment
® Piping and Redirection
® Text Searching and Manipulation
® Editing Files from the Command Line
® Comparing Files
® Managing Processes
® File and Command Monitoring
® Downloading Files '
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LAEY L, B, e, O s WA
Us¥IUAMENTINANT AMSNIIUNT ATMENIIUNTT AMENTINNTT

AENIIUMIUALEATIYNT




TnsmsdnauasiaungudujiRnsrmuiuaniasndelowes
a < v & LY ) ' a s o w ' ' )
fianssudl 2 : Yedieaginst Wannsruuuasietetefu Uinuamaiurnaendtluves ndumionummiiung

NARUIN
W 24 310 40
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® (Customizing the Bash Environment
Juil 2
09.00 — 12.00 u. | Practical Tools
® The Bash Environment
® Piping and Redirection
® Text Searching and Manipulation
® Editing Files from the Command Line
® Comparing Files
® Managing Processes
® File and Command Monitoring
® Downloading Files
® (Customizing the Bash Environment
Bash Scripting
® Intro to Bash Scripting
® Variables
® |[f Else, Elif Statements
® Boolean Logical Operations
® Loops
® Functions
® Practical Examples
12.00 - 13.00 U. | WAUUIENIUBIMIINANIY
13.00 - 16.00 u. | Passive Information Gathering
® \Website Recon
® \Whois Enumeration
® (Google Hackig
® Netcraft
® Recon-ng
® Open-Source Code
— . b
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® Shodan

® Security Headers Scanner
® SSL Server Test

® Pastebin

® User Information Gathering
® Social Media Tools

® Stack Overflow

® |nformation Gathering Frameworks

UN 3

09.00 - 12.00 u.

Active Information Gathering

® DNS Enumeration
® Port Scanning

® SMB Enumeration
® NFS Enumeration
® SMTP Enumeration

® SNMP Enumeration

Vulnerability Scanning

® Vulnerability Scanning Overview and
® (Considerations
® Vulnerability Scanning with Nessus

® Vulnerability Scanning with Nmap

12.00 - 13.00 wu.

ANSUUTENIUIMISNA1IY

13.00 - 16.00 w.

Web Application Attacks

® Web Application Assessment Methodology
® Web Application Enumeration

® Web Application Assessment Tools

® Exploiting Web-based Vulnerabilities

® Extra Miles
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09.00 — 12.00 1.

Introduction to Buffer Overflows

® |ntroduction to the x Architecture

® Buffer Overflow Walkthrough

Windows Buffer Overflows

® Discovering the Vulnerability

O Fuzzing the HTTP Protocol
® \Win Buffer Overflow Exploitation

O A Word About DEP, ASLR, and CFG
Replicating the Crash
Controlling EIP
Locating Space for Our Shellcode
Checking for Bad Characters
Redirecting the Execution Flow
Finding a Return Address
Generating Shellcode with Metasploit
Getting a Shell
Improving the Exploit

g oS i o 0

o

12.00 - 13.00 u.

WNSUUSLNIUBMITNANIU

13.00 - 16.00 1.

Linux Buffer Overflows

® About DEP, ASLR, and Canaries

® Replicating the Crash

® Controlling EIP

® | ocating Space for Our Shellcode
® Checking for Bad Characters

® Finding a Return Address

® (Getting a Shell

N 5

09.00 - 12.00 .

Client-Side Attacks

® Know Your Target

P
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® [everaging HTML Applications
® Exploiting Microsoft Office

Locating Public Exploits
® A Word of Caution

® Searching for Exploits

® Putting It AU Together

12.00 - 13.00 . | WnSUUsENIUBIUITNANIY

13.00 - 16.00 u. | Fixing Exploits

® Fixing Memory Corruption Exploits

® Fixing Web Exploits

File Transfers

® (Considerations and Preparations

® Transferring Files with Windows Hosts

JUN 6

09.00 — 12.00 u. | Antivirus Evasion

® What is Antivirus Software
® Methods of Detecting Malicious Code

® Bypassing Antivirus Detection

Privilege Escalation

® |nformation Gathering
® \Windows Privilege Escalation Examples

® Linux Privilege Escalation Examples

12.00 - 13.00 Y. | WNSUUTENIUBINITNAIIU

13.00 - 16.00 u. | Password Attacks
® \Wordlists

® Brute Force Wordlists

® Common Network Service Attack Methods

Leveraging Password Hashes

ya N ’\L
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WNT

09.00 - 12.00 u.

Port Redirection and Tunneling

® Port Forwarding

® SSH Tunneling

® PLINK.exe

® NETSH

® HTTPTunnel-ing Through Deep Packet

® [nspection

Active Directory Attacks

® Active Directory Theory

Active Directory Enumeration

Active Directory Authentication

Active Directory Lateral Movement

Active Directory Persistence

12.00 - 13.00 .

WNSUUTLNIUBIMISNA1TUY

13.00 - 16.00 1.

The Metasploit Framework

® Metasploit User Interfaces and Setup
® FExploit Modules

® Metasploit Payloads

® Building Our Own MSF Module

® Post-Exploitation with Metasploit

® Metasploit Automation

[ |
MUN 8

09.00 - 12.00 wu.

PowerShell Empire

® |nstallation, Setup, and Usage
® PowerShell Modules

® Switching Between Empire and Metasploit

Assembling the Pieces: Penetration Test Breakdown

o
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® Public Network Enumeration

® Targeting the Web Application
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