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.«vn1Wfl/tltlfl'iwvilv./lfl1'i . 
~'IJ-nt1La'IJt1~t1.:i~HY1~LiiEJ'UL'IJ'i~uu~vitv~lili1.:im!'l~~~1s8LilnY1'it1ilna ,, .. 
{Electronic Government Procurement e - GP) 'lltl-llfl'iW~flf\7.:1 ....._ ., .-.,l,1V ca., ... ~ ,.., s, - 't ",3 ~a'IJ'IJ'1JL'1'1Jtl'!l./l Llil'itJn1'iflvl LfltlnL '\JU~ myqi1 \il t),lj",lj"IJ~L tJ uu L 'IJ'i~W'1vl'!!tl 

~lili1.:imP1J~~,a~L~flYl'it1ilmi (Electronic Government Procurement .. 
e- GP) 'Uu.:imln!~mrn v111Jvlfltu~m-s11m-s ti. ti.'!!. ri1mJ\il 

~'IJiit1La-uvia.:ibiva1u~1u~Ltl'IJ~LLavl.:i,!ru;-s1si'm1mi1s vi~m1.a\il.:i "' "' - "' -
,!ty; 'i1EJ fu'i1mha bi~ n ~ u.:iflwo,'U t "U"1-s::i1 ~cy111111~fl~ m'illm-s 
tJ.tJ.'!!. fi1Vl'IJ\il 

~'U'tttlL"'IJv:a.:i1~i't1~\ilLaunLtl'U~acyqi1iv.:JW1.Lfl::'11EJL~~1wcy; 

mmm L 1'Ul.Lfif11'i~1EJL1'1J LLlfitt::l'lf.:i;.:iijl;jflA1 biirhJ"111VlililtJ1Y1~'1tyty1 
m,i~1 m WL1'Uav1~v1111~l'ltu::n-s-s1Jm 'i ti. ti.'!!. ri1wu\il 
'lltl'UL'll\iln1'iii"UW./l"n.l 

L 'i./lL~ aW~vlt1iYIEJ1'Ua'it!Wl'l111Jtl'i::a.:iA,i::~\il'III 1uwvimui1 LWl'IJ~ii . 
!'l11lJjl'l1111"11111'itlL~ll111tJ 'iZW~fl'd1fl11lJtlflu\ill1UtJ'U'i::tJtJLt'l~e)~1EJ 

L;lvi1dl'U.:J1'Ui.:ii.iv1\J'1 

~\il'lll1u.f1::;iv1l-1J-s::uutlt1.:in"Um'i'-ln~n1,ilJm'IJi1u'lnhlil111~h-:1L~a'IJ 
ri1wu\il 

l-:if'i1-s::uutlei.:in\lfl1'iUfl'ifl 1vlJrui'11ll1'm 1 '6'-:11'1J~1lJf1U'i::tJtJL~1J 1~ ' ' 
., rusin~W::Lm'l1::'lltl-11'15jj i-11mJU 

~ ::rnn t1Jm'ias&llvtJ .- . 

.« an1"Mufl/e.1tlmtil;ivm1ut1 , 

tl~~°r1'1 ft1Yl'i1t1i.J6~\il1lJiJvri1Vl'IJ\il 

u~~Yl'1 i'uvi'i1ui.J6im\il11Jiivri,,,,'Uvl 

tJ~,;'yj-, i't1Yl'i7UtJ6~\il1lJ'0'1Jf11WU\il 

tJ™Vl'1 ~tJVl'i1utl6iJviv11lJ-ifvfi1mJ\il 

u~ivi, i'UV1-s1ut1u~v1111iicJri1'Vl1.Jfl 

u~~"/1'1 i'uvi-s1ut16irvi~111-n'vn1V1'1J~ 

u%'•11, foY1-s1ut15tfflv111J-ueJfi1fflJvl 

u~~., {\lY1~1utl~irviv1111ivri1vitl\il 

belfU'11'i'ij1-li~ 



g, ~ 

fJUuUU "101 

gAable )~~ 
\111'S1-iLmElllLYiEJtJ'i1EJt\::L~£Jvll'lflJ"'f1~flJ::m,n:: , 

th::f111il'i11'l1~tl'i::U1JUt){lf1Ufl1'njf1~f11v11~ mEJ1ITT.h::mvl'S1f'l1~L~n·,m1iim1 {e-bidding) L'1m:i (i)~~l!, tl'i::f11f'lh~L~EJU1J~lil'11'Yl£l1"4a'HU 

1uvi (i)(j) L1J~1EJU YU'I. loo:'.bl!:l ., .. ., 
't11"tl~'Ui) 

7. 

8. 

9. 

1. 

1.1 

1.2 

2. 

2.1 

ie11hmAWifllm~i™n1'i 
n1"r!ulila~eiu*'1vimEJtu 901u iiuii'viv1n1u'1~1u1u-aqiqp 

1-11,1utum'i~ttm 
~,mu 1,300,000.00 "1'11 {Vlil,lj~1\la1lJUilU\J1Yltl1U) 

v,amntu91n1ffiv1'iW1trt1Liit111if t1U1'Utl : Lf1tu91'i11'11 

mtJijtt,ivtJ Lt\'S-101'i : f'!uu1-1u11~1L;ivi ~1EJ1Y1EJ'U~f11'i .. .. 
'i1El£'1::ti'ielilfltuin"1w:: Lim1::11t1-ma~ 

~'i-11n1~Mjv'i::Utrut1-1mJn1~n1111~~~ 

'i1S£'t::Liitililfjtua'n~ru::L,l"l'j1::,Silfflil~ 

LiJu~tlfl'itu'Utl-111Uf11'nJf11fl h1l~Wlil Stateful Inspection Firewall 

UtJtJ AppUance ~ 

Firewall Throughput UtJi.J NGFW b.iuvEJf111 5 Gbps ffitl ii Firewall 
IMIX b.iuvEJf111 5 Gbps 

IPSEC VPN Throughput 'W\!t1Elffl1 a Gbps 

d I «!II I 

f11'SL '!ltl~vltlLPl'itl'!l1EJ 

ii Network Interface LLU\l 1 Gigabit Ethernet UTP ~1-iJ1'1JW\!uE.ifl11 

8 ,ig,:i 

~,-~ ~ ~ 2 . : · ·. _ ii Network Interface LLUU 1 Gigabit Ethernet SFP -.S1mub.J,jt1Elf111 

." c •4 "O'iN . ' . 

'UilthmAWiflln•ml~,i'lLaua 

U¼''Yli ~tJ'Yl'i1Utl~~lil1111lelfl1mJlil 

u~~'Vli fum1ut16fililil11J,it1ri1Vru~ 

tJ~'d'Yli i'u'Yl'i1tJt15milil1lJ,ic)!)1W!Jlil 

um, fu"IJ'i1tJtl~imlil11J'Utlfl1mJlil 

dJut1tlmruila.:iii'um'i'lJn'ifl 1v11~tiilil Stateful , ' , 
Inspection Firewall UtJtJ Appliance ~ii 
Firewall Throughput LLUU NGFW 'tlU11il 6 j:;bps U'1:: ii 
Firewall lMIX W11il 14.5 Gbps ✓ 

ii VPN Throughput ~1'1J1U 4.8 Gbps/ 

d I .. I 

f11'SL '!lel1JliluLl'l'itl'tl1El 

ii Network Interface LLtJtJ 1 Gigabit Ethernet UTP 

~1'1J'liJ 8 -dti-1 

ii Network Interface Ui.J\l 1 Gigabit Ethernet SFP 

~1U1iJ 8 "OtJ,lj 

Lelf1a1'itJ1"iJ,lj 

Sophos XG_Techincal Page 2, 8 

Sophos XG _ Techincal Page 8 

Sophos XG_Techincal Page 8, vi,i'~~v 

i\J'itJ,ljCJavinru'tl 

Sophos XG_Techincal Page 8, ,.,,r,lj~'fo 

nl'itl,1i:.l~vl.l10J'1 



/ 
21 a,., 

fj)U1l1JU '" 05 

gAable 
vl1'S1~L~EJtJLvif.JU"j1llil::LiltlvlFlGJ""f1°e!tu::LOYi'l:: 

' 
tl-s::mv1-s1fnie-s::wil™t1'Ufl1'S'Jfl~fl1'illl~ ~1ffi'S:l:fl1vl'S1Fl1BLaflVl'Stlilna {e-bidding) L~'IIVi Gl~~ \!) i.l'S::m?lL'S~L~mJlliifl~1VlcJ1'!¾a'Stu 

i 1~ii~'tltl 
2.3 

2.4 

2.5 

2.6 

_, .,j 

1'UYJ GJGl Lln:f1EJ'U YU'!. ~ \!) 

f vmvrutVi:!lln-snlvile~n1'S 

ii Network Interface LL\J\J 10 Gigabit Ethernet SFP+ ~1,nub.lum1 

rr:h 4 ,lei~ 

ii Transceiver U\J\J SFP 1000Base-LX ~i.nuUNtJcJfl11 8 ME! 
ii Transceiver U.\J\J SFP+ 10GBASE-LR ~1'U1'1J'Wuclm111 8 ml1s 
... ... d I - • .., • I 1la1cJl'ltyflj11lJL'!!elllvltl'l!'Uvl Single Mode Fiber ,,,1L'!!vl.JvttlLLi.J\J LC-LC 

Fl11l.Jcl1':Jbiumm11 3 UJi;)'S '11\mJu.lUtlcJf)11 6 L~'U 

-ivfYMIWi:!lln'Swvhh.a'IJti 

ii Network Interface UtJ\J 10 Gigabit Ethernet SFP+ 

~1'1J1'U 4'1i~ ✓ 

ii Transceiver u.w SFP 1000Base-LX '11'1J1'1J 8 ME.I 
ii Transceiver lii.J\J SFP+ 10GBASE-LR '11'1J1'U 8 ME.I 

., . 
vl'S~fl1ll'll"1lfl1~fl 

✓ 

., .. 
Ltlfl~1'Stl1~tl~ 

Sophos XG_Techincal Page 8 

81~a~1n1UL5'Ucl'S1Fl1 

e11~B~v1nttJLa'Um1r11 

e11~a~v1nti.JLa'Uv'S1r11 

3. u-s::\J'U?l''nvl'ltl'UU.~::ilcl~n'Ufl1'S'Jfl1fl~U.\J\J Syn Flood, UDP Flood, 

ICMP Flood um: DoS me oqos L~Lthraeh~-ua cJ 

ih::truvl'S':1'11'1tltlLL~::il~n'Ufl1'S\lfll fl~UW Syn Flood, I Sophos XG _ Techincal Page 9, 10 
UDP Flood, ICMP Flood LL;,:: DoS mei DDoS 

4. 

5. 

6. 

7. 

'11ll1'Stl'lh Routing U\J'U Static u~:: Dynamic Routing 1~ L'tl'IJ 

Rl,'v1,RIPv2,OSPF,Byf' 

a1111-stwi1 Routing U'UU Static u~:: Dynamic Routing 

L~U.ri RIPv1,RIPv2,OSPF,BGP 
~1ll1'S'1u~,-s~(;lfl1'StJ'l.lmcl~1'Umv1-s311'U HTTPS Vl~cl SSH Hi'Li'.lut1ei1~ 1 mm-stiu~·,n-siv1m-s~t.lmcl1:h'U1!1~-s11u HTTPS ~~e:i ., 1~ 'IJ!lEJ SSH fl 

'111l1'StlLfi'U'S1EJ~::LilcJ~LL11::~-s1-;;iat1\Jfl1'St-n~1'U (Logging/Monitoring) a1:.n-st1Lnt1-s1e~::LBE.l~LU'l::v1-s-:i~aeum-s1i~1'U 
1(;lcJLfl\J Syslog \v1~~tl~fl11 (Logging/Monitoring) Lflf.lLflU syslog, Log event ~:: 

a11.J1-sti•rh Static NAT, Source NAT LL~:: Destination NAT\~ 

report 
~ 

a1111-sti~1 Static NAT, Source NAT LL'9:: Destination 

NAT : ·:&: . .J .-.U1'<ru'!mr,f•m• m>i.;;•~••w PoUcy Based Routins •;• 
: · ~' ", ~ · · ' } -firewall rule routing 1~ea1:.n-sm~tlfl'UtllJ~~~::ri~ 1~u~v1fl 

a1l.J1'Stl\J~1'S~vlfl1'S m'Sa~'UIDJl'lUtJ\J Firewall rule 

routing L~EJ'11ll1'StlL~eJfl'UtllJ'1~v::ri~ 1~e~,11n 
" " 

Application Signature 
/ 

Sophos XG _ Techincal Page 2, 14 

Sophos XG_Techincal Page 2, 3 

Sophos XG_Techincal Page 6 

Sophos XG_Techincal Page 25, 30, 

9o,mr~~eJ~u-se~~~~Ji~J,i 

Sophos XG_Techincal Page 5, 35, 37, 



gAable 
'11'i1./JLmEJ\JL'AEJ\J'i1EJa:lLBEJ~~ru~n'ctru::LilY11Z 

tl'i::m~-s1Pnft1'i::i.JtJ'Ut1./Jfl1Jtl1'i'-ln~nhl.J~ ~1EJ1fitl'i::m~'i1f'11iJLiinY1'it1tlni {e-bidding) L"1'tr~ Gl<th?1n::,t!) tl'i::m!'lh.:iL~Eltil.J~~~i'Ylm\¾;i'iru 
1ti~ GlGl UJ'l:flf.JU 'Y'U'l. ~~ 

-a1~ii~'Vel ivn1\NWmJn'iru;ilfu~n1'i ieiri1wWeitln'iru~1foauti l.elml1'it11~ij,:i . . 
9. '11l.J1'it'1Vh Anti-Mal ware 1~ i'i1l.J1'iflvi1 Anti-Mal ware , Sophos XG _ Techincal Page 4 , 

/ 10. ('!1l.J1'mYi1 Application YtSibility and Control 1fi' i'i1l.J1'mwf'Application Visibility aria Co~ ,Jf Sophos XG _ T echincal Page 5 ,.e;--
11. i'l1l.J1'ifln1mJ\i'I Policy ,nn Application Layer 1flui;isnn Application 51l.J1'Sflf11ml\i'I Policy-J1fl Application Layer 1~si;1~1n Sophos XG Techincal Page 5 ~ 

~ -Signature 1~ Application Signature / 
12. •rn.:i~\Jm'Svi1.:i1tihLLtJ'U High availability ~LL'U\J Active/Active LLa:: 'iel~½'um-svh.:i1ii1uuw High availability 1~.X.:iU\J\J Sophos XG Techincal Page 2 

Active/Standby 1~ Active/Active b!Zi:: Active/Standby Y 

@] 

13. a1m-sti Upgrade Firmware '!lti-:i~tlmMhu USB 1i a1111-sti Upgrade Firmware '!JM~tln-sw~hu USB ✓ Sophos XG_Techincal Page 43, 48, 49 

·C 
:~ 

14. iiLL~a.:i~1u1Yl {Power Supply) LL\J\J internal vla1l.J1'itivh.:i11JLL\J\J Hot- iiu"Aa.:i~1s1vl (Power Supply) LL\J\J internal '11lmty Sophos XG _ Techincal Pag~u-:iati "1 M = ;;:£ Y Swap ua:: Redundant .;i1i.nubh!mmi1 2 mhu vi1-:i1iiuuu Hot-Swap LLa:: Redundant .;i1u1u 2 mhu tu-st1-:i~~~Jirui - -15. 'iv-:i~u Concurrent connections 1~,!mm11 2,000,000 connection 'SM~\J Concu;ent connecti~s 1i 20,000,000 Sophos XG Techincal Page 8 
ua:: New connection 1~t1sn11 50,000 connection connection ua:: New connection 1i 200,000 J 

connection 
16. ii ~torage 1um'iLntJw~n-ifti~aU'U'U Solid State (SSD) w1v1uiiJelEJ ii Storage 1um"1u'itru1Jvtn-ii't13;j~U.Utl Solid State"°) Sophos XG _ Techincal Page 52 

m1 100 GB '!J1J1\>I 240 GB 
17. '11l.J1,rit'li1-:i'11EJ~11J1~mEJ1'1Jeli.lfl'itlM~tJiaumn.lmwLfuJL~l.JL~m=i{1-5 ~1lJ1'iCl?ih:i'i1EJ.:!1'1JL~!l1£JLUtltlmru 1~EJ"1lJ1'iCl custom Sophos XG Techincal Page 54 

, . , -
. • • · •

5
· ~ • • · • • J1£J~1U 11>1£Jcl1l.J1'iti custom report 1~ report 1~ / . ~ - . 

,~· . ~ . .;~ ~ ·. . ~~~~ -· ~r ~~ r• 

~ 

. .... :v c=- • . __ ;- i~~ ';. : 
,. •:-~ Ila~-=- n : 

/I; . .., 

·? 
•• f') 



. ' 
• t:c. 

'ill ~ 

RU1l\JU 
g~able 

v11'i1s1LmauLviau'i1ua::L~cJv1f)rui'n~::LilY11:: 

., -.. 'il1~tl~,Ji) 

18. 

19. 

19.1 

~ 

1'93 

19.4 

i.l 'i:: m v1'i1mtt1'i:: uuil'ilsl n'Ufl1'ii.Jfl 1n 1 'ill.I~ ~1a1Btl'i::mvi'i1fl1~L~ fl'Yl'iuiifl'1 ( e-bidding) L'1wi mttll!:ltt'.,l!:> tl'i:: ml'! hsiL~aw~fl'11'YIE!'J1¾"'mJ 
w ..,j 
1'U'Yl (i)(i) urd1EJ'U 'n.l'!. l!,tt'.,~ 

-u'utmruW~\Jn'iruiiiv~m-a 

1'11l.11'i'1vi1fl1'iL~Ufltiif,:i1u!'l11-ltl'Uvlfl~L'i'O'Ufl1°ivi1,:i1'1JEJtl'U"A~•f1~Jl1cJt'IJ 

i1L'il-5 (Configuration Rollback) 1i;i'ua::m111'i'1vi1fl1'iL~Ut1'llm'l\;lUTifl1'i 

vi1,:i1u~m.M~,:i1fi'ma1u~1Ltl-5 (Image Rollback) ".11fl~tlmtu~i&l'Utlui 

a1i.mtwi11~ mm'immJv~i.lmru Network Management & 

Monitoring L~11L~11 L Yiu Wa1111'iovi1v1111ian1mifl;i',.:,~u 1~ 

ih::uuum~~fl1'if11'iila,:inufl1'i'-Jfl1flfl1EJt'IJ'i::tJ'\.ILfl~u,l1u 1vluil 
u 

~rua11~~,:iu 

it1111ffl.!Wt1tln'iwlhl1Lauv . 
;11111'i'1'1'11fl1'ib~E!fl L -if-:J1'U!'l1f'ltlU~fl QL 'i'n'Ufl1':iW1-:!1'U 

~t1wi,:i11>1mu1'U~1Ltl-5 (Configuration Rollback) l ?1u":: 

a111Trnvhm'iL~un'llvYl!Au1{m'i-vh~1uat1u".1i's11~mu1'U 

i1Lti,:i (Image Rollback) 

~'i::uuu~m'ii~n1'ifl1WtJ,:it1'\Jfl1'i'-Jn1nn1a1u'i::uu 

U'l~t1<u1a 1v1ailflrua11~i-:ii1 , 

Ltlflfl1'iij1~B~ 

Sophos XG_Techincal Page 57, 62 

Sophos XG_Techincat Page 4 

ii Function fl1'i~-u'm;1a~t1,:ia,:iia (Cloud Security) ~~tl Cloud base 

Service L~!l update ".1~tl\;J'l1'ilatJu file ii~a,:i;1,:iaaul'lrll™nu'i::uu 

Lfl~tl~1U 

~ Function fl1'i~t1it1~a~™a-:iaa (Cloud Security) L-iiu I Sophos XG_Techincal Page 3 
vl'i1'il;lm.J file ~i'El~~;i'uU;1::{fo,:in~::truLi'l~t1~1a 

"1111'it1~v1m·wn15-:i {Block) 'i11mf'l~a,:itJa1a·,rneun~:nm::uuLfl~utr1a 

1\11t1t1v11~ ~tlvl'i1'ilm.J Malware Vl~tl Virus 

'11111'i'1rl'i1'i1'1uu:isi,nr111Jil1:.hiiLi1111tii-a~uLl'l~a,hu 1~aa1m'ici 

v1'51'ilrftlmr,:jfl1'ib,ll.J~ U'1:ifl1'i~vl~tlti\JLfl~'E),i~tl1asiat1mcl'Utltl L'litJ 

fl1!J1'iCl~\ilfl1':iL'!J111sl (Block) 'i11tlLl'litJ,:itlmam~tltlfl'i11f1 
~ --------

'i ~ '\.IL l-l ~ tl 'U a~ °")ij v vi 'i 1 'il fflJ Malware, Virus 

ii'ittJ\Jvl 'i1'i1'1tJi.Jii ti flflfl1l.J~i:j1tJL 'V1ll11 u-s::ut1 Li'l~cl'U1f.l , 

11ilartn'ilr1au,x,:im'i1'i111~ ur1::rm~v1i;itini.JL1-1~a.:,vltl1r1,:iia 
Command and Control Server I ma\Jt1n Lii'U Command and Control Server 
"'1111'it'IU~~ IP Address '!JtJ,:iLfl~tl~'1i1fl1'ivl11'UL'Vlrlfl1V'l~l.IB::uav1s1'5::~u I m.lmtu~Lrl'\Jtl'11111';t1U~si IP Address "!lus!Lfl~usiii"11m'i , 
fl11l.JL~8-l"!ltl.:!Lfl~tlsl 1~ 

:~~l.J1'jmJa~m'i Block ..,,~tl 1Jl'llilfl1'i Blacklist IP Lf'l~tJ,:itla1am-:i'i11n€ 

~ fl111~ - . 

v111'\JLV1"lv11'1'1~ua::LLavisi'i::iufl1111L~m'ilti~Ll'l~ti,:i 1~ .,,,. 

~,Jmtu~La'Utl'11111'Stii.l"11ilfl1'i Block "A~tl tlav1m-; 

Blacklist IP Lfl~unl~1c!'Yl1~'i11fl~fl1\JfllJL~ .. . ..... l::,l.,,%' 

Sophos XG _ Techincal Page 4, 65, 
.., <I .., .. .., ' mmn:m..1'itJ,:i~'1rtI1ru'1 

Sophos XG_Techincal Page 4 
~ 

Sophos XG_Techincal Page 70 

Sophos XG_Techincal Pa 

"") ()7 
, -· . 



g, a.,. 

,.,, ~ns 
j l.,• 

fJUulJU 
~ -

g t- able 
-~ - ... " vl1'i1.:lh.nEJi.JL'YJEJtJ'i1EJa::L'eJElv!flCIJam:1C1J::L;l'Vn:: 

@] 

;;. 

• c:: , 
: !II 

• ' ,<) 

., .. ., 
'il1.:JtH'!lil 

19.6 

'\ 
19.7 

,£ 

19.8 

19.9 

19.10 

19.11 

19.11.1 

1h::m{;l'i11'11;'EJ'i::\J\J\fo~n\m1'S\lfllflL'11J~ ~1t11m.h::m;;i'i1f'l1EL~n .. m:iilna Ce-bidding) La,ivl Gl~~ tl'i::m!'lh~L~mJ'.J~,;\mVIEJ1'¾a'iru 

1'UYi Glc.i L1J~1au Vt!'l. !Dctb~ 

ivf11mJft/m..ln-sru~iil.:ifl1'i . 
'iv~~\JWN1'U URL Filtering 1i;iciii categories 'Wumm11 80 n~l.l 

,m.n'itiJu;vl.la Threat Feed '11n lmemet 1;;it1'U'el1Javtl~w~B~u ~ 
~ 

Command and Control (C&C), GEO IP 1~Ltl'Ut1e1~ut1a 

a1l.l1'itlLL'1s;!.:J'U'El\!af11'ii;}'i1~~\J'U'UVJ'U1 Dash Board 1~ 

'i~WflTH~elllPltirtJ 3rd party ~1'U RestfulAPI mc1 XmlAPI 1~ 

'111l1'itl{;l'i1'1~tl Advance Malware 1i;ivl -ULY1flilfl Sandboxing 1~ 

m.lmcl~la'Ucl'11l.l1'itlvi1.:11u-hl..1nm::u\J Centralized Firewall VJ~cl ' 
'i::U\.I Centralized Security Policy Management 1~ LflEJ~La'Utl'i11'11 

~v.:Jif1Llil~EJ1J 

Hardware Vl~cl Software ~ .j1LiJ'U~rn1-tt 

iari1mJwi,!tlmtllvhl-11.aut1 I rnna1"aa1.:iij~ 

tjtln:m1~U'IU'El'i'El.:J~tJvi1~1'U URL Filtering 1~cij / I Sophos XG _ T echincal Page 4 
categories i1-u1'U 92 n~l.l 
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SOPHOS 
Security m ade simple. 

XG Firewall Features 
Sophos XG Firewall 

Highlights 
• Purpose-built user Interface with Interactive control 

center utHlzing traffic-light Indicators (red, yellow, green) 
to instantly identify what needs attent ion at-a-glance 

• The Control Center offers instant insights into endpoint 
health, unidentified Mac and Windows applications, 
cloud applications and Shadow IT, suspicious 
payloads, risky users, advanced threats, network 
attacks, objectionable websites, and much more. 

, Optimized two-clicks-to-anywhere navigation 

• Polley Control Center Widget monitors policy activity 
for business, user and network policies and tracks 
unused, disabled, changed and new policies 

• New unified policy model combines all business, 
user and network firewall rules onto a single screen 
with grouping, filtering and search options 

, Streamlined firewall rule management for large rule 
sets with custom auto and manual grouping with at-a­
glance mouse-over feature and enforcement indicators 

• All firewall rules provide an at-a-glance summary of the 
applied security and control for AV, Sandboxing, SSL, IPS, 
Web, App, Traffic Shapping (QoS), routing, and Heartbeat 

• Pre-defined IPS, Web, App, and Traffic Shaping 
[QoS) policies enable quick setup and easy 
customization for common deployment scenarios 
(e.g. CIPA, typical workplace policies, and more) 

• IPS, Web, App, and Traffic Shaping (QoS) policies 
snap-into firewall rules and can be edited in­
place providing a powerful but intuitive model for 
configuring and managing security and control 

, Polley Templates for common business 
applications Including Microsoft Exchange, 
SharePoint, Lyne, and much more defined in 
XML enabling customization and sharing. 

• Sophos Security Heartbeat connecting Sophos 
endpoints with the Firewall to share health status 
and telemetry to enable instant identification 
of unhealty or compromised endpoints 

• Dynamic firewall rule support for endpoint health 
[Sophos Security Heartbeat) to automatically Isolate 
or limit network access to compromised endpoints 

, Synchronized Application Control to automatically, 
Identify, classify and control all unknown Mac/ 
Windows applications on the network 

, Cloud Application Visibility enables Shadow IT discovery 
Instantly and offers ono-click traffic shaping 

• Polley test simulator tool to enable firewall rule and web 
policy simulation and testing by user, IP and time of day 

, User Threat Quotient for identifying risky users based 
on recent browsing behavior and ATP triggers 

, Appl ication Risk Meter provides and overall risk factor 
based on the risk level of applications on the network 

, Configuration API for all features 
for RMM/PSA Integration 

, Discover Mode (TAP mode) for seamless integration for 
trials and PoCs with support for Synchronized Security 

Full-featured centralized management of multiple 
firewalls with Sophos Firewall Manager available 
as a hardware, software, or virtual appliance 

Central management of multiple firewalls from 
Sophos Central providing one management 
console for all your Sophos IT security products. 

, Easy streamlined setup wizard to enable quick out­
of-the box deployment In Just a few minutes 

, Zero-touch setup and configuration in Sophos 
Central for new firewalls that remote staff can utilize 
during the Initial startup to configure the device 

Base Firewall 

General Managem ent 
, Purpose-built streamlined user interface and firewall 

rule management for large rule sets with grouping with 
at-a-glance rule feature and5 ,;ito~q_\f1:'gt,it1fl)cators 

19.1 1 

19.11 ,1 

• (,'~ -if,. ' 
, Two-factorauthenticatio,r10n s ti~d)support 

for administrator access·, u•s rt US9j.. VPN 
. . i --·-==~ 

, Advanced trouble-shodtfii 
. "'' 
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GUI (e.g., Packet Capture) 

c us enng wo 
devices In active-active or active-passive mode. 

5 • Full command-line-Interface (CLI) accessible from GUI 

• Role-based administration 

• Automated firmware update notification with easy 
automated update process and roll-back features 

• Reusable system object definitions for 
networks, services, hosts, time periods. 
users and groups, clients and servers 

• Self-service user portal 

• Configuration change tracking 

• Flexible device access control for services by zones 

• Email or SNMP trap notification options 

• SNMP and Netflow support 

, Central managment support from Sophos Firewall 
Manager or Sophos Cloud Firewall Manager 

• Backup and restore configurations: locally, via FTP 
or email; on-demand, dally, weekly or monthly 

19. 9 I• API for third party Integration 

• Remote access option for Sophos Support 

• Cloud-based license management via MySophos 

Firewall, Networking, and Routing 
1 Stateful deep packet inspection firewall 

• FastPath Packet Optimization 

• User, group, time, or network based policies 

• Access time polices per user/group 

, Enforce policy across zones, networks, or by service type 

, Zone fsolatfon and zone-based policy support. 

• Default zones for LAN, WAN, DMZ, LOCAL, VPN, and WiFI 

• Custom zones on LAN or DMZ 

• Customizable NAT policies with IP masquerading 
and full object support to redirect or forward 
multiple services In a single rule 

, Flood protection: Dos, DDoS and portscan blocking 

19. 7 j• Country blocking by geo-lP 

4 • Routing: static, multicast (PIM-SM) 
and dynamic (Rf P, BGP, OSPF) 

• Upstream proxy support 

• Protocol Independent multicast 
routing with IGMP snooping 

• Bridging with STP support and 
ARP broadcast forwarding 

• VLAN DHCP support and tagging 

• Multiple bridge support 

, WAN link balancing: multiple Internet connections, 
auto-fink health check, automatic fallover, automatic 
and weighted balancing, and granular multipath rules 

, Wireless WAN support (n/a In virtual deployments) 

• 802.3ad interface link aggregation 

• Full configuration of DNS, DHCP and NTP 

• Dynamic DNS 

• 1Pv6 Ready Logo Program Approval Certification 

• 1Pv6 tunnelling support Including 6lnLI. Stoll, LJin6, 
and 1Pv6 rapid deployment (Srd) through I PSec 

Base Traffic Shaping and Quotas 
, Flexible network or user based traffic shaping (QoS) 

(enhanced Web and App traffic shaping options are 
included with the Web Protection Subscription) 

, Set user-based traffic quotas on upload/download 
or total traffic and cyclical or non-cyclical 

• Real-time Vol P optimization 

• DSCP marking 

Secure Wireless 
• Simple plug-and-play deployment of Sop hos 

wireless access points (APs) - automatically 
appear on the firewall control center 

• Central monitor and manage all APs and wireless 
clients through the built-In wireless controller 

• Bridge APs to LAN, VLAN, or a separate 
zone with client isolation options 

• Multiple SSID support per radio including hidden SSIDs 

• Support for the latest security and encrypt ion 
Including WPA2 Personal and Enterprise 



XG Firewall Features Page 3 

• Hotspot support for (custom) vouchers, 
password of the day, or T&C acceptance 

, Wireless guest Internet access with 
walled garden options 

, Time-based wireless network access 

• Wireless repeating and bridging meshed 
network mode with supported APs 

• Automatic channel selection background optimization 

5 , Support for HTTPS login 

Authentication 
, Synchronized User ID utilizes Synchronized Security 

to share currently logged in Active Directory user 
ID between Sophos endpoints and the firewall 
without an agent on the AD server or client 

, Authentication via: Active Directory, 
eDirectory, RADIUS, LDAP and TACACS+ 

, Server authentication agents for Active 
Directory SSO, STAS, SATC 

• Single sign-on: Active directory, 
eDlrectory, RADIUS Accounting 

Base VPN Options 
• Site-to-site VPN: SSL, IPSec, 256· bit AES/3DES, 

PFS, RSA, X.509 certificates, pre-shared key 

, L2TP and PPTP 

, Remote access: SSL, IPsec, iPhone/lPad/ 
Cisco/Andriod VPN client support 

, IKEv2 Support 

, SSL client for Windows and configuration 
download via user portal 

Sophos Connect IPSec Client 
• Authentication: Pre-Shared l<ey (PSK). 

Pl<I (X.509). Token and XAUTH 

, Enables Synchronized Security and Security 
Heartbeat for remote connected users 

, Intelligent split-tunneling for optimum traffic routing 

, NAT-traversal support 

• Client-monitor for graphical overview 
of connection status 

• Mac and Windows Support 

Sandstom Protection Subscription , Client authentication agents for 
Windows, Mac OS X, Linux 32/6'-I 

, Browser SSO authentication: Transparent, 
19.1 Sandstorm Cloud Sandbox Protection 

, Fuli lntegratlon Into your Sophos 
proxy authentication (NTLMJ 

• Browser Captive Portal 

, Authentication certificates for IOS and Android 

, Authentication services for I PSec, SSL, L2TP, PPTP 

, Google Chromebook authentication support for 
environments with Active Directory and Google Gsulte 

• API based authentication 

User Self-Serve Portal 
, Download the Sophos Authentication Client 

• Download SSL remote access client (Windows) 
and configuration files (other OS) 

• Hotspot access information 

, Change user name and password 

, View personal Internet usage 

, Access quarantined messages and manage user-based 
block/allow sender lists (requires Email Protection) 

security solution dashboard 

, Inspects executables and documents containing 
executable content (including .axe, .com, and .dll, .doc, 
.docx, doom and .rtf and PDF) and archives containing 
any of the file types listed above (including ZIP, BZIP, 
GZIP, RAR, TAR, LHA/LZH, 72, Microsoft Cabinet) 

, Aggressive behavioral, network, and memory analysis 

• Detects sandbox evasion behavior 

, Machine Learning technology with Deep 
Learning scans all dropped executable riles 

, Includes exploit prevention and Cryptoguard 
Protection technology from Sophos Intercept X 

• In-depth malicious file reports and 
dashboard file release capability 

, Optional data center selection and flexible 
user and group policy options on file type, 
exclusions, and actions on analys_is , • • • • • • • 

• , • 1>,V.lt C 0 41; . . 
• Supports one-time downlo~d 11'!1 1 -<t 1; .. 

,I-
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19 Network Protection Subscription 

Int rusion Prevention [IPS) 
• High-performance, next-gen /PS deep packet 

inspection engine with selective /PS patterns 
that can be applied on a firewall rule basis for 
maximum performance and protection 

• Top rated by NSS Labs 

• Thousands of signatures 

• Granular category selection 

• Support for custom IPS signatures 

• /PS Policy Smart Filters that enable dynamic po/lcies 
which automatically update as new patterns are added 

19.3 19.2 19.7 
.-ATP and Security Heartbe~ 

• vanced Threat Protectlon~Detect and block networ 
raffia ttemptlng to contact command and contra 

servers using multi-layered DNS, AFC, and firewall) 

• Sophos Securlly Heartbeat™ instantly identifies 
compromised endpoints Including the host, user, 
process, Incident count. and time of compromise 

• Sophos Security Heartbeat1"' policies can llmlt 
access to network resources or completely isolate 
compromised systems until they are cleaned up 

• Lateral Movement Protection further isolates 
compromised systems by having healthy Sophos 
endpoints reject all traffic from unhealthy 
endpoints preventing the movement of threats 
even on the same broadcast domain 

Remote Ethernet Device [RED) VPN 
• Central Management of all RED devices 

• No configuration: Automatically connects 
through a cloud-based provisioning service 

• Secure encrypted tunnel using digital X.509 
certificates and AES256-encryptlon 

• Virtual Ethernet for reliable transfer of 
all traffic belween locations 

• IP address management with centrally defined 
□HCP and DNS Server configuration 

• Remotely de-authorize RED devices 
after a select period of Inactivity 

• Compression of tunnel traff ic 

• VLAN port configurat ion options (RED 50) 

Client less VPN 
• Sophos unique encrypted HTMLS self-service portal with 

support for RDP, HTTP, HTTPS, SSH, Telnet, and VNC 

Web Protection Subscription 

9 Web Protection and Control 
, Fully transparent proxy for anti­

malware and web-filtering 

• Enhanced Advanced Threat Protection 19. 6 

, URL Filter database with millions of sites across 
92 categories, backed b So hoslabs 

• Surfing quota time policies per user/group 

• Access time polices per user/group 

, Ma/ware scanning: block all forms of viruses, 
web ma/ware, trojans, and spyware on 
HTTP/S, FTP and web-based email 

• Advanced web ma/ware protection 
with JavaScript emulation 

, Live Protection real-time, in-the-cloud 
lookups for the latest threat Intelligence 

• Second Independent malware detection 
engine (Avira) for dual-scanning 

, Real-time or batch mode scanning 

, Pharming Protection 

• HTTP and HTTPS scanning and enforcement 
on any network and user policy with fully 
customizable rules and exceptions 

• SSL protocol tunnelling detection and enforcment 

• Certificate validation 

• High performance web content caching 

• Forced caching for Sophos Endpoint updates 

, File type filtering by mime-type, extension and active 
content types (e.g. Actlvex, applets, cookies, etc.) 

• YouTube for Schools enforcement 
per policy (user / group) 

• SafeSearch enforcement (□NS-based) for major 
search engines per policy (user/ group) 

, Web keyword monitoring and enforcement to log, 
report or block web content matching keyword 
lists with the option to uploa?,oui t~~St6 . . 

,• ·"' 41.o ·. 
, Block Potentially Unwan,tsd Ri · ..,,,.1-·. 

().1 3 
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, Web policy override option for teachers or 
staff to temporarily allow access to blocked 
sites or categories that are fully customizable 
and manageable by select users 

, User/Group policy enforcement on Google Chromebooks 

Cloud Application Visibility 
, Control Center widget displays amount of data uploaded 

and downloaded to cloud applications categorized 
as new, sanctioned, unsanctioned or tolerated 

, Discover Shadow IT at a glance 

, Drffl down to obtain details on users, traffic and data 

, One-click access to traffic shaping policies 

, FIiter cloud application usage by category or volume 

, Detailed customizable cloud application 
usage report for full historical reporting 

Application Protection and Control 
, Synchronized App Control to automatically, identify, 

classify and control all unknown Windows and Mac 
applications on the network by sharing information 
between Sophos Endpoints and the firewall 

, Signature-based application control with 
patterns for thousands of applications 

, Cloud Application Visibility and 

Control to discover Shadow IT 1 O, 11 

, App control Smart FIiters that enable dynamic policies 
which automatfcafly update as new patterns are added 

, Micro app discovery and control 

, Application control based on category, characteristics 
(e.g., bandwidth and productivity consuming). 
technology (e.g., P2P) and risk level 

8 , Per-user or network rule appllcatfon I 
control policy enforcement J 

Web and App Traffic Shaping 
, Enhanced traffic shaping (QoS) options by web category 

or application to limit or guarantee upload/download or 
total traffic priority and bltrate individually or shared 

Email Protection Subscription 

Email Protection and Control 
, E-mail scanning with SMTP, POPS, and IMAP support 

, Reputation service with spam outbreak 

monitoring based on patented Recurrent­
Pattern-Detection technology 

, Block spam and mafware during the SMTP transaction 

, Spam greylistfng and Sneder Policy 
Framework (SPF) protection 

, Recipient verification for mistyped email addresses 

, Second Independent malware detection 
engine (Avfra) for dual-scanning 

, Liva Protection real-time, in-the-cloud 
lookups for the latest threat intelligence 

, Automatic signature and pattern updates 

, Smart host support for outbound relays 

, File-Type detection/blocking/scanning of attachments 

, Accept, reject or drop over-sized messages 

, Detects phfshfng URLs within e-mails 

, Use pre-defined content scanning rules or create 
your own custom rules based on a variety of criteria 
with granular policy options and exceptions 

, TLS Encryption support for SMTP, POP, and IMAP 

, Append signature automatically to 
all outbound messages 

, Email archiver 

, lndivfdual user-based block and allow sender 
lists maintained through the user portal 

Email Quarantine Management 
, Spam quarantine digest and notifications options 

, Mafware and spam quarantines with search and 
filter options by data, sender, recipient. subject. and 
reason with option to release and delete messages 

, Self-serve user portal for viewing and 
releasing quarantined messages 

Email Encryption and OLP 
, Patent-pending SPX encryption for 

one-way message encryption 

, Recipient self-registration SPX password management 

, Add attachments to SPX secure replies 

'l.1 4 
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and attachments for sensitive data 

• Pre-packaged sensitive data type content 
control lists (CCLs) for PII, PCI. HIPAA, and 
more, maintained by SophosLabs 

Web Server Protection Subscription 
Web Application Firewall Protection 

, Reverse proxy 

• URL hardening engine with deep-linking 
and directory traversal prevention 

, Form hardening engine 

• SQL injection protection 

, Cross-site scripting protection 

• Dual-antlvirus engines (Sophos and Avlra) 

• HTTPS (SSL) encryption offloading 

, Cookie signing with digital signatures 

, Path-based routing 

• Outlook anywhere protocol support 

, Reverse authentication [offloading) for form-based 
and basic authentication for server access 

• Virtual server and physical server abstraction 

• Integrated load balancer spreads 
visitors across multiple servers 

• Skip individual checks in a granular fashion as required 

• Match requests from source networks 
or specified target URLs 

, Support for logical and/or operators 

, Assists compatibility with various configurations 
and non-standard deployments 

• Options to change Web Appliactlon 
Firewall performance parameters 

• Scan size limit option 

• Allow/Block IP ranges 

, Wlldcard support for server paths 

, Automatically append a prefix/suffix for authentication 

6 Logging and Reporting 
NOTE: XG Firewall reporting is included at no extra charge 
but Individual log, report, and widget availability may be 
dependent on their respective protection module license. 

• Hundreds of on-box reports with custom report 
options: Dashboards (Traffic, Security, and User 
Threat Quotient), Applications (App Risk, Blocked 
Apps, Synchronized Apps, Search Engines, Web 
Servers, Web Keyword Match, FTP), Network and 
Threats (IPS, ATP, Wireless, Security Heartbeat, 
sandstorm), VPN, Email, Compliance (HIPAA, 
GLBA, SOX, FISMA, PCI, NERC CIP v3, CIPA) 

, Current Activity Monitoring: system health, live users, 
IPsec connections, remote users, live connections, 
wireless clients, quarantine, and DoS attacks 

, Report anonymization 

, Report scheduling to multiple recipients by 
report group with flexible frequency options 

• Export reports as HTML, PDF, Excel (XLS) 

• Report bookmarks 

, Log retention customization by category 

, Full featured log viewer with column view and 
detailed view with powerful filter and search options, 
hyperilnked rule ID, and data view customization 

J 
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rullGuard Plw; (iru:l11dPtJ in fol.tlP1ulm.:l Plu~•l I---- ---+--------,---------------- - - ------- -

General Mana9emant (Incl. HA) 

Flrowoll, Networking end flouting 

Boso Trottlo Shaping and Quotas 

Soouro Wlroloss 

Authentication 

Self-Serve User Portal 

Bose VPN Options 

Sophos Connect IPSec Client 

Sandstorm Protection 

Intrusion Prevontlon (IPS) 

ATP end Security Heartbeat"' 

Romote Ethernet Device (RED) VPN 

Cllentless VPN 

Synohronlzed Applloetlon Control 

Web Protection end Control 

Appllcetlon Protection and Control 
Cloud Appllcotlon Vlslblllty 

Web and App Traffic Shaping 

Email Protection and Control 

Email Quarantine Management 
Email Encryption and OLP 

Wob Application Flrawell Protection 
Logging end Reporting 
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Sophos XG Series Rackmount Appliances: 1 

XG Ll3 0, XG Ll50 
Technical Specifications 
The Sophos XG LJ30 and XG LJSO of fer enterprise performance for distributed organizations or larger mid-sized companies. 

The connectivity options are second to none for rack mounlable appliances, with each model coming equipped with 8 GbE 

copper ports, 210 GbE SFP+ ports and 2 additional FleXi Port slots which you can configure with your choice of opt ional 

modules. For high-availability, the XG L!SO also offers unparalleled redundancy features in a lU appliance with a second SSD 
(RAID) integrated and an optional second power supply is available for both models. 

Front View 

Mulll·funetlon 
LCOdlsplay 

Mg;~~ lxCOM OxGbEcoppor .. f1xod 1.1 
port (RJIIS) lncl.2bw,asspalrs 

- ·· I 1
1 j ,- - - ~ 1.2 

__ l•j 1,-.w..-•1-* IJ•··•,' ~ ==:.=.=. 1' 
,,..-11_,.,,·. 11 ,.J ■-= .:.liilil!'l!II' ~- :~!jil!~•1~ }•lli■llil, . 1 

Navigation 2x Micro use 2xGbE SFP+ 2x HPanslon bay 

forLCO US83.0 - lixect (shoF\;~~~:~~::~~)onal 15 

Back View XG LJ30 

Connector tor 
optional PoE Pow8/ 

Back View XG LJSO 

HDMI lx Power bWltch 
USe3.0 

--,:::- "#-.,·-,•~ . .. ., •• 1,.l 
Connector for 
opllonal PoE Power 

Environment 
Power consumption 

Operating temperature 

Humidity 

·"«·· .-w. • 
HOMI lx Space tor optional 2nd hot 

use 3.0 swappabla powilr supplv 

XG '130: 28W, 96 BTU/hr (idle) 
79W, 270 BTU/hr (full load) 

XG tf50: 31W. 107 BTU/hr (Idle) 

83W, 283 BTU/hr (full load) 

o-11o•c (operating) 
-20 to+ oo•c (storage) 

10¾-90%. non-condensing 

Firewall throughput 

Firewall IMIX 

VPN throughput 

IPS throughput 

NGFW (IPS + App Ctrl) mex. 

Antivirus t hroughput (proxy) 

Concur rent connections 

New connections/sec 

Maximum licensed users 

Physical interfaces 

Ethernet interfaces (fixed] 2. 
2.3 

No. of FleXi Port slots 

XG LISO ll<'V 2 

'll Gbps 50 Gbps 

l'l.5 Gbps 17.5 Gbps 

'l.8 Gbps 5.5 Gbps 

9Gbps 10 Gbps 

7Gbps 9.2 Gbps 

6.SGbps 7Gbps 

20,000,000 20.000,000 

200,000 200,000 

unrestricted 

Integrated sso 

tte: e I, 

FlaXi Port modules (optional) 8 port GbE copper 

Connectivity m odules 
(optional] 

t/0 ports 

Display 

Power supply 

2 2 8 port GbE SFP' 
. t--~r.:-::'::~l"l:'l!"l"'l"l'r~---1 

2 .31-----,,=n-m=r--=n-:-------' par + 

2 portlJO GbE QSFP+' 

lJ port'GbE PoE 

8 port GbE PoE 
1, port GbE copper LAN bypass 

SFP DSL module (VDSL2) 

SFP/SFP+ Transceivers 

2 x USB 3.0 (front) 

1 x Micro USB (front) 

1 x USB 3.0 (rear) 
1 x COM (RJ'l5) (front) 

lx IPMI (front] 

1 x HDMI (rear) 

Multi-function LCD module 

Internal auto­
ranging 100· 

2'-IOVAC, t,0-60 Hz 

Redundant PSU 
optional (external] 

lntarnnl nuto­
ranging l00-

21JOVAC. 50-60 Hz 

' TmnscC?IVC?rs (mini Gl:UCs) sold sepcttc:tlelv • , • • 

19.11.2 

14 

/ 
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Sophos XG Firewall: How to prevent Dos and DDoS 
attacks 

123182 13 Jun 2018 5 people found this helpful .Engilfill I Espa/'\ol I Italiano I El *Rli· I Fran9als I Deutsch 

Overview 

This article discuss the best practices for protecting your network from Dos and DDoS attacks. 

The following sections are covered: 

• What are Dos & ooos attacks 
• Denial of service (QQSJ. 

• Distributed Denial of service (QQQ.Sl 
• How to configure Dos & □oos protection 

• Protecting_v.our network from a QoS attack 
• Protectjng_your network from a Q□os Attack 

• Related Information 
• Feedback and contact 

Applies to the following Sophos products and versions 
Sophos Firewall 

What are Dos & DDoS attacks 
3 

Den a o Serv ce Dg_S1 
/,..,_(_ \ • ,. 

A Denial of Service (DoS) attack Is an attempt to make a machine or network resource u~ able to the 
intended users. One common method of attack involves saturating the target machine with external 



• 1e Floo : In this method, the perpetrators send a e numbers of IP packets with the source addresses 

appearing as the address of the victim. The network's bandwidth is quickly used up and prevents legitimate 

packets from getting through to their destination. 

~ . 
• S N/TCP Floo ~ SYN f lood Is when a host sends a flood of TCP/SYN packets, often with a forged sender 

add res . Ever'i._ruJ;ket is handled like a connection request; this causes the server to spawn a half-open 

connection because it sends back a TCP/SYN-ACK packet (Acknowledge) and waits for a packet in response 

from the sender address (the response to the ACK Packet). However, as the sender address is forged, the 

response never comes. These half-open connections occupy the number of available connections the server is 

able to make and keeping it from responding to legitimate requests until after the attack ends. 

UDP Flood: A}UDP flood attack can be Initiated by sending a large number of UDP packets to random ports on a 

remote host!For a large number of UDP packets, the victimized system will be forced Into sending many ICMP 

packets, eventually leading It to be unreachable by other clients. 

Distributed Denial of Service (DDoS) 

A Distributed Denial of Service (DDoS) attack Is the attack where multiple (legitimate or compromised) 

systems perform a Dos Attack on a single target or system. This distributed attack can compromise the 

targeted machine or force it to shutdown, which shuts down service to the legitimate users. 

3 

How to configure Dos & DDoS protection 

This article describes how you can protect your network against Dos and DDoS attacks using the 

Sophos XG Firewall (SF). It Is divided into two sections: 

• Protecting your network from a Dos attack 

• Protecting your network from a DDoS attack 

Protecting your network from a DoS attack 

You can protect your network against DoS attacks for both IPvLj and 1Pv6 traffic by configuring~t ~ ­

appropriate Dos Settings on the Sophos XG Firewall. You can configure Dos Settings byGfo I :.:,vi ·· ... -· e<~r~ 
steps below: ~- A -~--, 

'~ :~ 
1. Navigate to Intrusion Prevention > Dos & Spoof Protection. ~ ~t: 1_. '/~1 .; _ ~ 
2. Set the Packet and Burst rates under Dos Settings section according to your network traft 9. and ·cMeck,t~ef y~_l.>r;>i_j) 

Flag next to the parameter to enable scanning for the respective type of traffic. . -',~ -. . '. • . . ...,';1; [:·· ~ :,-~~}.-1/,~i, 
• As an example, we have set Packet rate per Source (Packet/min) as 1200 for ICMP/ICMP Flood.ar:i'9: . · /',:::_:,· 

checked the Apply Flag next to It to enable scanning for ICMP and ICMPv6 traffic. c '· ',. :.i t,d, :\\.) 
1 
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3. Click Apply to apply the configured Dos Settings. 

Uo,llnBtlon 

S<I\IICIJ 
l ralt1C1 
IJ1opp1ld 

P.~1;..k,,t ,,n1, 1u; , 
Uc$lluotion 
rr~c•:ot/ mtn) 

llOCU I 

11)(100 

•J l ?.OOCI 

u 3 01) 

... 

1ft How•Tv 0\1 1Jv• l tm V1L·,•,1,,•1 lllllJJ '-'dn, 11,., 

nw~t 1111u , .. ,, 
IIJ>llnollo~ 
(l•actot/uoo) 

I )00 

I 100 

100 

0 

0 

0 

n 
~ 

t':I 

17 

'•• :11 1:1•, ,\r·f••\'111J:,/i• ,,, 

v~mtllnn 
o,or,po<I 

II 

Cl,1.~, l!c1ur ,rl l1 ~: :,\I 11 ~.:.1, lot', 

Once Dos settings are applied, SF checks the network traffic to ensure that it does not exceed t he 
configured llmit. 

• For example, once the sett ings above are applied, SF scans the network traffic for ICMP and ICMPv6 packets. If 

the number of ICMP/ICMPv6 packets from a partlcular source exceeds 1200 per m inute, it drops the excessive 
packets and continues dropping until the attack is over. 

Protecting your network from a DDoS Attack 

1. Navigate to Intrusion Prevention > JPS Policies. 

2. Click Add to create a new Intrusion Prevention policy named DDoS_Protectlon. 

• C: 

: tnt 
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Intrusion Prevention 
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3. Click Save. 

Ll. Click on the .,~ icon for the ODoS_Protectlon policy. 
5. Click on Add to create a new rule named DDoS_Slgnatures. 

114 lfO',', IOliJ 1!:!--- L00V1c.i..:•1 tlc lr, Udlltlll • 
~;I :'II l 0i ,\f ll \'+It, ,'1 •' I 

6. In the Smart FIiter field, type "ddos" (without the quotes) and then press enter. 
7. Set the Action to Drop Packet. 
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8. Click on Save and then click on Save again to save the policy. 

f1~lft ' II• 

Wmdo·,,j$ 

\'.'1r\d6,',· 

W101h•l , 

W1nrJc,·,-. 

W1111J1y,•, , 

lt4 l (l1,•1 ·h ,1fiu ilf", U 111Vll '•'•"' l f,1111 :11 hn11 , ., 
r,._ 1I 'l'lt11 lt·\'UI ,/,·,, 

· IT dd~~ 

1,,1\lt l 

:iLh 'CI 

~l'lh'fl 

!'ht nt 

!>CIVl I 

S\l\'L'I 

J 
... 
C: 

"'' c;, 
·. ? 

l t,~~11 I oJ.J /.1 Ir," 

,, . 
--- . z• .:. . .... . 
"' . 0: 



' 

9, Navigate to Firewall and apply the Intrusion Prafe~~~ pi~cy to the User/Network Rule. 
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• .S.ophos Eirewan· VOiP calls over XG may encounter call q.u.afil.y~ 

Feedback and contact 

If you've spotted an error or would like to provide feedback on this article, please use the section below to 
rate and comment on the article. 

This is invaluable to us to ensure that we continually strive to give our customers the best information 
possible. 

Article appears in the following topics 

fJ 22 

(/ ., 
;'~=-- .r,IY 

XG Fjrewal( > SQphos Firewall > S.Y.filfill'.l > ,System Services §<? /T b J-'\., 
r: r ~ ,t· 

Did this article provide the Information you were looking for? r\~~,;'S,~ ~of ,f 
1 

/....( ,; ", '·h\'. j -::-,-,,•')' 7/ ~·• 
Every comment submitted here Is read (by a human) but we do not reply to specific te'tl(i.~; ¼~~1~~~(;/"' 
For technical support oost a question to the community. Or click here for new feature/proclti lfittJJui iii·rs,'.J 
improvements. Alternatively for pald/llcensed products 9pen a support ticket. 
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Sophos XG Firewall: How to configure Routing 
Information Protocol (RIP) 

132735 20 Sep2018 O people found this helpful ,!;,QgJ.i.ab. I Espaf'lol I Italiano I~ I FranQals I Deutsch 

Overview 

Routing Information Protocol (RIP) Is a widely used routing protocol that uses hop count to determine 
the best route to a destination. 

RIP avoids routing loops from continuing Indefinitely by limiting the number of hops permitted between 

the source and destination. The maximum number of hops supported Is 15. Hence, if the hop count 

becomes 16, It Is known as an infinite distance and is considered as unreachable. 

With the help of the RIP protocol, the device sends routing update messages at regular intervals to the 

next router. When the next router receives the changes, it updates them In the routing table and also 

Increases the metric value for the path by 1. The sender of the message is considered as the next hop. 

The device maintains only the route with the least metric value to a dest ination. 

RIP implements the spilt horizon, route poisoning and holddown mechanisms to prevent incorrect 
routing information from being propagated. 

XG Firewall implementation of RIP supports following features: 

• RI P version 1 
• RIP version 2 

• Plain text authentication and MOS authentication for RIP Version 2 
• RIPng 



This articles describes how to configure RIP In hl~~iph~s XG Firewall. 

The following sect ions are covered: 

• Scenario 

• What to do 
• Web Admjn conflg.u.ratl.Qn 
• cu confiaY.rat!.Qn 

• Related Information 
• Feedback and contact 

Applies to the following Sophos products and versions 
Sophos Firewall 

Scenario 

Configure RIP routing between two Sophos XG Firewalls. The configurat ion steps will be similar for both 
XG Firewalls. 

/ 
/ 

XG1 f 

LAN 
192.10.10.0/24 
192.11.11.0/24 

,,,, ~- --- ------ RIP Updates 

WAN 
172.50.50.1/30 

-- ...... 

' '\ 

1 XG2 

LAN 
192.20.20.0/ 24 
192. 2.1. 21.0/24 

Note: The scenario is for Indicative purposes only. RIP configurat ion in XG Firewall can be imple e :1 ·, 

complex network scenarios similarly. , -!f-t. Ai]',.%\., 
I S)t 

!1 •\., ~~.'·'~ ❖ 

What to do ~- \',, ,_, \!~\~ ~~ . 
! . '\c.'.•r:-::,. \, h,.t ~- <'·'/.,.. 

You must be logged on to the Web Admin Console as an administrator with Read-Write p)!r~~~~'~1df<·:1~~?(;i~, 
t h I t f t ( ) 

~
I '' •' ,,\, e re evan · ea ure s. , ·,1 · . ... , 

1 
.. ..,.,'-' 

; · ~ 
Web Admin configuration 

1. Select RIP version 
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Go to Routing> RIP. Under Global ConflguratTon section, select V2 for the RIP Version. CIiek Apply. 

Routing 

810Uo Rou11nu 

Glollfll ConflOl lrfltion 

oeraull Metric 
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RIPVo,sion 

lloWov nouuno 

2. Add networks to be advertised 

01taw1y1 OGP OSPF 

r_1 ________ --_ - ml ,1-101 

l 120 ll-255) 

O scndV2& 1lecelva boll1 0 Vl I@ v2 I 

111 1 low-Tll Guides LOO Vlnwo, Help mlmin • 
So11hosAnl1•Vlf11!)/\$l(I 

lnfo, 11,otlon "'" 

Under RIP Networks section, click Add. This Is where the networks that will participate in RIP 
routing will be added. 

Specify the IPvll address as 192.10.10.0 and the Netmask as /2ll (255.255.255.0). Click Save. Do 
this for the other network addresses that will participate in RIP routing, 

Routing 

su11c Rout1no PGl'icy Rautlno Oltdi','IYI DGP osw 

RIP Networl(!l 

Nolwo1k ll•~n•sk 

172 60 500 255 255 25S 252 

192.1010.0 25HSS2SSO 

l92 ll lLO 255 255 2SS.D 

3. Enable authentication (Optional) 

To enable authentication for RIP updates: 
a. Under Override Interface Configuration section, click Select Interface. 
b. Specify the Interface through which the RIP updates are to be exchanged. 
c. Click Enable for Authentication and specify the Password. 
d. Click Save. 

,C 

Ilk How•To Ouida~ Log VIQ\'/GI Help elfmio "' 
SopllOl M \l·V110S Mia 

lnformt tlon RIP 

*"* ll•nuu• 

;' \TJ 

,. Ill 

;' Iii 

.. 



Ovur1111u h1lurrnu11 ConflUtJmllon 
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Split Horizon 

Poisoned Reverse 
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+•HE Cancel 
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I Ports 

0 Vl O V2 

0 Vl O V2 

L"J Enable 

O Enanle 

L"J Eneolc 

I ........ 
·-

0 Enable 

Note: To enable MOS authentication, refer to the CU configuration section. 

1.1. Allow Dynamic Routing 

Go to Administration> Device Access. Under Local Service ACL section, enable Dynamic Routing for the required 
zones for your network. For this example, it is enabled for WAN. Click Apply. 

Administration II( How-To Guides LogViuwor I lelp atJmln ... 
Soµll<.i:J Anti•VIIU:J A:.tlu 

Llc:om1lny Oevlc&ACCIH A1lmlr1 So1tf11g9 CQ11tr11I M1111:1ua111vnt Timu llutlflcotlon SoLUno~ SNMf1 

I or.al Servir.fl t1CI 

/\dmln Services 11u1hont1onllot1 so,vlcoe Nutwork Sel'llloes Other Services 
20110 

HTTPS Telnot GSN NTLM Copllvo 
Portnl 

Rodluo 
680 

Cllont 
Authnnllontlon Ping/Plng8 DNS Wireless SSL Wob Uaor 

Pii~ri~~o ~~1~~ SNMP Protnotlon VPN Proxy Portnl 

LA~I ~ 0 ~ D C2 ~ ~ ~ l.!'J L"J l.':I ~ ~ 0 L"J ~ 

IV~N ~ 0 l.':I l.':I ~ ~ ~ [jJ 
DMZ ~ D ~ 0 D 0 D ~ l.':I 0 rJ D ~ D 

VPN ~ 0 ~ D 0 I I 0 ~ ea 0 0 0 
WIii ~ 0 ~ D ~ ~ l.':I ~ ~ L"J l.':I L"J ~ -

Note: Use the same procedures for the other XG firewall. 

Verify RIP configuration 



The images below shows the routes and statuf foP>~h1.8rhe networks of XG2 appears in the routing table 
of XGl. 
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Stwtlc R0utlt1U Policy Rovuno BOP 
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Logon to the CU using Telnet or SSH and follow the steps m entioned below. 
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2. To configure RIP, perform the tasks described in the following table as per the requirement. The table enlists all 

RIP-related commands with description applicable to RIP. Therefore, the configuration shown in the t able Is not 

limited to the Scenario shown above. 

Command 

Enable RIP 

rip> en 

Purpose 

Enables a RIP routing process and places you Into the RIP 
Enable mode. 

Specify a 11st of networks for the Routing Information Protocol (RIP) routing process 

rip# configure terminal 

rip(conflg)# router rip 

rip(conflg-router)# no router rip 

rip(conflg-router)# version 1 

rip(config-router)# version 2 

rip(conflg-router)# network network 

Enables the RIP configuration mode which places you In 

the Router Configuration mode and allows you to 

configure from the terminal. 

Allows to configure RIP routing process. 

The router rip command is necessary to enable RIP. RIP 

must be enabled before carrying out any of the RIP 
commands. 

Disables a RIP routing process and places you into the 
Disable mode. 

RIP can be configured to process either Version ~ ~~ 
Q -~ 

Version 2 packets. The default mode Is Version ·~1 no -~ ~ ·, 
version is specified, then the RIP will be sett~ er on i '·fi 

1 
~ 

: '\ ~ ,, \ 

displayed, but the set t ing "Version 2" will no -~~displayed . · · ·) /..1· 

whether or not Version 2 is set explicitly as the r.iion of .. .:. ·• 

RIP being used. •• •:~(-i 'co:i;; • .. 
,-'-<,•,.. •1,t, .• . ), . 

Enables RIP interfaces:lietw .: ' . e 'f ~ ~r-. 
address. . ., • ., ..... 

C: • \ • "' • 
: Cfl\ • ... 0 : 
. c.• · . ., .. 

• • ;,' """'-'•- , c- • .. . '.:, . ,,, .· 
.... '.~ ." .. ~- ... 



rlp(conflg-router)# no 

network network 

rlp(conflg-router)# neighbor a.b.c.d 

fip8
~ITtfn~ updates will be sent and received only through 

Interfaces on this network. 

Also, if the network of an interface is not specified, the 
Interface will not be advertised in any RIP update. 

The Interfaces which have addresses matching with 
network are enabled. 

For example, If the network for 10.0.0.0/2'-l is RIP enabled, 
this would result in all the addresses from 10.0.0.0 to 
10.0.0.255 being enabled for RIP. 

The no network command w ill disable RIP for the 
specified network. 

The neighbor command allows the network administrator 
to specify a router as a RIP neighbor. 

Specify RIP neighbor. When a neighbor does not 
understand multicast, this command is used to specify 
neighbors. 

In some cases, all routers will not be able to understand 
multicasting and where packets are sent to a network or a 
group of addresses. In such a situation where a neighbor 
cannot process multicast packets, it is necessary to 
establish a direct link between routers. 

rip(config-router)# no neighbor The no neighbor a.b.c.d command will disable the RIP 
a.b.c.d neighbor. 

rlp(conflg-router)# redistribute kernel Redistribute kernel redistributes routing information from 

rip(config-router)# redistribute kernel 
metric <0-16> 

rip(config-router)# redistribute kernel 
route-map route-map 

rlp(conflg-router)# no redistribute 
kernel 

rip(conflg-router)# redistribute static 

kernel route entries into the RIP tables. 

no redistribute kernel disables the routes. 



rip(config-router)# redistribute static 
metric <0-16> 

rip(config-router)# redistribute static 
route-map route-map 

rip(config-router)# no redistribute 
static 

rip(conflg-router)# redistribute 
connected 

rip( config-router)# redistribute 
connected metric <0-16> 

rip( config-router)# redistribute 
connected route-map route-map 

rlp(conflg-router)# no redistribute 
connected 

rip(config-router)# redistribute ospf 

rip(config-router)# redistribute ospf 
metric <0-16> 

rip(config-router)# redistribute ospf 
route-map route-map 

rip(config-router)# no redistribute 
ospf 

rlp(config-router)# redistribute bgp 

rip(config-router)# redistribute bgp 
metric <0-16> 

rip(conflg-router)# redistribute bgp 
route-map route-map 

rip(config-router)# no redistribute bgp 

Configure Authentication 

To set authentication mode as text 
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no redistribute static disables the routes. 

Redistribute connected routes into the RIP tables. The 
connected route on RIP enabled interface is announced 
by default. 

no redistribute connected disables the connected routes 
In the RIP tables. This command redistribute connected 
of the interface which RIP disabled. 

Redistribute ospf redistributes routing information from 
ospf route entries into t he RIP tables. 

no redistribute ospf disables the routes. 

Redistribute bgp redistributes routing information from 
bgp route entries Into the RIP tables. 

1a .1 



and set the authentication string d~fa~lt tu1hentication is on for all the interfaces. 
If authentication is not required for any of t he interface, it 

rlp(configure)# interface lfname Is to be explicit ly disabled. 

rip(configure-if)# ip rip authentication RIP Version 1 does not support authenticati on. 
mode {text [string]} 

RIP Version 2 supports Clear Text (simple password) or 
For example, Keyed Message Digest 5 (MOS) authentication. 

rip(configure)# interface A 

rip(configure-if)# ip rip authentication 
mode text 

rip(configure-if)# ip rip authentication 
string teststring 

To set authentication mode as MOS 
and set the authentication string 

rip(configure)# Interface ifname 

rip(configure-if)# Ip rip authentication 
mode { mdS [key-chain name of key 
chain]} 

For example, 

rip(configure)# Interface A 

rip(configure-if)# Ip rip authentication 
mode mdS 

rip(configure-if)# ip rip authentication 
key-chain testkeychain 

rip(config-router)# write 

To enable authentication for RIP Version 2 packets and to 
specify the set of keys that can be used on an interface, 
use the ip rip authent icat ion key-chain command In 
interface configuration mode. 

If authentication is not required for any of t he int erface, 
use the no form of this command. 

this statement after the configuca~lon changes have been •' co ' . 
done, so as to write the con,fJgur t Mfh~~d~vice. 

: ' 

: • 
Execute 'exit' command (o r 



Show RIP Information 

rip# show running-config 

RIP Debug Commands 

rip# show Ip rip status 

rip# debug rip events 

rip# debug rip packet 

rip# terminal monitor 

rip# no debug rip events 

rip# no debug rip packets 

Related information 

• ,S,Qphos XG Firewall: How to configure OSPF 

Feedback and contact 
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/ S~ows the current configuration saved to the device. 
. - ----- -

Shows all the RIP information. 

Debugging RIP events. 

Debugging RIP packets. 

Monitor the debug logs on telnet window. 

Disable the debugging of RIP events. 

Disable the debugging of RIP packets. 

If you've spotted an error or would like to provide feedback on this article, please use the section below to 
rate and comment on the article. 

This is invaluable to us to ensure that we continually strive to give our customers the best information 
possible. 

Article appears in the followlng topics 

XG firewall > .s_oohos Firewall > .S.v~ > R.9.Y!i.ng 

Did this article provide the Information you were looking for? 

Every comment submitted here is read (IJy a human} but we do not reply to specific technical questions. 

For technical support post a question to the community. Or click here for new feature/product 

improvements. Alternatively for paid/licensed proclucts poen a support ticket. 
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Sophos Firewall: How to Create a Source NAT Policy for 
Web Servers 

123295 7 Feb 2018 3 people found this helpful .Eo91IB.b. I Espanol I Italiano I J:j *Mfr I Franca is I Deutsch 

Overview 

This article explains how to create a Source NAT f irewall rule so that outgoing traffic f rom the internal 
network w ill use a different public IP address when connecting to a specific host on the Internet. This 

can be useful when network restrictions prevent the primary IP for connecting to a website or secure 
server. 

The following sections are covered: 

• How to configure an SNAT rule 
• Create an Alias 
• Add an IP Host 
• Add a NAT Policv. 
• create a firewall rule 

• Related Information 
• Feedback and contact 

~'\'<} 
Applies to the following Sophos products and versions ~~. ------.-
Sop hos Firewall ';I A 

~ c~il- ~I. ~ ,.,\1f'.J1} ~ ,,. 

Example scenario ~'~\t,· Y r 9,j1~) 

In this example, we have a network with WAN Ports assigned from the IPs 11.11.11.9 ~'i:i,: _ _11.11.ll.l. All / 

traffic to the outside network will be sent through 11.11.11.9 by default. The Web Server 10.10.10.10 has 

blocked the IP 11.11.11.9 due to certain restrictions. To establish a connection bet~~~[\\~~ Web Server 

10.10.10.10 and the example network, another IP has to be assigned to the o~.~~f~ ha Ft~;~~:· .. 

\ .... 
':. · 
'" . o: .. 
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WAN IP 11.11.11.9 ,, ___ _ 

:~"' ··----- ,.~ ' .. 

LAN IP 10.1.1.1 

LAN 10.1.1.0!l4 

How to configure an SNAT rule 

I - ~I 
"t I ,,, . . .! 

IP 11.11.11.10 

External Web Server 
10.10.10.10 

. • . . ''J . 
··~ ©·. '<c'•-Y, _· . 

. ·, -. ·._·,'! 

• , _:i'.l..."'ll 
... -t.,).,.11.~ 

Web Server 

We will create an SNAT Polley to send all the LAN traffic destined to the external webserver to use the IP 
11.11.11.10 instead of the default gateway's IP of 11.11.11.9. 

Create an Alias 

1. Navigate to Network> Interfaces. 
2. Click on Add Interface and then select Add Alias from the drop-down menu. 
3. Fill out the details as shown below: 

• Physical Interface: WAN Interface 
• IP Version: I PvlJ 
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Physical lnterrace • ,~ ----
JPVerston " 0 1Pv11 1 1Pv6 

1Pv4 / Netnmk • m I f m(25s.2ss.2s~~ 

LL Click Save. 

Add an IP Host 

1. Navigate to Hosts and Services > IP Host 
2. Click on Add and fill out parameters as shown in the image below: 

Name• 

IPFam11y• 

Type I 

IPAddfOS$ I 

IP Host Group 

IPv'l 

IP 

J~.UU.10 

3. Click on Save to add the IP Host. 

Add a NAT Policy 

Add Maw Item 

1. Go to Profiles > Network Address Translation 
2. Click Add to add a NAT Policy. Enter a name for the NAT policy and select the IP Host created In Step 1. 

Name• 

IPAdaress 

f Sourca!l~T 

3. Click Save to add the NAT policy. 

Create a firewall rule 

-;I 

1. Go to Firewall and click+ Add Firewall Rule to add a new User/Network Polley. 
2. Enter the parameters as shown In the Image below. 



Rule Neme • 

I SNAT.Rule 

Action 

.. 0,00 

Source 

Source Zone&• 

LAN 

Add New llem 

Destination & Services 

Destlnauon Zones• 

WAN 

Add Ne\'ll tem 

lclentlty 

0 Maleh known users 

Malware Scanning 

0 ScenHTTP 

0 O•crvnt & Seen HTTPS 

---=' 

I Detect zero-dev t111ea1s with Sand&torm 

O Scan FTP 

Aclvancecl 

Uu r~lcatlom, 

lntruslOn Prevention 

I None 

Traffic Sh oping Polley 

I None 

Web Polley 

None 

AllPIV Web Cetegorv based Trame Shenlno Polk:v 

Application Control 

'~ --1 APPIV APPIICatlon-basid Traffic Shaping P0IICV 

Log Traffic 

0 Loa flrewall Traffic 
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OescrlpUon 

I Ent~r O,:c1,pl•• 11 ________ __,,J 

Source Network& end Device&• 

Any 

Add New lten·, 

Dostlnouon Networks • 

Web Server 

AddNQIV ltem 

Synohrnnllfd Soc1.i1ily 
Minimum Source HB Permitted 

Rule Position 
I Bo:tom 

During SC11eduled TI me 

I All theTlme 

services• 

Any 

Md New Item 

0 GREEN O YELLOW (i) No Restriction ._-,-,-r,:::;;.;;:::,~:=,:~~::m:m~it'::~ =.::::,, 
0 Block clients wilh no heartbeet 

Minimum Destination HB Permitted: 

GREEN YELLOW r , No RestrlcUon 
Block request to destination wllh no heartbeat 

Backup Gstewav 

OSCP Merklno 

I s,1,c, O~CP M••~lng 

.... 
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3. Click Save and the rule is created. 

Related information 

• fulphos Firewall: How To Create a Source NAT rule for the Email Server 

Feedback and contact 

If you've spotted an error or would like to provide feedback on this article, please use the section below to 
rate and comment on the article. 

This Is invaluable to us to ensure that we continually strive to give our customers the best information 
possible. 

Article appears in the following topics 

XG firewall > ,S,QJ;Jhos firewall > Policies 

Did this art icle provide the information you were looking for? 

Every comment submitted here is read (by a human) but we du not reply to specific technical quest ions. 

For technical support R.Q.filJUlUestlon to the community. Or cUck bere for new feature/product 

improvements. Alternatively for pald/licansad products Qpen a support ticket. 



Q.I 0.., 
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Sophos XG Firewall: How to DNAT to an internal server 

122976 16 Mar 2018 31 people found this helpful &D9li.ah I Espaf'lol I Italiano I ..El£m I Franr;;ais I Deutsch 

Overview 

This article explains how you can publish an internal server in the LAN or DMZ, over the Internet with a 
Sophos XG Firewall. 

The following sections are covered: 

• How to confjoure PNAT for an internal server 
• Related information 
• feedback and contact 

Applies to the following Sophos products and versions 
Sophos Firewall 

Sophos Firewalls allows you to publish your internal servers [the protected servers), located in the LAN or 
DMZ, over the Internet. Since the internal servers have private IP Addresses assigned to their network 
segment, it must be translated to the public IP Addresses (The Hosted Servers). which will be the 

Example DNAT Scenario 



Web Server 

192.168.1.2/24 

DMZ 
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Sf WAN IP 
1.1.1.1 

SFLAN IP 
192.168.1.1/24 

191.1682.0/.24 

LAN 

How to configure DNAT for an internal server 



f"~''': j .. ,1· ...... , '..,...,,,.,\.~• .. ,., 

t~- t' _Add Fire~all Ryle 
1 

t( User/Network Rule 
Ml Control traffic for '/Our users anrl 

netwo1ks. 

I 
J ii Business Application Rule 

P1 otoct Bnrl control access to vour se1 ver6 
and se1 vlcas. ~ 
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2. Select Application Template and choose DNAT/Full NAT/Load Balancing. 

Add Business Application Rule 

Application Template 

Select . 
Select 
Web server P1oteollon (WAFJ 

" ~ Email Cllont•IP0P & IMAP) 
Email servers(SMTPJ .. 
E1tch11noa Autodlscovo, 
Exehanoe OtrtlD<>k Anywhere 
E>.ehanoe General 
M!crosoft Lyne 
Mlctosott Remote Desktop Goteway 200A nn~ R2 
Microsoft nomoto Dooktop Web 2000 and R2 
MICI0!0lt Sh8rcpo!rtt2010 ond 2013 

3. Fill out the settings as shown below: 

Description 

I,,.,,;:-··-•--__ - J 
Rule PosI11on 

Top 
----

Loa Viewer I !alp admln • 
Sofjnos 
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Applicatlo~ Templole 

I Of/AT/Full IIAT/L••~ 8,1,nclng 

Rule tleme• 

I llalt Ilona 

Source 

Source Zone~· 

WAN 

Add New Item 

Destination & service 

Oo~tlnallon Ho1t/t-:etwo1k • 

/ NPor12• 

Forward To 

ProtectedServer[1) • 

/ Protected Ser1er [:) 

PrGteeted Zone• 

y I 

• I 

. , 

/ Prote:ted Zon:. ----~, 
Aclvancecl 

~ lldut f<II Ouulnut:J ilfJJ:''<1.1lh.i1t11 

lnliu:lon Prevention 

/ None --- . • / 

Trafllc SMplnQ ,~ - _., 

• Source Zones: WAN 
• Allowed Client Networks: Any 

Oe:crlptlon 

Allowed Cll~nt Networ •~ • 

Any 

Service~' 

HTTPS 

Mapped Port • 

Add New Item 

Add Mew llern 

To 

O Cnange Oe: llnatlon Port(~) 

Q·(11~.hror: 1• i.l$11tu1llt 
Minimum SOU/CC HB Permitted, 

0 GREEN O YELLOW 0 I-lo Re~trlctlon 
O Block cliento with no hoercbeat 

Minimum Oe:tlnatlon HBPermttted: 

Q GREEN O YELLOW 0 No Re: l rlction 
O 61ock reque1t to de:tlnauon with no heartbeat 

II( How•To Gulde! Loo V1e,•1er Help odmln • 

Rule Po~ltlon u~ -------

Blcckeo Client 11, tNork~ 

Add New Item 

Rllulltt~ 

O Rewrite couice addre1~ (Ma,qu!raci,ng] 

0 Create Rollexf•;eRule 

SopM1 
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• Optional Page 34 

• Create Reflexlve Rule: Check If the server will be initiating outgoing connections. 

Note: Under the Destination and Service section, in the Services field, you can add a customized service by 

clicking Add New Item > Create New > Services. Enter a Name for the custom service and select TCP/UDP. 

Enter 1:65535 for the Source Port and enter your custom port for the Destination Port. Click Save to save the 
configuration. See sample below. 

l#MiHd 

Namo• I noi> 01 

0 l Cl'/1)1)1> Q Ii' Q ICNI' Q ll:l·ll'v6 

Protocol Sourco Pon 

I ICP • 1 f i m~r, 

Fi•- cm,,:t-1 

Lf. Click Save to save the configuration. 

Related information 

• Sophos Firewall: WAF configuration and troubleshooting 

Feedback and contact 

l'lostlnollon Port 

I :iano 
a 
~ I 

If you've spotted an error or would like to provide feedback on this article, please use the section below to 
rate and comment on the article. 

This is invaluable to us to ensure that we continually strive to give our customers the best information 
possible. 

Article appears In the following topics 

XG Firewall > ,S.Qphos firewall > Policies 

Did this article provide the information you were looking for? 
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Sophos Firewall: How create policy-based routes with 
firewall rules 

123579 8 Mar 2017 

Overview 
8 

9 people found this helpful fogll.sh I Espaf'lol l ltaliano l filfftf I Frani;:ais I Deutsch 

Polley-based routing extends the scope of stat ic routes by providing more flexible traffic handling 

capabilit ies. It allows for routing based upon source addresses, services/applications, users and 

gateway weights for load balancing. It offers granular control for forwarding packets, based upon a 

number of user defined variables such as: Destination, Source, Application, User, Service, Server or any 

combination of these va riables. 

This art icle discusses the use of firewall ru les to route t raffic by user groups, servers or the service used. 

The article only discusses policy based routing In relation to firewall rules and does not touch on the 

ru les under Routing> Polley Routing. 

The following sections are covered: 

• User-based or Group-based routing 
• Service-based routing 
• Server-based routing 

• Feedback and contact 

Applies to the following Sophos products and versions 

Sophos Firewall 

This article contains three example configurations for policy-based routes: 

• User-based or Group-based Routing (RED) 

• Service-based Routing (BLUE) 

• Server-based Routing (GREEN) 

These scenarios are explained in detail based on t he following network diagram. 



Gateway 1 
WAN IP 204.88.128.93 

I 

, - - - - - ----'-·--
1 t ·- · • ~ • . '' .,, ' 

~ ·"· . ----- :, 

I 
I 

D 
LAN 10.1.1.0/24 

0 
LAN 10.1.2.0/24 

User-based or Group-based routing 

Server 
(SMTP) 

Server Server 

Internal IPs: 192.168.1.10 - 192.168.1,12 

DMZ 192.168.1.1/24 

In this example we will configure all traffic from the Marketing group to route t hrough Gateway 1. This 

scenario is depicted in the network diagram as the red arrow. 

1. Go to Firewall and click +Add Firewall Rule to create a new User/ Network Policy using the following parameters. 

' 045 
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• Match known users: Check Page 38 

• User or Groups: Marketing 
• Rewrite source address (Masquerading): Check 
• Primary Gateway: Select the gateway you wish this traffic to go out 

2. Click Save to save the rule. 

Service-based routing 

In this example we will configure all SMTP traffic to be routed through Gateway 1. This scenario is 

depicted in the network diagram as the blue arrow. 

. "'()4 7 

1. Go to Firewall and click +Add Firewall Rule to create a new User/ Network Policy using the following parameters. 
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• Rewrite source address (Masquerading): Ch~c~~cr 4o 
• Primary Gateway: Select the gateway you wish this traffic to go out 

2. CIiek Save to save the rule. 

Server-based routing 

In this example we wi ll configure all traffic from the Web Server to route through Gateway 2. This 

scenario is depicted in the network diagram as the green arrow. 

1. Go to Firewall and click +Add Firewall Rule to create a new User/ Network Policy using the following parameters. 
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• Rewrite source address (Masquerading): Ch~c~~cr 
42 

• Primary Gateway: Select the gateway you wish this traffic to go out 

2. Click Save to save t he rule. 

Feedback and contact 

If you've spotted an error or would like to provf de feedback on t his article, please use the section below to 
rate and comment on the article. 

This Is invaluable to us to ensure t hat we continually st rive to give our customers t he best informat ion 
possible. 

Article appears in the following topics 

XG Firewall > Sophos f irewall > Policies 

Did this article provide the information you were looking for? 

Every comment submitted here is read (by a human) but we do not reply to specific t echnical questions. 

For technical support post a que:;;t ion to the community. Or click here for new feat ure/product 

improvements. Alternat ively for paid/licensed products ppen a support t icket. 
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Sophos XG Firewall: How to re-image the appliance 

126906 20ct201B 16 people found t his helpful f.Ogllah I Espanol I Italiano I .M.fili I Franr,.:ais I Deutsch 

Overview 

This art icle describes the steps to re-image a Sophos XG Firewall appliance. 

Important note: Re-imaging wlll destroy all the data on the Sophos XG Firewall, so ensure that you have 

created and saved a recent configuration backup. 

In t he fol lowing steps, we w ill be using a bootable USB flash drive to re- image the Sophos XG Firewall. 

The fo llowing sections are covered: 

• What to do 
• Download and burn an 1s0 !CDiilQ!) to a bgotable use flesh drjye 
• fil§ps to re-imag§..ym~~ 

• Feedback and contact 

Applies to the following Sophos products and versions 
Sophos Firewall 

What to do 

Download and burn an ISO image to a bootable USB flash drive 

Download the required version of your Sophos XG Firewall from ,My,S..Q~R.Q.ctat. Go to Network 

Protection> Download Installers and select the download for your type of XG Firewall whether it is a 

Hardware, Virtual or Software Installers. 

https:l/communlty.sophos.com/kb/en-us/126906 
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My Account 

Endpolm / se, ve1 
P1otact1on 

Comact Information 

View Devices 

Raolste, Devlr.e 

Fl1mwa1e Updates 

Download Installers 

Sha1e Devices 

Change Registrant 

T1ansfe1 License 

Logout 

Sophos XG Flrew11II: How to re-Image the appliance - Sophos Community 
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Download Installers 
This 19 for new 1ngtallatlon~ only I! you a1reacly hava an active Sopt10s Fhewall. SFM. 01 l\/lew Instance and want to get the 
latest nnnwa1e uµ(late, your.an el1he1 do that within the device management console or by vl91tlno the View Devices page 
to dovmloed It here 

You can find Release Notea In ou1 Up2Date Blog 

WARNING: lnstalllnu any of these on en existing cievlce Instance will wipe all data aml set II nos to facto1v <lefaults 

TRIALS: rr you aro looklno to trial a product you will need to vl~lt the Wal paoe to reolstor for a trial ae1 lal number 

To downloau an l1ma11er, select U1e Cle sired product, platform, and then click download You will need a serial Number to 
activate &nd 1oglsle1 vow Install Se.1lal numbers for vlitual and software appliances ere prr,vicled vlA you, llcef\'le s~hedule 
as pait of youi orde1 Serial numb~rs fo1 l1orcJwur~ uppllenc~s a1e e111b8tJded In the hardwa,e. 

Sophos Firewall OS 
Sopho~ Firewall OS (SF·OZ) Is the operating syst~m for tile Sopho~ XG Firewall It's available for multiple platfo1mG 
lncludlno ha,clw~r e appliances. virtual environments and as a software ISO to Install on Intel x86 harclwa1e or your choice 

Hardware Installers 

Firewall OS for XG Serles Download v 

Virtual Installers 

Firewall OS for VMware IJownlond v 

Download~. a free tool to make a bootable USB flash drive. 

Run Etcher and accept the license agreement. 

' '153 

hltps://communlty.sophos.com/kb/en-us/1 28906 2/9 

< 
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0 Etcher Setup 

License Agreement 

Please review the license terms before Installing Etcher, 

Press Page Down to see the rest of the agreement. 

Apache License 
Version 2.0, January 2004 

http; flwww.apache,orq1llcenses/ 

TERMS AND CONDmONS FOR USE, REPRODUCTION, AND DISTRIBUTION 

1, Deflnllion9, 

'license• shall mean the terms and conditions for use, reproduction, 
and distribution as defined by Secilons 1 through 9 of this document, 

i I 

If you accept the terms of !he agreement, dick I Agree t.o continue. You must accept the 
agreement t~ lns~ll Etcher. 

X 

C) 

Eb:her !.•I.~ ---------------r~=======~;,-----I ! I ~gree l I J Cancel 

Insert a USB f lash drive Into your computer. 

Note: The USS f lash disk will be formatted and all Its existing content will be lost. 

Select the image downloaded earlier. 

Click on Flashl. 
https://community.sophos.com/kb/en-us/126906 

..... 
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Wait until the flashing and validating process is completed. 

https://community.sophos.com/kb/en-us/126906 4/9 
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0 Etcher - I I X 

;~ , Flash Complete! Flo.oh An_othor 
' 1 

.. ' '· .... , _ 
.... "' ...... ,_ .... ,,, ' .. ,•, 

~ ... ·' ' ·. 'l. ' " ·. " ' . 

• • • • • 

1. Power-off Sophos Firewall appliance. 

Introducing ~~TCHER PRO 

Discover More 

rmtclo w,th c:i::, by • res1n.10 

. : : . . I I • • I : • I t 

2. Optionally plug a SVGA monitor to the SVGA port of your appliance. This step will help monitor the-Installation 
•• \.E Co,1. '. process. If the Sophos Firewal l doesn't have a VGA port, the installation process can b!=3-f8,0l'I usl~·t~e LCD 

1, . 
panel. J;' . • ,1. 

3. Plug in the bootable USB flash drive created earlier. .: , · \. 
t::M:'1il'-:;.,,~mr, LJ. Power-on the Sophos Firewall appliance. • c: 

: f/1\ ... , 
·.? 

hltps://communlly.sophos,com/kb/en-us/126906 
• c- • . 5/9 

• \ ('I • ' ' ./. ~! /r ✓ 

~ ~l 
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5. Make sure that USB key Is the first boot option In t 
appliance is booting. 

o enter the BIOS, press Delete key when the 
13 

JJP COM6 - PuTTY 

B~qt, ,C.p~fig~~atl~p 
dl• · 1.f~ fl '•oufr· , 1

1(111~1 lijt 
aA(;)iP;p N~11-io.c;,~ St:.~tt," 

9t1it)i -Boot 

Boot ·qve~ride 

USB t,ppy] 
[WSB Cb/lDW,J 
rosa :Hat:ti Bi1>.1t:·Le~ar ... ] 
rct>VoYP1 
tHard 'nisk: ijpST H~E ... ] 
(Ne'tlw·oi"lcj 

r.e.xar USB F.1.ash Drive lfOO 
Pl: HGS~ HTE72pQ32~7E~30 

!.aul'.1Gh EFI She ill t rom file~ystem device· 

https://communlly.sophos.com/kb/an•us/1 26906 

1;1D.$er . of seconds to, 
'lwaiit. 1:gr setup 

lactivation key. 
· 6'55:tS'tOxJ!'Fl!'IF) tneallil 
.lirxdefit1.!i.t'e wa.htinq. 
I 

•• . I --- ----~---------~- ---· -~--=-~ -~- - ..:_£_0:__ ------· - I 

i>'<.: Se-1'.e\,:ct. ,Ser~_en 
I; Se,11':},ct [t~m 
IEr.iter: S~l~~t 
·1+ 1- :· Chartge Opt. 

Ff: Gene~~l Help 
' F2: Pr~vious Values 
IF-3: 0P.timized Befaults 

ijF4: Sav~ & Exit.. 
Smsc;: Edt 

IRese<tt 'Ulle system a•ft!e'r 
'lsavirlg the changes. 
! I 

I 
'II 
I 

•• ----_ -·.: =--. -· --::.._-~_:_ -:..--.: __ -_ - :_-_ -----~ 
!>'<,: Se:l,ect Scr,;!pl'l 
I: se1~ct [tern 
!Enter: .Sel~ct 
:S+/-: Chang,e <Dpt . 
,IFl..: Ge~~r~ .Jie:lp· 
'IF2: Previous Value~ 
IF3 : Qptinui,,ze<:i Def&µlts 

IIF~: ·s av. e & Exit 
!Es<::: El:d t . ...... , . 

V 

6/9 



18/3/2562 

e nsta er starts to re- mage t e app ance. 

8. Monitor the installation progress. 

ill COM6 • PuTIY 

hltps://communlly.sophos.com/kb/en•us/128906 
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s. Once the firmware is installed, remove the E§~T!a~R disk and type y to reboot. 

riJ} COM6 - PuTTY 

10. Once the Installation is complete, default factory values are set on the device. 

11. You can now login to the newly Installed firmware and restore your configuration as required. ~~'>-._-v • ((;.~.,.. 
~- 1 · •,?,. 

~ ;\ -~•1 

Feedback and contact ~ f,,~r, t~ 
" 

1 c )\l1 f t l· ,. ~~ 1 ~'~l).)\ 
If you've spotted an error or would like to provide feedback on this article, please use\ the section below to ~ 
rate and comment on the article. · 

This Is invaluable to us to ensure that we continually strive to give our customers the best information/ 
possible. 

Article appears In the following topics 

https://communlty.sophos.com/kb/en-us/126906 8/9 

V 
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Did this article provide the Information you were looking for? 

Every comment submitted here Is read (by a human) but we do not reply to specific technical questions. 

For technical support post a questjon to the community. Or click here for new feature/product 
improvements. Alternatively for paid/licensed products _gpen a surwort ticket. 

https://community.sophos.com/kb/cn-us/126906 9/9 
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Sophos XG Firewall: How to configure a custom view 
report with report notification 

123201 12 Mar 2018 0 people found this helpful £09Jifill I Espaf'lol I Italiano I l:l *fffi I FranQais I Deutsch 

Overview 

The Sophos XG Firewa ll (SF) allows grouping of multiple reports under a Custom View Profi le. This is 
aimed at providing an administrator a single page view of all the grouped reports. Custom Views can be 
created as needed by selecting up to eight (8) individual reports. 

SF also allows you to configure email notifications about custom views, which are periodically sent to 
the administrators at the scheduled t imes. 

The following sections are covered: 

• scenario 
• .Q.QnflgJ.llilllQQ 

• Create a custom ylew omflle. 

• .c.w:itigure the report notification 
• Related information 
• Feedback and contact 

Applies to the following Sophos products and versions 
Sophos Firewall 

Scenario 



Yo11_ry,ust be logged in to the Admin Console afa~~~rXi~istrator with Read-Write permissions for the 
re levant feature(s). 

2. 

1.17 

Create a custom view profile 

As an example, we are creating a custom view profile for users responsible for maximum data 
transfer. 

1. Go to Reports > Show Reports Settings > Custom View and click Add to create a new custom view profile. 

2. Under the Report Groups section, expand User Data Transfer Report and select Users. 
3. Click Save to create a custom view profile for users, as shown in t he Image below. 

Adel New Custom View Profile ltt l t~w To (i~u,h.••· l t(I V1m•,,,, 11 1.'IJt ,ul11,t11 • 

Cu~to:n YIOW 

Cu:;(0111 Vn:-w 0 L' l,Cftj t\ll)ll 

f l ,ll /1 M,lfll');:llN.I 

l tt l o l u t !l1111,·t.1,-.m~ !1lu for 11111u1h,1iniJ 1111 
frdM fCJI 

H<l lJOI( ( l t\H lj11f 1·,•,,u t. ,1•·•11 .. t u1•l,.1U rn,.,!I , l 

I UCCI App lh, k~ t Ua~u~ 
• Oluolw~ use, Apr,, 
, s•1nc111ont..!od ,\pphc:it10ni 
, Wub n1ok1) t, v~ouo 
• IJl~~vdWolir\ttt•mJrl• 

• ~onrch t.ng1110 
, Wob Contont 

♦ Wob Go1vo1 VG,•OD 
• Wob 801va1 r>1otuollon 
• uia1 l>M~ r,n~sro, 1topo11 (ll 

Q lJG<ir O•QtlJJ~ 

~ 111,0,~ 

0 0;,1n,w,oo UtaGn 11opo11 

D t • ant 1vpo 

• flf) l!GJ fl(• 

hii\Jiij Gnncc l 

using the parameters in the table below. 

~._11 ll . ,-., 1k\!11ur./,, 1 

f 1(Ho11.,tf\,''i' 

(:• j' 1f( I '· II It, I • \ tf1 I •I 1,1-1•.JJ 

l '·I'•, ,11., ', l•1 \ 111,.:,1•· • ,\jl'I 

Parameter Value Description 

Name Users Name to Identify the notification. 



To Email 

Address 
John.smith@sophos.com Enter t fe~~ ml ~cYdress of the recipient. 

Report Type Report Group 

Report Group Users 

Email 
Frequency 

Weekly 

Send the email at 11 

a.m. every 

Monday 

Select the not ification t ype: Report Group or Bookmark. 

This lists all the configured Custom View Profiles In addition t o the 

default Report Groups. As an example, we have selected the Custom 

View Profi le created In step 1. 

Specify the frequency of t he email notificat ions. The frequency can be 
set to be daily or weekly. 

Acid Report Schedule 11H lf:;w-fo G,11d~111 l ¢-{I \11!:wv, lfolp ; n f111111 • 

no11ort Typo 

llcport uroup• 

Efi:Fi ,., ....... , 

j Ult/1 

01 mo~•,wJm tJJt.() ,,!)ur,' N I f
trvort HOlrhcaf11)fl Y,1th l1UCJt uH,1S. ltlJpcm1b~;t I 

© IIOj)CJI o,oup ' IIOOkfllnrf: 

r o,.,,. 
0 l),11ly © wookl1 

Sond 011"111 oq 11 

on t•,011• 

0 ~undoy 

0 ll1111ctln·1 

• lt•wrlo) 

@ Monun·1 

Ql'r,rtny 

tfo:, r1.1 .11 .1 :•I I ~·, ,.,., .~u 11•1,1 ,,u .111.:,ur, ~ch 

2. Click Save to create the report notificat ion. 

l "'Ptl IC-.1,,1<,, I t \ , , 11 r,ll , I , II 

0 luo;dn\' 

0 Salur~ay 

0 WodnosrJ,1y 

.. . ... 

[ .. ) I '•~\, /,1 ,I \ ' 1t11 . /•~ , 

Ctt•,l11111l r1,1-:, 

/ 
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• ,S,Qphos XG firewall: How to bookmark a reQQC.!; 

• SQphos XG Elrewall: How to manuaily_ruJrg~port data 

Feedback and contact 

If you've spotted an error or would like to provide feedback on this article, please use the section below to 
rate and comment on the article. 

This Is invaluable to us to ensure tl1at we continually strive to give our customers the best information 
possible. 

Article appears in the following topics 

XG firewall > ,Soohos firewall > B.eR.Qili. 

Did this article provide the information you were looking for? 

Every comment submitted here is reacl (by c1 human) but we do not reply to specific techn ical questions. 

For technical support post a question to the community. Or click here for new feature/product 

improvements. Alternatively for paid/licensed products open a support ticket. 

') 6 5 
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Sophos XG Firewall: How to backup and restore a 
configuration 

l23llJ5 6 Mar2019 9 people found this helpful f.Qgilfill I Espanol I Italiano I fil.llli I Fran~ais I Deutsch 

Overview 

This article describes how to create and restore backups on a Sophos XG Firewall. We advise you create 

backups on a regular basis so If the system fai ls, you can quickly get the system back to a previously 

saved state. Taking backups of the configuration before making any major changes to the system is a 
best practice. 

• Higher fi rmware versions cannot be restored on lower firmware versions, you must update first then restore. 
• The Sophos XG Firewall importing the backup file must have the same or higher number of ports than the device 

the backup was created on. 

• The admin password is not stored In the backup and will not be overwritten by a backup restoration. 
• All certificates are Included In the backup. 
• The HA configuration Is Included In the backup. 
• If a backup with HA configuration is restored on the primary device, It will restore the configuration and then 

reboot the primary device. It will then restore the configuration to the auxiliary device and then reboot the 
auxiliary device. HA will be restored automatically and no additional configuration is required. 
Note: No fallover will take place during the backup restoration. This will cause downtime. 

• If a backup with HA configuration Is restored to a new device or a factory-reset device, HA will be dlsanJ.ii!l""1il':i,lr;1<1 
device. You need to run through the whole HA configuration process again. ~l'L.\1.--~ 

The following sections are covered: 

• How to create a backup 
• Local backuQ. 
• EIP backup 
• Email backup 
• Scheduled backµQ 

• t:Jo~ !9 restore a backup 
• fe~dback and contact 

Applies to the following Sophos products and versions 
Sophos Firewall 
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A backup of the SFOS configuration data can be made In three ways, Local, FTP, and Email. A scheduled 
backup can also be configured. 

Local backup 

1. Navigate to Backup & f irmware > Backup & restore tab. 
2. Click Backup now. 

Backup & Firmware 

Backup& Rl5tor, 

Bacl(LIP 

Backup Mode 

Backup ProflJ< 

Froquencv 

(i) Local O FTP O Email 

0 Never O Osllv O Waeklv 0 Monthlv 

@M H•§@iiifF l.astbackuotaken onMon06Mar20171D:16:"1 J:. ocm n10M 

Backup Restore 

lle&loro Configuration ( Choost f,'.e J 110 f~OChoren 

NINIMOMME 

3. The backup Is now stored locally on the device. 

LI. Download the backup file to your system by clicking .t. oown1oao 

FTP backup 

l:J,wl,uµ lrn:i boon tokun !iUc:<:ossfull~ 

F11mwara 

,-~~~"'~::;;;;;-~ 
1. Navigate to Backup & firmware> Backup & restore tab. ~ 1

• ,. -~ 2. For the Backup mode field, select FTP. ~ ~-. 

3. Specify a Backup prefix for the backup file name. If a prefix Is not provided, the default format I~ ;t for t~et -❖ 
backup file. Backup prefix will be useful In case you need to make backup from mult iple devij es. ", ._'\ ~;,•ii i f .,, 

7
/2 

l ~"· r< 1/ l.l LI. Provide the FTP server information such as the FTP server IP, Username, and Password as you are u~h:ig ror Fft-: ., · ,, !J 
access through a web browser. \ , ;:--. ·' ' )" 

5. Provide the FTP path. It can be up to the folder name where you will save the backup on the FTP s~\:~-k~~--''' J ~ 
E.g. Test\Auto_Backup (Ignore d:\test\Auto_Backup) 

6, Click Apply. 
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l:lacl<up & 1-irrnware I ..,. Oocf,up .... 1iod11lu :.ioHi, 113 hnw, Lio~n uµ, 'a 

I 

Doc~up & Rooto,o 1,P 111•11'}1\C t U JI '. 

U;:ickup 

BECkUO M0(J,1 :0 Local 0 FTP O Email 

FTP Ser•1e,· IP ' !O.lOlO.L 

a:imi,, 

P~,:)\\ Ord .. 

FTP Path 

0 r1ovo1 0 D~ily © Wookly O Monthly 

I iucodo•, • Dot I 10 • IIH I 00 • I MM 

FM◄ DockupNow 

Email backup 

1. Navigate to Backup & firmware > Backup & restore tab. 
2. For the Backup mode f ield, select Emall. 
3. Specify a Backup prefix for the backup file name. If a prefix Is not provided, the default format is used for the 

backup file. Backup prefix will be useful in case you need to make backup from multiple devices. 
LI. Provide an Email address. 
5. Click Apply. 

Ba C l<u p & fi rm1 _" :::~ur, t nhoclulo 0011lr109 hovo ~oon updotod 8\IOOOSSlully ----~ J 
OGokup & rPstor• 

13ackup 

Oookupmode 

Bockup p1ef1x 

Erno!! Addro,s. 

F1oquonoy 

-■iffi@jj,11-

Scheduled backup 

1'\IJI lmpon e,rport 

~ Local O FTP 0 Email 

--:-1 
r tost@sopho~ com 

0 Navor O Dolly O Weekly O Monthly 

Ill How-lo guldos Lou vlowe, I lelp admin • 
St1phou Alllt•VIIUU /1~lll 

F11mwar• 

. c.• 
·.-:> 
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1. Navigate to Backup & firmware> Backup & restora~ti. 
2. FIii out the settings as below: 

• Backup mode: Local, FTP or Email. 
• Backup prefix: Adds prefix to the filename. 
• Email address: Automatically emails this address in email backup mode. 
• Frequency: Daily, Weekly or Monthly. 
• Schedule: Select day of week, hour and minutes. 

Backup & Firmware llt l f(lW·TtJ (iu IO!i l •J!)Vll',',1 •1 ! h Tl11 a 1hm11 • 

r.1mil Mdrn,s • 

F1uquu11oy 

ouhrdulo 

m+.;,w;;;aa 

' ,, ti '1', 1\t·11 ·\'111 , /1•,, I 

0 l.o~~, 0 r111 © rmrul 

0 IW•tQI O 1)011)' 0 Wuokl•( 0 Mvnlhly 

J. &u1•j~y • I Uay I 0(1 • liH I c10 • MM 

3. Click Apply and the backups will automatically be emailed, sent via FTP or stored locally on the device at the 
scheduled time. 

Backup file format 

The backup fi le name format Is as follows: 

• With a Prefix: <Prefix> _Backup_ <Device Key>_ <timestamp> 
• Example: Dallas_Backup_ABCDEY190_26Nov2011.J_12.09.2LJ 

• Without a Prefix (Default): Backup_ <Device Key>_ <tlmestarnp> 
• Example: Backup_ABCDEY190_26Nov2011.l_l2.09.2LJ 

How to restore a backup 

1. You can restore a backup instance to SF from Backup & firmware. 
2. CIiek Browse under the Backup Restore section and select the backup file to be uploaded. . . . . 

• . • •;~lE Co~;· .. 
• C, . I'.,, • . ' .., 1·/. 

C: 

' ¢\ · . ., 
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13m:kup 

llDOkliJ)Moda 

nnokup Pwr" 
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lmport f , ,,:.11 

0 Local O FH> 0 E111a1I 

0 1101·~· 0 l)aI11 © l'IOQkl\' 0 Monlhlv 

I 8111•1,fo•t ' ) 001 I OQ ' lill I 00 • HM 

MM Hi/:f/§/j:#h l.0011,nr.~u11 tok~nan lllu 15 M,,, ?.Ql6 oo ?5 J3 .!, 11ownloo,J 

il,1r l11 '" llt:'.,tom 

Hus101c C<:nliu,1 ,J lJort 

; 11,~o~u ood llMlOIO i 
' ' 

3. Click Upload end restore to restore the selected backup. 

a4 Haw•to 0\1 <l •"!S lOO Vtc·,•,~1 >101,, .1,hnln • 
~• .111:,i, ,\1 l• \'+111,/, ,,,, 

• When you restore to a backup configuration, the current configuration is overwritten. 
• The firewall wi ll reboot. 
• VPN tunnels reconnect automatically. 

Related information 

• sophos XG f irewall: How to config.lJJ:!U:iigh Availabilitv. 

Feedback and contact 

Art icle appears in the following topics 

XG Firewall > ,S,Qphos Firewall > .§.v~ > Administration 

Did this article provide the Information you were looking for? 

< 

'') '/ n 
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Sophos Firewall: How to upgrade the firmware 

123285 7Jun 2018 9 people found thls helpful E.nglifill I Espaf\ol I ltaliano I~ I FranQais I Deutsch 

Overview 

This article shows how to upgrade the firmware of the Sop hos Firewall device to the latest version. 

The following sections are covered: 

• How to YRgrade the firmware manuallv. 
• How to YP.grade the firmware automatloanv. 
• Related information 
• Feedback and contact 

Applies to the following Sophos products and versions 

Sophos Firewall 

Prerequisites 

• Verify the Sophos Firewall has a valid support subscription. 
• Schedule a maintenance window, device will reboot during the upgrade. 
• Create a backup of the device. 
18 

c.... 
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API 

Firmware 

Vernlon 

SFOS 16.0S.3 MR•3 

SFOS 10.05.2 MA•~ 
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lmoort f}lo0t t Fhmwero 

LOO Viowor Holp admln "' 
Scphoc 

P11ttem Upd11tft 

Active 

2. The Firmware Upgrade/Downgrade screen will appear. Browse and select the firmware, and then click Upload & 
Boot. 

Firmware Upgrade/ Downgrade X 

Upload File I Cl1oose file j No tile chooen 

Upload Firmware 
11 Upload & Boot Cancel 

Upload & Boot process 

Once Upload & Boot is clicked, the firewall performs the following actions: 

• The Firmware Is uploaded to the device. 

• All active sessions on the device are closed. 

• The firewall performs a restart and then boots up with the latest firmware. 

,. 

- '')7 
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Firmware 
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VAr&lon l\ctlve 

SF09 1B.0~.3 MR·3 

SFOS l6.05.t! MR•2 

How to upgrade the firmware automatically 

You do not need to download the firmware on your system before upgrading, You can check for new 
firmware versions and Install them directly from the GUI. 

1. Go to Backup & Firmware > Firmware. 
2. Click on Check for new Firmware. 
3. The new firmware will display along with the Download button, click on this to download to the firewall. 
i.j, Click the Install button to install the latest firmware on your Sophos Firewall. 

Latest AvallalJle Firmware 

Chm:k for miw f mnwmc 

Flmw,aro Version rv,,o l\ctlon, 

Vl·SFOS..le.os 3_MR·3AZU·l 93 
MR 1■¥Mi+I 

High Avai lability 

• 

Related information 

• Sophos Firewall: How to backup and restore a conflg.l.lJll.ti.o.n 
• ,S.Qphos XG Firewall: How to download firmware u~ 

Feedback and contact 

.c::::: 
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19.2 

Sophos Firewall: How to configure Sophos Sandstorm 

125835 23 Aug 2017 o people found this helpful f.nglisl:l I Espanol I Italiano 1.§.il I Frani;;ais I Deutsch 

Overview 

Sophos Sandstorm on Sophos Firewall scans unknown files to be analyzed in a sandbox environment 

before being released. This article explains how to enable and configure Sophos Sandstorm on the 
Sophos Firewall for Emal I and Web Protection. 

The fo llowing sections are covered: 

• How to activate Sandstorm 
• How to configure Sandstorm for Web Protection 
• How to oonfl9ure Sandstorm for Email Protection 
• Related Information 
• feedback and contact 

Applies to the following Sophos products and versions 
Sophos Flrewall 16.05 

How to activate Sandstorm 

How to configure Sandstorm for Web Protection 
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Edit User/Network Rule 
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Identity 

0 Match known users 

Malware Scanning 

0 ScanHTTP 

0 Decrypt & scan HTTPS 

I I Detect zero-day threats with sandstorm 

0 ScanFTP 

Edit User/ Network Rule 

Identity 

0 Match known users 

Malware Scanning 

m Scan HTTP 

0 Decrypt & scan HTTPS 

m Detect zero-day lllreats wltll Sandstorm 

O ScanFTP 

c_ 
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RED I 1. 1,·1t1t! Prole<\ion 
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Lt Sophos Sandstorm expllclt ly works with Sophos AV, so make sure that Single scan engine set to Sophos In Web> 
Protection. 
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How to configure Sandstorm for Email Protection 

1. Navigate to Email > Pollcles and make sure that Detect zero-day threats with Sandstorm Is e 
2. Make sure that Sophos AV or Dual-Antlvirus is selected for the SMTP policy. 

~·. ~· :: __ ,.,,., . ..,, . 

. . . . 
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Pollcle1 Date Control Llgt SMTPOuerontlne Mol1Sp0ol Moll Logo Entr'IIJtlon 

Domain 1 

Selected Global Action ~ 
Accept 

Add New Item 
- - -

Route By 

I MX Yi -----

(::» Spam Protection 

C) Malwara Protection 

Scanning Selected Antivirus Action 

-~ I 
mnglo ocen engine lo oet to Sophoo 

~ Detoct zero-day threats with Sandstorm 
Scanned File Size 

I-10 MB I ----
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(» File Protection 

(:B Data Protection 
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0 Notify Sender 

&!-a Quarantine unscannable content 
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Control Center 
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• Soohos firewall: How to activate Sophos Sandstorm 
• ~ohos f irewall: How to troubleshoot sandstorm 

Feedback and contact 

[£) Log Viewer 

user & Device Insights 
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If you've spotted an error or would like to provide feedback on this article, please use the sect ion below to 

rate and comment on the article, 

This Is Invaluable to us to ensure that we continually strive to give our customers the best information 
possible. 

Article appears In the following topics 

XG firewall > S.Ophos f lrewau > Protection 

... ' ' .. 
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What's New in this Release 

Introduction 

Using Admin Console 

, Monitor and Analyze 

I Protect 
1 Firewall 

Intrusion Prevention 

Web 

Applications 

VVireless 

Email 

Web Server 

Advanced Threat 

Advanced Threat Protection 

Security Heartbeat 

Sandstonn Activity 

Sandstorm Settings 

Configure 

System 

Appendix A - Logs 

.. J ~ pencflx~ - IPS - Custom Pattern 
~~- . . 
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Sophos Help 

~ Protect : Advanced Threat : Sandstorm Activit f 

Sandstorm Activity 

Activity records provide basic information such as the date and time on which files 
were sent to Sandstorm. They also indicate analysis and release status. Use the Links 
provided to view report details and release f iles. 

To filter the List, click the Filter button ( V) and specify criteria. For example, you can 
filter on a date range or file type. 
19.4 

tro view details of a Sandstorm analysis, click Show report Reports contain the 
~ollowing: 

Download details, for example, the source and download time 

File details, for example, the file name and type 

I- Result of the Sandstorm analysis 

Description of the potential threats contained by the file 

E 
A List of all users who have downloaded the file 

o release a file, click Release Now. When you release a file, users can download it 
mmediately. Only files that are currently being analyzed or that have been returned 
·th error status are eligible for release. 

!sandstorm continues to analyze the file even if you release it 

~eleasing an item before the analysis is complete may result in the downloading of 
hialicious content 

loate 

Date and time on w hich the f ile was sent to Sandstorm. 

kecipient 

L IP address and user name associated with the download. 

rource 

Domain or IP address from which the user downloaded the file and the 
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What's New in this Release 

Introduction ► 
Using Admin Console ► 
Monitor and Analyze 'Y 

Control center 

Current Activities ► 

Reports ► 
Diagnostics ► 

Protect ► 
Configure ► 
System ► 
Appendix A - Logs ► 
Appendix B - IPS - Custom Pattern Syntax 

Appendix C - Default File Type Categories 

Appendix D - USB Dongle Compatibility List 

Appendix E - Compatibility with SFMOS 
15.01.0 

Appendix F -Additional Documents 

Copyright Notice 
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Monitor and Analyze 
19.8 

Monitor and Analyze 

Control center 

The control center appears as soon as you log on to the admin console. 

Control center provides a single screen snapshot of the state and health of the 
security system, which is easy to explore and drill 

System panel 

System panel displays the real-time state of device services, VPN connections, WAN 
links and performance as w eU as number of days s ince the device is up and running. 
Status is displayed as an icon and colored icons are used to differentiate statuses. On 
clicking the icon, detailed information of the services is displayed. 

The icons and their various status are: 

Performance widget 

Icon Status 

~✓ 
Normal 

Load average of the device is less than 2 units. 

4;.. Warning 

Load average is between 2 to 5 units. 

~ 
Alert 

Load average more than 5 units. 

·~ Unknown 

On clicking the icon, the load average graph of the device is displayed. 

Load averaoe is a measure of the averaoe number of orocesses waitina for execution 
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Sophos XG Firewall: How to use API 

132560 20ct2018 1 people found this helpful English I Espanol I Italiano I rn I Frangais I Deutsch 

Overview 

This article describes the steps how to use Sophos XG Firewall's API. 

The following sections are covered: 

• Whattodo 
• Enable the AP! 
• Download the API Hel11 
• List of tags used in APl 
• How to use AP! 
• Status code and description 

• ;:?elated information 
• Feedback and contact 

Applies to the following Sophos products and versions 
Sophos XG Firewall 
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As an example, we configured this api user to have read/write permissions to the Web & Content Filter configuration. 
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This IP address needs to be in a zone that has access to the HTTPS Admin Services, if not. it needs a Local Service ACL Exception Rule. 

Go to Administration> Device Access to verify its associated Zone or to create a Local Service ACL Exception Rule . 
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Sophos XG Firewall 

Find your product 
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!lll ,.,p l-elp I 
£{. Click on API Help to download it, then click on index.html to open it. 
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[iJ APIDoaiment (1).zip\APIDoaiment- ZIP archr1e, unpacked size4,245,156-bytes 

Name Size Packed Type Modified CRC32 J -~ - - - - - - Loral Disk 
CONRGURE 
MONITOR & ANALVZE 
PROTECT 

SYSTEM 
UIResources 

s dosefolder.png 

~commonJs 

D commonJs.old 
0 faviconico 
~functionsJs 
~ group-small-on-dark.png 

==· 

5 logoJpg 

s openFolder.png 

s searchJpg 

f' sophoslrtml 

(i sophosContentPage.htrnl 
s Sophosl..ogo.png 

(i updateRegexOesc.trtml 

2.916 

537,169 

466,904 

6,518 

7,324 

2.873 
3,782 

1,110 

235,123 

4,657 

2.856 

11,921 

1,097 

18,541 

2,873 

3,141 

File fotdef' 9/25/2017 9:15 _ 
File folder 9/25/2017 9:14 _ 
File folder 9/25/2017 9:15 _ 
File folder 9/25/2017 9:15 _ 
File folder 9/25/2017 7:16 _ 

2.916 PNG File 9/25/2017 7:16 _ 4A3995CE 
155,574 JavaScriptfile 9/25/2017 7:14 _ 6D6B0377 
107,643 OLD File 9/25[l1J17 7:16- 2D0A7E28 

614 Icon 9/25/'l1J17 7:16 _ 1A3AE677 
2.244 JavaScript File 9/25/2017 7:16 -· BA69237 
2.873 PNG File 9/25/2017 7:16 •. 34CBB736 
1,006 Cascading Style Sh- 9/25/2017 7:16 _ 101C99CD 

501 Chrome HTML Doc.. 9/25/2017 7:16 ... 6640F3D 1 
19,934 Chrome HTML Doc.. 9/25/2017 9:15 _ 85227C25 
4,491 JPG File 9/25/20177:16 ... BOAB8D16 
2.856 Pl\'G File 9/25/2017 7:16 _ F3368E88 
5.924 JPG File 9/25/2017 7:1 L 82458F44 

601 Olrome HTML Doc.. 9/25/2017 7:16 _ E24485D8 
3,260 Chrome HTML Doc.. 9/25/2017 7:16 _ 62FBC551 
2,873 PNG File 9/25/2017 7:16- 34C8B736 
1,170 Chrome HTML Doc.. 9/25/2017 7:16 .• 5B81 B39B 

s. Once opened, it looks like this. it includes XML tags, status codes used in the API and how to format the XML requests for all XG 
components organized the same way as in the XG's GUI. 
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Now you can make the AP! request to the XG using a browser or any remote application that support API like curl. Soghos XG Firewall: How to use API to imgort web exceQtions is an example. 

Note: Make sure you pass the certificate error if using a self signed certificate. 
19.9 

-~Ust_oftags used in API .. 

Descriptio L Request. To apply any configuration this tag is necessary. API Version also needs to be specified for 
,lied successfully. 
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Example 

Tag Name 

Description 

Usage 

Example 

Tag Name 

Description 
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Attribute - APIVersion 
Page 81 

Attribute value - Version of API used. For example: ·1500.2· 

<Request APIVersion="1500.2"> 
<login> 

<Usemame>admin</Usemame> 

<Password passwordfonn="encrypt">8b1e6eb 1b182b1806390ffefc99753fc</Password> 
</LOgin> 

</Request> 

<login> 

It is used for Authentication. 

Attribute - N/A 
Attribute Value - N/A 

Please refer to the example above. 

<Usemame> 

Specify the usemame in this tag. 

Attribute - N/ A 

Attribute Value - N/A 

Please refer to the example above. 

,assword in this tag. 
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Tag Name 

Description 

Usage 

Example 

0' ''f Usage 
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Attribute - N/ A 
Attribute Value - N/A 

Please refer to the example above. 

<Set> 

Page 82 

It is used to inform that the request is to be served as Add/Update depending on the Attribute value. 
Note: If. no ·operation· attribute/value is defined in the tag, then Add operation will be performed followed by Update. 

Attribute - operation 
Attribute Value - Add/Update 

<Request> 

<login> 

<Usemame>aclmin</Usemame> 
<Password passworliform="enaypt''>8b1e6eb1b182b1806390ffefc99753fc</Password> 

</ Login> 
<5et operation="add"> 

<IPHost> 

< Name>CustomIPHostTypeIPV4</Name> 
<IPFamily> IPv4</IPFamily> 
<HostType> IP</HostType> 
<IPAddress> 1.1.1.1 </IPAddress> 

</IPHost> 

</Set> 

</ Request> 

request needs to be served for retrieving data of the entity specified. 
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Tag Name 

Description 

Usage 

Example 
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~\ 

Attribute Value - N/A 

<Request> 

<login> 
<Usemame>admin</Usemame> 
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<Password passwordfonn:::;"enoypt">8ble6eblb182b1806390ffefc99753fc</Password> 
</login> 
<Get> 

<IPHost></IPHost> 
</Get> 

</Request> 

<Filter> 

It is used for retrieving entity data based on the criteria specified in the <Key> tag. It is only applicable for entity 'Name'. 

Attribute - N/A 
Attribute Value - N/A 

<Request> 

<login> 
<Usemame>admin</Usemame> 
<Password passwordfonn:::;"encrypt">8ble6eblb182b1806390ffefc99753fc</Password> 

</login> 
<Get> 

<IPHost> 

<Riter> 

<key name:::;"Name" aiteria:::;"like">CustomIPHostTypeIPV4</key> ~e ;: 
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Tag Name 

Description 

Usage 

Example 
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Attribute Value - N/A 

<Request> 

<login> 

<Usemame>admin</Usemame> 
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<Password passwordform="enaypt">8ble6eblb182b1806390ffefc99753fc</Password> 
</Login> 

<Get> 

<IPHost></IPHost> 
</Get.> 

</ Request> 

<Filter> 

It is used for retrieving entity data based on the criteria specified in the <Key> tag. It is only applicable for entity 'Name·. 

Attribute - N/A 
Attribute Value - N/A 

<Request> 

<login> 

<Usemame>admin</Usemame> 
<Password passwordform="encrypt">8ble6eblb182b1806390ffefc99753fc</Password> 

</login> 

<Get> 

<IPHost> 

<Riter> 

<key narne="Name" criteria="like">CustomIPHostTypeIPV4</key> 
</Filter> 
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Description 
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Example 

Tag Name 
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Usage 

Example 
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<Key> 

It is used within the <Filter> tag to specify the filter key and Filter criteria. 

Attribute - name. criteria 
Attribute Value - name = "Name•, criteria = {"=";!="."like") 

Please refer to the example above. 

<Remove> 

It is used to delete data. 

Attribute - N/A 
Attribute Value - N/A 

<Request> 

<Login> 

<Username>admin</Usemame> 
<Password passwordform="encrypt">8ble6eblb182b1806390ffefc99753fc</Password> 

</LOgin> 

<Remove> 

<IPHost> 

<Name>OJstomIPHostTypeIPV4</Name> 

</IPHost> 
</Remove> 

</Request> 

;e~,guest will be displayed in this tag. 

:lue as specified in the XML Request or if it is not specified then active firmware AP! Version will be considered. 
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Tag Name 

Description 

Usage 

Example 
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<Response APIVersion="lS00.2"> 

<Login> 

<status> Authetication Successful</status> 

</ Login> 

<IPHost transactionid=""> 

Page 85 

<Status code="502"> Message.IPHostRecordExists</St:atus> 

</IPHost> 

</Response> 

<Status> 

It is a part of the <Response> tag and it indicates the configuration status based on the code. 

Attribute - code 

Attribute Value - code value. 

<Response APIVersion="lS00.2"> 

<Login> 

<status> Authetication Successful</status> 

</ Login> 

<IPHost transactionid=""> 

<Status code="502">Operation failed. Entity having same name already exists</St:atuS> 
</IPHost> 

</ Response> 
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: Set Request 
https:// <Sophos IP>: <port> /webronsole/ APIController?reqxml:;;;;<Request> <login><Usemame>admin</Username><Password 
passwordform:;;;;•encrypt">8ble6eblb182b1806390ffefc99753fc</Password></Login><Set> <IPHost transactionid:;;;;""><Name>ip2</Name> 
<lPFamily> IPv4</IPFamily>< HostType> IP</HostType> <IPAddress> 2.2.2.9</IPAddress></IPHost> </Set></Request> 

Get Request 

https://<Sophos IP>:<port>/webconsole/APIController?reqxml:;;;;<Request><login><Usemame>admin</Username><Password 
passwordform:;;;; •encrypt">8ble6eblb 182b1806390ffefc99753fc</Password> </Login> <Get> <IPHost> </IPHost> </Get> </Request> 

Status code and description 

When XML response is received, it contains a status code with the description about the success/ failure of the operation. 

Status Message 

200 Configuration applied successfully. 

201 Operation partially successful. 

203 Operation successful but few configurations could not be applied. Please contact Support. 

20£! - 210 Operation partially failed. 

211-215 Warning messages will be displayed. For more information, refer to the section · status Message Information· on each page. r ~6 Operation Successful. For more information, refer to the section "Status Message Information· on each page. 

~ oCJ·; ... Operation could not be performed on Entity. 
· •. ~ 

~ i~~ving same parameter details already exists. 

tity referred by another entity. 

~ ~ 

't1 "' \ 
Sll-520 1tact Support. 
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_____________________ ___._....g.e...8..._ _____________________ _ 521 XML Request not compatible with current API version. 

522 - 525 Maximum limit reached for entity. 

526 Record does not exist. 

528 Trying to update default entities which are not editable. 

529 Invalid XML request for entity/entities. 

530 API Version not supported for specific entity. 

5Ll1- 590 Operation failed. For more information, refer to the section "Status Message Information· on each page. 

599 Not having privilege to add/modify configuration. 

Related information 

• Sophos XG Firewall: How to use AP! to import web exceptions 

Feedback and contact 

If you've spotted an error or would like to provide feedback on this article, please use the section below to rate and comment on the article. This is invaluable to us to ensure that we continually strive to give our customers the best information possible. 

1<•w~ ._,ere for new feature/product improvements. Alternatively for paid/licensed products Ql;ien a sum;iort 
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SOPHOS 
Cybersecurity made simple. 

Sophos Sandstorm 
Next-generation advanced threat defense made simple 
Sophcn, Sanclslorm Uf.,cs next-gen, cloud smKlbox tud111olo~JY Lo ~Jive your 
organizc1lion an extra l,wer of ser,urity aociinst mnsornworC:l and t.argc~tod 
attacks. 

The only network sandbox lo use deep learning onulysis for n1uru ef fectivn 
detection, it inte~Jrales with Sophos XG Firewall, Sophos UTM, Sophos 
Web Appliance, Sophos L:rnail Appliance, and Sopho~, Ernnil on Sophos 
Cenlral - no aclclitionol hardware required. 

And it's great value for rnonoy. You get all the l)oneflts of enh,rprise-graclo 
proloction wilhout the enterprise price tug. 

Highlights 19.10 Advanced protection from targeted attacl<s 

., 

Seamless lnteg1-i:1tion 
with your Sophos 
security solution 

Keep ransomware and unknown data-stealing malware off your network. Powerful, cloud­
based, next-generation sandbox technology and deep learning analysis means you quickly 
and accurately detect, block, and respond to APTs and zero-day threats. 

Up and running in 
minutes 

Protects against 19, 10 
ransomware APTs. 
unknown malware, 
PUA anti lmgeted 
attacks 

Threat lntr➔ lligence yoLr 
cr.1n act on 

Deep learning analysis 

Gra11ula1, l11clde11t­
centric reports 

We l<eep It simple 
Sophos Sandstorm is fully integrated Into your Sophos security solution. Simply update your 
subscription, apply the Sandstorm policy and you're protected instantly against targeted 
attacks. You'll be up and running in minutes. 



Page 89 

Sophos Sandstorm Features 

• Full Integration Into your Sophos security solution 
dashboard 

• Inspects executables and documents containing 
executable content 
• Windows executables (including .exe, .com, and .dll) 
• Word documents (Including .doc, .docx, docm and .rtf) 
• PDF documents 
• Archives containing any of the file types listed above 

(ZIP, BZIP. GZIP, RAR, TAR, LHA/LZH, 7Z, Microsoft Cabinet) 
• Supports more than 20 file types 

How it Works 

, Dynamic malware behavior analysis and deep learning 
runs files In real environments 

• In-depth malicious file reports and dashboard file release 
capability 
• Average analysis time less than 120 seconds 
• Flexible user and group policy options on file 

type, exclusions, and actions on analysis 
• Supports one-time download links 

I ■ Determine Behavior @ 
Clouu 

I Suspect Control Report 

1. The Sop hos security solution scans files against all conventional security checks (e.g., anti-malware signatures. bad 
UR Ls, etc.). If the file is executable or has executable content and Is not downloaded from a safe website, the file is 
treated as suspicious. The Sophos security solution sends the suspicious file hash to Sophos Sandstorm to determine If 
it has been previously analyz:ed, 

2. If the file hash has been previously analyzed, Sophos Sandstorm passes the threat Intelligence to the Sophos security 
solution. Here, the file Is delivered to the user's device or blocked, depending on the Information provided by Sophos 
Sandstorm. 

3. If the hash has not been seen before, a copy of the suspicious file is sent to Sop hos Sandstorm. Here, the file is 
detonated and its behavior is monitored. Once fully analyzed, Sophos Sandstorm passes the threat intelligence to 
the Sophos security solution. Again, the file Is delivered to the user's device or blocked, depending on the information 
provided by Sophos Sandstorm. 

LJ. The Sophos security solution uses the detailed Intelligence supplied by Sophos Sandstorm to create deep forensic 
reports on each threat Incident. 
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Edit User/Network Rule 7 

Rule Name• 

#Default....NetwC11<_Po,icy 

Action 

• Drop Reject 

Source 

Source Zones • 

LAN @ 

Add New Item 

Destination & Services 

Destination Zones • 

WAN ~·1 
Add New Item 

Identity 

0 Match knov..'!1 users 

:,, ~ 
,,_;:;: 

"""R'a</\'t-'ontent Scanning 
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Description 

1 
Enter Description 

I 

Source Networ1<s and Devices• 

Any o, 

Add Navltem 

Destination Networks • 

Any @ I 

Add New Item j 
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During Scheduled Time 

All the lime 

Services• 

f Any e 

Add New Item 
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Edit User/Network Rule 

0 Scan FTPforMalware 

Advanced 

User~ 

Intrusion Prevention 

None 

Traffic Shaping Policy 

None 

WebPoficy 

GUEST-Poficy 

~ 

·l 

·} 
O Apply Web Category based Traffic Shaping Policy 

Application Control 

Allow All ., 
; 

0 Apply Application-base.l Traffic Shaping Policy 

Log Traffic 

~ Log FirewaD Traffic 

- cancel 
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Synehronizad Seamy 

Minimum Source HB Permitted: 

Q GREEN Q YELLOW 0 No Restriction 
0 Block clients with no heartbeat 

Minimum Destination HB ?ennitted: 

GREEN YELLOW ::: No Restriction 
Block request to destination with no heartbeat 
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N.u&RDuling 

~ Rewrite source address (Masquerading) 

0 Use Gateway Specific Default NAT Policy 

Use Outbound Address 

HASQ .. 
KASQ (lnterface Default IP) 

Primary Gateway 

I JASTEl. .. 
Backup Gateway 

[ WAt-0. .. 
OSCP Marking 

I Select DSCP Harlcing < 

., 
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