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Controllerless 1tt~"i~\J"iB~l'Ufl1")l1~1UlM 25 APs 
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✓ 

at!uauun1")th~1'Ufl11.1111i;t"ii1'1J IEEE 802.1 la, IEEE at!\Ji1'1JUfl1"il11~1'1J911lllJ1fl"i\i1U IEEE 802.1 la, IEEE ~ I .,j 3. . - , . 
LLfl91911iltlfl ~'IJ?I 1,4 I 

802.llb/g/n ua:: IEEE 802.tlac wave2 ffl8Afl11 802.llb/g/n LLft:: IEEE 802.llac wave2 / 
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,~Mi'tl Concurrent Station 11im.Jnul.Turuaan11100 Clients 

la12J1~rtfi1-31ULLtltl Multiple SSID liau-..ruaa 16 BSSIDs 

lawal¾U IM, 1Pv6 mailm1 

lii~~tl Captive Portal ITT\mJ Guest ~tl-3Wn1~1irnmiaiinu 
~1Ji,jaun11 500 ~f-31u 1Ma'WLifofi1lf,i1aLibJLNJ 
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uNLEASH THE PERFORMANCE QJ 
In the Unlff,titd ""'"on the ~10 la cal>lblt of IUl)C)Orllng controller• 
leu d9sll~II for up 10 2S ac:coss poinll and 512 clltnt devlcN 

MU-MIMO: IMPROVES NETWORK 
PERFORMANCE FOR ALL CLIENTS 
Thia cvttfng IOllO Wl•FI llc:hnQlogy, utill- 802.lltc WM 2 to 
communlca1t limlAtallfOUllyy with mobli. devicee. It lmPfOYN OfflaU 
netwotk eflid-v & lhfO\IOhput for-,i r,,o/1~ 2 cMtntt 

CHANNEL SELECTION OPTIMIZES 
THROUGHPUT 
Chenne!Fly dvnamlC chenntl m~t. ~ on throughout 
me1111remonta. not Juel In~. chootta the btt1 channel to glw 
1111111 lhe hlghtlt poaiblt th,oughpul 

WIDER CHANNELS 
Cal')lbllltyto I\IPPOII 80+80MMJ/160MMz chlntltlt for 
hlghtf bandwidth 

EXTENDED RANGE REQUIRING FEWER 
ACCESS POINTS 
~ antenn, ltehnQiogy defl\1911141 to 2x increue In 
WI-Fl llgnll COYflilgt mlnimtalng h numbtf of APt r,qulrtd 
to UMCe any aro, 

ADAPTIVE POLARIZATION DIVERSITY 
(P0•MRC) 
Dutl•P011~19d anttnnu that art dynomic,lly Mfacttd f)fOlltdt bttltr 
~ for h&rd to iwer d1111111 tnd m0t11 ~t Pttformence 49 
ciltn\t cooetently chengt Olftnltbon 

INVESTMENT PROTECTION 
Fleldblt dtplovmtnt optlona tntblt Rucluit AP't to bt tllPl)Olttd acroa 
varloua ml/llgtmtnt lll•tfottn• Un!Nehed, etandllooa. on-premlff/ 
virtu,I c:onlrofifll' or Cloud•mentgtd 

SLEEK, LOW PROFILE ENCLOSURE FOR 
EASE·OF-DEPLOYMENT 
AN1httie111fy-pl1aalng dtllgn Ind o ranged rnounllng op11ona 
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HIGH PERFORMANCE, 802.llAC WAVE 2 MIO-RANGE 
SMART WI-Fl ACCESS POINTS WITH ADAPTIVE ANTENNA 
TECHNOLOGY 

Ruckus R610 Unleashed enables controller-less WI-Fl architecture for small business 
environments with superior performance, lower costs and simplified management. 
Separate controllers and access point licenses are no longer needed, significantly 
reducing upfront coats. Set-up Is also easy, thanks to a simplified web Interface that 
helps businesses configure WI-Fl In Just 60 seconds. • 

The R610 Unleashed delivers high-performance and reliable 802.11ac wireless 
networking with MU-MIMO (Mufti-User Multlple-lnput Multlple,Output) capability. 
MU-MIMO helps boost network throughput by aervtng multiple clients simultaneously 
and also benefttlng non-Wave 2 clients, thus Improving overall network performance. 

The R610 Unleashed, through Its use port, also enables loT readiness for technolo­
gies like BLE, to help customers take advantage of upcoming loT technologies. 

Each R610 Unleashed Integrates Ruckus-patented BeamFlex+, a software-controlled, 
high gain antennas that continually forms and directs each WI-Fl packet over the best 
performing signal path. 

Using dual-polarized antennas, the R610 Unleashed adapts In real time to anticipate 
hand-held device movement and rotation ensuring consistent performance. 



MU-MIMO 

MU-MIMO helps Wave 2 and non-Wave 2 clients. The A610 
Unleashed can communicate simultaneously to multiple Wave 
2 clients increeslng networl< performance. This frees up airtime 
for non-Wave 2 clients resulting in enhanced aggregate network 
throughput. 

ADVANCED WLAN APPLICATIONS 

Each R610 Unleashed supports a wide range of value-added 
applications such as BYOD/guest onboardlng. Dynamic PSK, 
hotspot authentication. wireless intrusion detection and many more. 
WLANs can be created and mapped to the same or different APs 
or VLANs. In a controller-less configuration. the A610 Unleashed 
worl<s with a wide range of authentication servers including 
Microsoft's Active Directory, LDAP, and RADIUS. 

FLEXIBLE DEPLOYMENT OPTIONS 

Ruckus Unleashed Is custom-designed to help small business own­
ers grow their business. deliver an excellent customer experience 
and manage costs while supporting WI-Fl and a variety of mobile 
devices with minimal IT staff. 

Unleashed access points have built- In controller capabilities. In­
cluding user access controls, guest networl<ing functions, advanced 
WI-Fi security and traffic management. 

As businesses grow to multiple sites or a larger scale deployment. 
Ruckus offers an easy migration path to a controller-based WI-Fl, 
using the same WI-Fl access points. 

COMPLETE LOCALAND REMOTE MANAGE­
MENT 

A610 Unleashed can be securely managed from anywhere. at 
anytime, using any browser on any device. 

Many Potential 
antenna 

combinations can 
be chosen for high 
availability of Wl·Fi 

0 

ii , 
Two 0 /0 0/1000 

Mbpa ports: one with 
PoE 

Ill 

1119n -gain directional 
antenna elements not only 
deliver signal gain but also 
Interference mitigation for 
range extenalon, reliability 
and high data rates 
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FEATURES 

• 
• 
• 

• 
• 
• 

• 
• 
• 
• 
• 

• 
• 
• 
• 

• 
• 

• 

• 
• 
• 

802.llac Wave 2 Multi-User MIMO (MU-MIMO) 

Dual-band concurrent (5GHz/2.4GHz) 

BeamFlex+ (PD-MRC) smart antenna. with support for up to 1024 
unique antenna patterns per access point enables up to 4d8 of ad­
ditional gain and up to 10d8 of additional Interference mitigation 

80+80/160MHz capable 

802.11ac standard Tx beamforming 

Automatic Interference mitigation. optimized for high-density 
environments 

Band balancing and airtime fairness support 

Admission control/load balancing 

Standard 802.3af/at Power over Ethernet (PoE) 

Ethernet Port Link Aggregation (LACP) 

Two 10/100/1000 Ethernet ports, one with 802.3af/at Power over 
Ethernet (PoE) 

use port for loT technologies 

Router mode with NAT and DHCP services 
IP multicast video streaming support 

Advanced QoS packet classiflcatlon and automatic priority for 
letency-sensitive traffic 

Dynamic, pre-user rate-limiting for hotspot WLANs 

WPA-PSK (AES). 802.lX support for RADIUS and Actlve 
Directory 

Ethernet 802.IX port-based authentication 
(authenticator and supplicant) 

Dynamic PSK 

Captive portal and guesfaccounts' 

Application recognition and control 

[ill 

• Bonjour gateway 

• Hotspot 2.0 

• SmartMesh 
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The R610 Unleashed integrates with your 
existing network infrastructure, delivering beat­
in-class 802.llac performance and reliability at 
a competitive price-making it the ideal wireless 
solution for small business environments. 

MULTI-USER MIMO (MU-MIMO) 

802.11ac MU-MIMO allows the R610 Unleashed to 
transmit multiple spatial streams to multiple client devices 
simultaneously. Increasing the total throughput and capacity of 
the wireless network. The R610 Unleashed Is able to provide 
up to thrff cllents each their own dedicated full-bandwidth 
channel using an MU-MIMO technique known as spatial reuse. 
Thia capability enablea several benefits. 

Efficient use of available spectrum effectively multiplies the 
total capacity of a network. allowing It to meet the increasing 
data demand driven by the proliferation of mobile WI-Fi 
clients and data-hungry applications end uses such as high­
definition video streaming. Additionally, MU-MIMO does not 
require client devices to time-share connections with other 
clients on the network as in legacy WI-Fi, which means each 
device experiences less wait time and makes the netwonc 
more responsive overall. Even legacy clients benefit from 
MU-MIMO on the wireless network, because substantially 
increased efficiency for MU clients leaves the network with 
more frff time and capacity by supporting multiple users. 

DEPLOYMENT FOR RETAIL 

Th• R610 Unleashed ii ideal for deployment in retail atorea 
to provide incon1picuou1 wlreleas connection to high quality 
video, wlreleu IP phones and data access for handheld PoS bar 
code acannera. 

[] 

o□ c,~ □ 

Wired ports 
to connect 
devtc .. 
such II cash 
reglstera. 
printers, etc. 

Member AP 

.,,□ 
Member AP 
(Mesh AP) 

Muttlple SSIDs 
for differentiated 
user aervices 
(e.g .. gueat Wi-FI, 
point of 
sale, voice) 

~,...,." .. 

5GHz bend end 
smart antenna 
eyatem Ideal for 
11ac client, 

Rellebla WI-Fl 
cQnnectlvlty & loT 
capabilities using 
technologle~ such 
IS BLE 
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Phytjcel Size 

Weltht 
Ethernet Porta 

Mounting OptJon1 

L.oclc Op4lon1 

• DC~ rz.l DC. to.,. 
• -a...E ....... 802311/ol 
• 8023afmodt,..~ 

Llmlta 2AGHrlDZIO (2-cNlntll-«112ld8m .... 
,..,_,~,-l\le} 

'lllrN off U&a port 

Tun. off I E1hemll poll 

• 2(Ucm (1.i lt.!icm (Wt 6.1cm (H) 

1• $71g ( \31>) 

'• ElK1rlctl Wllbo>t Slllndold U8 and EU llngll o-nG wlll )lclc 
:• OpUonol brldol1 f;, offiltl & "°"" moon 
• Hldcltn lrlchlno lMChlnllm 
• Ktnelnga, Lodi Hole 
• T-lw~ 

Environment.( • Oplnlltng r...,....... O'C • .o-c 
Condlllont • ~ tMnldllV: !OK• 95X no11-condtollu9 

Power Draw l:N DC Input 
• ldil' 6.7W 
• Typb~ 10.5W 
• PMk:19.flY 

PoM, ove, Ett.ntt lnP<JI 

• ldlt· &.7W 
• TyplcellO•W 
• PMlc: 18.8W 

I 

1

. ~2.0 
• 1\'p9Aoon-
• ~Etle,fttllNMld .. ,_. 

USBPORT 

Ch♦nneltzel,on 

RF POWER OUPUT 
{A9grt91lt ) 

Operating 
Channtl1 

F,equency Bind 

PoMfS.w 

WI,...._ 
Security 

~nn1ec: 8.!Mllpe . 2ll0Mtipe 1.20MHZl l:l.5Mt,pe . e00t.4bpt 
l<IOMHzl. 29.3Mbpl - l300Mbpe (80MHz). 887Mbpe (leOMHtl 

I

• 80211& 5'1."8.3$.2'4. 18, IZ.llond IIMbpo 

• 80211b: I\ IUS. 2 Ind 1 Mbpl 
• 80211g 54. "48. 38. .M, W. la hnd 8 Mbpo 

le 2lldl!m lt,r 2 '4GHz' 

•• 27dBm ft>r SGHI.' 

,e US/Cenlda 1-1\ lu,q,e (ETII~ M3.Jopon~ 1•13 
. • 8 GHz dllnlWII. Counr,, dtpend♦nl 

• IEEE eo2n blg/n: 2.• - ~Hz 
• IEEE 802.11&/ae 5.1$ • 5.25GHr. 5.28 • 8.:JSGHi: 8'1? •&.?25GHr. 

8.725 • 5,85GHz 

~ ""'...a~ vta l!IO!'! fii~wfth--iocJ .vi.nOc..atior, dat•WM ~ 
0• ~A:)L,'.;; 1111d .C...-O.-.~, 

US. ~pe. ~ .Aul\'1111, Brul~ c.,,_, CNII. CNNI. Co­
lamble, Cool. Pb, Egypt. Mong Kcng. lllOll.1~ lnel Jtptn. 
t<.ci-. Mllr/'lla. M-.rltlut, Mikko. ,-, z..&lnd, Pllda\611. Pllr\l. 
PhK!ppinM, RuNII. SUII AtalJia. Sifl!lll)Onl, 6oulh Afi'b, T.-. 
Tholland & UAE 
..V-FI Al\erx• 

C.rtlflcetlon,•• • W!EE/RoMS complilncl 
~ - E ',-GO!l,)'-l·i 'Me<flr.0 

E -,5012,.• Ra"'-r El.IC 

E '•~· ·:2•-4 Ra•........,lrTV'nl~ 

• IEC 01373 Rlilwly atlCld< & Vllnllon 
:.)t ?O < 3 '""'um rated 

~ O.ta Rotn · Up "' ,300 Mbt>O 15<:>HtJ I , Mlotlmum - V#IN by-ntry 
•· Fo, cl.fTWnt ""1!ftclllon 11111..- ploue- prlCI litl 

• SGl-u UNll-1 (20!4) 

M11lmum API 28 - pointl Pl' Unilelhld , _ 180Mi-11 <NlnMllzellon lntblld. the Reio UnlNlhed "'"'In •• '""" mode (bd~l 

Conculfffrt Station, -~ 12 jU8St COOCUrrent 
Simu(tanecua Volp Clltnt9 30cll1nt.-AP -~•· ~ ~'--"""'l'==~---......,ERING INFORMATION • 30cll 

ANTENNA • FuH omnlddec1lonol ~llaUon dlvnlly 

PHYSICAL ANTENNA GAIN • Upl03dBi 

BEAMFLE)(' SINRTX GAIN • Upto8d8 

B&AMFLEX' SINR RX GAIN • 3-SdB IPO•MRC) 

INTERFERENCE MITIGATION I• UplOIS<S 

MINIMUM RX SENSITIVITY I• Up to •IOOdBm 

• StlmFlat DM11 n 1talll1lcM 1)'111ffl i.o.. ~~to enhonotd SINR "-on 
o---..1:Mf timt In ,..._ldoondlllont wilh ffl<AtjpllAPland manvdltnia 

Configuration 1• Buoe SNMPeupport 
,. J g) ,,.~ 
.,r 

~"°' ~ 
NOTE SPEO FICATIONS ARE SUSJECTTO CHANGE WITHOUT NOTICE°" iO'-, 



WI-Fl St1nd1rd1 • IEEE 802.111/b/&fn/,c W1vt 2 

• 802. 1 1 ,c: 6.5 to 1,300Mbps (MCSO to MCS9, NSS • 
1 to 3 ror VHT20/40/80 or 1 for VHT160 

Supported ll1tu • 802.11n: 6.5 Mbps to o450Mbp1 (MCSO to MCS23) 
• 802.111ft: 5", "8, 36, 2A, 11, 12, 9, 6Mbps 
• 802.11b: 11, S.5, 2 1nd 1 Mbps ---+----

Supported Ch1nnll1 

MIMO 

Sp1tl1I Str .. m1 

R1dlo Ch1ln1 and 
Stream, 

Ch1nntlt11tlon 

llcurtty 

Other WI-Fl Ft1tUl'II 

Antenna'lype 

Ant1nn1 Gain (max) 

Pt■k Tran■mlt Power 
(l.,,.ptt ICNIII 
MIMO ch1ln11 

Minimum RtCIIVt 
Slnsltlvtty 1 

Frequency land• 

• 2.o4GHZ: M 9 
• 5GHz: 36-64, 100.1,4,4, 1"49-165 

• 3K3 SU•MIMO 
• 3X3 MU•MIMO 

• 3SU-MIMO 
• 3MU•MIMO 

• 3K3:3 

• 20, 40, 110, 160/110+80 MHz 

• WPA-PSK, WP,t,.TKIP, WPA2 AES, 802.111, Dynamic 
PSK 

• WIPSIWIDS 

• WMM, Power S1vt, Tx Bt1mformln11, LDPC, STBC, 
802.11 r/k/v 

• Hotspot 
• Houpot2.0 

C,pUve Porul rw, 
• WISPr L!.!....J 

• Be1mF1ex+ 1d1ptllle 1ntenn11 with poltrtauon 
diversity 

• Ad1pllve 1nttnn1 that pnwtdes up to 512 unique 
1ntenn1 patttrns by bind 

• Upto3dBI 

• 2.o4GHz: 27d8m 
• 5GHz: 25d8m 

• ·100dBm 

• ISM (2.4-2."84GHZ) 
• U,Nll•1 (5.15-S,25GHZ) 
• U•Nll•2A (5.25-5.JSGHzl 
• U•Nll•2C (5.47-S.72SGHz) 
• U-Nll•3 (S.725•S,85GHZ) 

I Rx Hntltlvlty VMIII Ir/ bind, chanMI width and MCS rai.. 

"' '
10 7 

~ CV 

MUuUU. --- -- -· 

~ ~ 
MCS7HT20 19.5 

~ ~···--· 
Rate 

' 
• Pout (dBm) 

VHT20 20 

MCSOVHT40 22 
- . - - - -

MCS? VHT40, VHTIO 19 

PERFORMANCE AND CAPACITY 

,11k PHY llat11 I 
• 2.o4GHz: 600Mbp1 j 

1 

• 5GHz: 1300Mbp~ 

Client C1p1clty • Up to 512 CIienti per AP 
SSID 0 ~ • Upto 16 per AP 

RUCKUS RADIO MANAGEMENT 

• BumFltx+ 
Antann1 Optimization • Pol1r1Zltlon Dlvtrsl~ with M1xlm1I Ratio 

Comblnln, (PD-MRC 

WI-Fl Channel • Ch1nntlFly 
M1n111m1nt • Bacqround SCln Blsed - -

• Ad1pt1ve Band 81l1nc1n1 
Clltnt D1n1lty • Client LOld Blltncln1 
Man111m1nt • Airtime F1lm1u 

• Alrtlme-b11ed WI.AN PrlorttlZltlon 

Sm1rtCa1t Quality of 
• QoS.b1Ad 1Chtdulln1 
• 01,-cted Multlcut Slrvlce 
• L2/L!/U ACLs 

Mobltlty • Sm1rtR01m 

Dl11no1tlc Toots 
• Spectrum An1lysl1 
• SpetdFttx -
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Indoor 302.11 ,ic Wave 2 )X 1: l Wi Fi Accpc;s Po int DATA SHE ET 
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NfTWORl<ING 

• SmartZone 

Controll■r "-dorm 
• ZoneOlrector 
• Cloud Wt.Fl support 
• Unleuhed2 
• Stand1lone 

M11h • Smar1Mesh• wireless meshln1 technolol)'. Self• 
heeling Mesh ., I 11 • IPY4,1Pv6 

• 802.1 Q (1 per BSSID or dynamic per ust based on 

VI.AN 
RADIUS) 

• VLAN Poolln1 
• Por1•b1Std 

ao2.111 • Authenticator & Supplicant 

Tunn■I • UTP, GRE, Sol'l•GRE 

t1cew11 end loudn, • NAT/OHCP 

• Appllcetlon Recognition and Control 
Polley M1n111m1nt • Access Control Lists 
Tool, • Device Fingerprinting 

• Ritt Llm1t1n1 

l oT C1pabl1 • Yes 

IWWifilmf#iilfi).4111! ~-~,· -. i'S, ; · ~-- 1 
!thlffllt 

• 2 K 1 GbE ports, IIJ◄S 
• Link Aggreg1tlon (LACPI 

use • 1 use 2.0 port, 'Type A connector 

PHYSICAL CHARACTERISTICS 
~ .. 

,tiyalcal SIH 
• 20.1(L). 19.S{W), S,1 (H)cm 
• 7.!l (L), 7.68 (W), 2.00 (H)ln 

Walpt • 579&(1.!lb) 

• Wall, Drop Clfflnl, Ouk 
Mountln1 

• Sl<Urt bracket (sold separately) 

• Hidden latching mechanism 
Phyalcal Security • Kensington lock 

• T•btrTorx 
I'--·--· . 
Optr1tln1 T■mp■r•ture • o·c (32'Fl .. ,o•c (104'FJ 

Operat1n1 Humidity • Up to ,s,., non-condensing 

2 Rifer to Unlo,hed d1tnhuts fo, SKU ordtrln& lnfollnltlon. 
1 Mu powu v1rln by count,y t ettl"I, band, and MCS rate. 
4 For co~ Ii.I ol WFA ctrUllc1tJon1, plNM ... WI-A Alli1nt• wtbsltl. 
I For current certJncttlon 1tetu1, plHH ... p,lal lilt, 

-

' 

-- - . 

-~ .. -~ · ·~"l"f;~;•'_c~,_;, ...... .i.•'. .•• ,;·,, ..... . 

~-;r· -~·- ~--~.. ~ . - ' -
Power Supply Mode Feature MaKimum Power 

Consumption 

DC Input 12V DC, 2.0A • Full functlonallty • 19,1W 

• Llmlta 2.4GHz to 2x3 (2-dlaln 
transmit It 21 dim aurepte 

I02.3at power, J.chaln receive) • !SW 
• Turns off use por1 
• Turns off 1 Ethernet por1 

aoi.sat • Full functlon1llty , ,a.aw 

CERTIFICATIONS AND C'QMPLIANCf. 

WI-Fl Alllanc,4 • WI-Fl CERTIFIED• a, b, I, n, IC 

• P1npoln~. Vantage 

• EN 609S0-1 S.r.ty 
• EN 60601-1-2 Mldlcal 
• EN 61000-4-2/3/S Immunity 
• EN S0121-1 Railway EMC 
• EN 50121 ◄ R1llw,y Immunity 

Stand1rd1 Compllenc .. 
• IEC 61373 Rlllwl)' Shock lo Vibration 
• UL 2043 Plenum 
• EN 62311 Hum,n S.Tety/RF Exposure 
• WEEEloRoHS 
• ISTA 2A Transportation 

! SOFTWARf ANO S(RVICE~ 

Location lased S11·vtces I • SPoT 

Network An11)'tlC1 I • SmertCell Insight (SCI) 

Security and Polley I • Cloudpath 

901•Rl10-XXOO • Concurrent dual band 802.11 ec AP. no power 
ad1p1er 

S.t Rucki.ls price 11st lor country-specific order1n1 Information. 
W1rr1nty. Sold with • llmlted llfetlme w,rranty. 
For dttalls su: bttp:llsypport ryckyswfrcleu com/warctntv, 

OPTIONAL ACCfS\ORIES 

!l02•116►XXOO • Pow.r Supply (12V, :Z.OA. :Z4W) 

902-011:Z•)()(YY • Poe Injector (l4W) (Sold In qu1ntltl11 of 1, 1oor100) ---
902•01115-0000 • Spart, T-bar celling mount kit tor mounting to flu•h 

frame c111in1 

IIOZ.0120-0000 • Spare, Accessory Mounting Br1cktt 

PLEASE NOTE: When ordering Indoor APs, you must specify the destination rt11on 
by Indicating •US, •WW, or •Z2 lnstud or XX. When ordering PoE Injectors or poWer 
suppll11. you must sp1d1y the destination l'tll<>n by lndlC1tln1-us. •EU, •AU, •BA, 
-CN. •IN, •JP. -KR, ·SA. ·UK. or -UN lnstHd of ->OC. ' 
For access points, •Z2 1ppUes t(! the following countrt11: Alltrla, Egypt. l1r111, 
Morocco, Tunlsl1, ind Vletn1m. ~ 

t~ : ELD-~~ 
* - ~J ~---Qr .A 

~~ -~ 
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Configuring Admln & Services Settings 
Services 

AAA Servers 
[D If you want to authenticate users against an e,cternal Authentication, Authorization and Accounting (AAA) server, you will need to 

first configure your AAA server, then point Unleashed to the AAA server so that requests will be passed through Unleashed 
before access Is granted) This section describes the tasks that you need to perform on the Unleashed web interface to ensure 
your Unleashed APs can communicate with your AAA server. 

For specific Instructions on AAA server configuration, refer to the documentation that Is supplied with your server. 
Unleashed supports two types of AAA server: 

• Microsoft Active Directory 

• RADIUS 

A maximum of 32 AAA server entries can be created, regardless of server type. 

Configuring AAA Servers 
[D To configure Unleashed to authenticate users against an external Active Directory or RADIUS authentication server: 

1. Go to Admln Ii Services> Services > AAA Servers. 
2. In Authentication Servers, click Crt1te New. 
3. Select the server type: 

• Active Directory: If you use a Microsoft AO server, configure the following settings: 
- Global Cat1lo1: Enable Global Catalog for multi-domain AD authentication. If this option Is enabled, you must 

also enter an Admln ON and Password so that Unleashed can query the Global Catalog. , 
r-,, Encryption: select Enable TLS encryption If you want to encrypt all authentication traffic between the client and 
L.!....J the Active Directory server. The AD server must support TL51.0frLS1. 1frLS1 .2. 

- IP Address: Enter the IP address of the AD server. . 
- Port: The default port number (3268, or 636 If you have enabled TLS encryption) should not be changed unless 

you have configured your AD server to use a different port. 
- Windows Dom1ln Name: Enter a domain name for single domain authentication, or leave blank for multi• 

domain authentication. 
• RADIUS: If your authentication server Is a RADIUS server, configure the following settings: 

- Encrypt ion: If you want to enable encryption of RADIUS packets using Transport Layer Security (TLS), select the 
Enable TLS encryption check box. This allows RADIUS authentication and accounting data to be passed safely 
across Insecure networks such as the Internet. 
Auth Method: Choose PAP or CHAP according to the authentication protocol used by your RADIUS server. 
Backup RADIUS: If a backup RADIUS or RADIUS Accounting server Is available, enable the check box next to 
Backup RADIUS and additional fields appear. Enter the relevant Information for the backup server and click OK. 
When you have configured both a primary and backup RADIUS server, an additional option will be available In 
the Test Authentication Settings section to choose to test against the primary or the backup RADIUS server. 
IP Addren: Enter the IP address of the RADIUS server (and backup RADIUS server, If enabled). 
Port: The default port (1812) should not be changed unless you have configured your RADIUS server to use a 
different port. 
Shared Secret: Enter a password for communication between Unleashed and the RADIUS server. 
Confirm Secret: Repeat the shared secret. 
Retry Polley: Enter a Request Timeout value (In seconds) and a Max Number of Retries vilue In the relevant 
fields. 

4. CIiek OK to save your AAA server entry. 

Unleashed 200.6 User Guldt 
Part Number: 8()().71832-001 Rev A 
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'lt'Nllelhoollng 
Troubleshooting through Spectrum Analysls 

4, In Select APs, click Select. 

The Select APa page appears. Select an AP to communicate between the client and controller and then click OK. 
5. In Connectivity Trace, click Start. 

The controller conflgures the APs to receive data frame from the target client so that the APs can relay relevant frames that match 
the client filter to the controller. 

The APs that receive probe requests from the target client are listed In a table along with the APs operatlnq channel and the RSSI 
at wtilch the client's frames were received. This stage of the connection identlffes whether there are acceptable APs for the client 
to connect to. 

Followlng are the dletalls displayed In the table: 

• AP Name and MAC Address. 

• Radio: ldlentlfles the 2.4 or 5 GHz radio of the AP and the channel number the radio Is operating on. 

• Client SNR: This Is the signal-to-noise ratio received In dB. 

• Latency: Time delay In connecting the AP to the client. 

• Connection Failures: Displays the percentage of AP-client connection attempts that failed. 

• Airtime Utfflzatlon: Percentage of the air time that was used by the client to transfer data. 

AT this stage, the tool dlsplays the statuses Client ia in a diaoovery state and not currently 
connected(when the tool starts/when the client Is already connected to an AP) and Client 1a attempting a new 
oonnection(when the target client sends an 802.11 authentication request frame to an AP to Initiate a connection.). 

By using the list of APs that communicated with the client, you will be able to Identify If the client chose the best AP based on 
signal quality and other health metrics. 

When the client sends an 802.11 authentication request frame, a flow diagram depleting different ataiges of the AP-client 
connection la Initiated. Thia sends a trigger frame to the AP and It 18 highlighted from the list for reporting APs. 

The Flow ladder In the diagram shows the step.by-step exchange of Information between devices during the connection process. 
As the steps are completed, colored arrows are displayed baaed on whether the step depicts a w~ nll'lga (~low) or event (for 
example, red for fallure). Typical warning soenanos lncludle time delays or when a client negotiate( and EAP 
supported. Failure conditions are also highlighted as red arrows typlcally when the connection Itself falls. 

6. CIiek Stop to terminate connection between the AP and client. 

NOTE 
The followlng authentication types are supported: 

• Qpen 

• PSK (INPA2-Personall 

• 802.1X (PEAP. TTLS, T.12) SIM) 

• WISPr 
[2J 

Troubleshooting through Spectrum Analysis 
Interference between wireless devices Is seen to Increase dramatically due to the Increase In the number of dlevlce used, a'1a !1-/e ~~~\!a.h,t!i/)' 
of only three non-lnte1rferlng channels In 802.11, This reduces the performance of the wlrelesa networ1<, thel9fore, It Is Important to ~ltor 
the spectrum usage In a particular area and efflclently allocate the spectrum as needed to wireless devices. 

264 



PHYSJCAI. CHARACT&AIITICI ··~--- ... -- - -

Power • DC~ 12VOC:. '·°" • Plow«-Elhornota02s.,,a1 

• 802311_,_..., 
Llrnlla2A<iHllo2ll3 (2-dlllln ~atZ..... ~ 
~.3-<hlln,-i 

11,,.."" US8 port 
l\.rneolfl Elhemelpo,t 

~ISIH • 2Qtcm (U, le.llcm IW), 5.tcm (H) 

Wtlght • 57&g( l31bl 

Ethernet Porte • 2 - MO)(. IIUlo•Mr.lng lO/I00/1000 Mbpe. RJ◄15, PO£ 
port (on one port) 

Mounllng Option, • Ei.ctileal Wlll!bolc Sllndltd U6 Md &.U lingll oeng _. Jade 
• Opltonll brKIIII fl!! ofl'let & WIii rncu,t 

LockOpllont • Hiddtn lllcNng medllnllm . 

• llt~LocllHolt 

• T•berTa,x 

Envlronmtnltl • Ope,dng~O'C•«l'C 
Condlllone • 0p«l,ltng Humldtly. ~ • 96" nDn-condtnllng 

PowtrOraw l2V DC lnpul 

• Idle. 5.7W 
• 'fyplc:al 10.!IW 

• PMl<:19.IW 
Piow«owr Ellwnel Input 

• Idle. 5.7W 
• 'T'/PICII 10.o4W 
• PMl<:18.8W 

USBPORT • US82.0 

• 'fypeA.eon-

• ldNlfll!Bl.&donglN.ndMMOII 

Slm11lttneou1 Voip Clltnta • 30 tillnll ptt AP --- ---- --- --

ANTENNA I• F\111 omnldlNcllonll powtza11on dlwrllly 

PHYSICAL ANTENNA GAIN • Up IO 3dBI 

BEAMFLEX' SINA TX GAIN • Up to ISdB ----
BEAMFLEX' SINA RX GAIN • 3-SdB IPO-MRCI 

INTERFERENCE MITIGATION I• Upto!Sd8 

MINIMUM RX SENSITIVITY I• Up to •100d8m 

'BHmFllot Oline n ~ 1)111am i...l eftllC1I Ir~ to t nhlnood SINR baMd on 
obMMI!-.,_ Ume In Nll•-'d condltlolw wtlh rnulllplt APII tnd many dilntt 

MANAG!:I.AENT 

Deployment Opllone • Sllndtlone llndMMII, fTIIINl!llld) 
• Mlntged by1.ont0nc.tor 19.13.2 & AlxMI) 
• MINiOld by&mMaone 13.41 & ...., 
• Mt~b\,Fi......_ 

Conflgll,.tlon 

Auto Ap Softw1,. Updltll • l'TPorTFTl>,_11/to.,.,.lllblt 

St1ndtrdl 

Supported 
0.11 R1tt1 

Radio Chelne 

$pltl1I SlrNml 

Ch■nnelizetlon 

RF POWER OUTPUT 
(Agg1191t1) 

Operating 
Ch1nntl1 

FfwqlllllC'f Bind 

PowerkVI 

w1,.i.11 
s.curttv 

Certlflcetlona" 

Q/ CV 

OIUltUlJ ' () 11 

I
• IEEE 802111/11/g/n/ec 
,• 2'4Gl-u-SGHr 

• 802.tln/41C SSMbpe • 2e0Mbpl t20MHzl 
• 13-SMbpl- 800Mbpl l<!OMHzl 
• 29.3Mbpe • t300Mbpl '80MHz) 

• 602nt:5'1.-48.38.kl8.12.9end1Mbpi 
• 802.llb ll 5.11. 2 end I Mbpe 
• 802'1; 5'1, 411!. 38. 24, 18. 12. hnd 8 Mbtll 

• h3 

• 3-

• 20MHz.~Hz.80MHa. MIOMHz a,pable 

• 28dllm ro, a.4Gli&• -------1 
• 2?dBmfor15GHr' 

I- US/~ li'IOPt l ETSI )(3()} 1-13. ..... ~ M3 
I• s GHz chennela ~ dlplndenl 

I
• • IEEE soan b/gln: 2.4 • 2.<IIMGHz 
• IEEE 80211a/ac: 15IS • 1125GHz: 1125 - 15.35GHr; 11.47 
, •15.726GHI: 5.726,• 15.ISGHr 

• Sllppo,wj 

• WP.A·PSK WP.A-TkJP, WMa AES. 8021M 
• Aultlentlcellan YIII 802.IK 'Miil lht Zont0119c1or. SmlrtZont. 

lo<II lllhn\Qaon ~ euppo,td RADIUS. end 
~ 

• UII. Europe, Argtntml. Auolnllla. &all. CIIW<II. Chllt. Chine. 
Colomble, Colla Ric• Egypt Hong ~ lndil, I~ . Intl, 
Jtpen, 1<orM. MIii,~ MlurlUul. Meldco, New Z..ltnd. Ptlc.illln. 
Pw, Phllipl'I-, ~ Saudi Arable. Slngepo,9. ScMh Africa. 
Talwln. Thadlnd & VAi. 

• WEEE/ADHS compllanco 

• iN•IOIOM•2 IMedloel) 
• Wl•FIAlll,Q 
• ENS0121-I Alilwf EMC 
• ENSOl21•4 Aall,,,ooy 1-ntty 
• IEC 81373 Rtl#lly Ghodc & 1/fbraUan 
• Lt. 2043 plenum rllld 
• l!GHr UNll-1 (ZOM) 

• ....,!mum -••lee by COUMry 
"For Cl.fflnt c.ttftc:a1ton alatl.w J)INN - pric. i11t 

PRODUCT ORDERING INFORMATION 

~ lilJ=J :.;-11.u:-::1 
Zontfln R610 sman Wl•Fl WaV1 2 802.11-<: AccM• Point -----·· ,... --------- --- - --
901-R610-XX00 . Qlncum)fll dual bend 802.nlc AP. l'IO powtr adlQtof' -902-0173-XXYY • Plow« Adlpw, NC/DC ... ~t0C>-240\1lc 50/SOHz 

902•0162-XXYV !• Po£ ~llold In qU;)ntJtJta of ~O or 100) 

902-0120-0000 • $eQn Mounting~ 

NOTl!: SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOV1' NOTIQi ~ ~ 
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1.1l~vi Ruckus/Arris tf1J1uJil 350 West Java Or. Sunnyvale, CA 94089, USA &LflupJd11 
Llllt:L-.f11J111JN""trcu.r111ut.r LF1•111J\t111un,,.r, JfRucKua 110Llfl1Jl1Jbf 

1.1tivi tnll1JDII L~flL1i,i LV1F1tut11~1,r ~,t\'11 
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Ruckus Networks (An ARRIS company) 
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