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- Government Technology Agency (GovTech)
- 5G@Sentosa
- Amazon Web Services Singapore Pte. Ltd.

- Trend Micro AMEA Headquarters
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AdeviAil : Empowering our nation with possibilities through infocomm technology and related

engineering technology.

1309 : Engineering Digital Government, Making Lives Better.
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Prime Minister’s Office (PMO)

Smart Nation and Digital Government Group (SNDGG)
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Digital Government Blueprint (DGB)

uona1nil GovTech §9ldfnuaLuInIInIsWaLITgualngld Digital Government
Blueprint (DGB) Faidunleurglunsimuizuiaddavesasisuszaselusiiduneulandanuis
wolavesUsyrvuLazaiagsng nufadmiiaads Iivusidevieduosuslidn “Digital to
the Core, and Serves with Heart” Fadudiuddglunisndndulous Smart Nation vesUszme
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Wheo does & How do we become
Digital Government serve? a Digital Governmem?
» Citizens 88> X » Strengthening integration
A between policy, cperations
» Businesses and technology
> Public Officers » Re-engineering the
Gavernment’s ICT
What are the elements of infrastructure
a Digital Government? + Operating reliable, resilient
° and secure systems
» Services that are easy 1o » Raising our digital
use, reliable and relevant capabilities to pursue
» Seamless digital innavation
transacticns » integrating services around
» Systems and data that are citizen and business needs
secure + Co-creating with citzens
A digitally confident public and businesses, and
£ sed’rvgaoe \zorklolrce 0 facilitating adoption of
technology
» A digitally enabled public
senice workplace

gﬂmwﬁ 2 Digital Government Blueprint Who/What/How.
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UINTFIULASUUIM NN TWAIUISFUIAARIA Digital Service Standards (DSS)

GovTech loWeunsuInsgIUUINISAINE 939 Digital Service Standards (DSS) Lielw
wsnunasgladuiumislunsimunuinsiielmiulunudmaneves Digital Government

Blueprint lnglafinsmeunsatuuuunaandiafeunsngian 2020 Usenausig 3 nann1s bowa

1. Intuitive Design and Usability ’e]’e)ﬂLL‘U”ULﬁ@lﬁm%ﬂﬂlﬂﬁwuﬂuﬁmﬁﬁﬁ
a. ldentify, access, and navigate services easily.
b. Track and monitor transactions more efficiently.
c. Complete a transaction or interaction more effortlessly.
2. Accessibility and Inclusivity A1SL99MaENIIINAT
a. Perceivable design ensure content is available in forms such as speech,
large print, or Braille.
b. Operable design ensures functions are accessible through a keyboard,
mouse, or other assistive devices.
c. Understandable content that is clear, concise, and avoids jargon.
d. Robust services that can be accessed across devices.
3. Relevance and Consistency auieadeayALaiELe
a. Adoption of common design elements such as a standard masthead for
consistent user experience.
b. Conduct regular reviews to ensure content and services are up to date.

c. Provision of clear and relevant content.
Ministry Family Digitalisation Guide (MFDG)

MFDG tJuluimanuzdmiienuninsguesasisassaenluslidnviuny Digitalization Tag
Anuanannishy 9 Sesdediiunis wasviyatulun 4 duddyde (1) Citizen-centric service
experience (2) Pro-business service experience (3) Engaged community Wag (4) Operational

excellence
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WOG i
STRATEGIC
OUTCOMES &
PRIORITIES

NATION ECONOMY

WHAT &5

FOCUS AREAS A ”l

il
FOCUS 04

wraty
i |

p L
@ PRINCIPLE 01
Think sinple

PRINCIPLE 07 PRINCIPLEDS

er adiotal DNA Inteqrate ops & tect

gﬂmwﬁ 4 MFDG Framework

NUWIUN 2 5G@Sentosa

A
= v

da1unae Old Ranger Station, Trial Site, Sentosa

5G@Sentosa v ulasinisnigldmiusiudeniniasguazienvu Wilng Government

Technology Agency (GovTech), Singapore Telecommunications Limited (SingTel) &g Sentosa

Development Corporation (SDC) tilenaassuazimunnalulad 56 d1usuni1slaauinesossu

WNLIIU Smart Nation Ine 5G@Sentosa agtdunfidfdwmsunmsnauisyuuinmemalulad 5G

P o ] 1 s [ = = o o Y a v 1 &
iethlugnsduaudnansuinnssuluewdeu Insdnauemvemirauladsialuil

5G Framework and Approach (The 4Ds)
Encourage 5G Innovation and Enterprise Adoption
Smart Nation Sensor Platform

5G Enabling new digital services for government, business and citizens
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Ty ali udnaiu1301e1lUR hitps/Avww.youtube.com/watch?v=r v6al6XzT88t=3s WAt

https://www.singtel.com/business/products-services/5g/use-cases/5g-at-sentosa

wmm']uﬁ 3 Amazon Web Services Singapore Pte. Ltd. (AWS)

A
= v

#071UNKN 23 Church Street, Capital Square #10-01, Singapore 049481

Amazon Web Services (AWS) latiiauaiiaanisly Cloud Infrastructure fun1s
Tiusnsansisae Faddenluduanudangu awnsaliuinisldegnemnss suinudnuusi
aunsnasuinnssulaazainideinasssdiednmsvmuiegissioias nedldlidequaludiu

Operation uazliifid 181504015 Start — Stop Server il AWS 8nfiagsguIaaINTaIBUTENA

luinisanesgiddgenluliliuiniseguu Cloud wWu Tudsewmeeeainside dn1sdiuinis

Digital ID Miduvesnaenvunildiuniassla Snamiissudiuaunnnld Payment Infrastructure

284 Cloud tudy
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https://www.youtube.com/watch?v=r_v6aJ6XzT8&t=3s
https://www.singtel.com/business/products-services/5g/use-cases/5g-at-sentosa

Digital Public Infrastructure

e  Why cloud?
Agility
= Responding to external threats, e.g. Covid-19. quickly.
Innovation
= Change the way we deliver services
Operational Excellence
= Right balance of quality and security
» Repeatable, scalable,
e Examples of Digital Public Infrastructures
Australia allows private organization to use digital id services. No ID card.
Payment infrastructures that work with all banks.
loT devices and smart city

v a § o

dmsuas1susgasalus faszuu SingPass Fatluszuu Digital ID vesUssine il

99AUTENBULNUTIINNAYINIUBEY UL AWS Cloud Fadianuuiaule ilesandeyaizeguu Public

[

Cloud @aiimatnswaly wagnayuanldlunisoensiavzeyil Data Center ¥aan195TUIA

Y

SingPass : Singapore Digital ID

e Starts in 2000 as single ID for all government services. Inttially PPP - charged per transaction
e SingPass 2.0 launched 2015
Owned by the government
Deployed to AWS in 2018
Stack : Trusted Service (API) / Trusted Access (Standard) / Trusted ID (SingPass/CorpPass) /
Trusted Data (Mylnfo)
Mylnfo : Login / Verify / Authorization / Sign
Cores ;: Containers / Microservices / Observability / DevOps

Zero Downtime using Blue / Green Deployment
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AWS ladafieiausssuosnnstun1sastsuinnssusied I Culture waglaseasna

[
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o
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Culture of Innovation
Lower Prices

e Mission : Most Customer-Centric Company
Innovation = (Organization * Architecture) (Mechanism * Culture)
e Culture
Focus on customers i caas
Hire people who loves building things Experience

5 Think long term / Prepare to be misunderstood
Bias for action / Decisions are reversible
e Mechanism Traffic

Encode behavior that facilitate innovative thinking
Try experimenting
Work backward : Press Release -> FAQs -> Visual
Press Release : Who's the users? What's the problem? Benefits? How do you know this is
what customers want? What's customer satisfaction looks like?
e Architecture
Enable builders to do self-services without gatekeepers
e Organization
Small, empowered teams that own what they create like a startup
e Learn from failures

l.m'
Structure Selection
Sellers

W‘Li'nmﬂuﬁ 4 Trend Micro AMEA Headquarters

amuﬁ&% 8 Temasek Boulevard #09-04/05 Suntec Tower Three, Singapore 038988

Trend Micro laulaue Managing Cybersecurity losiisaniunisallsasgunn vinli
YuNa9sU Cybersecurity wWasull F8nsvianudasulduazmalulagdesdsudimu 91nkunis

awuineatuauiunsUaonioaziiuluf Data Center Wundn uandaniidnisszuiaveslsa

a

n1svauienszanelieguu Cloud wasdfianiaiidu User Centric 1nnTu Jadumali Attack

Surface (Wu# Al aggnland) vereu1ndu laenszarglufdiede Wadn wazdus vinlieu

Y
(%

Cybersecurity fasmuluundesiiuiivaiilng
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Modern Architecture

Unified Platform

Modern Architecture
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Top Security and Risk Trends
for 2021
Top Trends in Cybersecurity, 2022
Cobermmnerny Crver savvy " o2 LR o4
ma e
Vernson T A
Cormontatese __-::', - Alach nrieos  mrnily spviemn  Dagris sungty vando
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Bty e ensNg SompIuncn ek ficams
QMrtnercom
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Gartner Gartner

Cybersecurity Mesh & Unified Platform @11150 Monitor tavn Platform @il Al
W8 At Tool Lwanll 399l Process Tun1s Monitor tools luiviuviaeiilunisiiawme lag

uan Level 983 Maturity Model Tun15vin Security Operation Center 16

Cybersecurity Mesh & Unified Platform

Cybersecurity Mesh Architecture Complete

-~ Beouily Anailion Wil
tmiigeeron

Gartner
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