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BILL of Quantitles

(Itemization of Equipment & Material Price Column)

For gunsal

Currency :Thai Baht

Item

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Totat
(Baht)

.

IMS (VOLTE and'WiFi Calling) :
Vol.TE 200,000 subcribers WiFi
Calling 50,000 subscribers

11

IMS (VoL TE and WIFI Calling)
Hardware & Software quatewszlyue

AF Server Hardware

- AF RM 19inch/42U rack type A Non-
Seismic

- Cable and Accessory

- AF RM -48YDC PDU Set (w/ SB350)
type B

- AF 100GbE passive DAC 0.6m

- AF 210WBX assembling

- AitFrame DC PSU for Server

- AirFrame Server CN

- AF Data Center Manager TL SRS

- AF Data Center Manager CLTU
WBX Server Switch Hardware

- 210 WBX 32QSFP28

- PS - 210 WBX -48V DC (BtoF)

- FAN - 210 WBX Fan Tray (BtoF)

- ACC - Rail-Kit

-0S - 210 WBX Nuage R5.0 License

- ACC - 210 WBX Perforated Front
Panel

- 1-port 100GBase SR4 QSFP28
Optics Module, 100m, MMF,

MPO Connector, RoHS 6/6 compliant,
Digital Diagnostic Monitor (DDM),
0/70C

9,770,000.00

4,680,000.00

1,450,000.00

9,770,000.00

4,680,000.00

1,450,000.00




Item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

Software Usgnausie
-IAS
- Cisco CONFD license per VM LTU

-IMS

- CFX-5000 Cloud FEE VM 8 yCPU
CLTU

- ENUM

- RedHat RHEL maint. VM 4 vCPU OS
1Y TS

- SBC.

- LIC,RHEL,UNLTD VM, 3Y, ALL RH
VER,INTL

- LIC, SBC,0A M APPL MANAGEMENT,
INTL

- Cloud SW

- CBIS Essential CLTU

- CBIS SRS TL

- CBIS Essential SW OpenStack CLTU

- CBAM Essential CL1U
- CBAM SRS TL

- CBAM Geo-redundancy CLTU

4,600.00

2,900.00

2,900.00

33,600.00

348,000.00

4,600.00

2,900.00

2,900.00

33,600.00

348,000.00

1.2

IMS (VOLTE and WiFi Calling)

Hardware & Software guangngany

AF Server Hardware
- AF RM 19inch/42U rack type A Non-
Seismic
- Cable and Accessory
- AF RM -48VDC PDU Set (w/ SB350)
type B
- AF 100GbE passive DAC 0.6m
- AF 210WBX assembling
- AirFrame DC PSU for Server
- AirFrame Server CN
AF Data Center Manager TL SRS

- AF Data Center Manager CLTU

14,900,000.00

4,680,000.00

14,900,000.00

4,680,000.00




item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

WBX Server Switch Hardware

- 210 WBX 32QSFP28

- PS - 210 WBX -48V DC (BtoF)

- FAN - 210 WBX Fan Tray (BtoF)
- ACC - Rail-Kit

- OS - 210 WBX Nuage R5.0 License

- ACC - 210 WBX Perforated Front
Panel

- 1-port 100GBase SR4 QSFP28
Optics Module, 100m, MMF,

MPO Connector, RoHS 6/6 compliant,
Digital Diagnostic Monitor (DDM),
0/70C

Software Usznausig
-1AS
- Cisco CONFD license per VM LTU

- C.2082 Nokia TAS TL SRS

C,2200 MCS Base Package CLTU
- C.2202 NPDB query MAP/ ENUM
CLTU

- C.2203 USSD over SIP support CLTU

- C.2210 IM-SSF for CAMEL/INAP
CLTU

- C.2211 IP-SM-Gateway CLTU

- C.2225 Location/roaming service
CLIU

- C.2232 SRWCC and T-ADS CLTU
- €.2234 CAMEL-based CS homing
CLTU

- C.2216 MMTel Video AS IR.94 CLTU

- C.2214 Multi-Device Support CLTU

1,450,000.00

1,128,000.00

Total
(Baht)

1,450,000.00

1,128,000.00




ltem

No.

Description

Equipment & Material

Cost

Instaltation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

-IMS
- CFX-5000 Cloud CSCF Cap Core IMS
CLTU

- CFX-5000 Cloud FEE VM 8 vCPU
CLTU

- CFX-5000 Cloyd CSCF Core IMS TL

SRS

- CFX-5000 Cloud Network Resilience

CLTU
- CFX-5000 Cloud Advanced Routing

CLTU

- CFX-5000 Cloud Multi-device CLTU

- ENUM

- RedHat RHEL maint. VM 4 vCPU O$
1Y TS

- ENUM/DNS/UtProxy Baselic incl.
500K subs

- Titan 3rd Party SW Maint 24x7
-SBC

- LIC,SBC,BASE CONC SES,NW

- LIC,SBC,ACCOUNT: CONC SES,NW

- LIC,SBC,QLTY OF SRVC:CON SES,NW

- LIC, SBC, PER INSTANCE, SBC VNF

- LIC,RHEL,UNLTD VM, 3Y, ALL RH
VER,INTL

- LIC, 5BC,0A M APPL MANAGEMENT,
INTL

- SBC,IMS-AKA:ENDPOINT, NW

- Cloud SW.

- CBIS Essential CLTU

- CBIS SRS TL

- CBIS Essential SW OpenStack CLTU

CBAM Essential CLTU
CBAM SRS TL

CBAM Geo-teaundancy CLTU

763,200.00

1,690,000.00

23,800.00

348,000.00

763,200.00

1,690,000.00

23,800.00

348,000.00




Item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

13

NAS (NetAct EMS)
- NetAct Core CFX-5000 Standard SW
LTU

- NetAct Core NetNum Titan
Standard SW LTU

- NetAct Core NTAS Standard SW LTU

- NetAct Core SBC Standard SW LTU

- NetAct for CBIS Standard SW LTU

- Dynamic Alarm Suppression for

Core LTU

- SW Management for CFX-5000
(CSCF) LTU

- SW Mgm and NE Backup for Open
TAS LTU

- G7947 Thresh and Profiler Core LTU

- G7227 RS Core CFX-
5000/MRF/INUM CLTU

- G7227 RS Core NTAS/oTAS CLTU
- RS MBH/CBIS/Nuage CLTU

- PC Work Station

125,000.00

o =N

125,000.00

Upgrade Existing Equipment

2.1

o A ‘< E
- NN

.1699 SRVCC MSS LTU ( per10K subs )

N.3306 Gateway Control Function in
MSS ( per10K subs )

C.1658 Transcoding in SRYCC MSS
LTU ( perl0K subs )

C.2000 Open MSS SW release subscr
LTU ( per10K subs )

2,904,000.00

2,904,000.00




Itern

No.

Description

Cquipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

22

2.3

24

25

v

o
- viana

C.1699 SRVCC MSS LTU ( per10K subs )

N.3306 Gateway Control Function in
MSS ( per10K subs )
C.1658 Transcoding in SRVCC MSS
LTU ( perlOK subs )
C.3000 Open MSS SW release subscr
LTU ( per10K subs )

. 1 .
- AF9NBY
MGW VoL TE access

MGW Multiple Isolated IP Networks

MGW DTMF over RTP (IETF RFC2833)

MGW Dynamic RTCP Control
Open MGW TL SRS

- wsslou

MGW VoLTE access

MGW Multiple isolated IF Networks

MGW DTMF over RTP (IETF RFC2833)

MGW Dynamic RTCP Controt
Open MGW TL SRS

v 5 ‘
- N3ANYY

AAA RTU, EAP-AKA, Diameter Protocol

AAA/AUS SRS-Software Release Subs

o o
- wand
Data Refinery Interface LTU
AN

LIC,PAYD,SP PLATFORM

2,904,000.00

1,380,000.00

1,380,000.00

1,683,000.00

2,850,000.00

1,902,000.00

Tolal
(Baht)

2,904,000.00

1,380,000.00

1,380,000.00

1,683,000.00

2,850,000.00




ltem

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

2.6

21

2.8

- NTANB
ASL CMM VoL TE 10k Subs
- Wz loua
ASL CMM VoLTE 10k Subs
Uinlgassungunal SGW/PGW
- NN
CMG 11.0r8 S/PGW
ASL CMG-PGW 10k MBB Subs
ASL CMG-SGW 10k MBB Subs
ASL CMG Real-time QoS 10k Subs
CMG 11.0r8 ePDG
ASL CMG R11.0 SW Perpetual CMG
Instance

ASL CMG Throughput 1 Gbps mobile

ASL CMG-ePDG 10k MBB Subs

ASL CMG Geo-Redundancy 10k Subs

SRS CMG Annual Fee

- wsgloug

CMG 11.0r8 S/PGW

ASL CMG-PGW 10k MBB Subs

ASL CMG-5GW 10k MBB Subs

ASL CMG Real-time QoS 10k Subs
CMG 11.0r8 ePDG

ASL CMG R11.0 SW Perpetual CMG
Instance

ASL CMG Throughput 1 Gbps mobile

ASL CMG-ePDG 10k MBB Subs

ASL CMG Geo-Redundancy 10k Subs

SRS CMG Annual Fee
Uiulgsssuugins HSS/HLR

- AN

CMS-8200 HSS IMS HSS
services(Cx&Sh) LTU(per10Ksubs)
CMS 8200 HSS VoOLTE suppoit LTU

(per10Ksubs)

1,840,000.00

1,840,000.00

8,740,000.00

8,740,000.00

2,775,000.00

1,840,000.00

1,840,000.00

8,740,000.00

8,740,000.00

2,775,000.00




ltem

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

29

) 2.10

CMS-B200 HSS Non-3GPP Access LTU
(per10Ksubs)

CMS-8200 HSS TL SRS (per10Ksubs)

SF886002 SMS over LTE LTU

- wénd

CMS-8200 HSS IMS HSS
services(Cx&Sh) LTU(per10Ksubs)
CMS-8200 HSS VOLTE support LTU
(per10Ksubs)

CMS-8200 HSS Non-3GPP Access LTU
(per10Ksubs)

CMS-8200 HSS TL SRS (peri0OKsubs)

SF886002 SMS over LTE LTU
fuiljase JPCRE
- NANWY
LIC,SPS,BASE POLICY OPT,IMS, RX AF (
per 1K subs )
LIC,SPS,PREMIUM 1K TPS
- wizlyus
LIC,5PS,BASE POLICY OPT,IMS, RX AF (
per 1K subs )

LIC,5P5,PREMIUM 1K TPS

J]:‘ﬂ]li:!":! i mlnrn' EMS ”'-.‘||:!

- ueeYmiug

|NSP NEM-P

NSP HIGH AVAILABILITY FP

NSP CLASSIC MANAGEMENT FP

NSP NETWORK INFRASTRUCTURE
MANAGEMENT FP

Uiuilgs EMS (NetAct)

NetAct EPC MG SAM SW LTU ( per 1K
subs )

MetAct EPC MME SAM SW LTU ( per
1K subs )

SW Mgmt for SDM LTU ( per 1K subs )

2,775,000.00

1,000,000.00

1,000,000,00

1,680,000.00

Total
{Baht)

2,775,000.00

1,000,000.00

1,000,000.00

1,680,000.00




[ ttem

Description Equipment & Material | Installation Delivery Cost Total
No. Cost Cost (Baht) (Baht)
(Baht)
=
G7227 RS [CPC CMG/T'NG CLTU ( per
1K subs )
G7227 RS EPC CMM/FNS CLTU ( per
1K subs )
3 |Service for Equipment item 1 and
|iterm 2 o A .
31 Install Hardware & Software for 1,200,000.00 1,200,000.00
Testlng Item 1 & Item 2
3.2 Integration and Testing for Item 1 and 1,400,000.00 1,400,000.00
ltem 2
U 89,393,000.00
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unsgunsailauenuidaduasyiuljszuuitasasiunisliiings Vol TE waz WIFL Calling

aeud dasrenns MU dvio Uszivaguan
4 IMS_ (VOLTE and WIFl Calling).: VoLTE 300,000
11 IMS (Vol.TE and WiFi Calling) Hardware & Software queny
warlowd
111 AF Server Hardware 1 Set NOKIA China
- AF RM 19inch/42U rack type A Non-Seismic 1 Unit
- Cable and Accessory 1 Unit
- AF RM -48VDC PDU Set (w/ SB350) type B 4 Unit )
- AF 100GbE passive DAC 0.6m 2 Units
- AF 210WBX assembling 2 Units
- AirFrame DC PSU for Server 20 Units
- AirFrame Server CN 10 Units
. - AF Data Center Manager TL SRS 12 Units
: - AF Data Center Manager CLTU 12 Units
112 |WBX Server Switch Hardware 2 Sets NOKIA China
- 210 WBX 32QSFP28 2 Units
- PS - 210 WBX -48V DC (BtoF) 4 Units
- FAN - 210 WBX Fan Tray (BtoF) 10 Units
- ACC - Rail-Kit 2 Units
- OS - 210 WBX Nuage R5.0 License 2 Units
- ACC - 210 WBX Perforated Front Panel 2 Units
- 1-port 100GBase SR4 QSFP28 Optics Module, 100m, 4 Units

MMF, MPO Connector, RoHS 6/6 compliant, Digitat
Diagnostic Monitor (DDM), 0/70C

113  |Software Usznaudnat

- TAS NOKIA ' Finland
CONFD license per VM LTU 1 Set
- IMS NOKIA Finland
CFX-5000 Cloud FEE VM 8 vCPU CLTU 2 Sets
- ENUM NOKIA Finland
RedHat RHEL maint. VM 4 vCPU OS 1Y TS 8 Sets
- SBC ' NOKIA Fintand
LICRHEL,UNLTD VM, 3Y, ALL RH VER,INTL 10 Licenses
LIC, SBC,OA M APPL MANAGEMENT, INTL 4 Licenses
- Cloud SW NOKIA Fintand
CBIS Essential CLTU 10 Licenses
CBIS SRS TL 10 Licenses
CBIS Essential SW OpenStack CLTU 10 Licenses
CBAM Essential CLTU 326 Licenses
CBAM SRS TL 326 Licenses
CBAM Geo-redundancy CLTU 326 Licenses
1.2 IMS (VoLTE and WiFi Calling) Hardware & Software quée
ATNEY
L2.1 AE_Server Hardware 1 Set

- AF RM 19inch/d2U 1ack type A Non-5eisinic 1 Unit




f19uT Hoswns U Bie Ussinaduan

- Cable and Accessory 1 Unit

- AF RM -48VDC PDU Set (w/ SB350) type B 4 Unit

- AF 100GbE passive DAC 0.6m 2 Units

- AF 210WBX assembling 2 Units

- Airframe DC PSU for Server 20 Units

- AirfFrame Server CN 10 Units

- AF Data Center Manager TL SRS 12 Units

- AF Data Center Manager CLTU 12 Units

122 |WBX Server Switch Hardware . 2 Sets NOKIA China

- 210 WBX 32QSFP28 2 Units

- PS - 210 WBX -48V DC (BtoF) 4 Units

- FAN - 210 WBX Fan Tray (BtoF) 10 Units

- ACC - Rail-Kit 2 Units

- OS - 210 WBX Nuage R5.0 License 2 Units

\ - ACC - 210 WBX Perforated Front Panel 2 Units
. - 1-port 100GBase SR4 QSFP28 Optics Module, 100m, 4 Units
MMF, MPO Connector, RoHS 6/6 compliant, Digital
Diagnostic Monitor (DDM), 0/70C
123  |Software Usenaudiay

- TAS NOKIA Finland
CONFD license per VM LTU 1 License
C.2082 Nokia TAS TL SRS (per 10K subs) 35 Licenses
C.2200 MCS Base Package CLTU (per 10K subs) 35 Licenses
€.2202 NPDB query MAP/ ENUM CLTU (per 10K subs) 35 Licenses
C.2203USSD over SIP support CLTU (per 10K subs) 35 Licenses
C.2210 IM-SSF for CAMEL/INAP CLTU (per 10K subs) 35 Licenses
C.2211 IP-SM-Gateway CLTU (per10K subs) 35 Licenses
C.2225 Location/roaming service CLT (per10K subs) 35 Licenses
C.2232 SRVCC and T-ADS CLTU (per10K subs) 35 Licenses
C.2234 CAMEL-based CS homing CLTU (per10K subs) 35 Licenses
C.2216 MMTel Video AS IR.94 CLTU (per 10K subs) 3 licenses
C.2214 Multi-Device Support CLTU (per 10K subs) 3 Licenses

- IMS NOKIA Finland
CFX-5000 Cloud CSCF Cap Core IMS CLTU (per10K 35 Licenses
subs )
CFX-5000 Cloud FEE VM 8 vCPU CLTU 2 Licenses
CFX-5000 Cloud CSCF Core IMS TL SRS (per 10K subs) 35 Licenses
CFX-5000 Cloud Network Resilience CLTU (per10K 35 Licenses
subs)
CFX-5000 Cloud Advanced Routing Ci TU (per 10 ksub) 35 Licenses
CFX-5000 Cloud Multi-device CLTU (perl10K subs) 3 Licenses




e ——

snduil Fasroms S Bvia Usstviaguan
- ENUM NOKIA Finland
= RedHat RHEL maint. VM 4 vCPU OS 1Y TS 8 Sets
ENUM/DNS/UtProxy Baselic incl. 1 Set
Titan 3rd Party SW Maint 24x7 1 Set
- SBC NOKIA Finland
LIC,SBC,BASE CONC SES,NW 18,750 Licenses
LIC,SBC, ACCOUNT: CONC SES,NW 4,500 Licenses
LIC,SBC,QLTY OF SRVC:CON SES,NW 4,500 Licenses
LIC, SBC, PER INSTANCE, SBC VNF 4 Licenses
LIC,RHEL,UNLTD VM, 3Y, ALL RH VER,INTL 10 Licenses
LIC, SBC,0A M APPL MANAGEMENT, INTL 4 Licenses
SBC,IMS-AKA:ENDPOINT,NW 350,000 Licenses
- Cloud SW NOKIA Finland
CBIS Essential CLTU 10 Licenses
CBIS SRS TL 10 Licenses
CBIS Essential SW OpenStack CLTU 10 Licenses
CBAM Essential CLTU 326 Licenses
CBAM SRS TL 326 Licenses
CBAM Geo-redundancy CL.TU 326 Licenses
13 NMS (NetAct EMS) NOKIA Finland
- NetAct Core CFX-5000 Standard SW LTU (per 1K subs) 350 Licenses
- NetAct Core NetNum Titan Standard SW LTU (per1K 350 Licenses
subs)
- NetAct Core NTAS Standard SW LTU (per 1K subs) 350 Licenses
- NetAct Core SBC Standard SW LTU (per1K subs) 350 Licenses
- NetAct for CBIS Standard SW LTU 20 Licensess
- DynamicAlarm Suppression for Core LTU (per 1K subs) 350 Licenses
- SW Management for CFX-5000(CSCF) LTU (per1Ksubs ) 350 Licenses
- SW Mgm and NE Backup for Open TAS LTU (per1K 350 Licenses
subs)
- G7947 Thresh and Profiler Core LTU (periK subs) 300 Licenses
- G7227 RS CoreCFX-5000/MRF/INUM CLTU (per1Ksubs) 350 Licenses
- G7227 RS Core NTAS/0TAS CLTU (periK subs) 350 Licenses
- RS MRH/CRIS/Niiage CI T 1 License
- PC Work Station 1 Set
21 [USudssszuugunanl MSC
- NjANWY 1 Lot
C.1699 SRVCC MSS LTU (perl0K subs) 35 Licenses
N.3306 Gateway Control Function in MSS (perl0K subs) 35 Licenses
C.1658 Transcoding i SRVCC MSS LTU {(pel 10K subs) 35 Licenses




adui Farrwns F1uu i Ustinaguan
C.3000 Open MSS SW release subscr LTU (perl0K subs) 35 Licenses
- i 1 Lot
C.1699 SRVCC MSS LTU (per10K subs) 35 Licenses
N.3306 Gateway Control Function in MSS (per10K subs) 35 Licenses
C.1658 Transcoding in SRYCC MSS LTU (perl10K subs) 35 Licenses
C.3000 Open MSS SW release subscr LTU (per10K subs) 35 Licenses |
22 |Uiudssszvuadnsal MGW NOKIA Finland
EEEURICH] 1 Lot
MGW VoLTE access 4,500 Licenses
MGW Multiple Isolated IP Networks 4,500 Licenses
MGW DTMF over RTP (IETF RFC2833) 4,500 Licenses
MGW Dynamic RTCP Control 4,500 Licenses
Open MGW TL SRS 4,500 Licenses
- wiglyus 1 Lot
MGW VoLTE access 4,500 Licenses
MGW Multiple Isolated IP Networks 4,500 Licenses
MGW DTMF over RTP (IETF RFC2833) 4,500 Licenses
MGW Dynamic RTCP Control 4,500 Licenses
Open MGW TL SRS 4,500 Licenses
23 [ulgeszuugungel AAA NOKIA Finland
- NNEY 1 Lot
AAA RTU, EAP-AKA, Diameter Protocol 1 Licenses
AAA/AUS SRS-Software Release Subs 6 Licenses
24 [UFulgassuugunsal MD NOKIA Finland
- wiind 1 Lot
Data Refinery Interface LTU 1 Licenses
25  |USuugeszuugungel OCS NOKIA Finland
NNy llot
LIC,PAYD,SP PLATFORM 100 Licenses
26 [UFulgpszuuguntel MME NOKIA USA, Finland
- NjNYY 1 Lot
ASL CMM VoLTE 10k Subs 30 Licenses
- wazluug 1 Lot
ASL CMM VoLTE 10k Subs 30 Licenses
2.7 Uiuugszuugungnl SGW/PGW NOKIA USA
gAML 1 Lot = N
CMG 11018 S/PGW 1 6 —FRb
ASIL CMG-PGW 10k MBB Subs 35 Licenses // \ ¥
ASL CMG-SGW 10k MBB Subs 30 Licenses [ & &
ASL CMG Real-time QoS 10k Subs 30 Licenses Q n al g;,;; [ ," ;
CMG 11016 ePDG 1 Set WL Y h




fduit Hosrems I fivio Ussinaduan
ASL CMG R11.0 SW Perpetual CMG Instance 1 License
ASL CMG Thiroughpul 1 Gbps mobile 1 5Sel
ASL CMG-ePDG 10k MBB Subs 5 Licenses
ASL CMG Geo-Redundancy 10k Subs 5 Licenses S
SRS CMG Annual Fee 1 License
- Wizl 1 Lot
CMG 11,0r8 S/PGW 1 Set
ASL CMG-PGW 10k MBB Subs 35 Licenses
ASL CMG-SGW 10k MBB Subs 30 Licenses ’
ASL CMG Real-time QoS 10k Subs 30 Licenses
MG 11.0r8 ePD 1 Set
ASL CMG R11.0 SW Perpetual CMG Instance 1 License
ASL CMG Throughput 1 Gbps mobile 1 Set
ASL CMG-ePDG 10k MBB Subs 5 Licenses
ASL CMG Geo-Redundancy 10k Subs 5 Licenses
SRS CMG Annual Fee 1 License
28  |UFuuseswuugunsal HSS / HLR NOKIA Finland
- APNWILATUANE 1 Lot
CMS-8200 HSS IMS HSS services(Cx&Sh) LTU 35 Licenses
(per10Ksubs)
CMS-8200 HSS VoL TE support LTU (per10Ksubs) 35 Licenses
CMS-8200 HSS Non-3GPP Access LTU (per10Ksubs) 5 Licenses
CMS-8200 HSS TL SRS (per10Ksubs) 35 Licenses
SF886002 HLR SMS over LTE LTU (per10Ksubs) 35 Licenses
29 USudgsszuugunsal PCRF NOKIA Finland
- NjUNvuLaENIElYw 1 Lot
LIC,SPS,BASE POLICY OPT,IMS, RX AF (per 1Ksubs) 350 Licenses
LIC,SPS,PREMIUM 1K TPS 1 License
210 |USuugesruuguneel EMS hu NOKIA USA, Finland
- uainu
Ui EMS (NSP-NEMP) 1 Set
NSP NFM-P
NSP HIGH AVAILABILITY FP 1050 Licenses
NSP CLASSIC MANAGEMENT FP 1050 Licenses
NSP NETWORK INFRASTRUCTURE MANAGEMENT FP 1050 Licenses
Uuugs EMS (NetAct)
NetAct EPC MG SAM SW LTU (per 1K subs) 350 Licenses
NetAct EPC MME SAM SW LTU (per 1K subs) 300 Licenses
SW Mgmt for SDM LTU (per 1K subs) 350 Licenses
G7227 RS EPC CMG/FNG CLTU (per 1K subs) 350 Licenses
G7227 RS EPC CMM/ENS CLTU (per 1K subs) 300 Licenses
3 Service for Equipment item 1 and item 2
3.1 - Install Hardware & Software for item 1 and Item 2 1 Job
3.2 - Integration and Testing for ltem 1 and llem 2 1 Job
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1. Introduction

As TOT is accelerating its pace in Digital Transformation by investing in Telco Cloud technology
for Core network for VoLTE and Wifi Calling. It also will lay a foundation for TOT innovation and
future success.

1.1 The motivation to move to Telco Cloud

The dream to deliver better services more quickly and at lower cost is shared by all operators
around the globe. The biggest change coming in is the move from legacy infrastructure,
consisting of bare-metal box solutions, to a freer, more flexible infrastructure based on
commodity hardware and the decoupling of software solutions from the hardware on which they
run. Nokia acknowledges this momentous change and seconds the thought process to march
towards a promising and shining telco cloud future.

Traffic is outgrowing capacity Revenue is failing to 'Reep up Greater variety of services
Dongles, tablets,
smartphones Traffic E
- all create demand
Ravenue [—]
Required
g . . . .

Lifestyle 4 Technology —i Un;;reer:;c:(aible ':

Figure 1: Why operators need Telco cloud Growing requirements

Capacky

The figure below captures some of the motivations expressed by operators for making a move
to the telco cloud. The key triggers typically fall into the categories of; Flexibility, Automation and
Agility.

irrent network challenges

l’ﬂlﬂm“ﬂ}-hlldﬂ)‘lq'w fmm I alinot il mcwugmﬂtyd mh. |
L e R e 37-'3
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Nokia Cloud Core Offering

CloudBand
Network Director

Cloud Security Seryice
Director Orchestration

-

CloudBand
Application Management

Cloud
Verlfication |aas
Service ) API

e |

. . g::g::?:“ Compute Storage

Figure 3: Nokia Cloud Core solution

1.2 IMS and 2G/3G/4G/VoLTE & VoWiFi

Interwarking between IMS domain and CS domain/EPC domain/WiFi domain is described in
below picture

CS domain

SRVCCLTESCS
‘CSFB
3
)
-5
o
3
=
=

A eNodeB.
e g .

i ;'| WiFi domain

| Nokia AAA-
JE ARA

b

) e,

P L L

R — et
oY
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-2. _Solutior_\_ Cﬁv_er;/_i_ew

Nokia has analyzed TOT's requirements and crafted a solution that is best suifed for its
business objectives. The solution proposed is highly optimized which considers the current and
the future needs of the network, which will help TOT to pace up with the growing needs of the
telecom world in a most cost effective and efficient way.

2.1 Overall architecture and call flows

2.1.1 VoLTE call flow

High Level VOLTE Call Flow

Combined Attach to
MME and MSS

Setup default besrer with
QCt=$§ for SIP signaling

Negotiate VoLTE configuration
between UE and EPS

UE is authenticated .
andregistered iniMS
and TAS,

fMS Registration and User authentication

VoL TE session with
dedicated GBR bearer

VA ! E cegd) <6
IMS VoL TE session setup setup with QCI=1

EPS dedicated bearer setup

Figure 4: High Level VoLTE Call Flow
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VoLTE Call Flow
MS Repistration and User Authentication

*  UE (user equipment) needs to register in the IMS (at the 5-CSCF) to obtain IMS services. Thatmeans:
¢ the UE is authenticated and authorized to use the IMS services
¢ the registration is regularly refreshed (typical refresh period: 1- 2 hrs). TAS gets VoL TE subsciber sersces

This is denoted as “re-registration”. ard sy “lvy services ik
IMS-HSS IWAITEL stree o et from HSS via Sh

TAS

Sh
I@:‘"""“"""""""j AS !
i Auferanaton bA =

..

5 Lws Frolie

O, I - G

. e ...f'.".'“.‘“*?*' svssrsreseisensassl oo oo L, T— 511 Register )

L1P Wi L1 party IMS Regisirelion

P-CSCF I-CSCF ; $-CSCF
| theP-CSCF: " the I-GSCF selecisthe S-CSCF: | [ the 8-CSCF: M
caers SP |+ selects the |-CSCF using DNS A from anintemallist, ifthe + authentcates lhe UE; the credentials are downloaded from the
serer Digmstac | * storesthe finally selected S-CSCF UE is not yet IMS registered HSS:
addressforfurther communlmbm based on the HSS query » downloads the User Profile from the HSS. The user profile
— ‘ response (the HSS returns specifiesthe user services (which Application Servers are invoked),
the S-CSCF address of the » sfores the P-CSCF address
| ragisteredsubscriber) || vinformsthe HSS thatit serves that UE

|« registersthe UE aione/several AS (dependingon the user profile) |

Figure 5: IMS Registration and User Authentication

VoLTE Call FLow
(MS VoL TE Originating Call Setup

*  the UL (A-Party) attached via LTL/IMS makes a cali to UE {B-Party) in the PSTN or in another IMS network.

@, sires

MGCF ; PSTN/CS |
'msm R
BGCF - g‘ UE

E/EP

1‘)'(1\c:ess

€scF
. " —
UE - Terminating lf
M5 Network  UE
(A-Party) ol
wee SP D) ro0ia g veice
sssse Diameter e
: R — the BGCF: l
{ the P-CSCF: ) [ ‘thescscr L slzsiacts he spropraiE MECEL - J
| + invokes the QoS Authorization through the [ + invokes the AS depending on the User Profile { the MGCF: N N \
|| PCRF ) ofthe UE (A-Party) + performs the signaling conversion SP € - SUP
+ forwards the SIP [nvite o the S-CSCF * queries the ENUM server to decide whethera ! - controls the MGW viaH, 248
known from registralion of UE (A-Parly) PSTN/CS break-outneeds to be perf d — =
: '| + forwards the lnvite lo a BGCF (PSTN breakoud) !he IM3-MGW: )
. ortowardsthe SIP Invile to (he terminating Ii#5 | = performs the IMS Bearer traffic conversion
= . | eg.VoiceRTPOP/P € > VoiceOM |

Figure 6: IMS VoL TE Originating Call Setup

© Nokia 2020 Technical Solution Description
Confidential

Page 9



_NERaA

VoL TE Call Flow
IMS/VOLTE Tenninating Call Setup

Mack % ! PSTN/CS |
BUP, N .
[ B s
@,m"-"' - WParry)
$ue
-CSCF ,
e N g D s duno R CSCF
} © Orlginating m
. {I*;r}- i e Y 1M5 Network g
N ' - (A-party)
veeee SIP HSS |
sssss Diameter
" theP-CSCF: )/ thescsCF . " [ thekCscF: )
+ invokes the QoS Authorizalion through the « invokes the AS depending on the Uset Profile * queries the HSS for the S-CSCF
PCRF ofthe UE (B-Party) that s serving the UE (B-Parly)

+ forwards the SIP [nvite to the UE (B-Party) » forwardsthe SIP Invite to the P-CSCF —_ — -
~ - — known from the IMS Reglstration
of the UE (B-Parly)

Figure 7: IMS/VoLTE Terminating Call Setup

2.1.2 VoWiFi

ePDG are provided in the solution for the VoWiFi

ePDG based VoWiFi brings best synergies with VoLTE

PCC procedures (default + dedicated bearers) triggered by
CSCF, controlled by PCRF and executed by PGW

Device is authenticated twice: i Subscriber data management and policy control

1) EPC attach (AAA+ EPC HSS) wzm o
2) IMS Register (CSCF +IMS HSS)| A4 . Q P
IMS client for VoLTE.w Access A Packet core i IMS core
VoWiFi & VoIP

VoLTE/

o Samer services (o Lhe user i WiFi and LTE,
common SDM

* Terminating domain sefection (T-ADS)

* SRVCC from LTE to 2G/3G

¢ Any Wi-Fi access can be used
E2E security ensures privacy

Figure 8: ePDG based VoWiFi
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Authentication Hierarchies related to ePDG/EPC and IMS
UE equipped with UICC

[, Y IMS Authentication (e.g. IMS-AKA)

Vectors /
| Credentials
| HSS/AuC

EAP-AKA il
&PDG o =
=

Cartlficates

WPA2
o Optional '

Pre-shared-keys
802.1x WLAN

o AP

Figure 9: VoWiFi Authentication Hierachies

2.1.3 Overview of data repository architecture

A description of the retrieval of subscription information in VoLTE, deploying functionality based
upon mapping of numbers and subscriber identification .Multiple public user identities are
assigned to the user (SIP URI, Tel URI). These are assigned by the home operator. The private
user identities are used for Registration, Authorization, Administration and Accounting. They are
not used for the routing of messages - they identify the subscription, rather than the user. A high
level view of the subscription architecture is illustrated in the figure Subscription architecture for

VolLTE.
IMS HSS ﬁ

The types of processes supported by the information required in each register can be
summarnzed:

Figure 10: Subscription architecture for VoLTE

The types of processes supported by the information required in each register c
summarized:

> E.164 Number Mapping (ENUM/DNS)
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The Call Session Control Function interrogates the ENUM server over the ENUM interface. In
Nokia's solution, the ENUM is provided by the NetNumber TITAN (or iNUM).

¢ mapping of telephone numbers to SIP Uniform Resource Indicator (URI)
e supporting Call Session Control Function routing

e enabling number portability
» IMS Home Subscriber Server (HSS)

Data in the IMS HSS is obtained by the CSCF over the Cx interface and the Nokia TAS over the
Shinterface. In Nokia's solution, the IMS HSS and the EPC HSS are bothkprovided by the Nokia
HSS Front End in bare metal environments or the Nokia HSS in cloud environments and One-
NDS.

¢ [IMS subscriber addressing and identification

= IMS Service Profile including Initial Filter Criteria (iFC) and Public Service ldentities
(PSI) to trigger services

¢ Repository Data used by Application Servers to deliver services

e |MS authentication information
» Evolved Packet Core (EPC HSS)

HSS Dala in the EPC HSS is required to support access to VOLTE. In Nokia's solution, the IMS
HSS and the EPC HSS are both provided by the Nokia HSS Front End in bare metal
environments and One-NDS.

s tracking area/handover information used to impose mobility restrictions

¢ Access Point Network (APN) information to establish Packet Data Network connections

¢ Quality of Service values used to establish bearers
» Home Location Register (HLR)

Data in the HLR is accessed by the Nokia TAS (or Open TAS) and the Open MSS over the
MAP D and MAP J interfaces. In Nokia's solution, the HLR function is provided by the NT-HLR
Front End in bare metal environments and One-NDS.

o terminating CAMEL Subscription Information (T-CSI) and other related parameters used
for homing

e supplementary service information used to define entitlement for services

+ information about operator specific services

» IP multimadia service switching function (IM-SSF) subscription information used to
provide SSF services

¢ IP-Short-Message-Gateway (IP-SM-GW) address used to route requests for SMS and
other supported message types to the IP-SM-GW

214 USSD service

Reuse the existing USSDC via MAP interface

© Nokia 2020 Technical Solution Description
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Integration flow as follows ;

1SC MAP
e P+CSCF ------ 5-CSCF - = TAS =====2= US5DC

USSD over SIP and USSD GW is part of Nokia TAS.

2.1.5 Ut interface and Authentication Proxy .

GSMA defines VoLTE as a profile over IMS; it includes Voice, SMS and supplementary
services. GSMA IR.92 and 3GPP 24.623 are the standards for Supplementary Services
in VOLTE

Supplementary services configuration is done using XCAP over HTTP between the
mobile device and the Telephony Application Server (TAS) on the Ut interface.

| TCPIP - UDPAP |

- |

Mobile device Radio & access network Servers (IMS)

It is Recommendation of using Authentication Proxy as per below diagram.

HSS AS

|
|
i
{

Dz Zh —l— Zn ut —'—
SLE l | BsF C NAF |
| (ULAP)

NetNumber Ut-Proxy

T Ub

© Nokia 2020 Technical Soluticn Description
Confidential

Page 13



NOKIA

Ut Authentication Proxy

BSF Proxy NAFAuth XCAP RS

HTTP XCAP Requestfor 7S

g

Needs Auth .

<] Can do GBA

!
HTTP Response with Chalenge for GBA \,Cha].enue for

< | GBA
. GBAKeyBostsirapping_ _ |
- HTTP XCAP Requestfor 7S
With response to challange > M}
y Lookup GBA keys 2 Has GBA response
- GBA feys -
cldentities

HTTR{XCAP Requestfor AS
Asserfed-ldentity = [MPU

HTTP XCAP Responss fromAS

4

N
A

2.1.6 Charging Function

Online charging: Because of exiting TOT Voice online Charging solution that's used CAMEL-
CAP based, Nokia solution will be used CAMEL-CAP base according to 3GPP TS 23.078,

29.078 to ensure the service roll-out of Online Charging for VoLTE & VoWifi service, is able to

connect to Existing TOT OCS

It will also support the Ro interface over diameter protocol according to 3GPP TW 32,299 and
32.240

Offiine charging: We propose CDR base solution that will be created at TAS, then we can sFTP

to existing TOT MD for postprocessing with at least following parameter

Node-Functionality

IMS Charging Vector

Served Party: IMPU/MSISDN, IMPVIMSI

Service (Voice)

Location (from P-Access-Network-Info)

PLMN (HPLMN/VPLMN from P-Visited-Network-ID)
Timestamp (date, time; granularity: 10 milliseconds.)
Duration or start time and End time (granularity 1/10 sec)
CDR session id, type (intermediate tickets; type= begin, intermediate, end,;
correlated CDRs for one session; each 30)

Cause for termination

Sequence id (s. seq. CDR)

0.0 0 0000 O0O0

(CE)

And support the Online/Offline Charging and interface according to 3GPP TS 32.240, TS
32.260, TS 32.297, TS 32.298, TS 32.299, IETF RFC 6733, IETF RFC 4006.
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2.1.7 IMS with Telco Cloud
IMS with many NEs will be the best one to start Telco Cloud.
Telco Cloud Core offering includes:

» Nokia Airfframe and Nokia Networking as Network Function Virtualization Hardware

s CloudBand Infrastructure Software (CBIS) as Network Function Virtualization
Infrastructure (NFVI) Software and VIM, also provide KVM/Openstack

¢ CloudBand Application Management as VNF Manager (VNFM)

2.1.8 Subscriber Data provisioning

system over Batch and Non Batch base, over existing TOT standard protocol at TOT

Nokia IMS solution will support the provisioning of subscriber data over TOT existing Database ‘T"OFZ >
provisioning GW/system 226

2.1.9 Reliability

Resilience of the E2E Cloud Infrastructure, base Nokia VOLTE & VoWifi solution on Nokia Cloud
infrastructure with fully redundancy on all level

- Fully redundancy in Hardware _———
o 2 power source support per rack TOR2.2.9d)
o 2 power supply per server B
o Support Redundancy in networking
- Fully redundancy in Cloud SW
o Ceph data Replication
o Support VM evacuation to available/Spare server
- Fully redundancy in VNF deployment
o Base on zoning, Affinity rule and Anti Affinity rule
- Fully redundancy in VM per VNF
o Each VNF in proposed solution, VM inside will be deployed in redundancy
concept at least 2N or N+. Eg. for the main control unit/VM that running on 1+1
VM, it's will be placed on different server if one server fails, there still be 1 VM
remaining. Then operator can replace or add new server as Hot swop to make
the system has 1+1 VM running again.
- Deployment on Geo-redundant VNFs on distributed sites

TOR2.2.9¢) J

=R _— : . TOR229alb) |
These designs will help IMS VoL TE & VoWifi solution to achieve carrier grade (99.999%)

availability, no single point of failure. Incase one component is fail the service still can running
on remaining companent and the service will not significant effected. These requirements
exceed general IT cloud requirements.

2.2 Proposed Network Elements

Nokia propose the solution as shown in table below for serving TOT

- New VoLTE 300K subscribers
- New VoWifi 60K subscribers
- Total 350K subscribe

© Nokia 2020 Tec-hnical Solution Description
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Which the solution is base on Cloud Base Technology for 2 site (KKM or PKG or others)
and able to upgrade capability to support VONR in the future

The Figure below shows the proposed solution architecture including both VoL TE &VoWiFi
components that plan to connect to surrounding existing TOT Core, Partner Network and exiting lJOR 213 2.14

TOT VAS Network Element, including connection with existing TOT OM & Provisioning system
for serving VoLTE & VoWifi service.

TOT Network with Vol TE/VoWiFi e2e environment

(LR S

C$ Vaoice Core
fl &
Eﬁ]

n})

i
I
I
|
NMOowW

. Integration to exjsting NE

- Upgrade/Add an feature on exiting NE

- New function for Vol. TE/MoWi

Figure 11: Overall network architecture
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2 2.1 Vol TE VoWifi Network Element

Product/Function| Site

VOLTE & VoWifi

Nokia CFX-5000
Nokia TAS

Nokia A-SBC
MRF/MRFP

TITAN NetNumber

CBIS
CBAM
Nokja Airframe

Nokia WBX210

EMS for VoLTE &
VoWifi

* 1VNF 1 VNF
1 VNF 1 VNF
1 VNF 1 VNF
New New

Function Function
1 VNF 1 VNF

1 SW set 1 SW set
1 SW set 1 SW set
1 HW set 1 HW set

1 HW set 1 HW set

New

New

New
New
Function

New

New
New

New
New

New New
FunctionFunction

Function Support

IS/E-CSGF, BGCF, EATF .

MMTel AS, SCC AS, USSI AS, IP-SM-GW, M-
SSF, XCAP server, MRFC, CTF/CDF/CGF and
CDR Storage
P-CSCF, ATCF, ATGW, A-BCF, A-BGF, A-BGW

TOR2.2.15 |

ENUM DNS/Ut Proxy

VIM-Cloud infrastructure Software
VNF-Manager
Cloud Infrastructure Hardware

MRF, MRFP

Cloud Infrastructure Networking Hardware

EMS/OSS to provide FCAPS functionality
(Fautt,Configuration,Admistration,Performance,
Security) for proposed Nokia IMS elements
TOR 2.2.10.1 a)

2.2.10,2 a)
2.2.10.3 a)

Table 1: Proposed Network elements for handle total VoLTE 300K subscriber & VoWifi

Base on above table the solution of VoLTE 300K subscriber & VoWifi 50K subscriber will
deployed in 2 site and working as Georedundancy concept, if one site is failed the remainin

site is able to handle all 350K VoL TE & VoWifi.

50K subscriber, Total 350K VoLTES& VoWifi subscriber

TOR21.1,22

And base new NE as Nokia CFX5000, Nokia TAS, Nokia A-SBC, TITAN NetNumber, CBIS ,
CBAM, Nokia Airframe, Nokia WBX201 is part of Nokia NFVI Cloud base solution

Overview Airframe Server per site is show below, with Power consumption per site is 5,185 DC

Watts

© Nokia 2026_
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MNokia AlrFrame hybrid rack favouts Tor TOT VoL TE VoW solution

Rokia Alrane vaek sice | Nokin Airfeame rack site 2

DC power
5,185 Watts

DC power
5,185 Watts

5 © 2016 Nokia NOIaa

Figure 12: Rack Layout

2.2.2 Add on New feature on Existing Network Element | TOR212 ﬂ]

Product Site KKM Site Note Function

or Other | LKS/PKG Support
or Other

_Nokia MSS X X N»equnction at MGCF / SRVCC| TOrR2.1.2.1
sad - existing NE

Noki_a MGW X . X - -N?g(ga:;tﬁgat IMS.MG\IN | TOR2.1.2.2

Nokia AAA X New Function at AAA for VOWIFi I:TOR 2123
e . - _ existing NE_ :

‘New Function at MD for VoL TE &

ok _Medla_tlon : X " existing NE VoWifi service
- ; I Online Charging TOR2.1.2.4
Nokia OCS' X New Function at. ¢ nction for VOLTE | g
' - Existing NS & VVoWifi service .
s ; , : i New Function & add ; ' TOR2.126
Nokia MME/SGSN | X 1N License Capacity for
nA TN | ' o [ - 300K VoLTE subs at |
. existing NE
; I d T TOR2.1.2 7
}‘g’c‘:g\,sGW/ et XA 5 e X New EPDG Function At
: | . : T ‘ TOR2.1.28
~ Nokia HSS / HLR X 57 v - New Function on IMS - HSS
] _ o5 : _ existing NE' ,
. He5yi - New Func;tion on RERE
Nokia PCRF X X existing NE TOR2.1.2 9
X , 5 TOR 2.1.2 10
NetAct - EMS 7 Hog -
© Nekia 2020 Tachnina! Solution Description S INFORTRAR -7 65
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Product Site KKM Site Function

or Other | LKS/PKG Support
or Other

capacity of existing

Table 2: New Features/Functions on Existing NEs

Above taple is shown existing NE to be add on the capability to support or interwork with the
new VoL TE and VoWifi service.

A ; A8

-5 f
: i AL /
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3. New component/Fuhction for VOLTE &
VoWifi service

3.1 Nokia CFX-5000
3.1.1 Nokia CFX-5000 Product overview

The central functionality of IMS is the control of multimedia and call sessions based on SIP.
Nokia implementation of a multimedia call and session controller is CFX-5000. CFX-5000
(CSCF) is responsible for session signaling in the core of the INS.

CFX-5000 represents the key element in the IMS network and provides support for registration,
session setup and connection to application servers, among other functions. CFX-5000
supports IMS operator interworking, as weli as the interworking of IMS with the CS and PSTN
(CS/ PSTN) domains.

In the proposed solution, the following roles of CFX-5000 have been offered:

¢ |-CSCF (Interrogating CSCF)
e« S-CSCF (Serving CSCF)
e BGCF (Breakout Gateway Control Function)

e E-CSCF (Emergency call session control function)

+ EATF (Emergency Access Transfer Function)

Announce

mentControl

Lawiul

intercepbon

Emergency Access Transfer Function (EATF)

The EATF supports session continuity of an Emergency Call, it handl
call handover to CS network

© Nokia 2020 Technical Solution Description
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Emergency Call Session Control Function (E-CSCF)

The E-CSCF is responsible for the IMS based emergency calls at local node, the P-CSCF
detects based on a preconfigured list of emergency numbers. The E-CSCF serves sessions for
registered and unregistered subscribers. For selecting a public safety answering point (PSAP),
the E-CSCF interfaces a location retrieval function (LRF) via the SIP-based Ml interface. The E-
CSCF can perform P-CSCF re-selection.

The basic proceeding for emergency calls is as follows:

e An IMS end-user device sends a SIP INVITE request with an emergency Tel URI for
example tel: 112, or a SIP URI for example sip:112@domainname in the R-URI to a

PCSCF.
When the P-CSCF receives the SIP INVITE request, it performs digit analysis to check

{TOR 22.1.3a)b)

whether one of the configured emergency numbers, for example 112, matches the user

part of the SIP URI, or the Tel URI found in the R-URIL. If one of the numbers matches,
then depending on the selected operator option, the P-CSCF carries out one of the
following:

Rejects the request with a response containing a special reason, which indicates
that the subscriber must use the CS domain for emergency calls forwards the
request to the E-CSCF. The E-CSCF can serve emergency sessions for

registered and unregistered subscribers. If privacy is configured to be enabled, the

PCSCF also removes the Privacy header.
Interrogating Call Session Control Function (I-CSCF)

CFX-5000 I-CSCF represents the network entry point into the IMS home network. It acts as the
basis session contact point for the registration request of a subscriber and is responsible for the

routing of SIP messages to a particular subscriber. Its basic tasks are working with HSS or local

configuration for selection of the suitable S-CSCF during registration, sending Incoming to that
S-CSCF and the selection of the S-CSCF at re- and deregistration.

Additional CFX-5000 I-CSCF key features are:

Routing terminating SIP, Incoming requests to find the S-CSCF serving the target or
Called party of the request

SLF support including the delivery of the HSS address to the S-CSCF

Support of S-CSCF-determination in case of HSS outage

Advanced S-CSCF re-selection procedure

Support SIP flood defending and flow control on Registration message

The I-CSCF shall support Transit function, which means the session can be routed by -
querying ENUM if HSS do not have corresponding information. I-CSCF shall support to
perform ENUM query before CX query to take routing decisions which help to provide
easy and faster deployment

In case There is no S-CSCF address information from LocationinforRequest from HSS,
I-CSCF can select S-CSCF base on

o OAM Configuration at I-CSCF on S-CSCEF list with Priority angt
DNS A RR Static Load sharing

During Initial Registration : if I--CSCF is failed to connect to S
message, I-CSCF shall ask HSS for alternative S-CSCF as siifgj
procedure of Registration

(e]

By

A | 7

In case User Registration Status Response don'’t have Server-Cap”
information, I-CSCF shall select S-CSCF by Local configuration
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Serving Call Session Control Function (5-CSCF)

Nokia CFX-5000 S-CSCF acts as the SIP registrar and controls the IMS registration as well as
the user authentication of the end-user device IMS clients. During IMS registration, the S-CSCF
downloads the required IMS user profile from the HSS. S-CSCF performs IMS session control
services for end-user devices, whereby it maintains session states as required to support
services.

S-CSCF further performs the third-party registration, in which IMS application servers are
informed about the registration. Part of the third-party registration is the distribution of
correlation data such as ICID, etc. from S-CSCF to the IMS application servers. Additional CFX-
5000 S-CSCF key features are:

¢ Implementation of different authentication methods

¢ After obtaining the I-CSCF address, forwarding a SIP message on behalf of an
originating subscriber, which is determined for a terminating subscriber

e On behalf of a terminating subscriber, forwarding a SIP request or response to a P-
CSCF, which then forwards it to the terminating subscriber.

e Service control, which denotes the controlled invocation of IMS application servers via
the ISC interface

« Management of application server (AS) resources when several instances of the same
AS/media server type are implemented.

e Support of routing number manipulation

» Routing and forking of SIP requests on behalf of served subscribers, or subscriber-
independent TOR 2.2.1.2 )

« Service extensibility, a flexible service support feature, which enables the introduction of
new services

« Translation of Tel URIs into SIP URIs based on information provided by the DNS/ENUM
server

e Generation of offline and online charging information
s Support of lawful interception (LI} by providing intercept related information (IRI)

s« S-CSCF support connection with HSS in a format standardized in 3GPP TS 29.228
and TS 28.229, and TS 33.203.

¢ Support session setup, policy & charging control (PCC) and Routing function of SIP
message, Register, Re-Register, Network initialed De-Register according to 3GPP TS TOR 2.2.1.2 a)

23.228 and 24.229
¢ Support user profile from the HSS and the end-user device can have several (upto 5)
implicit public user Identifiers (IMPU) are registered at once in a so~called implicit TOR2.2.1.2 b) |

registration set according to 3GPP TS 23.228 and 24.229

e Support, control and protect the Overload or run out of resource usually consists of the
following parts; TOR2.2.1.2¢)

o Watching the load status of the NE

o Determining and indicating overload conditions

o Reacting to overload conditions in order to reduce load eg. lezted £
Feedback based overfoad handling

e Support IMS Authentication for

o the Digest authentication and key agreement (AKA) also
according to the 3GPP-standardized IMS subscriber authg
33.203). It provides a very high security level.

«cm2212d
= Sm 4

— — = e e e P u 1-,'
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o HTTP Dlgest authentication is specmed in IETF RFC 2617, incase UE not
support IMS AKA

e Support offline charging, by CDR files over the Bi interface, and Diameter accounting
requests (ACR) over the Rf interface (SCTP and TCP are supported as transport
protocols) according to 3GPP TS 32.240, 32.260, 32.297, 32.298

70R2212e)

TOR2212)") i)

¢ Support Cx interface (SCTP and TCP are supported as transport protocols) for .

connection to HSS, complies with 3GPP TS 29.228 and TS 29.229.

TOR2.2.1.2g)

o Support Geo_Redundancy concept by Deploying at least 2 site of 1+1 S-CSCF

(CFX5000) for High Availability service, if S-CSCF is fail the Connected NE (eg. I-
CSCF) can selected load shared to remaining S-CSCF

TOR 2.2.1.2 h)

* Support SIP flood defending and flow centrol on Registration message

TOR 2.2.1.2k)

¢ AS or MRF selection and failover performed by the S-CSCF.The S-CSCF selects

application servers (AS), or a media resource function (MRF) based on static filter
| TOR2.2.1.21)

criteria, shared filter criteria in the IMS subscriber profile or based on Operator services
If a selected AS or MRF fails, another AS or MRF can be chosen and S-CSCF will re-
route to another AS or MRF

¢ supports multiple private user IDs (IMPI) and multiple public user IDs (IMPU) for each
IMS subscriber. An IMS subscriber can allocate/register multiple IMPIs of different end-
user devices with shared one IMPU

TOR2.2.1.2 m)

» HSS selection and failover performed by the S-CSCF, if HSS-FE is fail or cannot
connect to any backend DB instance, This force affected S-CSCFs to send their Cx

TOR2.2.1.2n)

interface requests/re-register to other secondary HSS-FEs. .

e Support Message manipulation, it can selectively add, delete or modify the optional of

SIP Message that not used, SIP header, SDP and MIME body, before sending to

TOR 2.2.1.20). q)

outbound network. The rules are applied per IP address range or peer network.

« Support Protection of the HSS, it provides the following functionality to handle the

message storms gracefully and to avoid overload of HSS by ]-TOR 2.2.1.2p)

o Monitor the Diameter connection if the queue reaches a pre-configured
threshold/limit, the CSCF starts to prioritize IMS-Re-Registrations and Initial SIP
Register requests are rejected

o when the queue size drops below the threshold the CSCF continues the
processing of Initial IMS Register Requests again

o Emergency Registrations and IMS De-Registrations are not affected.

Breakout Gateway Control Function (BGCF)

The breakout gateway control function (BGCF) transfers a call to the CS/PSTN domain. If the
originating S-CSCF is unable to route a SIP INVITE request for a SIP session setup to a

TOR 2.2.1.4 b)

terminating IMS network domain, the SIP INVITE request is forwarded to the BGCF. This occurs
when the originating S-CSCF is unable to perform a successful ENUM translation, or when
service numbers must be routed to the BGCF. The BGCF is then required for IMS breakout, and
the resulting IMS interworking with the CS/PSTN domains. When the BGCF receives a SIP/SDP
request with information for find the routing and responsible for selecting the media gateway
control function (MGCF) by local configuration and Routing table in BGCF for local IMS
breakout, or another BGCF in a remote network for remote IMS breakout. In the latter case, the
local BGCF forwards the SIP request to a remote BGCI™ over a standard Mk in

internally over the Mi interface. Since the Mi interface is implemented i
can be configured to support interworking with a third party BGCF as

TOR2.2.14a)

on the TGRP, or the calling part or any Prioritory header etc. Also suppons ujln
dlfferent/many MGCF, which is configured in the same route (MGCF pool)(élﬁo‘ﬁ?&oﬁc ths

TOR22.1.4¢)
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load balancing of the MGCF selection for the given destination based on the configured priority
and weight.

Interwork with MGCF for support SRVCC and supplementary service from Circuit Switch like ;02’?42;-41

Calling Line Identification Presentation (CLIP)
Calling Line Identification Restriction (CLIR)
Connected Line Presentation (COLP)
Connected Line Restriction (COLR)

3.1.2 Nokia CFX-5000 Key benefits and features

Authentication

Nokia IMS implements a premium authentication solution in the CFX-5000 S-CSCF and I-CSCF
roles to improve security significantly during the process of IMS subscriber registration.
Together with the HSS, CFX-5000 offers Digest AKA over IPSec authentication method as
specified in 3GPP TS 33.203, which also called IMS AKA, improves security during IMS
registration through mutual authentication and protecting the integrity of signaling data. Digest
AKA over IPSec enables using a wide range of IMS applications and specifically supports the
introduction of IMS applications that require higher security. In addition, the support of Digest
AKA over IPSec ensures interoperability between IMS systems and standards-compliant, IMS-
capable terminals from different vendors.

Network operators need to ensure a high level of security for IMS systems and applications in
order to provide higher service availability, maintain customer trust and satisfaction, offer new
IMS services, and attract new customers who may have stringent security requirements.

Advanced Routing

The integrated features enable network operators to perform address manipulations to deliver
any type of service. All features are implemented directly on CFX-5000 itself - no additional
hardware, software, or application servers are needed. By using integrated features, operators
can, for example, ensure that the IMS infrastructure is seamlessly integrated into existing CS/
PSTN networks by providing the most important PSTN routing capabilities. Subscribers thus
retain important PSTN services while enjoying the added benefits of using a feature-rich, IMS-
enabled device.

CFX-5000 provides a versatile set of advanced capabilities to enhance SIP routings, such as
prefix handling, advanced ENUM handling, location-based routing and LTE bearer path
optimization.

Operators can offer subscribers a broad range of services by taking advantage of the integrated
features that CFX-5000 provides.

Network Resilience

CFX-5000 provides specialized resiliency features to enhance the network resilience with the
following capabilities:

IMS Restoration Support

CFX-5000 enhances the 3GPP defined restoration procedures with its own e
additional functionality which is available for both registered and unregistergd u 4

It provides enhanced CSCF failover and fail-back through advanced CS Ieeticn
provides service continuity during HSS outage.

Message Storm Handling Support

© Nokia 2020 Technical Solution Description
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Significant messages storms may arrive when many UEs drop at the same time (e.qg. failure of a
PDN-GW, etc.); and must be attached!/ registered again. CFX-5000 provides the following
functionalities to handle message storms gracefully and avoid the situation of IMS core getting
into overload and affecting service availability and continuity.

e Priority handling for already attached/ registered UEs in the CSCF when HSS is
overioaded

HSS overload protection support is available in CFX-5000
< |-/S-CSCF monitor the Diameter connection queue to the HSS

o If the queue reaches a pre-configured threshold/ limit, the CSCF starts to prioritize
IMS re-registrations. Initial IMS Registration requests are rejected without
. contacting the HSS. .

Initial SIP register requests are rejected with a pseudo-random SIP Retry-After
header (hoping that the UEs learn this and back-off)

When the queue size drops below the threshold (plus hysteresis), the CSCF
continues the processing of initial IMS register requests.

o The built-in hysteresis avoids the fast toggling during temporary overload
<. Emergency registrations and IMS de-registrations are not affected
o  CSCF traffic/ rate limitation support (Upper Bound Enforcement)

o Network segmentation (Regionalization) support: Supports regionalization of the
network through network segmentation, and message storms spreading to other IMS
service sites can be avoided or contained within a site.

Traffic Throttling

Traffic throttling improves robustness through better control of the traffic intake in IMS Core. It
enables operators to cut down the traffic at I/S-CSCF to protect the rest of the network even
when I/S-CSCFs themselves are not in an overload condition.

¢ During traffic congestion, rejection of SIP messages can be activated by the
administration on otherwise healthy (not overloaded) I-CSCF

¢ If the network faces an overload situation, while the CSCF itself does not, then traffic
throttling can be activated by administration

» Ifthe flat rejection feature is activated on the I-CSCF, then REGISTER and/ or INVITE
SIP requests are affected on both originating and terminating side

Feature value for these features is created by the highly available and resilient network and
reducing customer dissatisfaction and churn due to service unavailability. Furthermore, these
features enable the operator to take care of its regulatory obligations.

Emergency Services

Emergency services are required by regulatory authorities and must be provided by VolP
operators. CFX-5000 enables operators to comply with these legal requirements and to serve
their customers efficiently in case of an emergency. Subscribers can make emergency calls
over an IMS network just as they would over a CS or PSTN network, and they can use
emergency numbers available for the nearest emergency center, regardless of their location.

The use of emergency services is needed to allow operator's subscribers to perform
calls successfully as specified by law and standards. :

Multimedia Priority Service

Multimedia priority service provides possibility for the subscribers who 3
same to establish a multimedia session over IMS in a prioritized mann
network provides higher priority for the priority sessions in case of resousise
network.
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CFX-5000 provides following main features for Multimedia priority service:

» Authorization to use priority service in the P-CSCF based on the subscription
information in HSS

Delivery of Resource-Priority header indicating the priority call in SIP signaling to other
Network Elements in IMS network

Provides priority indication in Diameter signaling in Cx and Dx interfaces to the HSS

Provides own overload control level for the Multimedia priority sessions

Supports AS provided authorization for the priority calls

Supports Multimedia priority service indication from the UE via configurable selection
prefix

’
L]

3.2 Nokia TAS
3.2.1 NTAS Product overview

Nokia TAS serves the mobile, the fixed and the business user's segments. The container-based
micro-service architecture enables Nokia TAS to support the modular deployment of services to
meet the challenges faced by any operator in any market. The decomposed container based
architecture provides a configurable business logic, which enables Nokia TAS to provide
consumer and enterprise services for the IMS based Fixed and Mobile segments, ensuring
flexible deployment options.

Nokia TAS is a part of Nokia's NFV VoLTE solution. Nokia TAS provides its carrier-grade
VoLTE services in private cloud telecom application deployments as the Virtual Network
Function (VNF), as specified by ETSI GS NFV 002 V1.1.1.

Nokia TAS Virtual Network Function (VNF) is a versatile virtual application, deployable in ETSI
compliant Network Function Virtualization Infrastructure (NFVI) in hypervisor agnostic fashion.

The underlying NFVI is composed of the KVM or ESXi based hypervisor component, the Virtual
Infrastructure Manager (VIM) component, and the Data Center hardware component.

Nokia TAS application layer provides the High Availability by N+ VNFC redundancy scheme.

© Nokia 2020
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Figure 14: Nokia TAS N+ redundancy Model diagram.

Nokia TAS delivers an application level High Availability (HA) solution which does not rely on
the infrastructure provided HA services. Nokia TAS implements (all active) redundancy model.
Service Logic VM's are hidden by Traffic Dispatchers that terminate the interfaces (external
Virtual IP) of the VNF. Nokia TAS VM placing for local redundancy (via anti-affinity rules,
Availability zones) is delivered and can be adjusted through VNF templates. Intra-VNF call
continuation is protected via in-built session database. Nokia TAS geo-redundancy is
implemented through TAS pooling and can be extended with Shared Data Layer based session
protection solution.

3.2.2 NTAS for mobile subscriber (VoLTE/VoWiFi/\VolP)

Nokia provides a wide and impressive variety of features and services to help and provide
innovative solutions for customers’ needs. The proposed Nokia TAS system adds value to the
solution with its impressive feature set.

MMTel Services

Nokia TAS provides 3GPP compliant MMTel and GSM-like services for IMS registered Voice | Tor2.2.2.10)

over IP (VoIP) and Voice over LTE (VoL TE) users. Such services include, for example,
supplementary services, network services, and regulatory services.

It is the intelligent and flexible MMTel capabilities that allow TAS to support a variety of

subscriber database models: the MMTel AS supports Sh connectivity to any HSS, MAP .

connectivity to any HLR, and LDAP connectivity to any LDAP server.

Having a VOLTE AS that follows MMTel definitions will help the operator to provide IR.92
services to the VoLTE subscribers.

TOR 2.2.2.5
The following services are supported by the solution.: ajb).c)d)elf)alh)
)

e  Originating Identification Presentation (OIP)

¢ Originating Identification Restriction (OIR):
o  Communication Diversion (CDIV):

e  Communication Hold (HOLD)

¢ Communication Waiting (CW)

s  Communication Barring (CB)

¢  Operator Determined Barring (ODB)
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e  Explicit Communication Transfer (ECT)

s Multiparty Conference service

¢« Anonymous Call Rejection

These services cover a wide range of functionalities that can be capitalized by the customer for
its end users.
Having a VoLTE AS that follows MMTel definitions will help the operator to provide IR.92

services to the VoL TE subscribers

TOR 2.2.2.4
MMTel Video AS IR.94 LTU ) .
Video calls according to IR.94 are available with this feature. In LTE video quality is by default
excellent due to advanced video codec H.264, high bandwidth, low latency, and good cameras
and displays. GSMA has defined standardized and interoperable video solution for LTE.
The end user services are provided by VoL TE Application Server following the definitions of
Multimedia Telephony (MMTel) solution. Services which are defined by IR.94 and made
available by Nokia TAS with this feature are OIP, OIR, TIP, TiR, CFU, CFB, CFNR, CD, BAIC,
BAOC BAOIC, CH, CW (client based) as well related management interface (Ut/XCAP).
Nokia TAS provides support for High-Density video calls for IMS/VoIP subscribers with H.264,
H.263 capable terminals. The operator can control the use of AMR WB in end user level by
subscription control
IPESMIGVY TOR 2.2.2.1 d)
Short Message Service has been defined in 3GPP Release 7 to provide seamless interaction
between IMS and circuit switched worlds. The IP Short Message Gateway (IP-SM-GW)
functionality provides a standardized way to perform this interaction. IP-SM-GW functionality is
a gateway that provides protocol interoperability between the SMS and the IMS messaging
services. In Nokia VoLTE solution, the IP-SM-GW functionality is provided by Nokia TAS.
IP-SM-GW performs according to 3GPP 23.0204 and the following tasks: L'_Tg,; >
¢ Registration/de-registration via MAP for SMS delivery.
* Support interworking with HLR over MAP-J interface TOR2.2.2.11

* Support SMS over IP for connecting between UE & SMS according to 3GPP TS 24.341 | 19r555 1> '
e Performs centralized domain determination (CS/PS or SIP) for SMS delivery. T

¢ Connect to SMS-GMSC and SMS-IWMSC over E/GDP (MAP) interfaces acting as MSC
or SGSN.

» Check validity of sender/recipient address receiving for an SMS user.
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Figure 15: IP-SM-GW functionality in Nokia TAS

The IP-SM-GW role of the Nokia TAS delivers the SMS over IP solution, as specified by 3GPP

SCC AS (Service Centralization & Continuity Application Server) liOR 2221b)

SCC AS is an IMS Application that can provide the functionality required to enable IMS
Centralized Services as defined in 3GPP TS 23.292 and can provide IMS-based mechanisms
for enabling service continuity of multimedia sessions as defined in 3GPP TS 23.237.
Furthermore, principles how this functionality is applied for Voice over LTE can be found from
GSMA IR.92 and GSMA IR.64 (IMS Service Centralization and Continuity Guidelines)
documents.

Nokia TAS provides the functionality that enables it to perform as SCC AS. As an SCC AS,
Nokia TAS handles:

¢ Dual, Single Radio Voice Call Continuity (SRVCC), Enhance SRVCC and related TOR 2.2.2.8
functionality according to 3GPP release10, such as:
o Session anchoring
o Session transfers across different access networks
« Homing
¢ Terminating access domain selection (T-ADS) according to 3GPP TS 23.292 TOR 2.2.2.7
Since SCC AS runs on the same signaling unit as TAS, there is no need for a dedicated SCC
AS network element. It also provides an easy means to bill VOLTE subscribers for calls, since
the SCC AS keeps a record of VoL TE subscribers’ access type.
- . Y- f . TOR2.2.2.6
Nokia TAS SCC AS role follows and fulfills the principles to offer IMS Centralized Services
(ICS), as outlined in GSMA IR.64 and CAMEL base homing [
TOR2.2.2.1¢)
IM-SSF (IP Multimedia — Service Switching Function) >
Nokia TAS implements the Call Control Function (CCF) and the Service Switchi EH ction *";
(SSF) functional entities in the IM-SSF, which enable the IN-service logic/trigge @& MEL | #[ -5,
subscription information by connecting to the Service Control (SCF) functj@n _\,\""'}\

Control Point (SCP).
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Nokia TAS implements the Call Control Function (CCF) and the Service Switching Function
(SSF) functional entities in the IM-SSF, which enable the IN-service logic by connecting to the
Service Control (SCF) function of the Service Control Point (SCP).

Nokia TAS IM-SSF manages IN solutions for calls and messaging. Interacting with the SCP,
using standard procedures, the IM-SSF also provides the platform for non-diameter based
online charging/prepaid services. Additionally, complementing the MRFC role to interwork with |‘—-‘-' ==
MRFP, IM-SSF role is also invoked when providing tones and announcements. TOR2.2.2.13 ’—l

Nokia TAS IM-SSF supports connectivity to the SCP over the CAP and the vendor specific
INAP interfaces, and supports the following protocols:

e CAMEL Phase 4 (including all previous CAMEL phases) | TOR 2.2.2.9

¢« Siemens INAP 7m+ S
« Nokia INAP CS-1

MRf 0cs 0cs EC  CDF/CGF

SiF A5 [ ey

m .

|;._ =

Nokia TAS

Figure 16: IM-SSF function principle in TAS

IM-Service Switching Function (IM-SSF) controls interworking between CSCF and SCF in the
IMS network to provide the service of service control function in the IMS network.

Ut Interface

Support Supplementary services data configuration/Modification is done using XCAP over
HTTP between the mobile device and the Telephony Application Server (TAS) on the Ut
interface.

TOR 2.2.2.3) J

3.3 NetNumber Titan — ENUM and Ut Authentication Proxy

3.3.1 NetNumber Product overview

(CSRC) platform, providing a common, virtualized infrastructure for all signaling Gé
policy enforcement and subscriber database services in the network. It uruq el
centralized provisioning and management combined with a powerful distrib
database replication method that enables all signal processing to happen 3
in an operator's network. TITAN represents a paradigm shift for building a _- i
core network where all signaling control scrvices (ENUM/DNS, SIP, DIAM
RADIUS and SIGTRAN) are provided on a common platform.
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The architecture is based on a two-layer scalable solution consisting of Titan Edge servers and
Titan Master Servers.

TITAN Master

|

| L
Centralized i
Provisioning ;

- -
. Eﬁfﬁf;’:ﬂaﬂer- dge Replicgtion
P ..g_-f‘_"_"f / 4./,"’_/’ ’ ] - P BT "
TITAN Edge | TITAN Edge ] ' TITAN Edge | \ TITAN Edge
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Figure 17: Master edge architecture of TITAN

TITAN Master and Edge servers represent the core of an operator’s next-generation addressing
and routing infrastructure. NetNumber's TITAN software enables an operator to provide
ENUM/DNS services on the same set of Master and Edge servers. Control over these servers

gives an operator the ability to centrally control the end-to-end routing process. Support
answering the queries that request to ENUM/DNS, support viewing concept and routing data TOR2.2.7.1
that can be accessed by multiple applications over multiple query protocols, support DNS

function according to GSMA IR.67 "DNS Guidelines for Operators"
TOR2.2.7.7

Master Server

The TITAN master server (“Master”) is the element management system (EMS) for a TITAN
server deployment. The Master provides a set of standardized interfaces for the provisioning of
centralized routing data and is responsible for the replication of its database to a constellation of
TITAN edge (“Edge”) servers. High availability (99.999% availability) is achieved by deploying
the Master system in a geographically distributed primary-standby formation leveraging
database replication between the primary and standby Masters. In the event the primary fails,
the standby Master will pick up all responsibilities by manual switch. Updates are performed
through the primary Master and asynchronously replicated to distributed Edge servers in near
real-time. The TITAN Master is delivered with an embedded Oracle database.

Edge Server

The TITAN Edge server provides high-performance multi-protocol query services. High-
availability (100% availability) of Edge query services is achieved through the deployment of

on the TITAN Edge include: DNS, ENUM, SIP, DIAMETER, SCCP, MAP, /.-‘-
WIN and PCS-1900 over T1/E1, Ethernet, GigE, Fiber, and SIGTRAN (M3UA Vots
interfaces. The TITAN Edge is delivered with an embedded in-memory databzl$es

e ——p— S S __\I-:,xﬁb_ T
© Nokia 2020 Technical Solution Description Saant - 3
Confidential

Page 31



NOKIA TOT
3.3.2 NetNumber Key benefits and features

TITAN achieved architectural perfection combining local and external data, creating any result
the customer wants and supporting multiple protocols inclusive vendor-specific protocol
variants. Examples of how TITAN is deployed in the industry show us TITAN as Carrier ENUM,
SIP or Diameter Redirect Server, SIP Routing Proxy, Diameter Agent, Number Portability
Database or Service Control Platform. TITAN can also sit between the old and the new network
and deliver the interworking between SS7/C7 and SIP/Diameter based protocols.

TITAN can execute multiple services on the very same physical platform. Examples qf
functional co-location models within the IMS architecture comprise but are not limited to ENUM
and Ut Authentication Proxy.

Client Handling

Per request, Titan ENUM may perform Service Selection on IP address, port or transport
protocol. Throughput Control, Split Horizon, and Forward--DNS services are supported.

Request Screening

Per message, Titan ENUM performs Request Authorization, Overload protection and authority
determination based on message source and the requested Record Type.

Request Processing

Titan ENUM/DNS can act as Server and Resolver, support Referral Queries via any industry TOR 2.2.7.2

standard protocol and provides Caching of DNS or NAPTR records at ENUM/DNS Client in

case to response/answer DNS or NAPTR. Support TTL configuration

Server Handling

Titan ENUM supports Server Selection to select external/other servers based on policiesand .
Server Monitoring to test the server availability at defined intervals. Support flexible TOR2.2.7.4
configuration to deploy in Hierarchical structure as Tier-1 or Tier-2 server

Incase ENUM/DNS in Tier-2 cannot find Domain name, it's possible to recursive query to Tier-1 | ;0555 7«
ENUM server base on Domain name —

incase ENUM/DNS in Tier-1, it support capability to point to Tier-2 ENUM server for IR AR
Authoritative for Zone 27
Custom Service Logic
Titan ENUM application can be further enhanced using the TITAN Resolution Programmable
Language (RPL) service logic. Customer-defined enhancements can be added at any time
during deployment. This unique ability to allow customers to define specific services and
functions in Carrier--ENUM is a key differentiator with the TITAN Platform.
ENUM broker
The ENUM broker allows to detect number portability during an ENUM query in order to route
originating calls according to the Routing Number associated to a ported number. When no SIP-
URI is found through standard ENUM server process, the broker function is able to query an
external Number Portability Database through MAP or INAP interface. Then it analyzes data
retrieved after Number Portability Database query and sends back to the ENUM cli iR
appropriate ENUM record when needed. P
REQUEST SCREENING i
NetNumber DNS/ENUM evaluates the received name and the requested| & s R
determine the authority that will process the request. Exact and best donai feicar \ %‘r" &, 73_
records) is supported for NAPTR ranges 2 .
/a 'lg' yfl"ﬂ ‘d ¥/
i 4 [;? [i5 /
e - - === e _."".\R"'__/'— — L
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Redundancy

TITAN ENUM comprises of master and edge servers and together they provide redundancy at
the signaling level to Edge systems. There could be multiple Master and edge servers. High
availability (99.999% availability) is achieved by deploying the Master system in a
geographically distributed primary-standby formation leveraging database replication between
the primary and standby Masters.

Edge servers are all active-active with the same copy of database.

In the event the primary fails a standby Master will pick up all responsibilities by manual

commands. Updates are performed through the primary Master and asynchronously replicated

to distributed Edge servers in near real-time. Same is applicable for edge as well additionally
edge is independently capable of responding to queries if the connectivity to the Master is lost.

UT-AUTHENTICATION PROXY (UT-AP)

NetNumber Ut-AP acts as an Authentication Proxy and is able to authenticate the IMS user by
using the bootstrapped security association retrieved from BSF(BOOTSTRAPPING SERVER
FUNCTION]) . An Authentication Proxy (AP) is an HTTP proxy which takes the role of a Network
Application

AS

HSS
Dz m+ Zn mn +
SIF l , BSF NAF |
. (ULAP) |
rUl-PfOXy

NetNumbe
Ub Ua
UE

- Support Ut interface to AS for manipulate Supplementary service according to 3GPP TS CRp=2S
24.623 with following function -
o Support HTTP interface to UE and Network for supplementary service setting TOR 2.2.7.8 a)
o Support GAA/GBA architecture. Ut-Proxy is a combo-solution consisting of the
BSF(BOOTSTRAPPING SERVER FUNCTION - for Bootstrapping Procedure)
and Ut-AP functions, Ut interface and provides authentication and authorization
services/architecture/procedure to User before setting Supplementary service
at AS, according to 3GPP TS 33.222 / 33.220 / RFC 2617 standard
o BSF function support Zn interface/procedure for interwork and send data to Ut- | TOR227.8e)
AP according to 3GPP TS 29.109
o BSF function support Ub interface and AKA Authentication according to 3GPP | Tor2.2.7.8f)
TS 33.222 / RFP 2617.

TOR2.2.7.8
bj,c),d)

3.4 Nokia Session Border Controller (SBC)
3.4.1 SBC Product Overview
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sits at the interconnect edge, bridging two carrier VoIP networks and connecting the corporgte
Session Initiation Protocol (SIP) private branch exchange (PBX) to the CSP's network (peering
SBC).
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Figure: Possible uses of SBC

3.4.2 SBC Key Benefits and Features

The key features of Nokia SBC some of them need additional licenses

» Supports firewalls at the both media and SIP signaling levels. The SIP firewall provides

features such as SIP signaling filtering, SIP, header & message length check, topology| TOR2.2.1.5.1¢)

hiding, source/method/trust rate limiting, Anti-flooding detection / protection to prevent
from illegal SIP message. The media firewall provides DoS/DDoS attacks protection at
the bearer level, in addition to gating capabilities described

+ Support SIP flood defending and flow control in multiple level on SIP registration LTOR 22151g)
message flow i

» Topology hiding is the ability to limit information that reveals network topology details
(for example, IP addresses, URIs) from being passed in SIP headers across network
boundaries. Headers that might reveal the topology of the network providers core
network are concealed or encrypted in messages sent to peers located on external
networks.

s [Pv4/IPv6 interworking

o DSCP configuring for peer networks or realms

* Support Mw interface according to 3GPP standard for connecting Nokia SBC — P-CSCF| 10221514 )
to 1/S-CSCF

» The Nokia Access SBC supports 3GPP 29.214 Rx interface. This functionality allowsto
connect to the Policy Charging Rule Function (PCRF) to control/provide/detection the TOR2.2.1.5.1})
service and media stream to ensure with the quality of service

» Reporting of QoS statistics at the end of every call (for example, duration, octets sent,
octets received etc.).

* Media quality measurement recording and alerting

» Network traffic management is the capability for the SBC to provide call gapping and
code blocking for the core network

» Nokia SBC supports generating accounting information via ACR messages sen
the 3GPP Rf interface to an external CCF according to 3GPP TS 3GPP, 324

@R 22.151¢)

configuration, alarm management and software upgrade.
o Web Ul: Manages individual SBCs

© Nokia 2020
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Netconf/Yang and JSON for direct management of SBC from Operations Support
Systems

Nokia's NetAct Element Management System (EMS): Manages centralized
operations cross SBCs

Cloud management and orchestration (MANO) Operates SBC VNFs on cloud

e Supports MSRP a protocol for transmitting a series of related instant messages in the
context of a communications session.

e Supports Diameter over SCTP TOR22.1.5.1f)
¢ Nokia SBC provides two alternatives for integrity protection and encryption of SIP "";OR' U ;b;
SIQnaIImg: . )
o SIP over TLS:
o IPsec:

+ Supports SIP message flexible screening/manipulate feature provides a means for an

IMS network operator to program their IMS network (using user defined filter rules) to | TOR2.2.1.5.1j)

add, remove and/or manipulate specified SIP message information, codec/payload that—

is being exchanged between their IMS network and external hosts/networks

¢ Supports Overload and shedding strategy

e Supports OPTIONS heartbeat messages may also be enabled and sent towards the
core or peer networks to keep track of destinations. When target destinations are
known to be unavailable, then they are skipped from the target list.

» Supports Transcoding

e Supports Media inactivity capability allows the SPDF to request the media gateway to
detect that after a certain period, based on what has been configured SBC either
ignores the message, or starts a timer to drop the session,

» SRTP support, SRTP/RTP interworking
+ Recording of sessions via SIPREC with external SRS

o Lawful Interception (L) for all media types (voice, video, RCS)

e Access-SBC specific

O

O

Proxy-Call Session Control Function (P-CSCF) for IMS as service agent function TOR2.2.1.51a)
and Access Border Gateway (IMS-AGW) also called Access-Border Gateway

Function (A-BGF): Provides end-user signaling and media connectivity to IMS, as
well as capabilities such as access control, firewall, NAT traversal, and media
encryption

Supports Access Transfer Control Function (ATCF) and Access Transfer Gateway

(ATGW): Enables Single Radio Voice Call Continuity (SRVCC), enhanced Single
Radio Voice Call Continuity (¢SRVCC) for seamless VOLTE call handover to
circuit-switched network and act as anchoring for the user plane session
according to 3GPP TS 23.216 Single Radio Voice Call Continuity (SRVCC)

TOR 2.2.1.5.3
2.2.1.53a)b),¢)

stage2.

Supporis optionally Enhanced P-CSCF (eP-CSCF) and WebRTC gateway enable
Web Real-Time Communications (WebRTC) or control of web traffic from internet-
connected devices

Resource allocation/bandwidth reservation control: Allocates be
and reserves bandwidth associated with active media sessio

Nokia SBC —~ P-CSCF supports emergency-call recognitio Chirg A7
digits in the request URI with a configurable value to priori .

A %m 2.2.1.5.1b)
handling/route massage appropriately with more priority t +#
congestion request to ensure the call will be setup urgently
24229

- ka
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Supports Hosted NAT traversal

Supports a registration suppression feature whereby it uses a small configured
registration interval for communication with the UE and a larger registration
interval assigned by the S-CSCF for communication with the S-CSCF.

Supports Surrogate Registration This capability allows a P-CSCF to perform IMS
regislralion on behalf of a SIP PBX or SIP IAD (Integrated Access Device) based
on provisioning data

o Support SIP over UDP, TCP and SCTP as Transport Layer for connecting TOR 2.2.1.5.1 d), f)
between Nokia SBC(P-CSCF) and others node (eg. I/S CSCF) with high reliability 22152 é)' ’

o Call Admission Control (CAC) Restricts the number of concurrent calls allowed by
. asubscriber enterprise. Nokia SBC supports CAC based on the number of
simultaneous calls and/or total bandwidth usage

o Call Admission Control policy to apply per user

» P-CSCF support following P-Header

o P-Access-Network-Info TOR2.2.1.5.1k)

o P-Asserted-ldentity =
o P-Associated-URI

o P-Called-Party,

o P-Charging-Function,

o P-Charging-Vector

o P-Preferred-ldentity,

- P-Served-User

o P-Visited-Network-ID

« This feature enhances the Access Control List (ACL) capability on the Nokia SBC to
allow and control authorized IP addresses/Port/Range to send requests by
configuration

TOR2.2.1.5.2 d)

o Permanently Quarantined Connecting Nodes (a.k.a Blacklist)

o and Permanently Trusted Connecting Nodes (a.k.a White list)

3.5 CloudBand Infrastructure Software (CBIS)

CloudBand Infrastructure Software is a multi-purpose NFV infrastructure (NFVI) and virtualized
infrastructure manager (VIM), built for OpenStack. It virtualizes and manages compute and
network resources, It enables VNFs to run and ensures that they meet strict robustness,
performance, and security requirements.

3.5.1 CBIS Product Overview

CloudBand Infrastructure Software

simplifies infrastructure virtualization and Ilfecycle operations, including auld
and commissioning, capacity management, troubleshooting and software
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CloudBand Infrastructure Software provides extensive analytics and monitoring capabilities of
the infrastructure. it also notifies higher layer management systems of events and alarms.
The built-in Root Cause Analysis engine, based on OpenStack Vitrage, support for organizing,
analysing, alarm correlation & management and expanding OpenStack alarms and events

TOR 2.2.8.2 ¢) ‘

helps service providers to identify the source of failures quickly, and looks for risks that could
affect the performance of VNFs. The validated open source and standards-based Northbound
APIs make it easy to work with higher-level managers and orchestrators from any vendor. With
CBIS, operators benefit from the rapid pace of open source innovation while getting a carrier-
grade product ready for production deployment.

The CloudBand Product portfolio is built around the ETSI NFV MANO architecture.

[

CBIS is mapped to the NFVI and the VIM in the diagram below:

OBVDSS

s varety of HW cho

Figure 18: CloudBand ETSI-NFV Mapping
Logical Architecture and Main Functions

CBIS provides a complete NFV infrastructure (NFVI) suite with compute and networking that is
managed by an OpenStack-based Virtual Infrastructure Manager (VIM). In addition, it provides a
suite of tools used for monitoring, configuration and troubleshooting.

Support high availability Shared Data Storage (SDS) running by Cehp solution for all running TOR 2.2.8.2 b}, d)
VNF on it’s cloud cluster

Compute Nodes
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CBIS {Nokia VIM) uses the off-the-shelt OpenStack tools and from year 2020, at least
Openstack Rocky is proposed

1OR 2.2.8.2 a) ‘

3.5.2 CBIS Key benefits and features

1) Enabling carrier-grade operations

CloudBand Infrastructure Software helps service providers achieve the high degiee of
automation required to support seamless NFV operations.

2) Support Installation
Nokia CBIS supports installation with the right parameters, including

e Networking
e MTU configuration
s SR-IOV

e OVS ‘ TOR2.2.8.1b) ‘
o Memory Huge Pages

e CPU isolation
« CPU Pinning
o Numa Optimization/Affinity

With CloudBand, users can control these and many other settings through the use of predefined
templates.

3) Minimal downtime for upgrades

CloudBand Infrastructure Software is designed to support strict maintenance windows and time
limits, in alignment with service provider requirements. Service providers can upgrade
operational deployments of CloudBand Infrastructure Software to the next release without
causing downtime.

4) ETSI Compliant

Nokia Cloud Infrastructure concept uses the NFV architecture proposed by ETSI. Accordingly,
Nokia Cloud Infrastructure provides the NFVI functionality, and it is consistent with the defined
reference points and execution reference points.

It allows the customer to host 3rd party applications with reduces integration effort.

© Nokia 2020 Technlcal Soluhon Descr|pt|on
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3.6

CloudBand Application Manager CBAM

CloudBand Application Manager is a generic Virtualized Network Function Manager. It
automates VNF lifecycle management and cloud resource management. CBAM is open to a
broad range of VNF onboarding options. It visualizes the structure and status of applications
and performs VNF lifecycle management, including basic functions (instantiate, commission,
scale and terminate) as well as a framework for implementing advanced functions (such as
healing, patching, upgrades, backup and restore).

3.6.1 CBAM Product Overview

Nokia CloudBand Application Manager (CBAM), a VNFM that simplifies the lifecycle ~
management of Virtual Network Functions (VNF) by enabling near-instant deployment, timely
scaling, automated upgrades and reduction of human error. CBAM provides standard-based
APls that make it easy to work with VNF, Element Management System (EMS), Virtual
Infrastructure Manager (VIM), and NFV Orchestrator (NFVO).

CBAM is a VNFM that automates lifecycle management by providing an open templating
system, managing resources and applying associated workflows. It executes lifecycle
management actions more easily and safely than manual methods.

CBAM VNF Lifecycle management

Lifecycle Operations that are supported in CBAM are: - TOR2.2.83 a)

Create/Initiate

Instantiate

Assign, Scale in/out

Custom Operation / Suspend / resume
Terminate

Delete

Lifecycle operations triggered via the ETSI NFV IFA 007 compatible northbound API
(for selected operations), with HTTP(S) / REST as the supported protocol.

Inventory micro-service is used to store the data models of the managed VNFs, their
associated VIMs, subscribers of Lifecycle Change Notifications.

VNF Template Catalog provide/manage lifecycle management and storage of VNF ' TOR 2.2.8.3 b)
template packages, and support new VNF template Catalog for new VNF deployment o

Ansible is used for commissioning of VNFs, with Ansible specific inventory created
dynamically by Mistral actions.

Lifecycle workflows are supported by a Mistral workflow engine using integrated catalogs with
versioning support, plus Ansible-based commissioning of virtual machines where the

consist of multiple distinct, interconnected steps that need to be executed in a pas
a distributed environment. Such workflows are described as a set of tasks ang-
managed by the Mistral workflow engine. This takes care of state managet 4 L
execution order, parallelism, synchronization and high availability, as well 24 &yl
scheduling to run processes to a schedule.

parameters are calculated based on what is needed for deployment. Lifecycle operatig -"fq‘%
!
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3.7 Nokia Data Center Hardware solution

3.7.1 Nokia Data Center Hardware Overview

Nokia Data Center Solution is a pre-defined and pre-integrated end-to-end solution designed to
fulfill the diverse types of data centers requirements. It offers a highly scalable and flexible
infrastructure that can be centralized or decentralized or deployed in a mixed scenario. As the
telecommunication industry evolves, new requirements arise for open, reliable and easy to
maintain service platforms. The offered HW from Nokia for Cloud Infra is based on [ TOR2.2.81a)
COTS(Commercial of the shelf) x86 server HW which shall be hosting with Nokia CBIS Cloud et
stack in order to provide NFV Infrastructure.

Nokia AirFrame Rackmount Server 1U

Very dense and energy efficient 2-socket server with extreme IOPS, powered by SSDs. Utilizes
latest generation SSDs in place of SATA drives in a variety of forms, multiplying the platform's
speed and performance exponentially to deliver the fastest bandwidth, greater IOPS, and lower
latency. Supports the latest Intel Xeon Scalable Processors for increased performance. with
following information

Specifications Description

¢ Dimension 440 mm x 43.2 mm x 780 mm (W x H x D)
< Weight 20.7 kg (max configuration)

| TOR 2.2.8.1¢c),f)

= Power supply : DC PSU, high-efficiency, 1+1 redundant, hot-plug PSUs

Fan : support N+1 redundancy.

Operating environment

e Operating temperature:
~  normal: 5°C to 40°C (41°F to 104°F) FTOR i

— (according to ETSI EN300019-3-1 Class 3.1)
* Non-operating temperature: -40°C to 70°C (-40°F to 158°F)
¢ Operating relative humidity: 5% to 85% RH (according to ETSI EN300019-
3-1 Class 3.1)
* Non-operating relative humidity: 10% to 95% RH
Chipset (PCH) Intel C621 (LBG-1)

Memory
» Total : 24 slots, 12 Memory slots per CPU TOR2.2.8.1 e),k)J
*  Memory type: DDR4 2933 MT/s ECC RDIMM |

e Atleast 192 GB

System management
TOR 2.2.8.1 g),h),
¢ IPMi(Intelligent Platform Management Interface) v2.0 Compliant, on board i
BMC
* 1 GE RJ45 Management port for Out of band separately from Openstack
Neutron
CPU : Xeon Gold 5218R Intel Cascade Lake, 20-Core, 2.1 GHz, 125W —
I TOR 2.2.8.1 /)

Networking : 2 NIC per server, each NIC support 2 x 25 Gbps. Total 10
Throughput per server

TOR 2.2.8.1d),l)
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3.8 Nokia EMS for VoLTE & VoWifi
3.8.1 Nokia NetAct Product Overview

Nokia NetAct is offered to address requirement for standardized, centralized, economical and
virtualized solution. It is based on open interfaces and industry standards such as Next
Generation OSS (NGOSS), third Generation Partnership Project (3GPP) and TeleManagement
Forum's eTOM model.

It provides a cormprehensive suite of premium, modular applications for managing all network
domains. It comprises a common computing platform, an adaptation and mediation layer, an
application layer and VMware Hypervisor layer in NetAct.

¢ The adaptation and mediation layer- is responsible for converting the network element data
to NetAct internal format and for adapting the applications to, for example, a certain network
domain and technology. It also provides the application layer with services not specific to
any network management operation, for instance access control and logging.

e  The application layer- contains the applications for common management tasks, such as
fault, configuration, performance management and optimization. These are accessible
through user workstations. Depending on the TOT network, the tools allow management of
part or all of the network domains.

e VMware Hypervisor- is installed on physical servers which provide the HW virtualization
capability. Virtualization is a software technology, which uses physical resources such as a
server and divides it up into virtual resources called virtual machines (VM's).

Virtual Machines (VMs) allow the sharing of the underlying physical server resources between
different virtual machines, each running its own instance of operating system. Servers simply
add I/0, CPU and RAM computing resources to the HW “resource pool”.

Virtualization provides a logical view of data, computing power, storage capacity and other
server resources. Within each logical replica virtual machine, a guest operating system may run
independently of other guest operating systems running in other virtual machines.

The figure below depicts the virtualized NetAct:

Virtual machines (VMs) containing

NetAct Services and Applications
NetAct services and applications

B B oS Nl

n n n ﬂ ﬂ u e VMware vSphere 5 5 virtual
infrastructure abstracting the

Virtualinfrastiucture : physical hardware from the NetAct
services and applications  Virtual
1 ] i i — infrasttucture shares physical
resources of multiple servers across
entire infrastructure Bare-

metal ESXi hypet visurs enables full
virtualization of each x86 server
e HP x86 GB bladc acrvers with 10G
interfaces and Virtual Connect Flex
10 Ethernel Modules in biade
cliassiy
Cisca/Juniper Dynamic Circuit
Network (DCN).
Fiber channel Storage Aregdfe
(SAN) connecting the bigde ohassis p
to the storage.

containing the £S5
root disks. VM roq
and global shares

Figure 20: Nokia NetAct virtualized platform i‘/ .
)
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3.8.2 Nokia NetAct Key Benefits & Features

The key benefits and features of the solution are outlined below:

Operational Efficiency

Nokia Networks provides development to support in OPEX savings targets. Following are the
methods used for OPEX reduction:

o Fast adaptive and customizable user interface

¢ Configurable working sets for different roles improve efficiency
» Multi-technology support from common platform .
* Comprehensive alarm filtering and correlation rules

e Load sharing on different servers

Nokia NetAct cuts through network complexity and helps Operator to manage different network
technology domains even from different vendors with one single system. This results in
reduction of administration, maintenance and system integration costs.

Highly scalable architecture allows modular framework which provide rapid and flexible
addition of new components to the solution

The proposed management system is highly scalable solution which provides much flexibility for
further expansion. It is designed for small to large network configurations that can support both
centralized and remote operations. This is useful for any current expansion requirements.

It provides flexibility to design the networks for present and further expansion & upgrade
requirements.

Centralized management system for monitoring, measuring and configuring network

The proposed management solution for TOT is equipped with a powerful set of tools for pre-
processing, storing and displaying alarms in real time. Performance monitoring is possible by
which operator can measure the quality of service by monitoring near real-time data.

Configuration management retrieves configuration data from network elements and saves this
information to allow TOT to create an archive of configuration stages. It enables them to
optimize their network. System administration is possible with a comprehensive set of tools for
administration. In addition, there are Security management tools to configure network and data
security controls in the system.

NetAct provides a comprehensive set of tools which addresses all the key requirements of TOT
regarding centralized monitoring, performance monitoring, configuration management and
security management. It maintains a downward pressure on capital costs by managing all the
technologies and by rolling out next generation networks in cost effective way. Moreover, it
provides timely support for upcoming network releases with optimized CAPEX and more
revenue generation.

3.8.3 Nokia NetAct Functionalities

Nokia NetAct is a new generation network management system for multi-vendor and multi-
technology networks.

NetAct serves both as a network management system and as an element managemept-systang
NetAct offers a wide range of unified operation and maintenance capabilities for ne

elements in core, radio and transport networks both for managing physical netw
well as virtualized network functions. It consists of many tools for handling I/ WL i
elements and expanding networks. It is designed for handling an increase iff it &0
the network and the amount of traffic and data.

—_— . — —— b —f ,___._, e —
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With NetAct both the network and the services within the network are managed centrally so that
the operator can view network element failures, service quality indicators, and traffic from one
screen.

To facilitate its integration in multi-vendor environments, NetAct provides several open
northbound interfaces (standard-compliant and proprietary ones) that offer to operators a unified
management capability for the entire network. For this purpose a mediation application function
provided by a so-called Northbound Interface Agent performs the mapping between the
management information received by NetAct or generated in NetAct and the information
required by the upper level management systems.

To enable NetAct integration with the European Telecommunications Standards Institute (ETSI
Network Function Virtualization Management and Orchestration (NFV-MANO) systems, NetAct
provides Ve-Vnfm-em eastbound interface that offers the capability for the communications. For
such a purpose, an intermediate function implementation provided by Nokia Telco Cloud
Application (NTCApp) supports the interoperability and collaborations between NetAct and
Nokia provided VNFM or third-party ETSI-compliant VNFMs.

In addition to NetAct applications there are also standalone tools that are dedicated to specific
management functions and provide advanced management features, for example, NetAct
Advanced Configurator for configuration management. These standalone tools need a
dedicated hardware platform and are sold separately. For more information, refer to the
operating documentation of each product.

NetAct provides the following management functions:

o Fault management

< Configuration management

«  Performance management

«  Security management
Network administration

«+  NetAct administration

3.8.3.1  Fault Management

In NetAct, fault management enables you to manage alarms from various network elements.
Fault management helps in detecting and troubleshooting the faults that cause disruptions in
network services.

Network elements contain monitoring and diagnostic tools for detecting various types of fault
situations. Each fault is represented as an alarm and this alarm is send to NetAct.

NetAct Monitor plays the important function of Network Assurance in an end-to-end manner,
supporting operator workflows from trouble detection to resolution.

NetAct Monitor enables centralized network monitoring for all technologies, from element
management to operational management. With NetAct Monitor, it is possible to define user-

* Alarm filtering and rorrelation: NetAct Monitor comes with alarm fil{e
correlation rules which reduce the overall number of alarms.

Technical Solution Description
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¢ Alarm enrichment: Alarm enrichment collects additional information for root cause analysis
in fault situations, for example, the geographical location of the network element sending
alarms.

¢ Alarm flow supervision: Alarm flow supervision monitors and reports any connectivity
problems with the network elements.

* Advanced usability features: NetAct Monitor supports quick buttons, context-sensitive
and seamless interworking of the tools and drag-and-drop functionality. NetAct Monitor
views are easy to adjust to different monitoring needs, ranging from network-wide views
down to the single element, or technology-specific expert monitoring.

*. Reporting features: Fault management reports on a specific time frame or a specific
network element.

e Alarm trigger: Alarm trigger offers automation of fault correction processes based on
specific alarms. Certain alarms can, for example, initiate an automatic network element
reset or network element lock-down. Triggering rules are defined by the operator.

* Integration to external systems: Alarms can be forwarded to trouble ticketing or workflow
management systems via the OSS/J Trouble Ticket Client interface. Alarms from third-party
equipment are collected, viewed, and stored in NetAct Monitor together with all the other
network alarms. Alarms can also be distributed to external tools for remote access for
further processing of offline analysis or forwarded to email.

NetAct Monitor supports context-sensitive launch of Element Managers. Alarm inflow related

statistics can be gathered in a scheduled manner with the Alarm Reports Dashboard application

for posl processing.

Dynamic alarm suppression is an optional feature. It correlates alarms intelligently based on the

runtime data in the alarms. Dynamic Alarm Suppression rule helps find the root cause alarm,

and suppress the secondary alarms. Alarms can also be correlated by defining the relationship
between them rather than on static attributes.

3.8.3.2 Configuration Management

NetAct Configurator

NetAct Configurator offers comprehensive functionality for configuration management with
Common processes and data storage in multi-technology radio and core networks. Automated
network planning and network consistency checking actions can be carried out with easy-to-use
tools. NetAct Configurator enables flexible and automatic workflows for fast network roll-out and
expansions as well as controlling the related processes.

NetAct Configurator capabilities

In radio access management, Configurator can be used for mass modifications of network
element parameters, BTS autoconfiguration, adjacency management throughout radio network
technologies, site planning and site rehosting, mass change verification as well as remote
electric tilt management for flexible network tuning. In core network management, Configurator
can be used for automatic upload of network element data, display of data with a feature-rich
Table Editor, comprehensive network planning in offline mode, verification of planned
modifications, auditing of actual configuration data and it offers dedicated means for
spontaneous modifications. The supported core network technologies are Rel<4 Corgef
Core, IMS, and NT HLR FE. /

With the NetAct Configurator tools, the operator can handle daily configuratio
tasks easily. For the majority of the operations, there is also a command linefj
Configurator is a main enabler of self-organizing network (SON) functionalitwn
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« CM Editor is used for creating, editing, and visualizing configuration plans and templates as lTOR R a)' '
well as managing and manipulating parameters (minor edit to mass modification). — ]

« CM Operations Manager provides visibility on what is happening and has happened with the

managed data in terms of network operations. It offers the means to start and schedule all NN ]
differegnt operations supparted by the system, such as export, import, upload, provisioning, and [:_TOIi 2&&'
timing batch backup configuration of NEs as exported plan file. CM Operations Manager has | TOR 2.2.10.2 0 J
functionality to automatically updates,collection and synchronization the parameter information

of managed objects and creates all the missing child objects in the NetAct database. It also

deletes the actual set of those objects which are defined in the NetAct database but do not exist

in the network.

+ CM Workflow Manager (Workflow Engine) offers the means to design, start, and follow up

macro workflows. These are workflows which are perceived as a set of different steps, that is to

say, a defined sequence of tasks.

« Flexible CM Search is a web-based application for searching configuration management data [ TOR 2.2.10.2 a)
in the actual configuration. In addition, you can also view the data in CM Editor and upload the ——

actual configuration.

« Configurator Dashboard manages and verifies configuration operations and data. Configurator
Dashboard is a web-based application where different configuration management domains are
integrated together. It is possible to execute predefined workflow operations, for example Mass
Change Verification and Rebuilding BTS Sites.

3.8.3.3 Performance Management

The aim of any performance management activity is to collect data to support the following
activities:

« Verifying the physical and logical configuration of the telecommunications network.
» Monitoring continuously how the network functions.

- Localizing potential problems as early as possible.

« Providing optimum services to mobile subscribers.

NetAct Performance Manager+ is introduced in this release as an evolution of the existing
NetAct Performance Manager. Both are available in parallel and share the same data
collection and processing framework. So, they are both able to process the raw performance
data into information on the network performance. They help to improve network service quality
and optimize network performance through real-time performance management and KPI
monitoring. They also cover NetAct self-monitoring and support both ad-hoc and pre-defined
reports. Both applications provide a wide range of functionalities and reporting tools that
address the needs of all user groups, from troubleshooting to executive or management type of
reporting. They are web-based and do not need client-side software installations and updates.
Major difference between them is that NetAct Performance Manager+ does not need Flash
plug-in to work.

Capabilities

MS Excel are available. .
- KPI Creator enables creation, management, and access management o
indicators.

+ KPI Publisher enables sharing of KPIs with other users.

- With Report Creator, you can report on counters, KPls, basic configurdtipina f at /e
attributes and filters. - 4 ;\‘ Fr” ?ﬂ
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= Report configuration according to user needs.

* Through Report Publisher, ready-made reports can be shared, browsed, further modified,
configured or reused by running the report again from the navigation menu.

« Drilling in reports in several dimensions: time, network, KPI and report.

+ Scheduler for the reports that need to be run periodically in background.

* Administration Toolkit enables administrator to configure the storage period for each
measurement (raw or aggregated) and after the time has elapsed, the database tables are
cleaned up.

* Reporting Suites deliver comprehensive off-the-shelf reports and Key Performance Indicators
(KPIs) that meet the most common CSP needs. Pre-defined reports for the different network
technological domains can be integrated to the NetAct framework and run in NetAct
Performance Manager to support with needed information on traffic, mobility, resources,
quality, charging, and Quality of Service. With Reporting Suites, you can analyze the radio and
core networks’ performance and capacity and drill into further detail on time level, report level,
and on KPI level. Reporting Suites cover all major network technologies and can be used for
example, in network dimensioning and optimization, troubleshooting, traffic trend analysis or
service usage.

* Reporting Suite Self PM delivers a set of counters, KPIs and reports providing information
about PM operational performance and configuration (for the different PM Pipe layers) and also
about the network it is managing or monitoring.

* Thresholder and Profiler allows you to set and manage thresholds, for the Performance
Indicators (Pls) and Key Performance Indicators (KPIs). It regularly compares the KPI values
with the KPIs threshold and sends notifications when it is exceeded.

3.8.3.4  Security Management

Security management consists of user security, data security, software security, and network
security. It is based on Nokia security policy and guidelines that consist of customer
requirements and international security standards.

All security parts (user security, data security, software security, network security) are needed to
guarantee the confidentiality, integrity and availability of the network.

Confidentiality means ensuring that information is accessible only to those authorized to have
access and that the access rights remain uncompromised.

Integrity means the accuracy and consistency of information, and ensuring that the information
has not been changed without proper authorization and any changes to the information can be
verified.

Availability means the accessibility of information for all authorized parties in a timely manner.
User security

User security consists of authentication, authorization, and user event logging. Authentication in
NetAct is managed by user management and authorization by permission management.

User security is about the mechanisms for controlling and logging user access to the system.
The identity of users is verified through user authentication at login, and user authorization

ensures that users can only access applications and perform tasks they are allowed to
according to defined security policies.

Data security

Data security consists of file system and database access control, encrypfipfr
protection, and secure key storage.
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Data security in NetAct means protecting the data in the file system and databases. The_
confidentiality, integrity and availability of the data is ensured by access control, encryption, and
different integrity protection methods.

Access control is heeded to guarantee the availability of data and to prevent unauthorized users
from accessing it.

Data encryption is used for ciphering the most sensitive information, such as user account and
permission data, certificates, and user event logs. For example, passwords are encrypted with
hash functions and the encryption keys are stored into a secure key storage.

Integrity protection mechanisms are used to make sure that the structure or content of the data
is not changed unintentionally. They include checksums and maintaining the parent-child
information of data records in a tree-structured database.

Security logs are important elements for securing the NetAct system. They provide information | TOR 2.2.10.4. h)
on the security-related events of the entire system and trace events affecting all components of
NetAct. To facilitate information requirements for different levels of troubleshooting, logs are
recorded by categories. NetAct has mechanism dumping log to file by configurable define in
manually or automatically. Security log have many details to allow administrator to monitorthe
events and errors of NetAct system such as users, operating objects, operating workstation, l ;)'OR 2.2104e), —I

operating result and user operations.
Software security

Software security includes verifying software upgrade and patching processes, file integrity
checking, and soflware signing.

Software security in NetAct means verifying that operating system and third-party software
updates and patches as well as updating and patching processes, do not harm the operation of
the system.

The process of ensuring sufficient software security is referred to as Security Vulnerability
Monitoring (SVM). In practice it means gathering information on possible software-related
threats and vulnerabilities, and updating software based on that information.

File integrity checking and signing of Java files are software-error preventive actions performed
in NetAct, and integrity checking is also done in network elements.

The NetAct system includes file integrity checking software. The signing of Java files is
performed by NetAct software configuration management to prevent the Java code in the
software from being tampered with.

Network security

Network security includes traffic access control, monitoring and protection including encryption,
integrity protection, separation and filtering.

Network security in NetAct means protecting the traffic in a network where NetAct is used. The
confidentiality of the traffic is ensured by using different encryption protocols. These protocols
are not enabled by default but they can be taken into use through a process referred to as
security hardening.

The use of traffic separation and filtering is also recommended. The traffic can be segregated
into the following types: traffic resulting from user access to NetAct and the managed_petw
traffic between NetAct clusters, traffic between NetAct and network elements in the' 2
network, and traffic between NetAct and upper layer management systems. D

Users can access NetAct and the managed network with web browsers, Jai/a
remote terminals. VPN client applications are also used for access from thigintern
encrypted with SSL/TLS or SSHv2, and VPN traffic with IPsec.

7
= et _ I 1LY gt YA
o 4 o L /
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Traffic between NetAct clusters is protected with IPsec or TLS. It is recommended to use TLS
and SSHv2 for encrypting all connections between NetAct and network elements in the
managed network.

However, some network elements only support Telnet and FTP, and IPsec tunneling must be
used for these connections. It is recommended to separate tier one (presentation tier) from tier
two (business logic) and three (data tier) as well as to configure own network segments for
network elements and higher OSS and use firewalls to protect all user connections to NetAct
and the managed network. NetAct’s product firewall rules support this setup

© Nokia 2020
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4. Solutioﬁ_édfﬁ-bbnent for Existing NE

4.1 MSC-S and MGW
4.1.1 MSC-S function

The target solution for this proposal will additional function and feature of exiting TOT MSC-S to ‘ 1 e ‘
support MGCF ( Media Gateway Control Function ) and SRVCC function i |

MGCF (Media Gateway Control Function)

o Support Mg interface for connecting between MGCF and I-CSCF TOR 2.3.1.1.1
Support Mj interface for connection between MGCF and BGCF ;;ﬁ;

o Support SIP interface for connection IMS-CS with supplementary service such as
Calling Line Identification Presentation (CLIP), Calling Line Identification Restriction
(CLIR), and Connected Line Presentation (COLP), Connected Line Restriction (COLR)

o Support Mg & M interface according to
o +3GPP TS 24.229 IP Multimedia Call Control Protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3
o <« 3GPP TS 29.163 Interworking between the IP Multimedia (IM) Core Network
{CN) subsystem and Circuit Switched {CS) netwarks
o < SIP-l interface (interface according to Q.1912.5 standard) This interface
implements Profile C

Single Radio Voice Call Continuity (SRVCC)

TOR2.3.1.2
o Support Sv interface for interconnecting to MME/SGSN and MSS for SRVCC function | 2.3.1.2.1
according to 3GPP TS 23.216, 29.280 standard 23122
o Support Relocation / Handover request of Voice call between Circuit Switch Network 23123
{CS) and IMS network 2.31.2.4
o Support overload handling/protection over this Sv interface 2.3.1.2.5
o Support Anchor function for Sv interface . B
o Support CS (Circuit Switch) Releocation/handover co orditnation )
o Support Location Update handling
o Support TMSI reallocation
4.1.2 MGW function
The target solution for this proposal will additional function and feature of exiting TOT MGW to
support IMS MGW function
TOR 2.3.2.1
. 23211
IMG MGW function 23212
23213

o Support interworking function between IP Multimedia Subsystem (IMS) and Circuit
Switch Network (CS)

o Support Mb interface for connecting User plane traffic to package core network

o Support Mn interfacd for connecting Control plan signal to M&S
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4.2 HSS/HLR

The target solution for this proposal will additional function and feature of exiting TOT HSS/HLR |

to support both SEA-HSS and IMS Subscriber Database as following function To.,_?_f_g_g_____
o Support IMS Subscriber Database for serving VoLTE & VoWifi service with at least l TOR 2.3.8.1
below information
o IMS subscriber identity information (for example, IMS public user identity, IMS
private user identity
o Service provisioning information (for example, filter criteria)
o User mobility information (S-CSCF address)
o Charging information (for example, CCF address, ECF address)
o IMS subscriber authentication data (for example, the HTTP digest key)
o IMS subscriber administration data (for example, blocking the public user
identity for the subscriber)
Display name of the subscriber
o Support Sh interface & MAP interface for working with IP SM-GW Registration TOR 2.3.8.2
o Support and store UE-SRVCC information for sending to SCC-AS function 2.38.3
o Support and Interworking with IMS network for Terminating Access domain selection fo| 2.3.8.4
VoLTE and VoWiFi subscribers 2385
o Support Cx interface for connecting to CSCF according to 3GPP 29.228, 29.229 23851
standard with following function 23852
o Location Management procedure :
= The operations regarding registration and de-registration
= |ocation retrieval operation
o User data handling procedures
o Support Sh interface and MAP interface for connecting TAS according to 3GPP TS TR
29.328, 29.329 299 with following function 23861
o Data handling procedure : 23862
= support downloading data from HSS/HLR to Application Server (AS) — —
= support updating data in HSS/HLR
o Subscription/notification procedures
=  Application Server (AS) can subscribe for service notification from
HSS/HLR if there is a change in information
= Notify AS when there is a change of information from previously
o Support SWx interface for connecting AAA node for interworking between HSS
& AAA node for serving service from EPC that's Non 3GPP standard. TOR 2.3.8.7
4.3 AAA
The target solution for this proposal will additional function and feature of exiting TOT AAA to
support following function
o Support SWm interface for connecting to ePDG ezt
o Support User Authentication and authorization base on ot
o EAP AKA(Authentication Key Agreement) 25
o AKA Vector request from HSS ;igg
o Support SWx interface for connecting to HSS o
o Support S6b interface for connecting to PGW
O

4.4 Mediation Solution (MD)

The target solution for this proposal can be shown diagrammatically in
existing Nokia Mediation Solution.

© Nokia 2020
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Downstream to billing Domain (Bi/Bx)

"

Médiation

L

ICDR (ASN.1)

Figure 21: Proposed Solution Architecture - Mediation

TOR 2341,
2.34.2,
2.34.3

Enhancing the current Nokia Mediation solution in TOT, this Nokia Mediation will be functioned
as Converged Mediation or Charging Data Function or Charging Data Function and to be
integrated with new Nokia IMS core i.e. NTAS network element to collect CDR data over sFTP or
diameter data and to provide the main expected functionality like collection, processing,
reliable storage and distrlbution to the existing billing domain target systems. The current
scape has ane processing stream/service as follows:

- Downstream: Nokia NTAS Stream
- Upstream: towards Billing Domain via Bi/Bx interface - same interfaces as currently
integrated from Nokia Mediation towards Billing Domain

Nokia Mediation will collect CDR data from IMS Core, e.g. TAS, via downstream interface and
perform ACR conversion toward CDR or Reliable Storage in 3GPP ASN.1 format.

See below table for additional input source to existing Nokia Mediation Solution as part of this
scope.

Network Element Vendor | Protocol File Format
type/Format

T e em lmm . mm

Southbound interfaces

In the current proposal, software & hardware expansion of existing Nokia Mediation is not
considered.

TOR: 2.1.2.5, 2.3.5,
2.3.5.1,2352

4.5 Online Charging System (OCS)

Existing Nokia OCS system in site KKM in TOT will be integrated to proposed TAS elements via

The target solution for this proposal can be shown diagrammatically in Fi P

% g
7
_{Y 1 4 |‘.'<I
§) .8 =/ g
T
/) r 4
| 48 { B
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CAP or Ro

Figure 22: Proposed Solution Architecture - OCS

Same flow as MSS for OCS will be implemented for NTAS implementation and assuming that
the total subscribers will not change (e.g. from existing LTE subscribers to use VoLTE/VoWiFi)
and additional capacity = 100 TPS

TOR 2.3.5,

The new tariff plan and promotion for VoLTE service will be added. 2.3.51,
2352

e 2 new tariff plans/2 additional use cases for VoLTE

46 MME

This offer Nokia include the additional license on the existing MMEs (2 sites) to support below
capacity

« 300,000 VoLTE subscribers TOR: 2.3.6.1, 2.3.6.2
e 300,000 Default bearers and 10,000 dedicated bearers

4.7 SGW/PGW/ePDG

This offer Nokia propose the additional license and function on the existing SPGW as below
table

SPGW

In addition, Nokia SPGW additional function to perform the ePDG is offered as part of hit
proposal also.

Nokia e-PDG solution enables the end user to connect via either un-trusted or trusted Wi-Fi with
both SIM and non-SIM enabled devices. For SIM-devices, the solution supports seamless
mobility across 2G/3G/LTE and Wi-Fi. The IP address is assigned by the PGW and access to
value-added services are assured regardless of the access mode.

ePDG Components
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MG-(Mobile Gateway)
VMG DISTRIBUTED SYSTEM N L
Policy and charging enforcement
NFV ihanagement and Orchestration Function

DPI
Multiple 3GPP Gateway : ePDG

LB-VM (Load Balancer)
External IP Interfaces
Aggregate MG micro-nets
Forwarding to assighed MG-VM

OAM VM {control)
Management interfaces
Routing protocols
Overall Instance control
MG/LB VM health

]

NFV Compute and Network Infrastructure il E : —_— -
IS T= e g 3 e g ep I
1
i

Figure 23: Virtualized ePDG VNF Components

The ePDG is composed of following components:

* OAM-VM - consolidated operations, admin and management for SPGW/ePDG

¢ LB-VM: Load Balancer VM. Routing downstream traffic to the correct MG-VM, hiding
the internal IP addresses ot the MG-VM from external networks.

*  MG-VM: Mobile Gateway VM. This VM can be configured with different personalities
including SGW, PGW, ePDG, PCEF enhanced with ADC, for application detection and
control and with L7 service classification for policy charging control.

Functional Description
Cloud ePDG carries out following main functions:

« Maps EAP-AKA (SIM)/TLS (non-SiM) messages between SWu/SWm interfaces.

« Enables secure (authenticated/integrity/confidential) access to EPC applications (e.g.
IMS) for non-SIM-enabled devices.

Interface Description

The standard interfaces of the ePDG can be stated as follows:

PCRF Charging
Un Trusted WIi-Fi Access E E
H
BWm | qoh
i Internet

User

Equipment ePDG P-GW
Figure 24: Nokia ePDG interfaces
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48 PCRF

The target solution for this proposal can be shown diagrammatically in Figure below to supp==—

VoLTE and VoWiFi services. TOR: 2.1.2.9, 2.3.9,
2.3.9.1,23.5.2,239.3

*new Rx Interface

v

PCRE.

Figure 25: Proposed Solution Architecture - PCRF

The TOT existing Nokia PCRF system will be integrated to proposed A-SBC element (CSCF) via
Rx Interface and to be configured for new PCRF Policy Rules for VoLTE services (3 use cases) for

example:

QoS management for a VoL TE call via IMS infrastructure

VolIP service and IMS triggering PCRF for a QoS specific to a media type (Music
stream, calling service)

Offering better QoS on TOT ‘s own VoIP service by allocating higher QCI
parameters than OTT VolP services

Note: Final use cases will be discussed and agreed during design phase.

4.9 EMS — Nokia NetAct
4.9.1 Nokia NetAct — Current Deployment

Nokia Networks offers OSS solution which is completely aligned with offered network elements.
This solution meets all the management requirements of network growth, satisfying different
demands along the way. An overview of the complete network structure through an easy-to
understand network view and the ability to zoom down to network elements (NEs) details give a
clear understanding of the network, its configuration and events. The proposed OSS is capable
of bridging different technologies together and controlling the costs. It provides Operation,
Administration and Maintenance (OAM) through the GU! based applications that allow

convenient,

Table below gives the overview of NetAct deployment in TOT,

© Nokia 2020
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0SS Component/Platform Functionality

Npct Eargeltogligiration Element Manager with FCAPS management

i i ing Nokia Core in TOT
SW Jevel: 19 SP2001 functionality for managing No

Table 3: Current NetAct in TOT Network

4.9.2 Nokia NetAct — Proposed Solution

The key 0SS elements in the offered solution are offered in as outlined in the table below:

0SS Component Network Elements

NetAct Large Configuration Software Element Manager with FCAPS
functionality for managing proposed Nokia IMS
SW level: SW update to NetAct 19 SP2006 elements

Table 4: 0SS Components

The target solution for this proposal can be shown diagrammatically in Figure below:

NEIS/WS

Figure 26: Proposed Solution Architecture - NMS

The following products, as shown in above (and summarized in Error! Reference source not
found. below) to support Fault, Performance, Configuration and Security for VoLTE & VoWifi

TOR 2.3.10

service including KPI /NQI report, are included within the scope of this solution.
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Product Description/Function Target Bare Metal | Quantities

Product / Cloud
Release
NetAct Network Management System - NetAct 19 SP  Bare Metal 1 sites (CWT)
existing solution in TOT (NetAct 2006
19 SP 2001)

Table 5: Solution Components
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5. Training

The OJT will-be proposed and conduct by Expert with experience from vendor to support TOT I TOR6.1,6.2
to have capability to operate and maintenance the system at least

- 8 Days for 20 persons
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6. References

Nokia CFX-5000
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Figure 27: Nokia CFX-5000 references

Nokia has proven experience of delivering the best network solutions and has a strong global
footprint with unmatched products and reliable services.
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Figure 28: CFX 5000 References

Mobile services
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NetNumber TITAN
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O aut al 10 Largest Clobad Telcos and 17 1PN carriers use NetNumber TITAN e
3 Whasunora E con & Level 3 é
RS #. LA Cettulag m Qny d LI
6 Roupn Syniverse \W{Wﬁ
Bcomo bics cast —— .
Ie @ <
T\ : MARCATEL = =, SETAR
€ atat - nan “
4 et »CETIN = W vtr
bharts - - @ -
. Zggo . &= YaHoOo! |
\ul;f’f 22 iy riaEe - crmfu m () e
A =, . ) oNvOoY J 2N
s e e s e T E atat

Figure 29: NetNumber TITAN references

NetNumber serves more than 150 customers — mobile and fixed carriers, operators and
intermediaries — around the globe.

Nokia TAS

Nokia TAS product references
Status October 2019

Nokia TAS has a global footprint:
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Figure 30: Nokia TAS references.

Nokia is leading supplier for TAS in IMS LTE / VOLTE Core.
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Nokia SBC

Nokia SBC commercial references
Proven high-availability and integrity to protect your
network and investments
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Figure 31: Nokia SBC References
Nokia ePDG

ePDG

References OROGERS
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Figure 32: Nokia ePDG Service Provider Deployment
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Nokia CloudBand & NFVI references

MANOQO references
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25

CloudBand Network Director
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Figure 33: Nokia CloudBand references

Nokia NFVi - Multivendor Ecosystem reference
Telenor Case reference

« Telenor Asia—- 5 countries
« Telenor Scandinavia- 3 countries Verds
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Figure 34: Nokia NFVI with 3 party VNF references
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7. Glossary

3GPP
ASCll
ASN
B2BUA
BER
BSS
CAPEX
CAT
CBAM
CBND
CDMA
CDR
CGNAT
cu
CpPU
Ccsp
DC
DCN
DTMEF
EJB
EMS
EPC
eTOM
ETSI
FCAPS
FM
FTP
GGSN
GIS
GMPLS
GPRS
GSM
GTP
GUI
HTTP

© Nokia 2020
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Explanation

3rd Generation Partnership Project
American Standard Code for information Interchange
Abstract Syntax Notation
Back to Back User Agent
Basic Encoding Rules
Business Support Systems
Capital Expenditure
Customized Alerting Tones
CloudBand Application Manager
CloudBand Network Director
Code division multiple access
Call Detail Record
Carrier Grade Netwark Address Translation
Command Line Interface
Central processing unit
Communication Service Providers
Data Center
Data Communication Network
Dual-tone multi frequency
Enterprise Java Beans
Element Management System
Evolved Packet Core
Enhanced Telecom Operations Map
European Telecommunications Standards institute
Fault, Conﬂguratlon, Administration, Performance and Security management
Fault Management
File Transport Protocol
GPRS Gateway Support Node
Geographic Information System
Generalized Multiprotocol Label Switching
General Packet Radio Service
Global System for Mobile communications
GPRS Tunneling Protocol
Graphical User Interface

Hypertext Transfer P rotocol

Technical Solution Description

(23]
“~

rage S



PM
© Nokia 2020
Confidential

Explanation

Hardware

IP Multimedia Subsystem
Internet of things

internet Packet

Information Technology

Java Database Connectivity
Java Message Service

Java Network Launching Protocol
Key Performance Indicator

LTE Cells

Label Switch Path

Long Term Evolution

Media Gateway Control Protocol
Mobility Management Entity
Multimedia Message Service Center
Multiprotocol Label Switching

Media Resource Function

Media Sessions Markup Language

Network Element

Network Functions Manager-Packet
Network File System

Network Function Virtualization

Network Function Virtualization Infrastructure
NFV Orchestrator

Next Generation Operation Support System
Network Management Station

Network Resource Controllers

Network Services Director

Operation, Administration and Maintenance
Online Charging System

Operational Expenditure

Object Request Broker

Operations Support System

Packet Data Network

Packet Data Protocol

Packet Data Network Gateway

Performance Management

Technical Solution Description
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QoS Quality of Service
RAM Random Access Memory
REST Representational State Transfer
RSVP-TE Resource Reservation Protocol - Traffic Engineering
RTSP Real Time Streaming Protocol
SCP Secure copy
SDN Software Defined Network  * - .
SIP Session Initiation Protocol
SMSC Short Message Service Center
SNMP Simple Network Management Protocol
SOAP Simple Object Access Protocol
saL Structured Query Language
SSH Secure Shell
SW Software
TCO Total Cost of Ownership
DM Time Division Multiplexing
ToC Telco over Cloud
UDR Usage Detail Records
vCPU Virtual CPU
vEPC Virtual Evolved Packet Core
vHDD Virtual Hard Disk
Vi : Virtualization :
ViM Virtual infrastructure Manager
VLAN Virtual Local Area Network
VLAN Virtual Local Area Network
VLL Virtual Leased Lines
VLR Visitor Location Register
VM Virtual Machine
VNF Virtualized Network Function
VNFM Virtualized Network Function Manager
VNFM Virtual Network Function Manager
VolP Voice over IP
VolLTE Voice over LTE
VPLS Virtual Private LAN Service
VPRN Virtual Private Routed Network
vRAM Virtual RAM
WAN wide area network

Technical Solution Description
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Term Explanation

WCEL WCDMA Cells
XML  Extensible Markup Language
Table : Abbreviations
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1 Monitoring concepts

In NetAct, fault management component provides the end-to-end solution for extraction, loading, filter-
ing, and correlation of faults in real-time.

TOR 2.2.10.1 h)

In NetAct, Fault management consists of:

= Alarm collecting <

* Alarm processing TOR 2.2,10.1 a)
+ Alarm monitoring

= Alarm post-processing
- Alarm forwarding
» Fault management administration

The NetAct system provides fault management functions with versatile monitoring tools integrated on
top of the NetAct Monitor.

[E’ Note:

The available views and editing permissions for different rules depend on pre-defined user
rights.

The alarm collection and processing engine provides the basis for fault management in the NetAct
system. When an alarm occurs in the network, an alarm event is created. The alarm collection engine
collects the alarm events and processes the events before storing them in the database.

The alarm collection and processing engine provides:

« Alarm collection in the south mediation component
+ Alarm pre-filtering

« Alarm flow supervision

« Topology data enrichment

- Alarming object topology lifting

- Automated acknowledge and automated cancel rules processing

- TOR 2.2.10.1 b)
- Severity change rule that is executed for defined alarms

» Filter from database
« Synchronization trigger

+ Forwarding filter

The number of alarms in a network can be higher than the number of acf '
combines the alarms that are associated with one another and thus, i
cause of the problem.

For example, the correlation engine enables you to:

Page 1 ' o N
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+ suppress the alarms when the alarms have the same root cause
+ generate a new alarm when the pre-specified number of alarms are received within a certain time
frame

By automating the management of the alarm flow, the alarm correlation engine reduces manual alarm
handling.

The alarm correlation engine is managed with the Rule Explorer and Rule Editor tools. The correlat-
ing filters are set either to static (24/7) or scheduled at different time intervals. R

Alarm enrichment is a NetAct sub-process to ease the root cause analysis for alarms by collecting ad-
ditional information of a single alarm.

The collection of additional information is initiated from fault management tools based on user selec-
tion. Additional information can be collected from various internal and external sources, such as:

+ configuration management repositories for parameter values TOR 2.2.10.1 d)

+ performance management repositories for KPI values

+ hardware management repositories for network element equipment details
+ mapping services for geographical location
- weather services for climate conditions

» event calendar for subscriber volume information

Collected additional information can either ease the root cause analysis or help to find existing trouble
tickets for the corresponding problem. If the root cause analysis does not create results, then the prob-
lem can be either mapped into the existing trouble ticket, or a new trouble ticket can be created using
the historical data of similar cases.

The managed object framework allows you to create, modify, and manage the network topology data.
It utilizes the metadata which defines the type of network element objects in the network and their rela-
tions. The framework can be used to model managed objects and network topology.

The object data is available to the operator in Monitoring tools to support the monitoring process with
relevant information on the objects. The managed object framework supports object related correla-
tion within the correlation engine, the alarm analyzer, and flexible object related filtering by the filtering
tools.

The NetAct Monitor includes a set of integrated tools to administer and configure the monitored ob-
jects. It is the basic view to the user that offers access to the monitoring tools.

Navigating from one tool to another is made easy by using:

« context sensitive navigation
+ drag-and-drop support

* menu entry

setup.

Page 2 = ™ Yo



1 aull Management Overviewy and LINU9142662 2-0 MOt ring coneepts,

Chepation’

Nlad A 08 40 Ciinpyr @ ey pye pdei
Netaod T HEPAGLG 2020 Makis

[ inal

The Alarm List gives an instant overview of the current active alarms, and is also a tool for more ad-
vanced problem solving. It is presented to the user as a table. Each row represents an alarm received
by the alarm collection engine.

The appearance of the table can be adjusted according to the user’s needs. Thus, all the relevant in-
formation of an ongoing task can be visualized easily.

With Alarm List tool, the user can:
« Launch context-related external application or élement manager

TOR 2.2.10.1 ¢), d)

» Acknowledge, unacknowledge, or clear an alarm

+ Create, delete, attach, or query related trouble tickets

+ Navigate to related object information in explorer or views

+ Display problem instructions in the Alarm Help

+ Consolidate using filter or quick filter

= Select the attributes to be displayed and configure row appearance
« Sort by several attributes

+ Manage maintenance mode of the object TOR 2.2.10.11)

+ Request alarm synchronization

The listed alarms can be quickly sorted with Quick filter. For a quick search inside the table, the user
can select any cell of the table and show only those rows where the content matches the selected cell.

The quick search option filters the loaded alarm data for a selected attribute. These options enable the
operator to consolidate the displayed alarm data efficiently and to find the common root cause.

TOR 2.2.10.1 )

PAY
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4 Fault management operations

In NetAct Monitor, fault management operations enables you to:

* manage alarms from various network elements
+ perform root cause analysis
+ troubleshoot faults that cause disruptions in network services

+ improve the quality of the network services for subscribers

You can make your network monitoring process planned and controlled. Thus, monitoring personnel
can focus their attention on the essential problems in the network.

View hierarchies

Using views, you can get a graphical representation of the network or a part of it. A view is a logical
representation of the object hierarchy that includes parent and child objects. The main view visual-
izes the parent objects of the network and the subview contains the child objects that are controlled by
the same parent object. Subviews are created to monitor, for example, prioritized geographical areas,
workstation networks, or transmission networks. To navigate in the view hierarchy, create links be-
tween the views, for example, from the main view to the workstation network view or to the transmis-
sion network view. Proper planning of the network main view and subviews helps in tracing an alarm to
the source of the problem.

Alarm flow reduction

Situations when alarms occur can be anticipated and you can plan to reduce the alarm flow. The re-
duced alarm flow makes it easier to identify the real source of problems and to start working on so-

lutions immediately. You can reduce the flow of alarms by alarm filtering, alarm reclassification, and
alarm correlation.

Alarm trigger

Using alarm trigger, you can automate external and internal processes that support the daily routine of
alarm handling. Default processes to trigger automatically varies in NetAct tools. You can also define
your own trigger rules.

Maintenance mode

Using maintenance mode, you can block alarms that arrive from sites under maintenance. Alarms that
arrive from objects in maintenance mode are not displayed in the alarm handling applications. You can
activate maintenance mode for a managed object and its subordinate network.

4.1 Fault management events
Fault management events included in fault management processes are:

¢ Alarm
+ Cancel

[Jeffrt 1 10 Stz 00A

Final
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— Automatic cancel
— Manual cancel
« Acknowledgement
+ Unacknowledgement TOR: 2.2.10.11)
+ Change event

= Alarm upload (synchronization)

The most coammon fault management actions are:

Manual and automatic alarm cancellations

An alarm cancel is a message that clears an alarm when the network overcomes the fault situation.
To manage a network, it is important to indicate the end of an alarm situation. If alarms are not can-
celed, you cannot get accurate and up-to-date view of the network situation. To integrate into an oper-
ation and maintenance system, the alarms of all external systems must have a functionality to cancel
the alarm automatically when the fault situation is complete. If the alarms do not contain an automatic
alarm cancellation functionality, manually cancel the alarms.

Since manual cancellation s time consuming, automatic cancellation function must be implemented
for all alarms.

Acknowledgement and unacknowledgement of alarms

If an alarm is raised, acknowledge the error condition to indicate that appropriate corrective action is
taken.

Alarm upload

Upload the alarms from network elements database to NetAct database to ensure that the databases
contain consistent alarm information. Alarm upload is performed:

+ after a network element is connected to NetAct for the first time.
+ after the connection between NetAct and the network element is broken, and is restored Iater.

» on a regular basis at certain intervals.

Alarm collection and processing

The alarm collection engine collects and preprocesses the alarms. The alarms with topology infor-

are loaded in the Monitoring Desktop applications at defined intervals, Sepayft

gine, which performs the correlation rules. Depending on the selected filtering ribyt{gf
trol the alarm forwarding to northbound mediations.

& o \“-.-':'-'.\\

Alarm collection engine provides enhanced alarm processing functions. it co ¢ 's_';’aai@tgl_?ﬂlar!m |

i X . Ve N /] £/
pipes which collect alarms from various network elements. p 4 f'gi"'f.’ 7. ){,‘f &/
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The alarm collection engine performs basic alarm rules to synchronize the alarm statuses between
the network elements and the fault management database of NetAct. Additional features provide en-
hanced alarm management functionality such as reclassification or alarm-lifting. The alarm collection
engine performs the following functions:

+ alarm-lifting redirects the alarms of one object class (the source object) to another object class
(the target object)

» filter certain alarms from targets, such as fault management database, user interface applications,
or northbound mediations

+ synchronize the fault management database of NetAct and a network element to:

execute network element reset

execute agent reset

process alarm uploads for selected network elements

process heartbeat alarm rules
+ process reclassification rules
* process automatic acknowledge rules

*» process filter rules for alarm forwarding

TOR 2.2.10.1])

» alarm triggering for automation

* supervise alarm processing with heartbeat alarms —

= forward key alarms to specific email addresses; the function is configured by a rule-based alarm
forward functionality

The alarm is forwarded to alarm correlation engine to perform correlation rules and concentrate on the
alarm flow. The results are further processed in the alarm correlation engine before they are forwarded
to northbound interfaces.

Acknowledge, Unacknowledge, or Cancel Operation Status

Requests from North Mediation Interface for Acknowledge, Unacknowledge, or Cancel operations are
received through a Java-based Access API. The FM platform provides the response to the source me-
diation with the success, failure, or partial success status through the Java-based Access API.

Maintenance Mode

This mode is used, for example, if the network element is currently under repair or maintenance. This

element's state is changed to under repair and an alarm ‘Object under ma
displayed in the Alarm List and Alarm History tools.

A
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Object under
Alarm pipe FM Database  maintenance alarm

Filtering

Figure 1: Maintenance mode

Object Explorer tool enables you to manage different states of the managed object. Maintenance
mode setlings is also defined in Alarm List by launching the tool through alarming object menu. You
can also activate or deactivate the maintenance mode. Maintenance mode can be set for multiple
managed objects and their subnetworks.

Based on the scope, the following actions can be done:
+ FM managed objects is set to maintenance mode only if the objects are within the scope of the

user.

+ The user can restrict the maintenance mode operations on FM managed objects based on the
scope.

4.4 Alarm correlation

Alarm correlation is used to consolidate the alarms raised in the network. The number of alarms in a
network can be higher than the number of actual faults. Alarm correlation:

» combines the alarms that are associated with one another

+ displays the root cause of associated alarms to the end user instead of displaying each alarm sep
arately

+ reduces manual alarm handling

Users can implement operator-specific correlation rules. All this is done in NetAct Monitor through
Alarm Correlator,

You can create and edit the correlation rules with a graphical rule editing applicgffo _
explanation utility is provided to support the feature. With this utility, you can
and the applied correlation rule for any of the correlated alarms.

The Rule Editor tool allows for status verification of activated correlation rules. To ;;(
nance effort, the rule designs can follow topology changes. '

(e AT 40 QDIANRA 22000 Nokis
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There are different categories available for creating correlation rules for collected alarms. Identifying
the root cause of the fault requires a combination of several rules. The alarm correlation provides mod-
el-based, time-based, and rule-based correlation techniques for the rules listed in table below.

Alarm correlation rule Purpose

Alarm compression + An alarm is displayed only once even if there are several occur-
rences of the alarm active at the same time.

» The XML schema of the template defines the format of correla-
tion rules and the alarm correlation processes the rujes based
on templates.

Alarm suppression « |t is possible to generate suppression rules for alarms that com-
monly follow each other, but are caused by the same fault.

* When a fault in the network generates several different alarms,
the secondary alarms are not shown when the root cause alarm
is present.

* The XML schema of the template defines the format of correla-
tion rules and the alarm correlation processes the rules based
on templates.

Alarm counting « A new alarm is generated every time a pre-specified number of
defined alarms are received within a certain time frame.

* The XML schema of the template defines the format of correla-
tion rules and the alarm correlation processes the rules based
on templates.

Informing delay = [f the alarm is canceled within the specified informing delay
time, it is not displayed in the alarm monitoring applications.

+ The XML schema of the template defines the format of correla-
tion rules and the alarm correlation processes the rules based
on templates.

Grouping of correlation targets You can group alarms in the following ways:
» Group compression target

A new alarm is created, which is associated with a general
alarm rather than a specific alarm. The alarms can have differ-
ent alarm numbers.

» Group count target

A new alarm is generated after a ce{faj

a specified object group are received Aty

Metbrt v 10 S 20K
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Alarm correlation rule

Purpose

ceived are suppressed according to a given rule. Alarms can
have different alarm numbers.

« Group suppression target

According to a user-defined rule, the alarms from an object
group are suppressed depending on the object relations.
Alarms can have different alarm numbers. The grouping and
suppressing ensures that significant alarms become visible.

The grouping can be applied to:

+ alarms received from the same object or lower topology objects
« alarms received from multiple objects

- different alarm and object combinations

Temporal correlation

A time period condition is associated for alarm counting.

Time-based correlation includes threshold, toggle, and count rule.
The rules are explained as follows:

« Threshold rule enables you to filter alarms from Alarm List if
they do not exceed the given threshold limit. Alarms are dis-
played only if they appear for defined number of times within a
certain time frame.

~ + Toggle rule enables you to filter toggling alarms from Alarm List.
If an alarm is raised and canceled more often than a specified
number of times within a certain period of time, it changes to
toggle state. In the toggle state, further alarm repetitions are fil-
tered as long as the alarm toggles, and appear in Alarm Histo-
ry. However, the toggled alarm is displayed for a longer time to
gain operator attention. The display stops if the alarm does not
toggle further.

You can also filter alarm repetitions from the FM database. In
this case, the filtered alarms are not shown in Alarm History.

» Count rule enables you to filter alarms that occur repeatedly

ber.

Alarm forwarding rule

|

7 iu.g,_.g i
If you require any of the alarms to be av‘alj 2

(for example, Trouble Ticket), you can creale 7 T’orwalmﬂq rute. Thls

- P . i;.-
) Iy LY P 3 -\..:uuh o
|
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Alarm correlation rule

Purpose

rule enables you to forward only specific alarms to the target. A for-
warding target is a target to which no alarms are sent uniess 3 for-
warding rule is created to forward specific alarms. For example, Au-
tomatic Trouble Ticket mediation. If you create a trouble ticket au-
tomatically based on some conditions, create a forwarding rule to
forward alarms matching some conditions to the Automatic Trouble
Ticket (Auto TT) mediation.

Filtering rule

If you do not require certain alarms to be available in targets (user
interface, database, alarm correlation server, and north mediation),
you can create a filtering rule. This rule filters out the insignificant
alarms from the defined target. This rule enables you to reduce
alarms from the filtering target. For example, if Alarm 100 should not
be available in Ul, create a filter rule with Ul as target.

Threshold rule

If you do not require certain alarms to be available until it reaches
the threshold limit, you can create a threshold rule. This rule en-
ables you to reduce alarms until they reach user-configurable num-
ber of times within a user-configurable time interval. After activation
of a correlation rule, backward correlation of the alarms is not pos-
sible for the alarms which have already participated in the threshold
rule.

Table 1: Alarm correlation rules and their purpose

External alarm analyzer

The external alarm analyzer processes the correlation information of alarms received from external ap-
plication. It complements the correlation functionality of the FM pipe by performing complex correla-

tions.

The external alarm analyzer feeds the correlated alarms to the FM pipe so that the correlation data in

the FM platform are updated.

The alarm notifications sent to FM pipe contains correlation information from an external application.
These alarm notifications are sent through the FM south mediation interface. The alarm notification
from external system indicates either correlating or correlated alarm, or both.

The external alarm notification has the following values:

« External notification identifier: indicates the unique notification identifier of

nal system

+ External mediation identifier: identifies a particular external system

For example:

NetAet™ 14 222005

Finial
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Consider alarm A from external system with externalNotificationId = 1,
externalMediationId = 1001 values and consider alarm B from external system
with externalNotificationId = 2, externalMediationId = 1001 values, and
externalCorrelationId = 1 values.

As a result of pipe processing, alarm B is now correlated by alarm A. Alarm A is the correlating alarm
and alarm B is the correlated alarm.

For externally correlated alarms, the values of ¢ RULE ID = 0 and.C_CORRELATION TYPE = .
EXTERNAL,

{E’ Note:
« IfexternalCorrelationid is specified, externally correlated alarms have

externalNotificationId and externalMediationID.

+ If external alarm is only a correlating candidate, external alarm has
externalNotificationId and externalMediationID.

* The <correlate> flag in the alarm notification from the external system can be true or
false. If the value is true, the correlated alarm is part of multiple correlations. If the value
is false, it results in uncorrelation.

4.5 Authorization in Monitoring Desktop applications

Most of the monitoring desktop applications require an authorization process. This process is used to
determine whether user has permissions to access the data, functionality, or service.

When you log in to the application, the login credentials are validated. If your login credentials are
valid, you can access the application. The permissions to perform certain operations are based on
specific roles assigned to you.

You need to have authorization to access the following:

Tool Type of authorization rights

Alarm List and Alarm History | Acknowledge, unacknowledge, and cancel an alarm,

Rule Editor and Rule Explorer | Create, modify, and delete rules.

Alarm Filter Editor and Alarm | Create, modify, and delete filters.
Filter Explorer

Trouble Ticket List Create a trouble ticket based on an alarm or object, attach an alarm or

object to a trouble ticket, and modify a selected trguifle ticket.

Object Explorer Perform alarm upload and delete all alarms./ 5 fi'
Authorization is assigned by the system administrator,

Wallfoi™ 12 SP20ne & 2000 Hal
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4.6

Scope based authorization for alarms

Scope based authorization for alarms is a feature that restricts the user to perform operations on
alarms assigned to one or more managed objects based on the defined scope.

A user assigned to a dedicated user group can perform operations on alarms based on the assocja-
tion of their alarming object to a maintenance region. An alarm is within the scope of a user only if the
alarming object for that alarm is in: - -

* maintenance region that is assigned to the user's group.
* network element that belongs to a maintenance region which is assigned to the user's group.

» network element without any assigned maintenance region, which has a parent that comes in the
above two categories.

Permission type given to Alarm: Permission for Acknowledge, Unacknowledge, or Cancel.

{E] Note:
Se=™)  Root objects without scope attachment can be created by power users and the user as-
signed with scope ALL in Scope Editor .

A user with global scope or scope ALL can perform operations on all the managed objects
irrespective of the scope assigned. Further, this user is restricted to perform operations ac-
cording to the permissions assigned.

Power group users have full permissions and the global scope. Therefore, power group
users can perform any operations on any network elements or managed objects.

Scope based authorization for alarm viewing

Scope based authorization for alarm viewing is a feature that restricts viewing of alarms based on the
scope defined for the logged in user.

To view the alarms in various alarm tools (Alarm List, Alarm History, or Warning List) you need to have
following:

» Alarm View permission.

+ Scope assigned, for example, Maintenance Region or Site and Managed object.

&

. . %,

Alarm report generation 1915 22.10.19 7 f
Alarm Reports Dashboard application enables you to detect, collect, and store t ne &“"

work. You can schedule the report generation and monitor the quality of servic ou ca :
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4.7 Fault management database overload alarm 86601

The fault management database overload alarm 86601 with alarm severity Major is raised when the
active alarm count is in the range of 90 to 100 percent of the active alarm limit.

Active alarm limit is the number of active alarms for which the fault management database Processing
is highly effective. [TOR:2.2.10.11) |
You can find the active alarm I|m|t in the Supplementary lnformatlon of the alarm. The alarm severi-

ty remains Major until the act|ve alarm count reaches 100 percent Once it is equal to or exceeds 100
percent, the alarm severity changes from major to critical. [TOR: 2.2.10.1 b) J

The alarm severity reduces from Critical to Major when the active alarm count decreases and is less
than 100 percent. Also, the fault management database overload alarm 86601 is cleared automatically
when the active alarm count limit is less than 90 percent.

ﬂ Note:
=== You must not clear the fault management overload alarm 86601 manually,

NelAr? 18 S0 008 2070 Nekin
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5 Monitoring applications

NetAct Monitoring contains Monitor and Alarm Report Dashboard applications. All the applications
contain various tools, which help in monitoring the network faults.

5.1 Alarm Reports Dashboard TOR:2.2.10.1 d), e)

Alarm Reports Dashboard detects, collects, and stores the failures in the network. It also schedules

the report generation and monitors the quality of service, Using Alarm Reports Dashboard, you can
search alarms, schedule one or more searches, and clean the report data in the cache.

5.2 Monitor

This section describes all the tools provided by NetAct Monitor application.

Tool Name Description

Alarm Details The Alarm Details tool enables you to troubleshoot. It provides an insight into the
details of the alarm that are not shown in the table form of the Alarm List tool. For
correlating (root cause) alarms, alarm details shows the correlated alarms.

You can edit the manual page content of an alarm in alarm details, whenever it is de-
ployed in adaptation.

Alarm Filter Editor | The Alarm Filter Editor enables you to design alarm filters for the Alarm List,

Alarm History, and the Warning List tools. To open alarm filter editor, double-click
on any filter in Alarm Filter Explorer.

Alarm Filter Explor- | The Alarm Filter Explorer enables you to browse the filters created for the Alarm

=i List, Alarm History, and Warning List tools.
[TOR:22.10e) |
Alarm History The Alarm History tool is used to examine the historical alarm data of one or more
managed objects. Unlike the Alarm List tool, which only shows current (not can-
celled) alarms, Alarm History shows all the alarms contained in the FM database
matching the given filter criteria.
Alarm List

further.
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Tool Name

Description

« Alarm list is presented as a table in which each row represents one qlarm re-
ceived by NetAct. The table can be adjusted in a flexible way so that il the rele-

vant information is shown. TOR 2.2.10.1 C)

A right-click on the alarm shows all alarming and controlling object rejated ac-
tions for further investigations or management. The user can acknowledge or
cancel an alarm or, for example, the user can check if an open trouble ticket ex-
ists for the alarming objéct, assuming that the optionél Trouble Ticket tools are
available.

FM Pipe Status

Enables you to check the status of the FM pipe.

Managed Object
List

Object list tool displays the result of a working set in a table format. Each row repre-
sents a managed object and each column represents the property of the managed
object. It is possible to export the object list to a file.

Netwark View

The Network view enables you to view the objects with their states.

Different states of the objects are visualized by modifying an icon, or by changing
the color of an icon. Symbols attached to the object icon give further information on
object states, such as administrative status, operational status, or active filtering due
to ongoing maintenance work. The Network View tool supports the following states
visualized by graphics or color code:

 Object State

* Administrative State

« Maintenance Mode (optional)
« Operational State

« Unknown Status

Notes The Notes tool enables you to add notes for a managed object or an alarm. A note
can be a free text or a numerical value to provide information for a managed object
or an alarm. Using Notes tool you can add and delete notes to an alarm.

Object Explorer

Object Explorer tool displays the hierarchies of managed objects. Starting from the
root object, the hierarchy can be explored by opening child-level branches. In the
case of mobile networks, the root object is the Public Land Mobile Network (PLMN)
object. Under this main level, there are central objects such as Mobile Switching

sets.
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Tool Name Description

Progress Tracker | The Progress Tracker tool displays the status and progress of long lasting FM spe-
cific operations on a single PC screen. Progress Tracker tool enables you to verify
the status of several actions while continuing to respond to the incoming alarms.

Properties The Properties tool shows detailed information about the attributes of the selected
objects and instances. These objects or instances can be managed objects, network
views, rules, or alarms.

Rule Editor The Rule Editor tool enables you to edit the alarm correlation (AC) and fault man-
agement (FM) rules created in rule explorer. You can access rule editor by dou-
ble-clicking a particular rule in rule explorer. This enables you to define:

* AC or FM actions using the same editor
« AC or FM actions in the same rule
» multiple AC and FM actions in the same rule

= multiple alarm definitions in the same rule

Rule Explorer The Rule Explorer tool enables you to create new rules for both alarm correlation

and alarm filtering rules, or to browse the correlation, alarm collection, and process-
ing rules used in the alarm collection engine and the alarm correlation engine.

Trouble Ticket List
(optional)

- Trouble Ticket tool supports the trouble resolution process. With the help of
Trouble Ticket, the progress of the trouble resolution is tracked. You can create,
attach, detach, update, and query trouble tickets.

+ To create a trouble ticket, right-click an alarm (in Alarm History or Alarm List) or
object (in Object Explorer), and select New Trouble Ticket... from the shortcut
menu.

View Explorer View Explorer tool is used to browse the network views. The folders and views are

arranged in an alphabetical order.
View explorer enables you to:

» Create a new folder or a new view
« Rename a folder or a view
+ Delete a folder or a view

* Nisplay praparties of a folder or a view

Warning List The Warning List tool provides information on brief error sit

warnings do not have start and end times, and they are
celed. The Warning List tool is used to examine the w.
aged objects. The operations cancel and acknowiedg
object menu of an object is selected. The appearance
ilar to that of the Alarm History tgol.
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5 Configuring the alarm severity color

You can set the alarm severity color based on your preference.

TOR 2.2.10.1 g)

The procedure describes how to configure the alarm severity color for alarms In various tools (Alarm

List, Alarm History, Network View, Site View, SingleRAN Site View and Warning list). By default
the Severity column is colored based on the severity of the alarm.

~

1. Log in to the WebSphere Application Server (WAS) VM as omc user.

To locate the correct VM, refer to Locating the right virtual machine for a service in Administering

NetAct Virtual Infrastructure.

2. Copy the Pref_Colouring_whole row.xml file from /d/oss/global/var/javaprefs/

monitoringDesktop to /etc/opt/oss/global/custom/conf/javaprefs/

monitoringDesktop/ directory.

cp -p /d/oss/global/var/javaprefs/monitoringDesktop/

Pref_Colouring whole row.xml /etc/opt/oss/global/custom/conf/javaprefs/

monitoringDesktop/

lﬂ‘ Note:
S| If monitoringDesktop folder is not available under /etc/opt/oss/global/

custom/conf/javaprefs folder, create a new monitoringDesktop folder.

3. Navigate to the /etc/opt/oss/global/custom/conf/javaprefs/monitoringDesktop/

directory by executing:

cd /etc/opt/oss/global/custom/conf/javaprefs/monitoringDesktop/

4. Open the file Pref Colouring whole row.xml by executing:

vi Pref_Colouring whole row.xml

5. Set the color for the alarm severity by providing the hexadecimal equivalent of the color.

Table 1: Severity and color of alarms with hexadecimal codes lists the default hexadecimal color

codes that are assigned to the alarm severity.

Alarm Severity Color Hexadecimal color code
Critical Red FF0000

Major Orange

Minor Yellow

Warning Purple

e Page 18
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Alarm Severity Color Hexadecimal color code
Indeterminate White FFFFFF
Cleared Green 00CCO00

Table 1: Severity and color of alarms with hexadecimal codes

. IH’ Note: . . .
If an incorrect hexadecimal code is entered, NetAct monitor assigns the default color for
that alarm severity. Default alarm color is white.

6. Save the changes and exit the text editor.
Changes to the preferences are activated automatically.

7. Close and relaunch NetAct Monitor.

Expected outcoime

The alarm severity is modified as per the defined colors.
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The following figure shows the Policies tab of the CM Policy Manager user interface. In this example
the details of the highlighted policy are displayed.

Figure 6: The Policies tab in the CM Policy Manager user interface
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2.4 CM Editor

With CM Editor you can perform, for example, the following operations:

TOR 2.2.10.2 a)
+ Create, edit, and delete network plans and templates

* Create new managed objects
+ Edit and mass edit parameter values of managed objects

+ Create and select user-conﬁgurable parameter views to facilitate plan modification. There are edi-
tor views, for example for all parameters, hardware data, rehosting and site creation.

+ Send changes to the network via the Sent to Network operation without plan provisioning

* Run CM Analyzer rules

+ Use CM History. For more information, see CM History.

With CM Editor you have access to all data in the repository module, meaning actual cophgaralipy;
reference configuration, plans, and templates.

For more information on using the application, see About CM Editorin CM Edlif

The following figure shows the CM Editor main window.

Wafhct 710 SPann 2020 Mgkia
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fFigure 7: CM Editor main window

Table Editor

The Table Editor tool in CM Editor provides additional means which facilitate and speed up the manag-
ing of planned and actual configuration. Unlike in classic plan and actual configuration management,
where only the parameters of one object can be seen and managed at the same time, Table Editor al-
lows you to view and manage a number of managed objects (of the same class) and their parameters
simultaneously, by presenting them in a table. Each row in the table represents one managed object
and its parameters (one parameter per each column).

Presenting multiple objects and their parameters in a single table allows you to have a wider view at
the parameters of the managed network, as well as comparing and modifying managed object's para-
meters much faster. You can also have several tables open at the same time, and you can rename the
tables.

Beside basic operations that can be performed on managed objects (creation/deletion/modification),
Table Editor provides additional functions, which facilitate object and parameler management, for ex-
ampile filtering. Filtering function allows you to specify the filtering criteria against a selected column,
so only the managed objects fulfilling the criteria are displayed in the table.

Table Editor uses the editor views defined in CM Editor. Using the views significantly improves the
—_——
readability of the view since you can divide and group the parameters into categories

) &
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keeps record of every configuration change in the network as all the configufatici’ s
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ed in the Configurator database via events or upload. A specific synchronize operation ensures that
the latest information in CM History corresponds the content of the online CM History database. cm
History records are stored both for the actual and reference configuration.

With CM History, you can track parameter changes in the network to analyze configuration-relat-
ed problems. In addition, the history report results can be useful when planning future configuration
changes.

: By defining the scope and time period criteria, you get a graphical history.report of the configuration .
changes in the network. You can also compare two historical configurations to view the configuration
differences at selected timestamps. The reports can be run for a specific site or managed object hier-
archy, and it is possible to compare two configurations of two different elements. You can also select
configuration changes to be restored from the source configuration to target configuration on managed
object or parameter level.

CM History displays context information for configuration changes. Context information is automatical-
ly added to changes triggered by SON operations, but context data can also be added manually to a
configuration plan. Moreover, you can enter your own comments in the CM History report.

Editor views familiar from the basic CM Editor functionality are also applicable for all CM History re-
ports and for browsing the historical configuration. CM History reports can be exported to a CSV file
for offline inspection and storage. The history data increases the Configurator database size, and
therefore the old history data needs to be removed periodically. However, the timespan for history data
storage is fully adjustable.

For more information on CM History, see Introduction to CM History in Using CM History.

TOR 2.2.10.2 b)

2.5 CM Operations Manager

With CM Operations Manager you can start and schedule different operations supported by the
system, for example, export, import, upload; and download. You can get real-time feedback on the
progress of the operations and history information on the executed operations. You can import and ex-
port plans, actual data, reference configuration, templates as well as hardware data (export and up-
load only).

With Workflow Engine (if applicable) it is possible to create task sequences for repeated operations,
and this way make it easier to complete or even schedule operations normally performed with different
user interface applications.

CM Operations Manager is the center of Configurator, and it provides visibility to what is happening
and what has happened for the managed data in network operations.

You can open various tools from CM Operations Manager:

+ Command Manager

+ Multipoint Configuration Assistant
+ Rehosting Tool

+ TRX Locp Test

Pdet far] 101G g
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+ Workflow Engine

For more information on using the application, see About CM Operations Managerin CM Operations
Manager Help.

The following figure shows the CM Operations Manager main window.
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Figure 8: CM Operations Manager main window

Rehosting Tool

With Rehosting Tool you can move/rehost BTS sites from one unit to another unit, for example move
WCDMA BTS sites from one RNC to another RNC, or move a radio module configuration from one
MRBTS to another MRBTS.

Rehosting Tool has a Rehosting Wizard functionality, which facilitates and speeds up the execution of
the BTS site rehosting operations. It enables faster rehosting preparation by minimizing the number
of parameters to be entered. Rehosting Wizard guides you step by step through the defined rehosting
parameter process for each BTS site to be rehosted. For each BTS site you need to specify only the
parameters which change during the rehosting process. You can change the default set of the rehost-

ing parameters to be specified and their names shown in the user interface by defining your own Re-
hosting Wizard XML file.

Rehosting Wizard starts automatically when you drag and drop or copy and paste the BTSs to be re-
hosted from CM Editor to the Rehosting dialog in CM Operations Manager.

Sites.

For information on how to move WCDMA BTS sites within an RNC, see Abou
RNC in Rehosting WCDMA BTS Sites within RNC.

SO0 ' r e
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For information on how to move an eNodeB from one MME/SGW to another, see About rehosting in
Rehosting LTE BTS Sites.

For information on how to rehost LTE radio modules, see About rehosting in Rehosting LTE Radio
Modules.

Workflow Engine

Workflow Engine provides a user-friendly and configurable workspace to execute a pre-defined set

of configuration management tasks. The purpose of Workflow Engine is to simplify and speed up the
execution of basic configuration management tasks, for example, export, import, upload and provi-
sioning. The target configuration is selected at run-time. You have been provided a set of ready-made
workflows for various needs.

Workflows can be tailored for operator-specific purposes. Each workflow is an XML file listing opera-
tions to be executed to complete a task. You can either modify an existing operation list or create new
operation lists to call standard configuration management operations like import, export, upload and
provisioning. You can also attach your own scripls, lagged with scriptExecution, to your operation list.

If you want to create more advanced operations where you need access to the Configurator program-
ming interfaces and to the Configurator database, contact your local customer support team.

The following figure shows the Workflow Engine window.
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4 Basic operations

You can use the following tools when performing configuration management operations:

* NetAct Configurator applications CM Analyzer, CM Editor, CM Rule Editor, CM Operations Manag-
er, CM Reference, Flexible CM Search, Intelligent Feature Activation, Plan Editor, and Site Config-
uration Tool

- - b hd

* racclimx.sh command line tool
+ Other planning tools (by using the XML and CSV/XLSX interfaces)

For information on

+ modifying the settings in the Configurator applications, see Configuring NetAct Configurator be-
havior in Administering Configurator.

+ configuration management procedures, see the documents under categories Configuration Man-
agement Operating Procedures and Configuration Management Helps.

+ command line operations and options, see Executing command line operations in Command Line
Operations.

+ supported network element releases, see Supported network element releases in NetAct Release
Changes.

* objects and parameters, see the Object Information Browser application

+ operations related to Administration of Measurements, see the documentation under the Perfor-
mance Management category. Note that the Configurator applications should not be used to per-
form any operations on the Administration of Measurements objects.

4.1 Maintaining up-to-date picture of the network

NetAct maintains an accurate and up-to-date picture of the underlying network. The network can be
modified by local management tools, by Configurator applications, and by automated SON operations.
The managed network and NetAct system are synchronized by using two separate methods:

* Real-time updating of the NetAct database by NetAct event management

* Uploading of the network configuration and parameters
Note that there are no events from:

- BTS (GSM)

+ AXC and FTM (Flexi Direct)

RNC ATM/IP, Flexi Direct IP, and Flexi Direct Signalling
Site Monitoring Module

» Nokia AirScale Wi-Fi

elAcl = [ 000
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4.1.1 Real-time updating

The network can be modified locally or by Configurator. In both cases, the changes are reported to
Configurator by events. Events are generated by the network and the automatic updating is done by
the event handling Configurator processes.

There are four kinds of local changes in the network elements which cause an event to be sent to
Configurator:

. + Creating a managed object - -
* Deleting a managed object
* Changing the administrative state of a managed object

* Changing the parameters of a managed object

~

Note: When an adjacency creation event is received, an external cell is automatically
created to the NetAct database as a target cell. This also applies when the target cell is not
found during the upload.

Note: In the Common Operations and Maintenance (COAM) BTS software architecture, it Is

possible that certain BTS statuses are not synchronized with the NetAct databasc because

of a specified period of data update.

The following sections show which network elements send events (real-time updating) and which do
not send any events, that is to say, the actual configuration needs to be updated by uploading.

4.1.1.1 Real-time updating for GSM

You can make local changes to the network configuration with the local MML of the network elements.

For BSC RNW, only file-based XML events are supported. For more information, see Configuring BSC
file-based upload, provisioning, events and versions in Administering Configurator.

There are no events from BTS site configuration. The actual configuration needs to be updated by up-
loading.

4.1.1.2 Real-time updating for WCDMA
You can make local changes in the RNC with the local management tools. There are no events from

AXC/FTM and RNC ATM/IP. The actual configuration needs to be updated by uploading.

4.1.1.3 Real-time updating for Flexi Direct

When making local changes in the Flexi Direct RNC RNW, the network element s
OMS to NetAct.

There are no events from I-HSPA BTS, I-HSPA IP, and I-HSPA Signalling.
needs to be updated by uploading.

NelACHT 15 5 hin A NoK A
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4.1.1.4 Real-time updating for LTE eNB

When making changes in the LTE eNB by using local management tools or automated SON opera-
tions, the network element sends events via iOMS to NetAct. Events are received also after the plan
has been activated.

4.1.1.5 Real-time updating for LTE iOMS

iIOMS sends events for the PREBTS objects that are used for autoconnection;

4.1.1.6 Real-time updating for BCUBTS

The actual configuration is synchronized automatically with the BCUBTS data.

4.1.1.7 Real-time updating for Single RAN SBTS and BTS Mediator

The actual configuration is synchronized automatically with the Single RAN SBTS and BTS Mediator
data.

4.1.1.8 Real-time updating for Nokia Airscale BTS 5G

The actual configuration is synchronized automatically with the Nokia Airscale BTS 5G data.

4.1.1.9 Real-time updating for Nokia AirScale Wi-Fi

There are no events from Nokia AirScale Wi-Fi so the actual configuration needs to be updated by up-
loading.

4.1.1.10 Updating for core network

There are no events from core network elements. Perform upload to update the actual configuration.

4.1.1.11 Updating TETRA network

There are no automatic events from DXT and TBS in the TETRA network. If there are local configura-
tion changes for DXT and TBS, the actual configuration needs to be updated by performing an upload
in NetAct Configurator,

4.1.2 Uploading network data

You can update the radio and core network informativn willh CM Operations Manager apnd-semmand
line interface using the upload operation.

The accuracy of information in the NetAct database must be checked, for e

* when you suspect that the databases in NetAct and network elements|(?
+ the network element release is upgraded e .
+ local changes have been made to the RNC ATM/IP configuration ’}" ,"}ﬁ' J.{f ][-. L/

+ local changes have been made to the Flexi Direct IP/Signaliing r_:or!figqféfi'oh
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* local changes have been made to the AXC/FTM configuration (Flexi Direct)
* local changes have been made to the Nokia AirScale Wi-Fi configuration

* local changes have been made to all the core network element configuration
The status of an upload operation can be monitored in CM Operations Manager.

In the core network, you can also monitor the last successful update operation by checking the Last
upload timestamp non-network parameter, which is visible in CM Editor at the fragment leve|,

CM Operations Manager automatically updates the parameter information of managed objects and
creates all the missing child objects in the NetAct database. It also deletes the actual set of those ob-
jects which are defined in the NetAct database but do not exist in the network. For more information,

see Upload in CM Operations Manager Help. TOR:2.2.10.2 ¢)

You can also schedule upload operations to be executed at a specified time. You can use CM Oper-
ations Manager or the command line interface for scheduling operations. For more information, see
Scheduling operations in CM Operations Manager Help document and Executing command line oper-
ations in Command Line Operations.

Note that when an RNC is selected as the scope for a scheduled BTS upload in CM Operations Man-
ager, the newly integrated BTSs are automatically added in the upload scope. When OMS is selected
as the scope for a scheduled BTS upload in CM Operations Manager, the newly integrated LTE BTSs
are automatically added in the upload scope.

4.1.2.1 Post-upload

Post-upload operation is responsible for populating Target Cell DN parameters, which is a non-net-
work parameter in the adjacency objects.

Target Cell is determined by Target Cell Identification parameter.

For more information on Target Cell Identification parameter specific to network technology, see Ad-
Jjacency types in Managing Adjacencies.

If the Target Cell is not found in the actual configuration, the external cell with parameters populated
from adjacency object is created to preserve the correct relations between the managed regions.

For more information about inter-regional adjacencies, see Inter-regional adjacencies in Managing Ad-
Jacencies.

If a cell with the same identification parameter appears in the managed network, Target Cell DN is up-
dated from external cell to managed cell.

Unnecessary external cells are deleted, when there are no other adjacencies pointing on that cell.

4.1.3 Automatic uploading

7040 Hokin
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work, and automatic upload is triggered if an anomaly is detected. This feature is not valid for eNBs in
Single RAN SBTS or from LTE19 onward.

Intelligent Configuration Synchronization is not enabled by default. You can enable and disable the
feature (cmsyncForLTE) and define its properties in the configurator.properties file, byt
additional properties do not need to be defined for the feature to be activated.

Intelligent Configuration Synchronization utilizes multiple parameters that can be modified in the

configurator.properties file:

« N

« Itis possible to enable or disable the CCN buffering during upload via the
cmSyncForLTE CCNBufferingDuringUpload-property. This forces that the CCNs that
were sent during the upload will be synchronized with the upload after the upload is completed.
This option uses disk resources to buffer the CCNs and is not mandatory. If not enabled, incorrect
CCN order will still be detected and a new upload is triggered.

* The maximum number of upload retries can be configured via the
cmSyncForLTE MaxNbrUploadRetries property, but the default value zero can be used
because new incoming CCN will trigger upload also if the upload is needed.

* The maximum number of eNBs in one scheduled automatic upload can be configured via
cmSyncForLTE MaxNbrENBsPerUpload to limit the peak load caused by the automatic
uploads. The remaining eNBs will be included to the next uploads.

* Because it is possible that the user is executing manual uploads at the same time when the
automatic upload occurs, also the total number of eNBs in all uploads should be limited and this
is can be done with the cmSyncForLTE MaxENBsInUploads property. When the limit for total
number of uploads is exceeded, no more eNBs are included to the automatic upload.

* The automatic uploads are triggered in a scheduled manner. The eNBs which require
synchronization via upload are included into the next scheduled upload until the maximum
number of eNBs per upload (value of property cmSyncForLTE MaxNbrENBsPerUpload)
is reached. Both the hours and minutes schedule have their own property:
cmSyncForLTE UploadScheduleHour, cmSyncForLTE UploadScheduleMinute.

* Because the upload can be interrupted unexpectedly, the Intelligent Configuration Synchronization
feature contains timeout mechanism to trigger a new upload. This timeout is controlled using the
cmSyncForLTE_UploadCleanupTime property.

For more information on setting configurator properties, see Configurator properties in Configurator
Technical Reference.

Exporting network data

The actual or reference contiguration data for radic and core network is used as@hasis ¢ plans

which are transferred into a planning tool using CM Operations Manager
Also plans can be exported by using CM Operations Manager (in XML a ' '

) : T
The status of an export operation executed from the command line interfac afr1e 'tﬁoﬁfto -.1'd in, &M
Operations Manager. (| vﬁ o e L
""‘I‘:Er,?‘-nq R
5L
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1 Introduction to Thresholder and Profiler

Thresholder and Profiler is an optional feature. It allows you to set and manage thresholds, for the Per-
formance Indicators (Pls) and Key Performance Indicators (KPIs) calculated in the Performance Man-
ager application.

. TOR:2.2.10.3 ¢)
.+ Regularly compares the KPI values with the KPls threshold. .

- When a KPI value exceeds the threshold a notification is sent.

{B Note: The notifications are only sent if they are enabled for the threshold.

Restrictions

Thresholder and Profiler permissions requires administration permissions.

1.1 Terms

The following sections describe terms and abbreviations that are used in Thresholder and Profiler.

1.1.1 Terms and concepts used in Thresholder and Profiler

Term Explanation

Aggregated data | Thresholder and Profiler uses aggregated data from Performance Manager.

Alarm Alarms are one type of notifications that Thresholder and Profiler can send. The
other types are SMS and e-mail. You can further process the Thresholder and
Profiler alarms by exporting them from the platform.

Busy Hour An aggregation type not used in thresholds.

Evaluation criteria | The evaluation criteria for a threshold depend on the formula of the threshold.

KPI Key Performance Indicator: used in this document for KPI, PI, or formula, unless
KPIs and formulas need to be explicitly distinguished.

Measurement A special condition defined for a Pl or KPI value in the Thresholder GUI: When-

threshold ever that condition is met dunng Thresholder execution, it informs you that, for

Meeting a thresh- | See crossing a threshold. [t is not a crossing if the KPI
old defined in the threshold formula. The KPI value must e
the scenario to be considered a threshold crossing.

e Page 42



thrasfolier ana Profiler Overiew LINUGHC T2 4-0 Intrasluction to teshol e, and Piefike
Term Explanation
Notification Users can enable notification sending. Thresholder then sends an SMS, gn e-

mail or alarms to inform the user who manages the threshold that a threshg|g
has been crossed, its severity has been changed, or that the crossing situation
does not exist any more.

For more information, see Reference information on the notifications sent py
Thresholder and Profiler. . .

Parameters for

Threshold configurable parameters:

firesholding * Formulas - with up to four alarm levels (warning, minor, major, critical)
» Multi-spiking - number of reporting periods
Pl Performance Indicator: Metric that gives information about the performance of a
network element, process, or function, on network element or network subsys-
tem level.
Raw data Data collected from the network that was not processed by the platform.

Evaluation Delay

The evaluation delay is used to offset the thresholder and profiler reports execu-
tion time, without affecting the report time window. For example, if a report runs
hourly, it would be scheduled for execution at 21h, 22h, 23h and so on. Those
executions would look at data of time intervals 20h-21h, 21h-22h, 22h-23h and
so on, respectively. If a 10 minutes Evaluation Delay is selected, then the report
runs at 21h10, 22h10, 23h10... but it still evaluates data of intervals 20h-21h,
21h-22h, 22h-23h, etc.

This is used to account for the delay in having a certain data period available in
the platform. For example, hourly data is usually only available 10-15 min, after
the period closes.

Evaluation period

Frequency for which Pl values are available. The reporting period depends on
the aggregation level selected for the KPI/PI in the Thresholder GUI for the time
dimension. .

Also called aggregation level along the time dimension.

If the raw measurement data from a network element is available at 15-minute
intervals (= measurement interval) from the network element, Reporter aggre-
gates it according to the metadata specification for the adaptation (1:

Sampling

Thresholder and Profiler does not work with sampling AFR e 4
takes the latest available information.

Biathel 10 10 S127008
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Term

Explanation

Setting a threshold

Setting the parameters for the threshold: multi-spiking, threshold formula.

Spike

When a Pl value crosses the threshold.

Threshold

See measurement threshold.

Threshold cross-
ing

* [n single-spike mode (when multi-spiking is set to 1/1)

The threshold is crossed if the KPI value crosses the threshold: if it is below
or is above, depending on which direction of change makes sense for the
threshold.

+ When multi-spiking is enabled

The threshold is crossed if the measurement value crosses the threshold at
least N times, where N is the number of spikes in the spikes/time window
formula.

Threshold formula

You can define up to 4 formulas (warning, minor, major, critical) when you are
setting a threshold.

Thresholding inter-
val

Thresholder and Profiler uses the Evaluation period when it evaluates a P| val-
ue against a threshold formula: if the user has set the summary level for the time
dimension to hour, Thresholder and Profiler performs the evaluation for that KPI
only every second time it runs.

Thresholding peri-
od

Time between two job executions for a threshold evaluation.

Thresholding poli-
cy

You determine the thresholding policy by setting the following parameters for the
threshold:

+ threshold formula (up to four formulas: warning, minor, major, critical)
+ multi-spiking (number of spikes, number of reporting periods)

Time window

Numbeér of thresholding periods Thresholder and Profiler checks for threshald
crossings when multi-spiking is enabled.

Table 1: Terms and concepts used in Thresholder and Profiler
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Report Creator

The Report Creator tool is used to create new reports in a fast and easy way.
Following is a list of some of the functions and services available in the Report Creator tool:

+ Create technology-based reports
+ Select or group KPIs or counters * :

+ Threshold (value) and markup (color-coding) KPIs or counters or both
+ Create reports, charts, and dashboards

+ Configure options and create multi-panel reports

+ Preview, generate, export share and schedule report features

The Report Creator is the GUI that helps you with report creation.

3.1 Object Selection
The Object Selection panel allows you to select the objects for the report.
Following is the description of the main areas of the Object Selection GUI.
Area Description
Technology You have several packages from which you can select the technology for the re-
port.
Hierarchy You can select the hierarchy for the report. It determines the drill path for the ob-
ject levels.
Object Level You can drill down to the available levels and choose any object level of the ex-
panded tree.
Object Filtering [ You have a drop-down list where you can select the object type that populates
the Object Filtering list, from where the individual network elements can be se-
lected. There is also a search box where you can enter the name of the object
enabling an easier location of a specific object. The selection also includes all
the hierarchical descendents of the selected objects, if the chosen measure-
ments support those child object hierarchies.
Table 1: Object Selection panel areas
I
3.2 Configuration Management Selection i,
The Configuration Management (CM) feature is an enhancement to the Perfonnga"’(; q%ﬁgq'ti*}’ i
| | A P .
(PM) reports. It allows you to control how the PM data is grouped through the Aggregaﬂop _g_réa and L’ S
Neipptv 10 SPIOGE $2020 Nobin \V‘

1 inal
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filter certain network elements based on CM parameters, through the Filtering area. It is possibje to
create and run reports combining PM and CM data. You can:

« Aggregate PM data display based on CM parameters.

+ Filter report outputs based on CM parameter values (example: only include data for radio celis
using the 1800 MHz band).

= Get technical descriptions on the meaning of CM parameters.

« _Track changes done on CM parameters and correlate them with performance events.

The Aggregation area allows you to group KPIs or PM counter data by the distinct values of the cho-
sen parameter list. Objects in reports are grouped by CM parameters and PM data is aggregated and

displayed for each group allowing you to correlate CM parameter settings with network performance
data.

The Filtering area allows you to filter network objects by specific values of the chosen parameter list.
The output KPlIs refer only to the value of the parameter selected in the Filtering area. The report out-

put data is filtered so that only data for objects that have given configured parameter values are pre-
sented.

For more information see Configuration Management Selection in Performance Manager Help.

3.3 Time Selection

The Time Selection panel allows you to select the time granularity for the report.

The following table details the granularity options available in the Time Level area.

Note: Aggregated data is only visible for whole periods. To maintain comparability of each
B data point, the current time period is not included in computed reports.

Time granularity | Description

15MINAGG Displays RAW data for every 15 minutes of data.

@™ Note: If RAW is set to 1 hour and you select 15MINAGG, the data dis-
ﬂ] played is of 1 hour results. These aggregations are available depend-

ing on the installed technologies.

30MINAGG Displays RAW data for every 30 minutes of data.

Note: If RAW is set to 1 hour and you select 30M|}
played is of 1 hour results. These aggregations/

ing on the installed technologies.

ol Displays the pre-aggregated data to daily level.
L
e Displays the pre-aggregated data to hourly level. ﬁ’f?"{ 'l PG
SRAITREaR WEQ20 Metie 3 % ' j

Final
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Time granularity | Description

RAW Displays the available RAW data, that is, the minimum granularity of data re-
ceived from the Network Element, usually 15min, 30min, 1h. In this case it
presents similar results as in Hour aggregation. Some Network Elements can
provide up to 1minute and 5 minutes granularity. In these cases, it is necessary
to activate the Real Time feature.

WHOLE_PERIOD | Displays the data from a given date-summarized in a single entry.

The summarization uses aggregated data only when the selected time window
can be calculated exclusively with aggregated data. Otherwise, the summariza-
tion uses available raw data for calculation.

Period start time report presents the first day of the selected period.

Drilling into Period start time displays all days within the selected WHOLE_

PERIOD.
WEEK Displays the pre-aggregated data on a weekly level.
MONTH Displays the pre-aggregated data to monthly level. This granularity is not avail-

able for all technologies.

OVERLAY Allows to report over three different time periods and compare their results. It
can be a daily or weekly comparison.

OVERLAY for day - three days comparison at hourly level.
OVERLAY for week - three weeks comparison at daily level.
Note: Date 1, Today for Day, and This week for Week comparison
E are not selectable. Advanced Filter is not available with OVERLAY
option.

An overlay report cannot be saved if data, for selected dates, is not
available. It may happen that the overlay report presents results for
weekly comparison and no results for daily comparison, because of
different tables in use (daily, and hour or raw respectively) and storing
period configuration.

Note: To use the OVERLAY option in time level, you must have previ-
ﬂ ously generated a report with one object.

BH Displays the pre-aggregated data on a busiest hour of a

WEEKBH Displays the pre-aggregated data on a busiest hour of the4VEe f
lion.

MONTHBH Displays the pre-aggregated data on a busiest hour of tn({ I

gation. This granularity is not available for all technologigs. _

Math et 1Q SD206 © 2020 Mokia
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Table 2: Time Level granularity

Note: BH, WEEKBH and MONTHBH are available under Time level only if one commqon
ﬂ criterion of Busy Hour is available, that is, the report must have counters/KPIs that belong to
the same measurement or measurements with the same Busy Hour criteria.

| Note: If you select 15SMINAGG or 30MINAGG as Time level and then Absolute Time as
ﬂ Time filtering, the hours in Start date: and End date: are not available.

3.4 KPl/Counter Selection

The KPl/ICounter Selection panel allows you to add or remove the KPIs and counters of the report, or
the KPIs from other reports. In this panel, are available only JFLX reports.

In this panel you are also able to define the thresholds, or threshold colors, in specific KPlIs in the re-
port, helping you to highlight KPIs values range in the data results.

3.5 Preview

In the right area of the Preview panel, the report output Data Table is available by default for a quick
preview, displaying the following information:
» Period start time
 Topology objects names, depending on the selected object level
+ The selected KPls and counter values. If there are KPls as counter groups, the grouping name is
placed above the KPIs or counters, or both, columns.

Supporting buttons are available to:

» Generate the report output.

+ Generate & Save the report. This option saves the report in your repository, available in the
Saved Reports, and generates the report output.

- Save the report in your repository, available in the Saved Reports.
+ Customize the report by adding charts for the selected KPIs and choosing each chart type.

3.6 Customize

The Customize panels allow you to view the KPls results in charts, add additi
ure each chart.

By default, only one chart is displayed with the first two KPIs from the report desli
was created in the Selected KPl/Counters list.
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To improve the charts’ usability and offer an easier way to perform analysis, an options menu is gyajl-
able in the upper left corner of each chart.

Report output

The report output shares the same look and feel as other dashboard reports. All the dashboard. op-
tions are available for the reports, such as switch between: chart types, managing KPI plotting in both
Y axes, data filtering, XLSX or CSV export and chart image export.

TOR 2.2.10.3 d)
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2 User and Permission Management

NetAct user security comprises mechanisms for controlling user access to the system. User authen-
tication verifies the identity of users accessing the system. User authorization ensures that users can
only access applications and perform tasks they are allowed to.

In NetAct, users and user authentication data is managed by NetAct User Management. User autho-
rization data is managed by NetAct Permission Management.

2.1 User Management
Objects in scope of User Management are Users, User Accounts, and User Groups.
» Local Users:
Users created and managed by NetAct User Management are referred to as local users.

- User:

User is a human user or another entity (SW processes or external systems, for example, a NB
system or network element), which uses services provided by NetAct. The user profile repre-
sents the personal details of a user, for example, first name, last name and email address.

— Local User Account:
Local User Account, or simply user account, is the entry in a user directory, which represents
a user, that is, a user account is assigned to one user. The login profile of a user account
contains validating information for login, such as account and password. The passwords
must meet the password policies, which can be administered in NetAct user management.
Though NetAct user management does not restrict the number of accounts per user, it
is recommended to create one user account per user. User accounts are used for user
authentication and authorization.

There are some default user and user accounts (also known as System User Accounts) added
to NetAct during system installation. These user accounts are critical for NetAct component’s
internal functionality and thus it is not possible to delete them.

+ External User Accounts: ) )

Users managed by an external authentication server (stich as a corporate Active Dirgg

is outside of NetAct) are referred to as External User Account. These user acgpin

ts cannot)”

External user accounts are also sometimes referred to as Corporate Usgrs ! brp,éiatl'__a}User,-Ao i/

counts or Shadow Accounts e

"""?!'w: o~ —vis
AR 1 ' | g ﬁ{f 2
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[ﬂ' Note: NetAct User Management does not store the password of external user accounts.

* User Group:
User Group is a collection of local and external user accounts, which have the same permissions
and access rights. Both local and external user accounts must be member of one or more yser
groups. Authorizations in NetAct usually are not granted to individual user accounts but to yser
groups (and thus to all users in a user group).

There are default user groups in NetAct, which are created by system installation and which can-
not be deleted. One important default user group is the so called power group, sysop. Members
of sysop have full (unrestricted) administrator rights in NetAct.

2.2 Permission Management

Role based authorizations for NetAct applications and operations are controlled by Permission Man-
agement. Authorizations are defined by roles, where a role comprises a set of permissions. Permis-
sions are granted to NetAct user groups by assigning the required role(s) to the user group. The role
based access control (RBAC) model of NetAct Permission Management is shown in the figure PEM
Access Control:

Pletm e 4 s stk S0 Nk s
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MR 0.1 * NE
* *
|
Scope
User « User Group |, 0.1 , Role
k]
1 *
n Permission
Account L
N
1 1
Auth.Object Auth.Operation

Figure 2: PEM Access Control

[E] Note: The account object of an external user does not have user object.

« Permission

Permissions define authorizations for a single operation. A permission consists of an autho-
rized object and an authorized operation on the authorized object. Permissions are defined and
checked by NetAct applications. Permissions are assigned to roles, but not directly to users or
user groups.

* Role

A role comprises of a set of permissions required by the operators to perform their task. System

administrators authorize the user groups by assigning one or more roles to thé user group. There
are predefined default roles defined by NetAct, which cannot be changed. In addition, customers
can create own roles and assign individual permissions to them,

» (NE) Scope

An administrator can optionally assign a scope to a User Group - Role assocj4
contains a set of Network Element (NE) or Maintenance Region (MR) insta
includes all network elements, which have been directly assigned and all ne

NN NP
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download data to or from an network element, included in the assigned role are only authorjzed for
network elements in the scope. The scope is not applicable for NetAct operations.

* Network View Scope

Network view scope is a simitar concept like NE scope. Views are used in NetAct Monitor applica-
tion and define (sub-) network layouts, which an operator can use. By assigning a view scope to a
user group - role combination, an administrator can restrict access to views and view operations. If
a network view scope is assigned, then users in the user group are authorized to perform view op-
erations (defined by the assigned roles) only on views in their view scope.

2.3 Applications
The following applications and tools are used for managing users and permissions in NetAct.
» User Management
User Management is the GUI application for managing user, user groups and user sessions.

User Management application supports:

Administration of users and user accounts

Administration of user groups TOR 2.2.10.4 a)

Import and export of users and permissions

Configuration of password policies

Password update
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+ Permission Management

Acrmnesl g

In the List Users panel you can list all user that are

present i in the system, ey eEns
You can a!sqcmdehter activate of deactivate.
users, and modify the user information.

In the List Groups panel you can monitor all

smugwmrg tln\, svsleﬁ TOR 2.2.10.4 a)

In the List Active Sesslons panel you can

monitor all the activa user sessions in the network.
You can filter the view according to session and user
attributes, such as Session ID or the Login name.

From the Administration menu, you: can;

Access the Policy Configuration page, where you can view
and modify password and user name policies,

Import and export of users and permissions.

Change your password

Flgure 3: User Management GUI application

Permissions Management is the GUI application for administering permissions and roles and as-

signing them to user groups.

Permission Management comprises of the following tools:

Group Explorer: Managing user groups and assigning roles to users groups
Role Explorer: Managing roles and assigning permissions to roles
Scope Editor: Managing scopes and assigning scopes to user group - role associations

Network View Scope Editor: Managing network view scopes and assigning network view
scopes to user group - role associations

Page 54
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Group Explorer

Roie Explorer

Hetwork View

Scope Editor

In Group Explorer, you can

- view user groups with assigned users and
- roles in tree format

- create, delete and modify user groups

- assign users and roles to user groups

In Role Explorer, you can
- view roles with their permissions and assigned user groups
- create new custom roles, delete custons roles and
attach / detach permissions to / from roles
- a559gn / de-assign roles to / from user groups

In Scope Editor, you can

- manage scopes; that Is, add /remove maintenance
regions and network elements to / from scopes

- assign / de-aselgn scopes to / from user group - role
associations ;

In Network View Scope Editor, you can
- manage network view scopes, that is,
create network view scopes and add
fremove network views and view folders -
to/ from view ¢copes -
- assign / de-s3sign network view scopes to / from user
group - role assoclations

Figure 4: PEM GUI application

S NOE G
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3 Session management overview

Operator log in to NetAct (GUI) applications is performed centrally through the common NetAct Start
page. A user session is started after successful authentication. Within a user session, operators can
open multiple applications and perform operations, for which they are authorized. A session is cjosed
by explicit user logout or session termination initiated by an Administrator. Then, the session is closed
for all the applications launched within the user session.

The main tasks of Session management are to supervise active user sessions and to display informa-
tion about user sessions:

+ If a user session is idle for more than the defined timeout period, the user interaction is blocked
until a re-authentication is done. The session timeout reduces the risk that a forgotten session will
remain open for a long time and thus can be hijacked by an unauthorized person.

+ If a user logs out from any of the launched applications, the complete session is closed. All the
applications launched through the same session are also closed.

— NetAct web application windows or tabs take few seconds for the auto closure.

* When the user logs in, the system provides the following information about previous login

attempts: TOR:2.2.10.4¢c)d) I

— date and time of last successfui login.
— failed login attempts since previous successful login.

— Ifthe idle time of a user exceeds the defined timeout period, the user interaction is blocked
and the expired window appears. The default timeout period is 1800 seconds after successful
login.

This information can be used to detect unauthorized access to the system or attempts to guess
the password.

components for authentication. This can result in difference of last successful login time
and failed login count seen post login for such users.

E—J Note: System user credentials (for example, omc) are used by various NetAct system

*_ A security administrator can monitor open user sessions. For example, to check which operators
are logged on {o the system. TOR: 2.2.10.4 b)

+ Auto invalidation of disconnected sessions: User sessions are auto invalidated after certain
duration because of the unavallablhty of client or on |mproper session termmatlo

user account can be controlled. It gives the ﬂeX|b|hty to configure NetAct to hpvamﬂlg ﬁle gimuita—
neous or one session per user account. This supports the below configurations.” ‘hﬁ '
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— No simultaneous user session: This functionality prevents to create a simultaneous ggs-
sions for an account. A new login request to NetAct for an account will not be allowed yntil al
existing session(s) of this account is/are logged out or terminated. 30010 login failure alarm
will be raised (if configured) indicating such login failure.

— Limited number of simultaneous sessions: This functionality allows to limit the number of
simultaneous sessions for an account. Simultaneous sessions request are allowed only yp
to configured limit even if requests are from the same or different NetAct terminal. A new lo-
gin request for an account will be not allowed when its simultaneous session count is already
reached the configured limit.

— Unlimited number of simultaneous sessions: This functionality provides unlimited number
of simultaneous sessions for an account.

‘ Note: By default, simultaneous session control is disabled. Configuration changes
{E must be done to make use of simultaneous session control. This feature controls on-
ly the NetAct simultaneous login session. It does not restrict to open an application

within NetAct multiple times.

+ Session expiry policy: NetAct idle session timeout is a specified period of inactivity after the Net-
Act session is locked until re-authentication is done. Using this functionality, idle session timeout
period is made configurable.

+ Forcing the user session termination: Using this functionality, NetAct active session(s) can
manually be terminated by the administrator. This triggers logout for those sessions and all appli-
cations connected to the sessions will be stopped immediately.

B

Note:

* If the user initiates an application in two different browsers, then they are tracked as two
different sessions. All the applications launched through the same browser are in the
same session. Private browsing within the same browser is still considered as a separate
session.

» Session timeout is updated after any user activity (mouse movement/key pressed)
performed in an application supported by Session Management.

* Login attempt for user with correct password makes the login to fail, when the allowed
simultaneous session is exceeded. As a result, previous login attributes associated with
the user will be updated (Unsuccessful login count is reset and last successful time will
be updated with last login attempt time). .

* Web application launched in separate browser tabs or windows of the same user

windows automatically.

* Summary of session management functionality supported acrogg S A8\
described in the Table 2° Summary of session management [HR
applications table,

MRS 151 Sef T T [ 1 B
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Listing of user
sessions

Idle session time-

out

Auto invalidation
of disconnected
session / Sesgion
invalidation on
user logout / Ses-
sion Termination

Web Applications

All applications sup-
ported

All applications ex-
cept Real Time Per-
formance Monitor-
ing (RTPM) appli-
cation. For more in-
formation, see Real
Time Performance
Monitoring in Per-
formance Manager
Overview.

All applications sup-
ported

Rich Client Applica-
tion (javaws applica-
tion)

All applications sup-
perted. NetAct Mon-
itor application will
be considered as
active session, if it is
configured to track
session. To enable
session manage-
ment support in Net-
Act Monitor appli-
cation, see Config-
uring session man-
agement in Admin-
istering Fault Man-
agement.

All applications ex-
cept NetAct Monitor
application is sup-
ported. By default
Configuration man-
agement rich client
application (javaws
application) have
idle session timeout
disabled and can

be enabled. To en-
able idle session
timeout in Configu-
ration management
rich client applica-
tions (javaws appli-
cation), see Config-
urator properties in
Configurator Techni-
cal Reference.

Al applications sup-
ported. By default,
support in NetAct
Monitor application
is disabled and can
be enabled. To en-
able, see Configur-
ing session man-
agement in Admin-
istering Fault Man-

agement

Table 2: Summary of session management functionality acrogé N,

* SW Import manager: Session management functionality i
manager operation within Software manager application.

Vi
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» System Monitoring: PHC report is designed as a portable html document and it ¢joes
not support session management.
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6 Security Logging and Alarming

6.1 Security Logging

NetAct logs important - including security related - events including operations, which change the
state or the (security) configuration of the system. Logging is a security function and thus cannot be
switched off. Log messages are intended for system and security administrators. Logging enables ac-
countability, that is, it provides the information to check “Who has done What and When” in case of in-
cidents.

TOR:2.2.10.4 e)

Security logs

User access to NetAct and NetAct resources and other security relevant events are logged in security
log. Security logs include information about failed and successful logins, expiring or faulty certificates
or SSH keys, Brute Force attacks, and other events indicating potential security threads.

Activity logs

Activity Logs in NetAct collect important events and operations, which change the system state and
which may have security impacts. It enables an administrator to trace back operations to users or enti-
ties, which performed the operation.

Security Log NBI

Security Log Northbound Interface (SLNBI) is an optional NetAct product for collecting audit/securi-

ty logs from network elements and NetAct and transferring them to the external Security Information
and Event Management (SIEM) system outside of NetAct. SIEM users can view logs, filter and ana-
lyze them, and search for required data. Logs provide all the information needed for up-to-date and ac-
curate security analysis.

6.2 Security alarming
Security alarms inform the security administrator about security related events:

* Login Failure Alarm is raised for successive login failures to NetAct system.

+ Brute Force Alarm is raised when a potential brute force attack to NetAct is detected. This alarm
is raieed, if there are morc than a given number of failing iogin attempts from same I address.
They are supported for

— SSH access to NetAct VMs

— HTTP(S) access to Web Applications and Web Services
LDAP access

NetAct Oracle Database




Security Management Overview and DN09151326 2-1 Security Logding and Alaiming
Operations

+ Simultaneous Session Failure Alarm is raised when there is an attempt made to obtain new
session for user account who already has an active session. This functionality is licensed ang
configuration exist for controlling the raising of alarm.

Security alarms from NetAct and managed network elements are processed by fault management and
can be monitored by NetAct Monitor application in NetAct.
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1 Introduction to logging and tracing

Log files provide information about events or errors in the system. They are automatically created and
maintained by the system. The administrator uses the log files to monitor and debug problems.

Security logs are important elements for securing the NetAct system. They provide information on the
security-related events of the entire system and trace events affecting all components of NetAct. To
facilitate information requirements for different levels of troubleshooting, logs are recorded by cate-
gories.

The figure below shows the various components of NetAct.

TOR: 2.2.10.4 h)

o Page 62



NeiAct Logging Reference DNOS826568 5-(1 Log Browser

tdet i

|- il

4

L RO i S

m— -

Log Browser TOR 2.2.10.4 g) 1

Log Browser creates logs in files that are stored across all the virtual machines.

Log file location Logger name Log description

/var/opt/oss/log/Nokia-log-browser/ |com.nokia.oss.smu.* Activity messages

oss_activity* *.log

/var/opt/oss/log/Nokia-log-browser/ com.nokia.oss.smu.* Error messages

oss_error*_*.log

Table 6: Log file location and description

ﬂ Note: Logger name listed in the table is based on the operation performed in the system.

For detailed information on how to enable trace, see Changing trace level for other mediation frame-
work based mediations.

1. Log in to any virtual machine with Log Browser deployed.
2. Navigate to 1og4j configuration directory using the command:

cd /opt/oss/Nokia-log-browser/conf/
3. Open log-config-log4;j2.xml, and change the root level of the log.

For example, from
<Root level="info">
to

<root level="DEBUG"/>
4. Save log-config-log4j2.xml file.

Expected outcome

Trace level is changed.
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11 Security management

11.1 User Management

User Management logs are available on the Java EE virtual machines (VM) where WAS is running.

B8

Log file location

Note: To locate the right VM, see Locating the right virtual machine for a service in
Administering NetAct Virtual Infrastruclure.

TOR 2.2.10.4 f)
Logger name

oss_activity CMCluster

* *.log

/var/opt/oss/log/um/
oss_activity FMCluster_

* *.log

/var/opt/oss/log/
um/oss_activity

IntgCluster_* *.log

/var/opt/oss/log/
um/oss_activity

ITSMCluster_*_ *.log

/var/opt/oss/log/
um/oss_activity

SysCluster * *.log

/var/opt/oss/log/um/ .

/var/opt/oss/log/um/
oss_error_CMCluster *

*.log

/var/opt/oss/log/um/
oss_error FMCluster *

*.log

/var/opt/oss/log/um/
oss_error_IntgCluster

* *.log

/var/apt./oss/log/umn/
oss_error_ ITSMCluster

i*_*.log

com.nokia.oss.securityman-
agement
com.nsn.oss.um.customlogin-
module
com.nokia.oss.securityman-
agement.server.serviet
com.nokia.oss.securityman-
agement.server.servlet.sso
com.nokia.oss.security-
management.server.servliet.
ssodesktop
com.nokia.oss.securityman-
agement.ui.um.managed-
beans
com.nokia.oss.securityman-
agement.ui.um.sessionhan-
dling
com.nokia.oss.usermanage-
ment.handlers.db
com.nokia.oss.usermanage-
ment.handlers.ldap
com.nokia.oss.usermanage-
ment.policyconfiguration
com.nokia.oss.usermanage-
ment.useradministration
com.nokia.oss.userman-
agement.service UserSta-
tusSyncSchedulerService
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NelAct syslem

Log file location

Log description

/var/log/cpf/osi/ftserverip.log

Logs that contain information on the ftservers
transaction over IP. By default, log level is set to
Error.

/var/log/cpf/osi/ftservereth.log

Logs that contain information on the fitserver4
transaction over CLNP. By default, log leve] is set
to Error.

Table 201: NetAct system log files produced by OSI services

15.13 Performance Co-Pilot

This section lists the relevant log files related to pmcd service that are in the VMs that host the pmed

service.

To locate the right VM, see Locating the right virtual machine for a service in Administering NetAct Vir-

tual Infrastructure.

Log file location

Log description

/var/log/pcp/pmed/*log

Information on the logs related to any pmcd
service start, stop or runtime failures.

Table 202: NetAct system log files produced by IBM HTTP Server

15.14 Red Hat Enterprise Linux operating system

Log file location Log description
/var/lib/logrotate/ The file that stores the status of the log rotation
logrotate.status
/var/log/audit/audit. System audit log
log
/var/log/btmp The log file contains information on the failed login attempts.

This log file can be read with the command # /usr/bin/lastb.
/var/log/cron The file that contains information about the commasd

been run and the time they have been run j
/var/log/maillog The mail daemon writes its messages to th{'{
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Log file location Log description

/var/log/messages The general system activity log file that contains global systerm mes-
sages, including the messages that are logged during system start-

up

Depending on how this is configured in the /etc/syslog. cont
file, this log file may include mail, cron, daemon, kern, and auth,
among others.

Base hardening actions.
Backup and restore of was profiles.

Enable and disable TLS support.

/var/log/secure Information logs related to authentication and authorization privi-
leges (For example, sshd logs all the messages in this location, in-
cluding unsuccessful login.)

/var/log/spooler If the system was connected to a printer, this file would contain logs
about printer-related events. TOR22.10.4 9)
/var/log/wtmp The file that contains information about users that have successfully

logged in and out of the system.

This log can be read with the command # /usr/bin/last.

/var/run/utmp Contains login records. The file contains information about the users
currently logged in to the system.

This log can be read with the command # /usxr/bin/who.

/var/log/vyum. log The file that contains information about yum (Yellowdog Updater
Modified) RPM Package Manager events

/var/log/boot.log The file contains the information that are logged when the system
boots.

/var/log/anaconda/ana- |When Linux is installed, this file contains information on all the in-
conda. log stallation related messages.

Table 203: NetAct system log files created by the Linux operating system

15.15 Service Manager

To determine the service names that can be managed, use the smanager s
For more information, see Locating the right virtual machine for a service in“d }
Virtual Infrastructure. A N M
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3 Overview of the ePDG TOR:23.7.1

This chapter provides an overview of the 7750 SR MG and CMG evolved Packet
Data Gateway (ePDG).

3.1 Implementation Overview

Mobile operators have tended to view WiFi as an offload capability for Internet
access. However, this has changed since they expanded their data services
portfolio, messaging, secure CRM-protected video delivery, and security (parental
control, anti-malware, and so on) — all of which are delivered from their service LANs
over cellular radio access networks (RANs). Mobile operators now want to extend the
delivery of these services over other access networks such as WiFi. Voice over WiFi
(VoWiFi) is also increasing in popularity as mobile operators expand network
coverage and create new service bundles for the current generation of smartphones
that support simplified WiFi calling capabilities. For this to take place successfully,
they need to provide the same secure authentication, confidentiality, billing, and
security as they do for cellular RAN-delivered services.

The evolved Packet Data Gateway (ePDG) gives operators the ability to deliver
mobile packet core services over untrusted non-3GPP network access, which could
include residential, public, and enterprise WiFi hotspots. With ePDG the operators
can integrate their EPC network with the untrusted non-3GPP access, such as WiFi.

The ePDG provides secure access for a UE across untrusted non-3GPP access,
usually assumed to be WiFi.

Figure 1 shows the ePDG implementation and reference points.

Figure 1 ePDG Reference Points
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3.2

16

The ePDG is the entry point for an untrusted access network to interact with the
packet core network. For this to be archived, the ePDG has three main interfaces:

* SWu interface for the interconnection of the ePDG with the WiFi Access Pointin
the untrusted domain

* SWm interface for the interconnection of the ePDG with the AAA server

* S2b interface for the interconnection of the ePDG with the PDN Gateway (PGW)
for the establishment of the bearers

Interfaces Support

The ePDG has three main interfaces to interact with both the untrusted access
domain and the operator's EPC network.

SWu

SWau is the interface that connects the ePDG with the UE through the untrusted
access domain where WiFi Access Points are located. Because the ePDG connects
through untrusted access domain that is not controlled by the same operator owning
the EPC network, this communication path needs to be secured and encrypted. For
this reason, this interface uses IKEv2 and ESP protocols for the establishment and
maintenance of the IPSec tunnels between the UE and the ePDG (TS 23.402, RFC
5996, RFC 4303). When an IPSec tunnel is established, all the data exchanged
between the UE and the ePDG are encrypted. All session establishment,
maintenance, and release messages between the UE and the ePDG are encrypted
and flow through the SWu interface.

SWm

SWm is the interface that connects the ePDG with the AAA server where the UE/
Subscriber Authentication and Authorization process occurs. The SWm interface is
based on the Diameter protocol (TS 23.402, TS 29.273). Subscriber Authentication
uses EAP-AKA (RFC 4187) for SIM-capable devices. For SIM-less devices different
methods can be used, such as EAP-TLS, which is the preferred method (RFC 52186),
or EAP-MS-CHAPV2 (RFC 2759). Authorization is also used; AAA provides ePDG
with the subscriber profile that is used to set up the session tow network.

3HE 16377 AAAA TQZZA
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S2b TOR :2.3.7.1

S2b is the interface that connects the ePDG with the PGW element. The S2p
interface is based on GTPv2 for control plane and GTPv1 for data plane signaling
(TS 23.402, TS 29.274). The ePDG, via the S2b, establishes, maintains, and
releases the bearers required to serve the UE/Subscriber services for voice, video,
SMS/MMS, and so on.

3.3 Control and Data Plane Mechanisms

This section describes the control and data plane mechanisms that are supported for
the ePDG.
Figure 2 shows the ePDG control plane mechanisms.

Figure 2 ePDG Control Plane TOR 2.3.7.2
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Figure 3 shows the ePDG data plane mechanisms.
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Figure 3 ePDG Data Plane TQOR2.3.7.2
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3.4 Standalone and Combined Gateways

The 7750 SR MG and CMG support implemenitation of the ePDG in the following

gateway modes:

 standalone ePDG

* combined ePDG/PGW/SGW

* combined ePDG/TWAG

3.4.1 Standalone ePDG

The ePDG can be implemented as a standalone gateway or as a combination of the
ePDG and SGW/PGW running on the same chassis.

The ePDG as a standalone gateway is configured by grouping ISM-MG cards, similar
to any other gateway type. The second ISA in each ISM-MG group is used to support
the IPSec data-path functions for the ePDG.-However, the second ISAs in each
group must be grouped into a single ipsmg-group for configuration purposes.

18 3HE 16377 AAAA TQZZA S B e dition: 01
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Figure 4 ePDG ISM-MG and ISA Grouping
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2 Combination ePDG/PGW/SGW

The ePDG can be implemented in combination with PGW and SGW gateways on the
same chassis, using a two-card combination scenario. This is done by defining ISM-
MG groups as usual, but only including a subset of the second I1SAs in the ipsmg-
group.

In Figure 5, groups 1 and 2 are defined to be part of the ePDG and groups 3 and 4
are part of the PGW. In this scenario, the second ISA for the PGW is free to support
Application Assurance.

Note: When using the ePDG as a combined gateway with PGW/SGW/GGSN, the S2b
interface of the ePDG and the PGW should be on the same VPRN.

Figure 5 ePDG and PGW/SGW Two-Card Combination
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3.4.3 Combined ePDG/TWAG

The ePDG can be implemented as a combined gateway with TWAG, providing both
trusted and untrusted WiFi access. For more information, refer to the trusted wireless
access gateway information in the 7750 SR MG and CMG Configuration Gujde.

3.5 Supported Features and Functionality

The ePDG supports the following functionality, as per 3GPP specifications, Rel 11,
Dec. 2013 versions:

- transferring authentication information between SWu and SWm

« transferring signaling information between SWu and S2b (only GTP-based S2b
is supported) including transportation of the IP addresses allocated by the PGW

* routing packets from and to the PGW and to and from the UE, including routing
of uplink packets based on the uplink packet filters in the TFTs assigned to the
S2b bearers of the PDN connection

* routing downlink packets toward the SWu instance associated with the PDN
connection

TOR 2.3.7.6  * de-encapsulating and encapsulating packets for the following:
IPSec
GTP, if S2bis‘used

TOR 2.3.7.6 - tunnelauthenticationand authorization (termination of IKEv2 signaling and relay
via AAA messages)

* local mobility anchor within untrusted non-3GPP access networks using
MOBIKE (if needed)

TOR 2376 - transport-level packet marking in the uplink

* enforcement of QoS policies based on information received via the AAA
infrastructure

 Lawful Interception X1, X2, and X3

» Offline Charging on an ePDG on supported interfaces including (GTP') Ga and
(Diameter) Rf to an Offline Charging Server (OFCS) .

* UE authentication using IKEv2 and EAP-AKA over Diameter

20 3HE 18377 AAAA TQZZA
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TOR 2.3.7.3

Note: The ePDG acts as an EAP pass-through agent, relaying EAp
=) | messages befween'thie UE andthe 3GPP AAA servervia IKE. The
specific EAP method (EAP-AKA, EAP-SIM, EAP-TLS, and so on) ysed
between the UE and the AAA server is transparent to the ePDG.

* SWm, Diameter-based reference point (EAP messages); SWm is supported
over TCP transport and Stream Control Transmission Protocol (SCTP)

Note: Section 7 of 29.273 (SWm) is supported, but not for the S2¢/
=p | DSMIPv6-related procedures and information elements.

* EAP-TLS authentication for non-SIM devices

* IPv6 transport for IPSec

« IPv4v6 PDN connections

» IKEV2 re-keying parameters, and reauthentication

» Call trace for ePDG reference points (SWm, SWu, SWu-clear-text) and events
(IKE and SWu)

« PCMD configuration for the ePDG

* combined gateway deployment for both ePDG and PGW/SGW on the same
chassis

* combined gateway deployment for both ePDG and TWAG access, providing
both trusted and untrusted WiFi access

* emergency call support

TOR 2.3.7.6 - load'and overload control support
TOR 2.3.7.6 * €PDG support for IMEl information over IKEv2

Edition: 01

+ S2b/SWm to SWu error mapping
* IKEv2 fragmentation

For information about RFCs supported for IKE and IPSec for the ePDG, refer to the

standards and protocols appendix in the 7750 SR MG and CMG Configuration
Guide.

3HE 16377 AAAA TQZZA
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TOR 2.3.7.4

Edition: 01

4 ePDG Basic Functionality

This chapter describes basic functionality supported by the 7750 SR MG and CMG
ePDG. For additional information about more advanced ePDG features, see ePDG
Features. For detailed configuration guidelines and the CLI command reference,
refer to the 7750 SR MG and CMG Configuration Guide.

4.1 SWu IKEv2/ESP-Based Reference Point

The SWu interface is used for communication between ePDG and untrusted WiFi
Access Points/UEs for the establishment, modification, and release of Security
Association sessions.

This interface uses IKEv2 and IPSec protocols, to guarantee the secured/encrypted
connection between UE and ePDG. SWu is used for all UE- or ePDG-initiated call
flows/services like Initial Attach, Handover Attach (LTE<->WLAN), Session Initiation,
Modification, and Termination.

For supported Request and Response AVPs and related protocol support, refer to
the messages and standards appendices in the 7750 SR MG and CMG
Configuration Guide.

IPSec Security Associations

An IPSec profile is used to configure IKE and ESP security associations. For ePDG
configurations, the IPSec profile must be applied to each SWu interface in the PDN.
The IPSec profile has two main sections that are configured using the ike-sa and

esp-sa commands. For each section, up to three algorithm suites (proposals) can be
configured to allow different algorithm suites that the ePDG will accept from a peer.

The IKE and ESP profiles support encryption including BES, 3DES, AES128,
AES192, and AES256. The ePDG also supports Diffie-Hellman groups 1, 2, 5, 14,
15 for the IKE-SA and ESP-SA.

3HE 16377 AAAA TQZZA
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Also, the UE can convey the WiFi AP MAC address via its IKE identity. The ePDG
can send the MAC address over S2b and the PGW can send it via Gx. The UE can
also send its IMEI via a custom operator IKE configuration attribute, and the ePDG
will forward it via SWm to the AAA. The ePDG understands IKE configuration
attributes for custom operator IKE configuration attributes that are provided for the
UE to request and receive a list of P-CSCF addresses, and the PGW is able to
receive/send them via custom operator attribute numbers or APCO.

Dynamic updates for NAT traversal can only be enabled for ESP SA if the replay
window option is enabled. Also, the replay window cannot be disabled while NAT
traversal is enabled.

4.2 SWm Diameter-based Reference Point

The ePDG supports the Diameter-based SWm reference point. SWm is based on
several Diameter applications including RFC 4005, RFC 4072, and RFC 6733. The
reference point is defined in 29.273 and uses RFC 4072 to carry EAP messages
(Diameter-EAP-Request/Diameter-EAP-Answer). SWm also uses RFC 4005 (AA-
Request/AA-Answer) for EAP-AKA fast reauthentication. STR/STA is used for
ePDG-initiated session termination, and ASR/ASA is used for AAA-initiated session
termination.

TCP transport and SCTP are both supported for the SWm reference point. SCTP is
a transport layer protocol, serving in a similar role as the popular protocols TCP and
UDP. Like TCP, SCTP provides a reliable transport service, ensuring that data is

transported across the network without error and in sequence. SCTP is also similar
to TCP in that it is a connection-oriented mechanism, meaning that a relationship is
created between the endpoints of an SCTP session prior to data being transmitted,

and this relationship is maintained until all data transmission has been successfully
completed.

SCTP multi-homing is also supported for SWm. The SCTP multi-homing capability
supports multiple IP addresses between two single SCTP endpoints, in order to
increase the transport reliability between the two endpoints.

For additional information about supported Request and Response AVPs and

related protocol support, refer to the messages and standards appendices in the
7750 SR MG and CMG Configuration Guide.

3HE 16377 AAAA TQZZA
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4.2.1 SWm Diameter Peer Groups

The ePDG performs AAA selection and load-balancing according to a locally
configured set of peer groups for the SWm reference point. A peer group is a pair of
AAA servers that may be specified in primary and secondary order. The primary AAA
server is normally used and the secondary AAA server is used if the primary fails.
The peer group specified for the SWm reference point is limited to a primary
Diameter peer profile and secondary Diameter peer profile, which, in turn each refer
o a single AAA.

To provide load-sharing amongst multiple servers, the operator can configure
multiple peer groups. If multiple peer groups are specified, the system will use round-
robin selection to choose a peer group for each new SWm session. The peer groups
can also be associated with a priority. This enables the ePDG to choose servers from
a higher-priority peer group first and a failover to peer groups with a lower priority.
This capability provides better flexibility for deployments in which priority use of AAA
servers is preferred.

For more information and related CLI commands, refer to SWM, SWu, and SWw
PDN commands and Sig Rate Limit Profile commands in the 7750 SR MG and CMG
Configuration Guide.

4.2.2 Username Formats

The username is sent in the Diameter EAP request and response messages and in
other SWm messages in supported formats as defined by 3GPP 23.003 and 29.273.

If the ID is a fast reauthentication identity, it uses one of the formats specified by
3GPP 23.003 section 19.3.4.

The AAA may return the complete fast reauthentication identity in NAI format, or the
UE may have to build it from a combination of the fast reauthentication identity from
the AAA plus information from the IMSI.

For example, if the fast reauthentication identity returned by the 3GPP AAA Server
is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the
fast reauthentication NAI for the case when NAI decoration is not uscd takes the
form:

358405627015@nai.epc.mnc015.mcc234.3gppnetwork.o

Edition; 01 3HE 16377 AAAA TQZZA - sl ;25
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The UE may also choose to send a decorated NAI. Decorated NAI is used when the
UE is attempting to select a PLMN that is different from the home PLMN in its IMS}.
For EAP AKA authentication, the IMSI in decorated NAI format may be:

nai.epc.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org!l0<IMSI>@nai.epc.m
nc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org

For example, if the fast reauthentication identity returned by the 3GPP AAA Server
is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and
the PLMN ID of the selected PLMN is MCC = 610, MNC = 71, the fast
reauthentication NAI takes the form:

nai.epc.mnc015.mcc234.3gppnetwork.org!358405627015@nai.epc.mnc071.mcc61
0.3gppnetwork.org

Interworking with AAAs that are not compliant with 29.273 CR 393 is also supported.

For other SWm messages, the AAA will return a Mobile-Node-ldentifier AVP that
contains the permanent identity (the IMSI). The Mobile-Node-Identifier is in Root NAI
format from 3GPP 23.003 section 19.3.2; for example, for EAP AKA authentication:

"<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

The ePDG uses the Mobile-Node-Identifier as the username for all other SWm
messages. It sends this as the username in AA-Request, Reauth-Request, and
Session-Termination-Request messages and expects it in AA-Answer, Reauth-
Answer, and Abort-Session-Request messages as well.

4.2.3 Authentication and Authorization Requests

The following messages are supported by the ePDG.

* Authentication and authorization requests use the Diameter EAP request. This
is part of the initial authentication and authorization that is performed when the
IKEv2 SA is being established on the ePDG.

* Authentication and authorization responses use the Diameter EAP Answer.

* Reauthorization requests use the Diameter Reauthorization Request procedure
defined by SWm. The AAA triggers the reauthorization request message and the
ePDG responds using the AA request to reauthorize its session.

* Reauthorization answers use the Diameter Reauthorization
* Answer requests use the Diameter AA answer responsé

* Upon deletion of a PDN connection, a Diameter sg m’ ) o1

sent from the ePDG to the AAA.
26 3HE 16377 AAAA TQZZA o Edition: 01
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» Diameter session termination answers are sent from the Diameter serverin
response to session termination requests.

» Diameter abort session requests are sent from the Diameter server to the PGW
to request the PGW to delete the PDN connection.

» Diameter abort session answers are sent from the PGW to the Diameter server
in response to the abort session request.

4.2.4 SWm Profiles and AVP Options

An SWm profile can be configured to apply different parameters to the SWm
reference point, including SWm AVPs, terminal information AVP with the IME] (if

learned from the configuration payload), and the address of the UE as seen by the
ePDG.

To configure SWm profile options, use the following commands:

+ config>mobile>profile>swm-profile>swm-avp-options>exclude-ue-local-
ip-address

* config>mobile>profile>swm-profile>swm-avp-options>include-terminal-
information

4.3 S2b GTP-based Reference Point

The S2b interface is used for communication between ePDG and PGW for the
establishment, modification, and release of bearers (default and dedicated) between
ePDG and PGW.

This interface is based on the GTPv2 (Control Plane) and the GTPv1 (User Plane)
protocols.

S2b is used for Session Establishment, Modification, and Termination.
For supported Information Elements (IEs) and related protocols, refer to the

messages and standards appendices in the 7750 SR MG and CMG Configuration
Guide.

See the ePDG Configuration Guidelines in the 7750 SR MC an 72 ool figuration
Guide for configuration examples. g 2
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4.4 ePDG Charging

The ePDG provides offline charging on supported interfaces, including (GTP') Ga
and (Diameter) Rf to an OFCS.

Charging profiles are configured in the mobile gateway charging profile context. The
following configuration elements are supported:

- éPDG-CPRcreatish TOR 2.3.7.5

* QoS and tariff time charging information triggers
» data volume limit

» time (duration) limit

* maximum number of charging condition changes (QoS Change/Tariff time
change)

* management intervention
* Accounting Request (ACR) and Response (ACA) message AVPs

For information about ePDG-CDR (Ga) and Rf messages and field descriptions (from
3GPP TS 32.251), see Appendix: CDR Formats and Configuration in the
7750 SR MG and CMG Configuration Guide.

4.5 ePDG Lawful Interception

The ePDG supports lawful interception, including support required for the PGW when
it is connected to an ePDG over S2b.

When the ePDG and the AAA server are used as nodes in the ePDG system to
support untrusted non-3GPP IP access, they are subjected to all the requirements
specified for the PDG and the AAA server for I-WLAN interworking.

The ePDG supports the following featuras for ||

* HI2/HI3 delivery methads per Annex G (LIS Lawful Interception) of 3GPP TS
33.108

» IMSI as a Target Identifier for Interception
* primary and secondary LIG peers (DF2/DF3 peers) for dellvenn and CC
- configurable number of connection retries

* TPKT in the transport stack for delivery of IRI Jihterfage and
CC messages over X3 interface o '

-~
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Cascade Lake (CSL/CLX) is Intel's successor to Skylake, a 14 nm micioarchitecture for enthusiasts and servers. Cascade Lake is v
the "Optimization" phase as part of Intel's PAO model,

For desktop enthusiasts, Cascade Lake is branded Core i7, and Core i9 processors (under the Core X series). For scalable server
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)Contents

1 Codenames
2 Brands Cascade Lake
a 2.1 Identification |
w 3 Release Dates
4 Process Technology
5 Compiler support
s 5.1 CPUID
6 Architecture
» 61 Key changes from Skylake
= 611 New instructions N -
» 62 Block Diagram
# 621 Entire SoC Overview
# 6211 LCCSoC
= 6212 HCC SoC
= 6213 XCC SoC
s 6214 Individual Core
= 63 Memory Hierarchy
7 Overview
8 Core
» 81 Execution engine
» 81.1 Scheduler Ports & Execution Units
= 9 Higher core-count multi-chip processors
s 01 Packape
= 92 CPUID level type
» 10 New Technologies
= 101 AVX-512 Vecion Nearal Network Instoneiions
a }52 Speed Seleat lechmoiogy -
s 11 Specialized SKUs 5 K.
» 11 1 Speed Select Technology (SST) 1 Lo
= 112 VM Density Value Specialized SKUs "'\
= 113 Network Function Virtualization (NFV) SKUs Page [5)




s 11.4 Search Application Value specialized
= 11.5 Specialized for networking and JoT (NEBS Frlendly) i
s 1{ 6 Extended Memory SKUs |
» 12 Persistent memory support
= 12.1 Encryption
s 13 Scalability
= 14 All Cascade Lake Chips
s 14.1 SKU Comparison
= 15 Bibliography
= 16 Documents

Codenames
Core i Abbrev  Platform Target |
Cnsc&dc Lake X |CSL-X | Glacier Falls Hngh-end desklops & onthusiasts market|
| Cns.mdc Lake W |CSL-W | Emcrpl ise/Business workstations |
|Cascade Lake SP | CLX-SP Purley Server Scalable Processors |
|
Cascade Lake AP CLX-AP Servar Advanced Processors :
Irands

Cascade Lake is sold under five different families.

| . . Differentiating Features
Lago | Family General Description ]
| Cores HT| TBT'AVX-R[ZMVL -512 Units UPI links | Scalability

Xeon W High-performance Workstations = 8-28 ‘/I v | < | 1 - | -

l

| . | ' | I | .
| { ) Entry-level performance / ! | o | | !
'| Aeonibronzel ([ e oot e x : X | v i I 2 | Upto2 |
! ; | | ‘
“ =2 | . Mid-range performance / | I
= ] m |
. .;.J '. Xeon Silver Efficicnt lower powes [ 816 « | v | 2 i Upto2
tXeon Gold 5000 High performance 418 | v | v I v 1 2 i Up to 4 !
:chn Gold 6000 Higher performance 8- | ' v i v 2 3 | Uptod
| | |
. Xeon Platinum  Highest performance / ﬂextbd:w 428 | v ' v v 2 3 ' Upto 8
| 171 | |
1st Gen (Skylake) 2nd Gen (Cascade Lake) IOR2.28.11)

| .

con Platinum 8100

Xeon Gold / Xeon Gold 6200

Xeon Golt 5200
X€oniSilverd200

Xeon Bronze 3200

X

oF

- 1dentification

Page 7



[e
=l

WAy 27.5M, 2.10 GHz

dayatiuniy

duaandayadiwig
dvanilu

HAaTouyi

@asWa ) Cascade Lake ihnunon@afnud

—@j Tdsaisaias Intel® Xeon® Gold 5218R

TOR 2.2.8.11)

Tusisaaas Intel® Xeon® Scalable tautuatsiu 2

[EFADNT B ) Server
sauhilnasaaf ) 5218R
nius ] Launched

i )| Q1'20
[Mavihainaievas ] 14 nm
[aniuusidwmiuands ]

dayadnmnzaruldstdnsan
fraat ) 20
[t \t55m | 40
[P uadus LAY ST 1 2.10 GHz
[Paudmaitugads ] 4,00 GHz
(5] ) 27.5MB
FRAUP| ] 2
[Top ] 125 W

dayardasu

ataantanuladnnil

auas paauf
Nﬁﬂﬁ’nﬁﬁ

diasjadiinizuihaauin

[mAawihaaniaasae [MuadninsEmnaoemboainiEi)

Usznvimasmboanud

[FralEwmhupyHiadan

fwrtiswiboai uE wean

fraafumiioarndn ECC ¢

e




Fasiumboanuaituuadal Intel” Optane™ DC ] b

dNdannsaens
EaudnninTunnfuning ] 2s
[mffiunljeunTs PCl Express ] 3.0
(i dednuaviau PCl Express J 48

iy asinnzaasudlaina

[Fasiudianifin ] FCLGA3647
(Tease ) 87°C
[mnauiainm ] 76.0mm x 56.5mm
waluladifuge

[Intel® Deep Learning Boost (Intel* DL Boost] ] 1
(intel® Speed Select Technology - T3 IWaszavnanw ] Wt
intel” Speed Select Technology - A MIHISIY ] il
[intel® Resource Director Technology (Intel” RDT] ] o
(intel” Speed Shift Technology ] o
[mATuTaf Intel® Turbo Boost Max 3.0 ! - 1T
waTulall Intel® Turbo Boost | ) 2.0
{fwn#nrsTisuunwanyiaii Intel” vero™ © | (]
[intel* Hyper-Threading Technology ] 13
[maTuTadviafinalawai intel® (VT-x) | ] o
[(wnTuTaftafnaTatsdu Intel” d1mdu Directed 1JO (Vi-d) | ) !
(Intel® VT-x Viil Extended Page Tables (EPT) | ] o
fintel” TSI ) U
[intel" 64 ] &)
1muuu1ugamsfa ) Intel® SSE4.2, Intel® AVX, Intel® AVX2, Intel® AVX-512
i n AVX-512 FMA ) 1
[Enhanced Intel'SpeedStap” Technolopy . ——

[Intel” Volume Management Device (VD) —

mudaanduuasanuiiiada

[ErdaTiduag ntel* AES ]

{Intel® Trusted Execution Technology | ]

[Execute Disable Bit | |

aTviad intel” Run Sure ]

Mode-based Execule Control (MBE] _Pag.e_gz_____l 1o



T Tussiuas Intel” Xeon® Scalable Lautuaisaiu 2

T #3nsa9: aonsa | Suudaudie | tvnag

donsasne

Tusinimaing Intel® Xeon® Platinum 9282

Tuisiztriaiad Intel® Xeon® Platinum 9242

Tusiztsiiaind Intel® Xeon® Platinum 9222

Tusimaias Intel® Xeon® Platinum 9221

Tilsuatmaing Intel® Xeon® Platinum 8280L

Tustueand Intel* Xeon® Platinum 8280

Tusufmnas Intel® Xeon® Platinum 8276L

Tisnimaas Intel* Xeon® Platinum 8276

Tusiumang Intel* Xeon® Platinum 8270

Tunomatad intel® Xeon® Platinum 8268

Tusiwumad intel” Xeon® Platinum 8260Y

Tusigiaas Intel* Xeon* Platinum 8260L

Tasimwas intel* Xeon® Platinum 8260

Tusizaieng Intel® Xeon® Platinum 8256

Tunisusas intel® Xeon® Platinum 8253

Tsioriag Intel® Xeon® Gold 6262V

Tahiwmietad ul* Xeon® Gold 52508

Tsiuayns Intel® Xeon® Gold 6256

Tisizmaas Intel* Xeon® Gold 6254

Tistosiuas Intel* Xeon® Gold 6252N

Tusiymigad intel* Xeon™ Gold 6252

Tilswysasas Intel” Xeon* Gold 6250L

dnue

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Launched

Sushne
$wiho

Q2'19

Q2'19

Q319

Q319

Q219

Q219

Q219

Q218

Q219

Q219

Q219

Q219

Q219

Q2'19

Q219

Q219

Q1’20

Q120

Q219

Q219

Q2119

56

48

32

32

28

28

28

26

24

24

24

24

24

28

24

Page 10°

# anY

arwfivndlu

§odn

3,80 GHz

3.80 GHz

3,70 GHz

3.70 GHz

4.00 GHz

4.00 GHz

4,00 GHz

4.00 GHz

4,00 GHz

3.90 GHz

3.90 GHz

3.90 GHz

3,90 GHz

3.90 GHz

3.00 GHz

3,60 GHz

4.00 GHz

4,50 GHz

4.00 GHz

3.60 GHz

.70 GHz

4.50 GHz

mmdiugm

unat

Tussdaind
2.60 GHz 77 M8 Intel®
Smart Cache

2,30 GHz ;:n::::r::l.
2.30 GHz 715MB
230 GHz 715MB
2.70 GHz 28.5 MB
2.70 GHz 38.5 MB
2.20 GHz 385 MB
220 GHz 385MB
2,70 GHz 35.75MB
2.90 GHz 3575 MB
2,40 GHz 3575 MB
2.40 GHz 3575 MB
2,40 GHz 35.75 MB
3.80 GHz 16.5 M@
2.20 GHz 22MB
1.90 GHz 33MB
2.70 GHz ’

3.60 GHz

3.10GHz

2,30 GHz

2,10 Gllz

390 GHz 3575MB

@



Anndndned

Tusiareiiag Intel® Xeon® Gold 6250

Tsiwriias Intel” Xeon® Gold A?4AR

Tsinmiaras intel® Xeon® Gold 6248

Thaisind ntel® Xeon® Gold 6245k

Tilsimainnd inted! Xeon® Gold 6246

Tilstmannnd intel* Xeon® Gold 6244

Tsitimzia Intel® Xeon® Gold 6242R

Tsiyrng Intel® Xeon® Gold 6242

Tunpaietad intel® Xeon® Gold 6240Y

Tusimavetas Intel® Xeon® Gold 6240R

TUnuRnDs Intel® Xeon® Gold 6240L

Tusureiios Intel® Xeon® Gold 6240

Tihnamaind liel® Xeon® Geld 62387

Thsittmsrad Inel* Xeon® Geld 62301

Talsiridizias Intel® Xeon® Gold 6238L

Tsimsizas Intel® Xeon® Gold 6238

Tisigteiaing intel* Xeon® Gold 6234

Tunaaiia? Intel® Xeon* Gold 6230T

Tilstziayng Intel® Xeon® Gold 6230N

Tisiaznd Intel” Xeon® Gold 6230R

Tusindiead intel® Xeon® Gold 6230

Tsiauead Intel® Xeon® Gold 6226R

Tlsiumand Imel® Xeon® Gold 6226

Tusiriataas Intel® Xeon® Gold 6722V

Tlsigaigas intel® Xeon* Gold 52120
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Q120 24
Q2'19 20
Qi120 16
Qz2'19 12
Q219 a

Q1'20 20
Q219 16
Q2'19 18
Qt'2o 24
Q219 18
Q219 8
Q218 22
Q3'20 28
Q2'19 a2
Q219 22
Q219 B

Q2119 20
Q2'19 20
Q120 26
Q219 20
Q120 16
Q219 12
Q2'18 20

Page 11..

# ant

armdmatiu
vdn
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490 GHz

4,20 GHz

4.40 GHz

4,10 GHz

3,80 GHz

3.90 GHz

4.00 GHz

3.90 GHz

390 GHz

3.70 GHz

4.00 GHz

3.70 GHz

3,70 GHz

400 GHz

3.90 GHz

3,50 GHz

400 GHz

3.90 GHz

3.90 GHz

3.70 GHz

.60 GHz

390 GHz
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3,90 GHz

3.00 GHz

2,50 GHz

3.40 GHz

3,30 GHz

3.60 GHz

3.10 GHz

2.80 GHz

2,60 GHz

2,40 GHz

2.60 GHz

2.60 GHz

1.90 GHz

2.20 GHz

2.10 GHz

2,10 GHz

3,30 GHz

2,10 GHz

230 GHz

2,10 GHz

2,10 GHz

1.80 GHz

2.40 GHz

3575 MB

3575 MB

27.5M8

3575 MB

2475 MB

24,75 M@

35,75 MB

22 MB

24.75MB

3575MB

24.75 MB

24,75 MB

30.25 MB

38.5MB

30,25 MB

30,25 MB

24,75 MB

275MB

27,5 MB

35,75 MB

3575 MB
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Tusigauatad intel™ Xeon® Gold 6210V

Tistamigas Intel* Xeon® Gold 6209V

Tustminng Intel* Xeon® Gold 6208U

Tnwaedad intel® Xeon® Gold G222

Tusigianad Intel® Xeon® Gold 52207

Tusiadiaing Intel® Xeon® Gold 52208

Tusiyrizas Intel® Xeon® Gold 5220R

Tsioaaias intel® Xeon® Gold 5220

Tusiwmias Intel® Xeon® Gold 5218T

Tusigniad Intel* Xeon® Gotd 52180

Talsizimaing Intel® Xeon” Gold 52718N

Tusirniniad Intel® Xeon® Gold 52188

Tiliatsat loel Xewn® Gold 5278

Tahsemamiaiad ytel* ¥oon® Gold 5217

Tlnyiaimat ntel® Keon® Gold 62150

Tasigmaos Intel* Xeon® Gold 5215

Tsiwdizias intel* Xeon® Silver 4216

Tsiwaatad Intel® Xeon® Silver 4215R

Tsisiatnd Intel® Xeon® Silver 4215

Tusiimuiad Intel® Xeon® Silver 4214Y

Tisiwaaad Intel® Xeon® Silver 4214R

siereiaag intel® Xeon® Sliver 4214

Ndlivsinisiat niel™ Xeon® Sikver 42101

Tusiaiziaf intel* Xeon™ Silver 4210R

Tsigaaad Intel* Xeon® Silver 4210
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OpenStack Releases

Release Seriesq]

OpenStack is developed and released around 6-month cycles. After the
initial release, additional stable point releases will be released in each
release series. You can find the detail of the various release series here
on their series page. Subscribe to the gombined release calendar
{schedule.jcs) for continual updates.

Series

ictori

{victoria/index,html)

Ussurj
{ussuri/index,htmi)

Train
(train/index,html)

Stein
(stein/index,html)

Rocky
(rocky/index.htm|)

Queens
(queens/index,html)

Pike (pikefindex html)

Ocata
(ocata/index,htm|)
Newton
(newton/index.html)
Mitaka
(mitaka/index,html)
Liberty

liperty/index.html)

Kilo (kilo/index.htm])

Status

Development
(bitpsi//docs.apenstack.org/project-
leam-glide/stable-

ases),

Maintained
(https://dacs.openstack.org/project-
leam-guide/stable-

i ir rce-

phases)

Maintained
(bttpsi//docs.openstack.org/project-
team-guide/stable-

A i 1ance-

phases)

Maintained
{bttpsi//docs,openstack,org/project-
team-guide/stable-
branches.htmi#maintenance-
phases)
Extended Maintenance
(hitps://docs.openstack.org/project-
team-gulde/stable-

T I in

rhases) (see note below)

Extended Maintenance
(https://docs.openstack.org/project-
team:guide/stable-

branches html#mgdintenance-
phases) (see note below)

X Maintenan
(httpsi//docs.openstack.org/project-
team-guide/stable-

branches html#malntenance-
phases) (see pote below)

Extended Maintepance
(https://docs .openstack.org/project:
team-guide/stable-
branches.html#maintenance-
phases) (see note below)
End Of Life
(https://docs.openstack.org/project-
team-guide/stoble-
branches.himi#maintenance. |
phases)

End Of Life
(hutps://docs.openstack.org/project-
team-guide/stable-
branches.htmi#maintenance-
phases)

End Of Life
(https://docs.openstack.org/project-
team-guide/stable-

branches htmbffmamtenance-
phases)

End Of Life
(hitpsi//dogs.openstack.oreprolect:
team-guide/stable-

branches.htmi#maintenance-

Page 1§£ﬁ)

Initial Release Date

2020-10-14 estimated

(schedule)

{victoria/schedule html)

2020-05-13

2019-10-16

2019-04-10

2018-08-30

2018-02-28

2017-08-30

2017-02-22

2016-10+06

Next Phase

Maintained
(httpsi//docs.openstack.orgs
leam-gulde/stable-
branches himl#maintenanc

Rhases) estimated 2020-10-

Extended Maintenance
(httpsi//docs.openstack.org:
Leam-guide/stable-
biranches htmb#malntenanc
Rhases) estimated 20271-11-

Extended Maintenance
(httpsi//docs.openstack.org
team-guide/stable-
branches.html#maintenanc
Rhases) estimated 2021-04-

Extended Majntenance
(https://docs.openstack,org;
Leam-guide/stable-

ran in ng
phases) estimated 2020-11-

nmaintain
(https://docs.openstack.org;
team-guide/stable-
branches htmi#maintenanc
phases) 780

Unmaintained
(https://docs.openstack.org;
team-guide/stable-
branches.html#maintenanc
phases) 78D

Unmaintained
(https://docs.openstack,org;
team-guide/stable-
branches.himi#imaintenanc

phases) 78D

Unmaintained
(httpsi//docs.openstack.org;
team-guide/stable-

branches html#mairitenanc
Rhases) estimated 2020-06-

201%



Series

Juno

(jupo/index.htrmnt)

|cehouse
{icehause/index himl)

Havana

{havana/index.btm})

Grizzly
(grizzly/index.html)

(folsom/index.html)

(essex/index,html)

Diablo
(diablo/index,html)

Cactus
(cactus/index htm|),

Bexar
(bexar/index,html)

Austin
(austin/tndesx. htral)

@ Note

Status

End Of Life
(https.//docs.openstack.org/project-
leam-guide/stable-
brancheshiml#malntenance-
phases)

End Of Lifq
(htpsiddocs.openstackorg/project
team:guide/stable-

n an

phases).

End Of Life
(https://docs.openstack.org{project-
team-guide/stable-

r. html#mai -
rhases)

End Of Life
(httpsi//docs.openstack.org/project-
team-guide/stable-

i intenan

phases)

End Of Life
(httpsi/docs.openstack,org/project-
team-guide/stable-
branches.html#maintenance-
phases)

End Of Life
(https://docs.openstack,org/project-
team-guide/stable-

b l#main -
Rhases)

End Of Life
{https://docs.openstack.org/project-
team-guide/stable-

r s.htmt inten -
phases),

End Of Life
(https:i//dogs.openstack,org/project-
team-guide/stable-

phases)

En i
(httpsi//docs.openstack,org/project-
team-guide/staple-

neh L i -
phases)

nd Of Lif

(https://docs.openstack.org/project-

team-guide/stable-
a ml#r

phases)

mten,

The schedule of Maintenance phases

(httpsi//docs.openstack,org/project-team-guide/stable-
branches html#tmaintenance-phases) charnged during Ocata. The
old phases (https:/github.com/openstack/project-team-
guide/blob/1cB37H0~/doc/sourcesstable-branches rst) were ™

used until Newton,

© Note

If a branch is marked as Extended Maintenance, that means
individual projects can be in state Maintained, {/nmaintainedj
End of Life on that branch. Please check specific project abo

actual status on the given branch.

Series-Independent Releasesy

Some deliverables are released independently from the OpenStack

release Page ca1141d their releases listed here:

¢ Serjes-Independent Projects (independent htmj)

Initial Release Date

2014-10-16

2014-04-17

2013-10-17

2013-04-04

2012-09-27

2012-04-05

2011-09-22

2011-04-15

2011-02-03

2010-10-21

Next Phase
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Bill of Quantities

(ltemization of Equipment & Material Price Column)

For Q‘Unitﬁ

Currency :Thai Baht

Item

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

[MS (VoL TE and wiri caliing) :

VOLTE 300,000 subcribers WiFi

_[Gating 50,000 subscrbers

11

111

IMS (VoL TE and WiFi Calline)

Hardware & Software quanywselyua

AF Server Hardware

- AF BM 19inch/42U rack type A Non-
Seismic

- Cable and Accessory

- AF BM -48VDC PDU Set (w/ SB350)
type B

- AF 100GbE passive DAC 0.6m

- AF 210WBX assembling

- AirFrame DC PSU for Server

- AirFrame Server CN

- AF Data Center Manager TL SRS

- AF Data Center Manager CLTU
WBX Server Switch Hardware

- 210 WBX 32QSFP28

- PS - 210 WBX -48V DC (BtoF)

- FAN - 210 WBX Fan Tray (BtoF)

- ACC - Rail-Kit

- 05 - 210 WBX Nuage R5.0 Licetise

- ACC - 210 WBX Perforated Front

Panel

- 1-port 100GBase SR4 QSFP28
Optics Module, 100m, MMF,

MPO Connector, RoHS 6/6 compliant,
Digital Diagnostic Monitor (DDM),
0/70C

Software Us¥naude

-IAS

- CONFD license per VM LTU

9,770,000.00

4,680,000.00

1,450,000.00

4,600.00

9,770,000.00

4,680,000.00

1.450,000.00




ltem

No.

Descripticn

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

-IMS

- CFX-5000 Cloud FEE VM 8 vCPU
CLTU

- ENUM

- RedHat RHEL maint. VM 4 vCPU OS
1Y TS

-SBC.

- LIC,RHEL,UNLTD VM, 3Y, ALL RH
VER,INTL

- LIC, SBC,0A_M APPL MANAGEMENT,
INTL

- Cloud SW.

- CBIS Essential CLTU

- CBIS SRS TL

- CBIS Essential SW OpenStack CLTU

- CBAM Essential CLTU
- CBAM SRS TL

- CBAM Geo-redundancy CLTU

2,900.00

2,900.00

33,600.00

348,000.00

e —

2,900.00

2,900.00

33,600.00

348,000.00

12

122

IMS (VOLTE and WiFi Calling)

Hardware & Software fuatenjuney

AF Server Hardware

- AF RM 19inch/42U rack type A Non-
Seismic

- Cable and Accessory

- AF RM -48VDC PDU Set (w/ SB350)
type B

- AF 100GbE passive DAC 0.6m

- AF 210WBX assembling

- AirFrame DC PSU for Server

- AirFrame Server CN

- AF Data Center Manager TL SRS

- AF Data Center Manager CLTU
WBX Server Switch Hardware

- 210 WBX 32QSFP28

- PS - 210 WBX -48V DC (BtoF)

- FAN - 210 WBX Fan Tray (BtoF)

- ACC - Rail-Kit

14,900,000.00

4,680,000.00

1,450,000.00

14,900,000.00

4,680,000,00

1,450,000.00




Item

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

- OS - 210 WBX Nuage R5.0 License

- ACC - 210 WBX Perforated Front
Panel

- 1-port 100GBase SR4 QSFP28
Optics Module, 100m, MMF,

MPO Connector, RoHS 6/6 compliant,
Digital Diagnostic Monitor (DDM),
0/70C

Software Usgnausig

-JAS

- CONFD license per VM LTU

- C.2082 Nokia TAS TL SRS

- C.2200 MCS Base Package CLTU
- C.2202 NPDB query MAP/ ENUM
CLTy

- C.2203 USSD over SIP support CLTU

- C.2210 IM-SSF for CAMEL/INAP
CLTU

- C.2211 IP-SM-Gateway CLTU
- C.2225 Location/roaming service

CLTy
- C.2232 SRVCC and T-ADS CLTU

- C.2234 CAMEL-based CS homing
CLTU

- C.2216 MMTel Video AS IR.94 CLTU

- C.2214 Multi-Device Support CLTU

-MS

- CFX-5000 Cloud CSCF Cap Core IMS
CLTU

- CFX-5000 Cloud FEE VM 8 vCPU
CLTU

- CFX-5000 Cloud CSCF Core IMS TL
SRS

- CFX-5000 Cloud Network Resilience
CLTU

1,126,000.00

T63.200.00

Total
(Baht)

1,128,000.00

763,200.00




ltem

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

- CFX-5000 Cloud Advanced Routing
CLTU

- CFX-5000 Cloud Multi-device CLTU

- ENUM

- RedHat RHEL maint. VM 4 vCPU OS
1Y TS

- ENUM/DNS/UtProxy Baselic incl.
500K subs

- Titan 3rd Party SW Maint 24x7
-SBC

- LIC,SBC,BASE CONC SES,NW

- LIC,SBC,ACCOUNT: CONC SES,NW

- LIC,SBC,QLTY OF SRVC:CON SES,NW

- LIC, SBC, PER INSTANCE, SBC VNF

- LIC,RHEL,UNLTD VM, 3Y, ALL RH
VER,INTL

- LIC, SBC,OA M APPL MANAGEMENT,
INTL

- SBC,IMS-AKA:ENDPOINT,NW

- Cloud SW

- CBIS Essential CLTU

- CBIS SRS TL

- CBIS Essential SW OpenStack CLTU

- CBAM Essential CLTU
- CBAM SRS TL

- CBAM Geo-redundancy CLTU

1,690,000.00

23,800.00

348,000.00

1,690,000.00

23,800.00

348,000.00

13

| NMS (NetAct EMS)

- NetAct Core CFX-5000 Standard SW
LTU

- NetAct Core NetNum Titan
Standard SW LTU

- NetAct Core NTAS Standard SW LTU

NetAct Core SBC Standard SW LTU

125,000.00

125,000.00




item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

- NetAct for CBIS Standard SW LTU

- Dynamic Alarm Suppression for
Core LTU

- SW Management for CFX-5000
(CECF)LTU

- SW Mgm and NE Backup for Open
TAS LTU

- G7947 Thresh and Profiler Core LTU

- G7227 RS Core CFX-
S5000/MRE/ANUM CLTU

- G7227 RS Core NTAS/oTAS CLTU
- RS MBH/CBIS/Nuage CLTU

- PC Work Station

 |Upgrade Existing Equipment.

2.1

2.2

IU o 4 s:
- NjUNYY

C.1699 SRVCC MSS LTU ( per10K subs )

N.3306 Gateway Control Function in
MSS ( per10K subs )
(.1658 Transcoding in SRVCC MSS
LTU ( perloK subs )
C,3000 Open MSS SW release subscr
LTU ( per10K subs )

v o
- and

C.1699 SRVCC MSS LTU ( per10K subs )

N.%306 Gateway Control Function in
MSS ( per10K subs )
{,1658 Transcoding in SRVCC MSS
LTU ( per10K subs )
C.3000 Open MSS SW release subscr
LTU ( per10K subs )

v ¢
- ANYY
MGW VoLTE access

MGW Multiple Isolated IP Networks

2,904,000.00

2,904,000.00,

1,280,000.00

2,904,000,00

2,904,000.00




Ftem

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

23

24

25

2.6

2.7

MGW DTMF over RTP (IETF RFC2833)

MGW Dynamic RTCP Control
Open MGW TL SRS

- wrlaug

MGW VoL TE access

MGW Multiple Isolated IP Networks

MGW DTMF over RTP (IETF RFC2833)

MGW Dynamic RTCP Control
Open MGW TL SRS

v i) .
- NGNYY

AAA RTU, EAP-AKA, Diameter Protocol

AAA/AUS SRS-Software Release Subs

% . p
- vdnd
Data Refinery Interface LTU
= - .
- NNYY
LIC,PAYD,SP PLATFORM
S o .
- NJUAY
ASL CMM VoLTE 10k Subs
- wiglou
ASL CMM VoLTE 10k Subs
<. " .
- NFANWY
CMG 11.0r8 S/PGW
ASL CMG-PGW 10k MBB Subs
ASL CMG-SGW 10k MBB Subs
ASL CMG Real-time QoS 10k Subs
CMG 11.0r8 ePDG
ASL CMG R11.0 SW Perpetual CMG

Instance

ASL CMG Thioughput 1 Gbps mobile

1,380,000.00

1,683,000.00

2,850,000.00

1,902,000.00

1,840,000.00

1,840,000.00

8,740,000.00

Total
(Baht)

1,380,000.00

1,683,000.00

2,850,000.00

1,902,000.00

1,840,000.00

1,840,000.00

8,740,000.00




Item

No.

Description

Equipment & Material

Cost

installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

2.8

ASL CMG-ePDG 10k MBB Subs

ASL CMG Geo-Redundancy 10k Subs

SRS CMG Annual Fee

- wrlaug

CMG 11.0r8 S/PGW

ASL CMG-PGW 10k MBB Subs

ASL CMG-SGW 10k MBB Subs

ASL CMG Real-time QoS 10k Subs
CMG 11.0r8 ePDG

ASL CMG R11.0 SW Perpetual CMG
Instance

ASL CMG Throughput 1 Gbps mobile

ASL CMG-ePDG 10k MBB Subs

ASL CMG Geo-Redundancy 10k Subs

SRS CMG Annual Fee

& 493 <

- NNV

CMS-8200 HSS IMS HSS
services(Cx&Sh) LTU(per10Ksubs)
CMS-8200 HSS VOLTE support LTU
(perl0Ksubs)

CMS-8200 HSS Non-3GPP Access LTU
(per10Ksubs)

CMS-8200 HSS TL SRS (per10Ksubs)

SF886002 SMS over LTE LTU

- vdnd

CMS-8200 HSS IMS HSS
servicestOa@Sh) LTU(per10Ksubs)
CMS-8200 HSS VoL TE support LTU
(per10Ksubs)

CMS-8200 HSS Non-3GPP Access LTU
{per10Kswbs)

58200 HSS TL SRS (per10Ksubs)

SF886002 SMS over LTE LTU

8,740,000.00

2,175,000.00

2,775,000.00

8,740,000.00

2,775,000.00

2,775,000,00




ltem

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

2.9

2.10

% IPCRE
- NN

LIC,SPS,BASE POLICY OPT,IMS, RX AF (
per 1K subs )

LIC,SPS,PREMIUM 1K TPS

- wizlows .
LIC,SPS,BASE POLICY OPT,IMS, RX AF (
per 1K subs )

LIC,SPS,PREMIUM 1K TPS

v (EHSA

NSP HIGH AVAILABILITY FP

NSP CLASSIC MANAGEMENT FP

NSP NETWORK INFRASTRUCTURE
MANAGEMENT FP
Ufinlge EMS (NetAct)

NetAct EPC MG SAM SW LTU ( per 1K
subs )

NetAct EPC MME SAM SW LTU ( per
1K subs )

SW Mgmt for SDM LTU ( per 1K subs )

G7227 RS EPC CMG/FNG CLTU ( per
1K subs )

G7227 RS EPC CMM/FNS CLTU ( per
1K subs )

1,000,000.00

1,000,000.00

1,680,000.00

1,000,000.00

1,000,000.00

1,680,000.00

3.1

32

Install Hardware & Software for
Testing [tem 1 & ltem 2

Integration and Testing for item 1 and

ltem 2

1,100,000.00]

1,400,000.00

1,100,000,00

1,400,000.00




IANUIN 3




Advanced Information Technology Pyplic Co . Ltd,

| A I T 37/2 Suthisamviniichal Rd . Samsaennok,
Huaykwang, Bangkok 10320, Thailand

PRUFESSIONAL [ICT SULUFIONS

Tel : 02-275-9400 Fax - ¢2-275-9100

r
Y

Fuit 2 fugiou 2563 5 2ae

@ufi AT 0901 / 2563
309 9pusuansiaaai 2

oy UsssunssumsdanilasiBilguinamszauiisiataasuulgessuuitosesiunistiuinng VoL Te
way Wifi Calling

v o W < - v o @

91908 ylede 1awd el va./106 avTull 1 fueneu 2563

lenansuuine - swasdeadiusiniawiziuiisiaduarUfulssssuuiesesiunisliuinis VoL TE uas Wif

Calling

il U3 uaudsuesiudunalulad $aie o) lﬁLauaswmmuﬁwﬁmégmasu%fw;aswmﬁa
3993UNs1UINTT VoL TE war Wifi Calling siesnusysnunssunisdamlnedfiBymiuanis Iinosasaated 2
ufana1auieeds dolvusene vsuansaias

U3 Idfansansafausedieidhuuds usdny veUiuanTmiafuiarUiulssruuitosessunis
T3N3 VOLTE way Wifi Calling

mufilsiauesie U o7 SR Gunw) riam’mm@agar-’hl,ﬁu a98n 50,000.00 UM FatsIanTiiaus
riaumum@;gaﬁmﬁummﬁatﬂua‘hu’awfmﬁu’ﬁu 89,243,000.00 U Ltasﬁmsmmﬁaﬂaﬁ%ﬁu AavdoduI UL
W@ 95,490,010.00 UM (idunduduaudmiuduuingin) swandoamuienans wurine Taeueng N
voasfouazvemuiiulafliannsauivansimaddinnning wazvensiuBsududuinsaiivien wuetfudy
afiifigaudinieldaninznisustususan sauknanudsing q fuismaezannsauiiioulasinis

fananaleiogfiusydviamauterivusvesuiem iled s1ka @)

ot - a a &, ' &
‘Nﬂiﬂ‘utiﬂ‘umLWE]IUW]WR]’]‘JW’I %a%auw53ﬁlml’ﬂuaﬂq\1quq ! I@ﬂ’lﬂu

YauanIAUTuDe
udpuneswtuwalulad $1dn Qnivw)




1 9bey

ND deAleS auel{lly -

19/ABS 10} NSd DQ sudelHly -

BUNQUISsse XAMOTZ v -

W90 DvQ anissed 3G900T 4Y -

g 9dA31 (06£4S /M) 3135 NAd DAA8Y- WY Y -
AIOSS300Y pue ged) -

JIWSISS-UON v 904} 3ol NZh/YDUIET WY FY -

00°009°£00°G 00°009°/2¢ 00°000°089°p 00°000°089v 1 JeMDIRH JoARS 4Y 71T
7 BAAY
00°006°¢5°0T 00°006'¢89 000000246 00°000°022°6 _ REMRLISIER 1emY0S 1§ dIempieH (SUi)jeD IIM pue JLT0A) SWI 11
__ S19QHIsQNs 000°0g Suned HIM
_ $12qUaqNs 000°00€ ILTOA © (BUmEeD IIM Pue 3170A) SWI
] (wLn) (wn) 7
TR rmiLeiaLL e UL | nenLy eLURLE ngLg
MeLLULe . -
MILBLRALUTEET

LeLepfsneLunLe




7 28ed

| 00256'SE 0025¢C 00°009°c€ 00°009c¢ T
00°€0T'¢ 00€0Z 00006 00°006'C 1
NL1D NdDA 8 WA 334 PNOYD 000G-X4D @
00°¢0T'e 00°¢0Z 00°006°C 00006°Z T SWI -
NL7T WA J2d 95U2d)) INOD @

00226y 00°22¢ 00°009‘p 00°009'V 1 Sv1 -
ALBTEUREN SIEMOS | €11

@ D0./0 “(WQQ) Jonuopy

di3souselqg 1eHalq uenduwod 9/9 SHOY “403BUU0D) Od

_ ‘AW ‘WO0T ‘DNPOW $o1dO 82d4SD  pHS 95899001 HOG-T -

19UBd JUOI4 PR1eIOUSd XGM 0TZ - DIV -

9SUSIIT 0°GY 8BNN XM 01Z - SO -

W)ex - DIV -

(Joig) Ael | ueq XgM 0TZ - Nv4 -

! (4038) DA A8V~ X8M 072 - Sd -

| 82d4SDZE X8M 012 -
_ 00°005°165°T 00005707 00°000°05Y°T 00°000°52. 2 Z11

,. (uLn) (Ln)
ki rMILeRALY s s FEMLE eLURLE L
reLeLyLs '

RMILBERALLERL




¢ adec

g 9dA1 (0595 /M) 39S NAd 20A8Y- BT

AKI0ssa00y pue 3)qe) -

JIWSISS-UON ¥ 23A) 2RI (Zh/PUIET WY JY -

00°006°200°G 00°009°22¢ 00°000°089v 00°000°089°p 1 SIEM[JBH ISAISS IV | 171
RAUIDLY
00°00C‘eb6'ST 00°000°¢b0°T 00°000°006'0T 00°000°006'p1 T RLEMR 21eM3y0S 73 dIeMpIeH (SUN1eD IHIM PUR JLTOA) SWI | 2T
00°00C‘v1C 00°000pT 00°000°00Z 00°000°00Z 3 5U1IS3| puB UOIRISRIY| -
0005.°¢el 00°05.°8 00°000°GZ1 00°000'62T | i SIBMLOS 19 SIEMPIEH T)EISU| -
| LD AoLepunpar03s Wvad e
TLSYS AWVED @
1D edusss3 AWvdD e
NLT1D ¥2eISUSdO MS 1BIRUSSSI S8 @
J1LSES SIED e
NL1D 1enusss3 Sigd e
0009¢2L¢ 00°09¢'vZ 00°000°8v¢ 00°000'8b¢ 1 MS PNoYD -
| ; (ALn) (Ln) __ _
ey rwiLusiaLL [EESCYLS RUMAGLE | nenig LURLE neLe
MLeLULe _ m

WILBETALUNEET)




p 2bed

00°005°195°T

00°005°10T

00°000°051‘T

00000622

20./0 “(NQQ) Jo3uon

Di}souselq 1eusid Wendwod 9/9 SHOY U2108UU0D OdI
‘W “WOO0T “INPOW $213dO 82d4SD HdS 25899001 Hod-T -
13UBd JUOLS PR}eIODd XIM 0TZ - 3DV -

9SUDDIT 0°GY d8BNN XM 01Z - SO -

W-1tey - DDV -

(Joig) Ael} ueq X3m 01Z - Nv4 -

(4038) DU A8Y- X8M 01Z - Sd -

82d4SDZE X8M 012 -

SIemMpleH U3IMS TSAISS XM

1

N147D 128euey Jsua) P1EQ HY -
SHS L 4eSeuepy Jsusd) B18Q 4V -

nwILBeRALL

MLELYLE

rmiLYsitALY

(LR

[ELELULE

(ALR)

RLIA/LULE

miLBEfALUeLT]

nERLE

ELURLE




G 3ded

| 0C'529'918

00°096902°1

00'vZh'es

000968/

00°00Z°¢9L

00°000'821°7

00°00C°¢9.

000008217

AL NdDA 8 WA 334 PnoZ

Motdad ) NL1D SWI 240D ded 475D pnoy>

(sgns yo14ad) NL7D poddns adAsg-MN $12Z°D
(sans %0 T43d) NLTD b67dl SY OFPIA WRLNIN 91222
(sgns

MOT4ad ) NLTD Suwoy SO PEseq-TIAYD veZZD
(sans S0T42d) NLTD SAY-L PUe DDAYS Z€22D
(sQNs HOT42d)1 1D SIAISS SUILIBOI/UOIEIOT §2Z2D
(sqns YoT4ed) NLTD Aem3ed-NS-d| 11227
(sansy0T4ad) NLTD JYNI/TINYD 404 4SS-NI 0122
(sans yo142d) NL1D Hoddns diS 1aA0 GsSN £022D
(sgns »0143d) NL1D WNNT /dvN A1enb §adN 202z D
(sgns o1 4ad ) N1TD d8e¥DRd Bseg SOW 00ZZD
(sqns 30T 43d ) SYS TL SYL EMON Z80ZD

NLT WA 4d 85uad1) Q4NOD

@

SVl -

RLBNBUALN IBMYOS

MILBERALLE

MLELYLE

rpiLeeiaLY

(1AL1Y)

MLELWLE

(ALR)

RLMK/LULE

rMILBERALLERLLT

nLnLE

ELURLE




9 28ed

00°99p'5Z

. 00°00¢‘808°T

009991

0000811

00°008cZ

00°000069°T

00°008cZ

00°000°069°1

TN LNIWIOYNYIW Tddv W YO DRS §8
TLNIYIA HY TV ‘A ‘WA ALIND TIHED
4NA D85S “IDNVLSNI 434 285 DI
MN’S3S NODDAYS 40 ALTD D85 DIT
MNSIS DNOD 1INNODIV 285 DI
MNSIS DNOD 35vE‘2851

IXDZ JIBN MS Aled pig uel|
"oul Draseg Axo1diN/SNA/WNNI
SL AT SO NdDA 7 WA "1uiew T3HY 1eHPsY

(sgns yo142d) NLTD DASP-MNA PNOYZ 000S-X4D
(gnsypT4ad)

NL1D 8UINOY PaOUBADY PNO)Z 000G-X4D

(sqns

M0T49d ) NLTD SdUBNISAY SOMIBN PNOYZ 000S-X4D
(sgns

»0T148d ) SYS 1L SWI 248D 4DSD PNOIZ 0005-X4D

WNN3 -

rmILeitaLL

MELELYLE

IEMILBSTERLL

(1AL

MLELYLE

(ALn)

RLMA/LIILE

IEMILBERALLEEN

RLnLE

E_URLE




| 28ed

( sANSYTIA)N LT (4DSD)0005-XD 104 JUSUISSRURI MS -
( sgnsy14ad) N1 240D 104 uoissaudd s e yIBUAQ -

NL7 MS PIepues SigD 104 1OvIaN -

(sqnsyT4ad ) N1 MS PIEPUBIS DES 210D VIRN -
(sansyT4ad ) N1 MS PIEPUBIS SYLN 9.0 1DVIRN -
(sansy14ad ) N1T MS PIEPULIS UBL WNNISN 210D 1DYISN -
( SANSYTIRd)NLT MS PIEPURIS 0005-X4D 210D 1IN -

00°06.°¢eT 00°05.°8 00000621 00°000°621T 1 (SW3 19¥18N) SN el
| NLTD Aouepunpai-039 AvED e
1L SIS WYED e
NL121elRU=sS3 AWVED e
NLID doeIsusdO MS 1enusss3 Sigd e
1LSESSIED e
NL1DeRusss3 SIgD @
0009¢'24¢ 0009¢v2 00°000°8bg 00°000°8v¢ “ 7 MS pPnod -
| ] wen) (wLn) _
| e twiLweiLL [ELEUEs RUW/LELE | nenup LLUALE neLe

_ MELELYLE

MMILBRRAL UL




$0149d ) SSW Ul UOIIDUNS JOIZUOD) Aemdies)

(1SQNs MOT4SC ) NLT SSW DDIAYS 6

00°08Z°101‘ 0008207 0070007062 00°000'906°C 1
|
_ ) . 3U11$9] pue uoieIBA| -
00'005°¢S 00°005°¢ 00°000°0S 000000 !
) . DIBMLOS 5 SIRMPIRH Y)eISy| -
00005°¢S 00°005‘¢ 0000005 0000004 1
n sgns
_ MOT4ad ) N1 1osgns el MG SSW usdO 000¢D e
_ rsgns
M0T4ed ) LT SSW DDAYS Ul Suicodsued] 591D e
{sqns
M0T42d ) SSI UF UOROUNS JOJUOD) ABM31ED) GOEEN
(sqns MoT4ed ) N_7 SSIW DDAYS 669TD @
_ 00°082°10T°¢ 00°082°¢c0Z 00°000v06°Z 00000062 [ AU -
_ DSW FBEULERNAEMEANEN | 177
zuswdinb3 Supysixg spessdn z
00°000t1¢ 00°000pT 00°000°002 00°000°00Z T 8UIs3| pue uolelsay -
00°05L°¢eT 00068 00°000°6Z1T 00°000°62T SIEMYOS 1 DieMpleH )elsuy -
_ UOI3RIS SIOM Dd -
(uLny) (ALY
MILYLRALL .
_ nwiLeeliaLy L i e HLALE ELURLE nyLe
_ MLeLeLe _ &G

rMiLBeRALENELr




6 25Bd

0000992 0000996 00°000°08¢' 00000081 I
|
|
00°005°€S 00°005°¢ 0000005 0000005 1
SIBMYOS 1 DIeMPIRH 1)RISY| -
00°005€S 00005 0000005 0000005 1
SYS 1L MO U=dO e
1043U0D dD1Y dlWeuAg MOW
(€£82D4d 3131) d1Y J9A0 JWLO MO
SHOMIBN dI PA1EI0S| NNV MOW @
| $5300€ 31O\ MO ®
00°009°9Lb‘ 0000996 00000°08¢‘T 00°000°08¢°T ! RRAUTEU -
MOW T3LUNERNRELENALN | 272
00'005°¢S 00°005°¢ 00°000°0S 00°000°0S 0
00°005°€S 00°005€ 00°000°05 00°000°05 Bugsa). pue uonessay -
B1EMYOS X5 SlempleH 1eisy) -
£sgns
MoTied ) N1 25gNs 8ses)a1 MS SSW USdO 000D @
{sgns
M0T42d ) NLLT SSW DDAYS Ul Bulpodsuel] €591 e
(LR (WLR) o
MMILBERALL .
_ EMILERALL iit=EYCe o e MLALE eLURLE nyLy
MELELULS ' ° s

rMILBeRAL UL




01 2564

| 00°000°08

_ 00°005°€S 00°005°€ 00°000°0S
____ _
00°0VT'6E0°T 00°0pTceT 00°000°Z06'T 00°000°206'T 1
00°005°€S 00°005°¢ 00°000°05 00°000°05 !
00°005°¢S 00°005°¢ 0000008 00°000°0S 1 SIBMYOS 7y SIeMPIEH T1EISU -
(L] 2dedaiu) Alsuydy exeg e
00°005600°¢ 00005661 00°000°0$8°Z 00°000°058°Z 1 U -

Qw rseuptnnaetinnen | vz
00°005°€S 00°005°€ 00°000°0S 0000005 1 BU3S3| pue UoReIs3} -
00°005°¢S 00°005°¢ 0000005 00°000°05 1 SIBMPOS g SIeMPIEH TjEIsY] -

SqNS 352919y SIEMPOS-SHS SNY/VYY @
10303014 J312WRI “‘Voiy-dvd ‘NId VWY @
00°0T8°008'T 00018211 00°000°¢89° 00°000€89°T 1 RAUDLY -
VYV fBeunBanaestnngn | ¢z
' ' - [ - (1 M m -
00°005°€S 00'005°€ 00°00005 0000008 I Uhsel pue Loheissid
¢ g < ¢ B ¢ ole O oJe; -
00°005°€S 00005 00'000°05 00°000°05 I 1EMOS T SIBMPIEH TIEsUl
SYS L MOW UsdD e
10UOD dD1Y JIWEUAQ MOW @
(££82044 4131) d1Y J9A0 W10 MOW
(uLny) (uLn)
MEMILBERALL _
A wiLBeRALL e REAM/LBLE | nenig eLURLE nigLy
MLLLJLE H °oe

AL BRALUNEL




Al
11 23ed -
__m
_ aoue)sU) HND 1enIadind ms 0°T Ty O[Sy
| _
SGNS 0T SEO SWI-ESY DD 15}
SGNS €9 40T MOS-OND 1SV @
SGNS 99N 0T MO-OND TSV @
MDd/S 8I0°TT DD
00008156 00008719 00°000°0b.‘8 00°000°0v.'8 1 RRUINU -
AMD/MDS TBEUNERANALNENRLN | T
| 00°005°€S 00°005° 0000005 0000005 ! BUHSOL pue UoReIBR -
| 00'005'€S 00°005°¢ 00°000°05 00°000°05 I S-BMBOS 78 S1EmpleH NesUl -
SANS 0T ILTOAWAD ISV @
| 00°008'896' 00°008'8Z1 00°0000v8° 007000018 1 BRBIREM -
| 000055 00005 00°000°0§ 00°000°05 I BURSS]. pue UoReisdu| -
00°005°¢S 00°005°¢ 00°000°0§ 00°0000S I SO SRS BT SN LSt =
SANS NAT ILTOA WD TSV @
00008'896' 00008821 00°000°0v8'T 00°000°0v8°1 T RAUINEU -
| INW fBEURBANALRENNALN | 97
8UlIS9| pue uole.saiuy -
00005°€S 00°005°¢ 00°000°05 00000°05 i SIEMYOS 1§ SIEMPIEH 1)EISY] -
) (hLn) (1ALMY) _
e rwILweipLY IEEEEEE A HLnLE ELURLE nioLe
MLeLidLe ' Cas

rwiLsefiaLumeer




21 d8ed

00000°201
00°000°201

00°008°14¢°6
00°000°20T
00°000°201

00000,
00°000°.

00008119
00°000°L
00°000°L

007000007
00000001

00°000°0v.L‘8
00°000°001
00°000°00T

00°000001
00000001

00°000°0v.L‘8
00°000°00T
00°000°00T

sunsa| pue co:mummwrﬁ.;_

oy

S9N %01 AUBpUNPY-029 SIN) 15 gy
SANS 88 0T DQJS-OND 5y
S)q0W SAg9 T NAYSNOILL IO 57 N
@oURlSUl DD 1en3adIad MS 0'TTH OIND TSV ®
5035 S TTOWD
SGNS %0T SO 3UI-23Y DWD ISY e
SANS 9 A0T MOS-OND TSY @
SANS 99N A0T MOd-OWD TSV e

MB5d/S 8I0TT DD
DBIREM -

8UIISD] pue UOREISIIU| -

21eMYOS 1 dlempleH J1e1su) -
394 jenuuy OND SHS e
SGNS 30T ASUBPUNPRY-08D DAD TSV @
sqNS gaN X0T 9AdS-OND 1SV e
Sgow sdgo 1 INdysnoly SWD ISY e

MILBERALLE

MLELWLS

RMILLLTALY

(uLn)

MLeLdLe

(ALn)

RLAM/LULE

rILBLitALLELR]

nenLe

ELURLE neyLg




¢1 obed
__ £ | ' { . '] -
0000628 00005°¢ 00700005 0000005 I sunse] p
00 005°€S 00°005°¢ 00°000°0§ 00700005 i 21eMYoS 15 5
(sqnsyo142d) N17 347 490 SWS YH N__,Awm_
(sansyo14ed) SYS 1L SSH 00Z8:S
(sqQnsypT4ad) NLT S22V ddOE-UON SSH 00Z8-SN
(sqnsyo14ad) N1 Hoddns 3110A SSH 00Z8-SWD @
(sansyoTad)N LT
(USIEXD)SD2IMIBS SSH SN SSH 00Z8-SND @
00 052°696°C 00°0SZ'v6T 00°000°62.°Z 00°000'62.°Z I
UK -
00 005°€S 00°005°¢ 00°000°05 00°000°05 I P
8US3] pue uoPeIsIIL| -
00 005°€S 00°005°‘¢ 00°000°0S 00°000°0§ I
SIBMYOS 1§ 2IeMPIBH 11BISU| -
(Sgnsy01480d) N1 317 49A0 SWS YTH 20098845
(sqnsyo142d) SYS 1L SSH 00Z8-SWD e
_ (sansy014ad) NLT $$922Y ddDE-UON SSH 00Z8-SWD @
(sgqnsyp14ad) N1 poddns 31 JOA SSH 00Z8-SWD e
(sqnsyjotsed)nL]
(US'HXD)SDDUAIDS SSH SINI SSH 00Z8-SWD @
00°052°696°C 00°0SZ'v6T 00°000°62.°C 00°000°6.LZ 1 ALY -
YTH / SSH TEURBNNAEEANLN | 87
(wuLn) )
EMILLSTALL
il wiLUeRALY kSRt RS HenLs ELURLE niLg
MfLeLdLs . n e o
RMILBERALUTIELLTE]




p1 3dey

dd INFWIDYNYW FaNLONISYESNI VEO‘.
dd INJWIDYNYW DISE

rewILBeRALLReLr

00°009°26/°T 0000911 00°000°089‘1 00°000°089‘T I AMWELDET -
mel SW3 meunkanashEnnen | 012
00°005°¢S 00°005°¢ 0000005 00°000°05 T
) BUI1S9 | pue uolelsalul -
00°005°¢S 00°005°¢ 00°000°05 0000005 1
21eMYOS 5 SIEMPIBH |)BISU| -
| SdL MT WNIWFHA'SISDIT e
|
(sansyT 4ad ) 4y XY ‘SWILdO ADINOd 3S78°SdSDIT @
00°0000L0°T 00°000°0. 00°000°000°T 00°000°000°T 1 BRBIREM -
00°005'¢S 00°005°¢ 00°000'0S 00°000°05 1 Buisa pue UoReIU) -
00°005°¢S 00°005°¢ 00700005 00°000'0$ 1 SIBMYOS 7 SIEMPIEH q1EISU -
SdL MT WNIWAY'SISDIT e
(sgnsy1 1ad ) 4V XY ‘SWILdD ADITOd ASwE’'SdSDIT e
00°000°0L0°T 00°000°0. 00°000°000°T 00°000°000°T T rRUINEY - |
44Dd [BEUNBNNAENENNEN | 67
(uLn) (WLM)
EMILUSRRLL
T rmiLeiaLL i Bipitec ENLE ELURLE nigLe
MeeLYLe : ) &k




GT 98ey

P Raads T
o —_ =4
N\ B 3

o Mg
5
o

R@#t@mm«rcnﬁm ﬁﬂﬂm$rDPM3M$r\cJQMjmﬁr\mr\«rpmﬁmd ) 3@3@3@

_ 000100656

00°005'¢s 00°005‘¢ 00'000°0S 00°000°0S T
‘ dunsa| pue uonelsay) -
[ 00°006'¢S 00°005°¢ 00°000°0S 00°000°05 T
BIBMYOS X SIRMPIRH 1)BISU| -
7 (sgns y1 43d ) MO SNA/WIND Dd3 SH i22/9 e
(sqQns YT 4od ) NLTD ON4/OWD DdI Sd 222/ »
(sQns M1 4od ) NLT WAS 104 IWSN WS ®
(sgns )1 48d ) NLTMS WYS JAW DdI PVISN e
(sans M1 4d ) NLT MS WYS OW DdI 1PVISN e
(1ALn) (uen)
tMILBeRALY
T MILeRALY it d A REnLL eLUBLE neLL
MLELULL . N
MEMILYBIEALUTIELIE)




Bill of Quantities

(ftemization of Equipment & Material Price Column)

For qﬂniiﬂ

Currency :Thai Baht

Item

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

IMS (VoLTE and WiFi Calling) :
VoLTE 300,000 subcribers WiFi
Calling 50,000 subscribyérs

1.1

IMS (VoLTE and WiFi Calling)

Hardware & Software guanuwszlyus

AF Server Hardware
- AF RM 19inch/42U rack type A Non-
Seismic

- Cable and Accessory

- AF RM -48VDC PDU Set (w/ SB350)
type B

- AF 100GDbE passive DAC 0.6m

- AF 210WBX assembling

- AirFrame DC PSU for Server

- AirFrame Server CN

- AF Data Center Manager TL SRS

- AF Data Center Manager CLTU
WBX Server Switch Hardware

- 210 WBX 32QSFP28

- PS - 210 WBX -48V DC (BtoF)

- FAN - 210 WBX Fan Tray (BtoF)

- ACC - Rail-Kit

- OS - 210 WBX Nuage R5.0 License

- ACC - 210 WBX Perforated Front

Panel

- 1-port 100GBase SR4 QSFP28
Optics Module, 100m, MMF,

MPQO Connector, RoHS 6/6 compliant,
Digital Diagnostic Monitor (DDM),
0/70C

Software Usznaumie

-IAS

- CONFD license per VM LTU

9,770,000.00

4,680,000.00

1,450,000.00

4,600.00

1i"fl’r‘ inFonMAES .\,
~—

g

f

9,770,000.00

4,680,000.00

1,450,000.00




Item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

e —

Total
(Baht)

- IMS

- CFX-5000 Cloud FEE VM 8 vCPU
CLTU

- ENUM

- RedHat RHEL maint. VM 4 vCPU OS
1Y TS

- SBC

- LIC,RHEL,UNLTD VM, 3Y, ALL RH
VER,INTL

- LIC, SBC,OA_M APPL MANAGEMENT,
INTL

- Cloud SW

- CBIS Essential CLTU

- CBIS SRS TL

- CBIS Essential SW OpenStack CLTU

- CBAM Essential CLTU
- CBAM SRS TL

- CBAM Geo-redundancy CLTU

2,900.00

2,900.00

33,600.00

348,000.00

e TR S

2,900.00

2,900.00

33,600.00

348,000.00

1.2

IMS (VoLTE and WiFi Calling)

Hardware & Software u@ungaunwy

AF Server Hardware

- AF RM 19inch/42U rack type A Non-
Seismic

- Cable and Accessory

- AF RM -48VDC PDU Set (w/ SB350)
type B

- AF 100GbE passive DAC 0.6m

- AF 210WBX assembling

- AirFrame DC PSU for Server

- AirFrame Server CN

- AF Data Center Manager TL SRS

- AF Data Center Manager CLTU
WBX Server Switch Hardware

- 210 WBX 32QSFP28

- PS - 210 WBX -48V DC (BtoF)

- FAN - 210 WBX Fan Tray (BtoF)

ACC - Rail-Kit

14,900,000.00

4,680,000.00

1,450,000.00

14,900,000.00

4,680,000.00

1,450,000.00




Item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

1.23

- OS - 210 WBX Nuage R5.0 License

- ACC - 210 WBX Perforated Front
Panel

- 1-port 100GBase SR4 QSFP28
Optics Module, 100m, MMF,

MPO Connector, RoHS 6/6 compliant,
Digital Diagnostic Monitor (DDM),
0/70C

Software Usznausg

-IAS

- CONFD license per VM LTU

- C.2082 Nokia TAS TL SRS

- C.2200 MCS Base Package CLTU
- C.2202 NPDB query MAP/ ENUM

CLTU

- €.2203 USSD over SIP support CLTU

-C.2210 IM-SSF for CAMEL/INAP
CLTU

- C.2211 IP-SM-Gateway CLTU

- C.2225 Location/roaming service

CLTU

- C.2232 SRVCC and T-ADS CLTU
- C.2234 CAMEL-based CS homing
CLTU

- C.2216 MMTel Video AS IR.94 CLTU

- C.2214 Multi-Device Support CLTU

-IMS

- CFX-5000 Cloud CSCF Cap Core IMS
CLTU

- CFX-5000 Cloud FEE VM 8 vCPU

CLTU

- CFX-5000 Cloud CSCF Core IMS TL
SRS

- CFX-5000 Cloud Network Resilience
CLTY

1,128,000.00

763,200.00

Total
(Baht)

1,128,000.00

763,200.00




Item

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost

(Baht)

Total
(Baht)

- CFX-5000 Cloud Advanced Routing
CLTU

- CFX-5000 Cloud Multi-device CLTU

- ENUM

- RedHat RHEL maint. VM 4 vCPU OS
1Y TS

- ENUM/DNS/UtProxy Baselic incl.
500K subs

- Titan 3rd Party SW Maint 24x7

- SBC

- LIC,SBC,BASE CONC SES,NW

- LIC,SBC,ACCOUNT: CONC SES,NW

- LIG,SBC,QLTY OF SRVC:CON SES,NW

- LIC, SBC, PER INSTANCE, SBC VNF

- LICRHEL,UNLTD VM, 3Y, ALL RH
VERINTL

- LIC, SBC,0A_M APPL MANAGEMENT,
INTL

- SBC,IMS-AKA:ENDPOINT,NW

- Cloud SW.

- CBIS Essential CLTU

- CBIS SRS TL

- CBIS Essential SW OpenStack CLTU

- CBAM Essential CLTU
- CBAM SRS TL

- CBAM Geu-tedundancy CLTU

1,690,000.00

23,800.00

348,000.00

1,690,000.00

23,800.00

348,000.00

1.3

NMS (NetAct EMS)
- NetAct Core CFX-5000 Standard SW
LTU

- NetAct Core NetNum Titan
Standard SW LTU

- NetAct Core NTAS Standard SW LTU

NetAct Core SBC Standard SW L (U

125,000.00

125,000.00




ltem

No.

Description

Equipment & Material

Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

B

Total
(Baht)

- NetAct for CBIS Standard SW LTU

- Dynamic Alarm Suppression for
Core LTU

- SW Management for CFX-5000
(CSCRYLTU

- SW Mgm and NE Backup for Open
TAS LTU

- G7947 Thresh and Profiler Core LTU

- G7227 RS Core CFX-
S000/MBEF/INUM CLTU

- G7227 RS Core NTAS/0TAS CLTU
- RS MBH/CBIS/Nuage CLTU

- PC Work Station

Upgrade Existing Equipment

2.1

2.2

o . . 5 :
- AFNWY

.1699 SRVCC MSS LTU ( per10K subs )

N.3306 Gateway Control Function in
55 ( perl0K subs )
,1658 Transcoding in SRVCC MSS
LTU ( per10K subs )
C.23000 Open MSS SW release subscr
LTU ( per10K subs )
- yéind

.1699 SRVCC MSS LTU ( per10K subs )

N.3306 Gateway Control Function in
M55 ( per10K subs )
€.1658 Transcoding in SRVCC MSS
LTU ( per10K subs )
C.3000 Open MSS SW release subscr
LTU ( perlOK subs )

.. . .
- NTWNBY
MGW VoLTE access

MGW Multiple Isolated IP Networks

2,904,000.00

2,904,000.00

1,380,000.00)

2,800,000.00

2,904,000.00

1,380,000.00




Item

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

23

24

25

26

2.7

MGW DTMF over RTP (IETF RFC2833)

MGW Dynamic RTCP Control
Open MGW TL SRS

- WeElaa

MGW VoLTE access

MGW Multiple Isolated IP Networks

MGW DTMF over RTP (IETF RFC2833)

MGW Dynamic RTCP Control
Open MGW TL SRS

Vilgsszunglnnl AA
- NJANYY

AAA RTU, EAP-AKA, Diameter Protocol

AAA/ALIS SRS-Software Release Subs

v . e
- yidnd
Data Refinery Interface LTU
v N .
- NNV
LIC,PAYD,SP PLATFORM
v . p
- NN
ASL CMM VoLTE 10k Subs
- wszlvua
ASL CMM VoLTE 10k Subs
Slses P
- NTHAYY
CMG 11.0r8 S/PGW
ASL CMG-PGW 10k MBB Subs
ASL CMG-SGW 10k MBB Subs
ASL CMG Real-time QoS 10k Subs
CMG 11.0r8 ePDG
ASL CMG R11.0 SW Perpetual CMG
Instance

ASL CMG Throughput 1 Gbps mobile

1,380,000.00

1,683,000.00

2,850,000.00

1,902,000.00

1,840,000.00

1,840,000.00

8,740,000.00

Total
(Bahit)

1,380,000.00

1,683,000.00

2,850,000.00

1,902,000.00

1,840,000.00

1,840,000.00

8,740,000.00




ftem Description Equipment & Material Installation Delivery Cost Total
No. Cost Cost (Baht) (Baht)
(Baht)

ASL CMG-ePDG 10k MBB Subs

ASL CMG Geo-Redundancy 10k Subs

SRS CMG Annual Fee
- wezlvw 8,740,000.00 8,740,000.00
CMG 11.0r8 S/PGW

ASL CMG-PGW 10k MBB Subs

ASL CMG-SGW 10k MBB Subs

ASL CMG Real-time QoS 10k Subs
CMG 11.0r8 ePDG

ASL CMG R11.0 SW Perpetual CMG
Instance

ASL CMG Throughput 1 Gbps mobile

ASL CMG-ePDG 10k MBB Subs

ASL CMG Geo-Redundancy 10k Subs

SRS CMG Annual Fee

28 |Wugsssvugunind HSS/HIR
- NN 2,775,000.00 2,775,000.00
CMS-8200 HSS IMS HSS
services(Cx&Sh) LTU(per10Ksubs)
CMS-8200 HSS VoLTE support LTU
(per10Ksubs)

CMS-8200 HSS Non-3GPP Access LTU
(per10Ksubs)

CMS-8200 HSS TL SRS (per10Ksubs)

SF886002 SMS over LTE LTU
- wfind 2,775,000.00 2,775,000.00
CMS-8200 HSS IMS HSS
services(Cx&Sh) LTU(per10Ksubs)
CMS-8200 HSS VoLTE support LTU

(per10Ksubs)

CMS-8200 HSS Non-3GPP Access LTU
(per10Ksubs)

CMS-8200 HSS TL SRS (per10Ksubs)

SF886002 5MS over LTE LTU




ltem

No.

Description

Equipment & Material
Cost

Installation
Cost
(Baht)

Delivery Cost
(Baht)

Total
(Baht)

29

2.10

5 = .
- NTNWY

LIC,SPS,BASE POLICY OPT,IMS, RX AF (
per 1K subs )

LIC,SPS,PREMIUM 1K TPS

- Wirloua

LIC,SPS,BASE POLICY OPT,IMS, RX AF (
per 1K subs )

LIC,SPS,PREMIUM 1K TPS
Uinljgszuugungel EMS @l

- wdeTauy

NSP NFM-P

NSP HIGH AVAILABILITY FP

NSP CLASSIC MANAGEMENT FP

NSP NETWORK INFRASTRUCTURE
MANAGEMENT FP
wiuilgs EMS (NetAct)

NetAct EPC MG SAM SW LTU ( per 1K
subs )

NetAct EPC MME SAM SW LTU ( per
1K subs )

SW Mgmt for SDM LTU ( per 1K subs )

G7227 RS EPC CMG/FNG CLTU ( per
1K subs )

G7227 RS EPC CMM/FNS CLTU ( per
1K subs )

1,000,000.00

1,000,000.00

1,630,000.00

1,000,000.00

1,000,000.00

1,630,000.00

. |Service for Equipment item 1 and

itam 2

31

32

Install Hardware & Software for
Testing ltem 1 & Item 2
Integration and Testing for Item 1 and

Item 2

1,100,000.00

1,400,000.00

1,100,000.00

1,400,000.00
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s

1.2.2 diudelauedzinidutoiauonnunailauaz e lnetoidusazfoayss

ngeRualy
1 90 wazdiun 4 ga Lenansnuatuynunuiesasunulne o s }mmm%
1.2.3 fLaunsinazfouduosimaentag (Unit Prlce) w¥ouaug BLIEAS

e
S

r_/

avidunwardmay (Breakdown Price List) ‘mu UEJ‘-U.‘VIIEW] i qulmmaau

Wdiuvseaninuiugunsal laeAaaildinenuauduataesiinviednugunsal

9

MUdsuly Feazldsiavonineausuduinaueilunisaiuinmaniveseunsalininis
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WasuwUas etinsionns Unit Ta dfistulunsvdwasldihuenansdaieye yuq
loft voaruandlunsimunsanfimnsauasduiivensurisaesde nyaily)
annsannasiule v illed seanudvisihoderlunisinunsiavesnuiiiiudy
laefisraunnsgiures una.fle?d Wuinue ﬁgﬁﬁjﬁmap%ﬂﬁl,aﬁhiﬁﬂmuﬁy’uhﬂﬁ

1.2.4 maauesaiavesanduduum uarlduuuresunisiauesnmuiivansly
AARUIN N. (FUILVUBILL of quantities) vosdormunatiuil

1.2.5 flaupsimasiosdinyih Compliance Statement aniiadefifleglutenansraidosnis
ynamaila (Technical Requirement) ynviatefhiiendadluenansdoiaue el
Compliance Tlauovzosszyiunvosdoya (References) lulananstaiaue iitoudna
Tiituingunsalvesdfiaussimiimnugniesnsinuanuionisnneg Aszyliluenans

AUABINIITNIUNATA (Technical Requirement) Tunsdlfivrwidellaansauang

v/
=1

eazduafna 1l dauesimasfoadnmilidesusasdeanlaalswuudn Vil
vna.Aled azlifinsanenanstaiausvesidussiafiliuans Compliance
Statement uag FiaweAlilidvsisensedlay Msdu
1.2.6 {laussiAvzdouaniseasiden (Technical Description) vesgunsaindnilausly
inanstelaus deUsznaumedauasnihiinisyhauresgunsaiiuduedinion
1.2.7 mniitedautmsotaunnanslag Tuwenansiliuienansdufitnedtas asdeusylowd
= A %
gegnves vua.le 1Wundn
1.3 viih¥iveegdya
1.3.1 adyynassesidunisednaties oA aanuuu 9 dade Ande Weouse Jonau
€ a A d = o & o 1 Y o S v Y
gunsallfuvesnanemniinudnly wagUsuuss  guasaiidamiluaseiiliiasudou
ansaldauldaunnusressiudnuue Tumkey  Tnsudiu  waglildmuany

#9903 (Overall Function), ﬁqmmw (Performance Requirement,

swyludedmuamamaiia (Technical Specification)  W3gu
gunsaluazanfiunssing iielieuuduass wavaunsaly
ANWUENTYINABATL N1A WUIN .

1.3.2 Adygnasiesdnriienats Detail Design A uwaiilofi Wonsaneyld®  newsy

U <

o o

Andun1sinss laglulonans Detail Design 38ABIUTENBUMELENATTENUBERAD WU
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L2
s

AnFa (Installation Drawing)  wuun1siweules (Topology Diagram) 8aui5aanis

ONLkLUU

(2
as

tas % Y] o =N 'S a | Ao [~4 1 o
1.3.3 paggazaosdnvikuunsinagunsal waznsanniensuvLiuseesidaaun I

Un.71lel fansaneydfneudniiununsegntey 15 3y

1.3.4 adyeyraziinthitlinudismas Wawugdiiy vus.illedl Tunisdnaegunsaiielr

QU LY

a Qs

Anransynuiunsldnuliidesiign

1.3.5 ﬁjﬁ’mm%ﬁaﬁmv‘h@jﬁamimaauLLazm'ﬁmn%’ULﬁaaﬁu WAZLHUNITHTIVTU 19 Uws.
lail fAnsweydfneudiduaunisnseived ey 15 Ju

1.3.6 gdtyanazdesdmigilomvaasunaznmseiuiugning  uazunun1insaasy 9
v iiled insaneusifnaudiiivsiunisnsiaiustieies 15 Tu

1.3.7 giyazsemadeunsiauvesgunsaiuasdiiunaing tielinuudiade uas
anunsaldnuldasudiuauysal

1.3.8 gy ifesdom fiismamiderdmini Tidinuduszuugunsaifiisadomu
wwau Wusyezina 3 Weu 1usghafestiuandseuduanine Tnssesanansa
Ansialanaaniian

1.3.9 gdtyaasdosdamilnsdwiindoudl iitevhnisveasuliuinns VOLTE uay Wi
Calling  oehetlos 3 Bvie warluusasiorsznaudie 3 Judes sauiavin 9 s

naasulaeduluausudl Aledirimun

1.4 BNV vua.ilew

1.4.1 ivuaanufl uagAmungeRnnsgunsalvisnunnudygne

v

1.4.2 990385299501510uAD ( IP ) way IP address tiealdausyuugunsniisunfidaniag

Ysudsslulasanis

1.4.3 Ysgaau uasAmuaguszanuanuauusasiui e ligdoy
&)

1.4.4 Iunssusyuudedynin dmsunsilouregunsaliingg law

'
=]

ILUUHDANY Y IeBNUBNYUENY WAz uagaLTeules e v

TFAUTOLTOUAD

e ®_
=
e

gunsalidriulasangves v iled 1a B
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1.4.5 faundousyuulwiiuagimungaidiensoszuuliihenans was viefevany

1.4.6 915041 WUUARGY Lonans Detail Design toNANTAMIBUY WagLoNaTBUITLAnada
flunsaLiiuaiy wiaunsaneuda

1.4.6 mupmMsAn nieuiinsaiununuiafwaznedeunisldaueunsal Whduluay

day

! v ' o oa

1.4.7 dpvhmisdaudemnudesnisiinuifavesgdya Timisanuiisulngeu wazuds

9/ ]

Adu U TRNULY aupnunieuvesaayiui
1.4.8 Usenu uaganiluanu AuuSenindaiieds 1ielin1ssessu (certify) nslduiiete

AUSTUU IMS 9849 9ilad

[] a ¥ v <
1.5 NMARUANTITANAILAETD

Ady1zAeRnfgUnIal laralunisvnegmuamLRBInIsIes uNa. il Triud

w39 nnelu 270 Tu fuanTuasuailudaygn

1.6 T089UANS

= a

vna.le# anudnslunisidsuudas wWin/an stensgunsal anuiRnma uas/vie

Wenuislvad AL EUNTIINAINADINISTEINS S ANS Tuusarenais/Mud Taenis

U o

} % as

P o | v 1 1 (Y , o a o _ @
wWasuwlasisnaasldnasienisludygyr Wugnlunsdnnanstuiasiavaiu

Adtyeylegzindudonnasuuynedygniuasngll Tng vue.iledl avsdedielsslowy

gaanaves uua.fled (Juwdn
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uni 2

S1882LBUAAIUABINITNINNATIA

2.1 Anufasnisduszuunaly
ns#U3n13 VoL TE wae WiFi Calling Hugeadu IMS solution Feasdasiigunsaid
Fudusesdiifin uazuuusisEuy Core Mobile network iniliiandoaitofiazansg
Wusns VOLTE war WiFi Calling lélasusudsagunsal itelvsessu fidau
- VoLTE 97uau 300,000 subscribers
- WiFi Calling §72u 50,000 subscribers Tnefl gnénitldaiu VoLTE anunsnlfan WiFi
Calling 1 Tnefpesosiuiiaasudnislasan 350,000 Subscribers wiany
2.1.1 YamszuugUnsallitelu3ns VoL TE uag WiFi Calling $7u7u 2 4@ WUy Cloud-
based Technology (NFV Solution) Geography redundancy il YUAWY NFUNVY WAL
guanewsrlrualagiisyuuuImsdnnis (Element Management System) Wulusg
AnuFIsvesszuLitelfaNsaung VoL TE uay WiFi Calling  Ifegsanysal
Tnegunsaiidamlulassnisiasdesiquauifnisvhauededenituluny 4o 2.2
2.1.2 Ufuueseuu Core Mobile Network  uagszuvaduayuiniiAedodug Tfaunsa
TFauldt uavaziesiinaeniinsvihanuedalesdulusm 9o 2.3 Welianunse

: 74

U3M3 VoL TE uag WiFi Calling langeauysal Inegunsaiiuduuefined

2.1.2.1 Y¥udgsszuugunsnl MSC Aigaenansainey Lay guanendnd wsenuiivilod
A

2.1 22 1l inlgssruugUnsal MGW  figanengainusl uaz guanswszluug Msenui
= ‘a0

Al mu

2.1.2.3 Y¥ulqazuuguninl AAA figuananganus visosufifilofirimvus

2.1.2.4 Y3uugeszuugunsal MD figuanavand wieauiifilofiriinun

o ¢ < - = o o
2.1.2.5 Ysuupeszuuguneal OCS Nyuanenjaine visan1uiilad

loifnvium

uIwn Ailedt 9w (Uvnvw) 5/36
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2.1.2.7 U3uugeszuugunnl SGW/PGW figuanengainui uaz yuatensylvug vie
pufflefifivun
2.1.2.8 Ysuusaszuugunaal HSS ﬁﬂ;umaﬂqqmw way unmwéfﬂ?{ w3en Tl
Avue
2.1.2.9 YSuugeszuugunsal PCRF ﬁﬂ;ummqamw Gk szgmwmzimm UERT Ry
Todirmug '
2.1.2.10 Y§uupeszuugUnsal EMS 1 ileuimisdnnisssuvgunsaiiansisinng
U§uuga ies 0SS 01ens 4 aury. Mefludsiauy vionuiiedirmun

2.1.3 szuugunsaliiteliu3nis VoLTE uas WiFi Calling LLaquﬂsaiU‘izﬂau?iuqﬁahﬂu
pudfafl 2.1.1 uaz svUU Core Mobile network i ﬁﬂ%’uﬂqq MUTD 2.1.2 Fo
anunsaifeusisuasyhausuivgunsallasstiondn (Core Network) tiu vilasetne
voufliudnsiusiing uasdesaunsaliuininaiuiiugiu (Value Added System :

VAS) 1 w03 una.iiled liegrsauysel

e‘n:ilu

2.1.4 vinmsfnfsuaznadeugunsaindavilulasenisivanue wag vinn1sieusonion
MAFDUAUTFUURUNTAIdUY TIUE S8UU OM & Provisioning linves uua. Alei W

annsaldauldegeauysal

2.2 anudasnts gunsaliieu3nas VoLTE uag WiFi Calling
gunsalszuuiteluU3ns VoLTE way WiFi Calling Hugunsafasifiu UNF (Virtual Network
Function) %”ammmﬁwmaﬁqﬁ%’umaaqﬂﬂifﬁiauagjuu VNF ieniuls wiouridesinndo
Telco Cloud infrastructure Lftes35u VNF slananade
221 IMS Core vgdaafiileddu s agradossoluil
2.2.1.1 I-CSCF (Interrogating Call Session Control Function) agsosiifsriduseig

Yoarana Uil

vsEm Ailant 91 @Wuvw) 6/36
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=)

¢) I-CSCF 93#09a11n505933UnsAumiinaues S-CSCF 7 serves the called
party.

d) I-CSCF azam1305835Un1391 sip flood defending wag flow control 1
NaNYILAULTY IP flow U38 registration message flow 39  session
level. ) ) *

e) lunsedlfi laif S-CSCF address gndsiulu LocationinfoRequest 91 HSS,
I-CSCF agaunsadon S-CSCF lanatedsivu

« PITIVN1TVBIT0 S-CSCF UasAmIMENITI Way ALaIsU
ANIEIRDY (FIvUAAIRILNIE OAM i 1-CSCF)
» #1174 DNS A RR Static Load Sharing

f) 5Ew39Ms Initial Registration: 61 1-CSCF duwiaslunadeusie iy S-CSCE
idanduann Hss ludeny UAA,  -CSCF azapunny HSS titeLden
alternative S-CSCF adulumudunaundneiunisameifounsansn

g) WN user registration status response 1ﬂﬁ%’ayja Server-Capabilities AVP
1a 9 I-CSCF auiden S-CSCF mu Local Configuration

h) I-CSCF @#11505993U transit function lagauisamvualdunialalaenis
@aunuINgudoya ENUM %158 Number Portability Server lunseif
Hss Lififeyafiieadas 1-CSCF avvinsaauny ENUM wie Number
Portability Server foumsaauaiy CX Wievhnissaaularmumdumsly
STy

2.2.1.2 S-CSCF (Serving Call Session Control Function) avfasiifendusgietioy
Stoluil

a) S-CSCF 5995Un1591n SIP registration, re-registration, network initiated

de-registration functionalities MUNMIFIU 3GPP 23.228 way 24.229

L% L) 2 ] ¥ L
c) S-CSCF QSﬂUUﬁHUﬂTﬁﬂ’JUQ‘MUSﬁJ’]EUﬂWSI‘UQWuﬂ'l : ,@LﬁtluLLazmi

resource. m
¥

VS 9iladt 99 @nivw) 7/36
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d) S-CSCF fiminfiusyanueny IMS authentication procedures 5213 UE
uag HSS 1neS-CSCF 9250950 IMS AKA Authentication G
authentication mechanism #1175 IU 3GPP IMS mmﬁﬁwuml”ﬂu
3GPP TS 33.203

?) S-CSCF ﬁwﬁﬁ‘ﬁﬁﬂ‘lﬁp IMS authentication prgcedures JEWIN UE e
HSS.  S-CSCF 9¥5943U HTTP Digest Authentication %QL“{JUﬂaVLﬂ
authentication mechanism w83 IETF dw§u UE dalsisossunisduses
ANNYNFDIVDY IMS AKA uidosdfaaiotne IMS anufifuualily [ETF
RFC 2617

f) S-CSCF azanunsnsesdu SCTP protocol d1msu Rf interface.

§) S-CSCF 28@a9090395U SCTP protocol d1wiu Cx interface o HSS.

h) S-CSCF azmpaduiuy geography redundancy solution lag S-CSCF
9¢A895095U 1 + 1 standby/active %38 1 + 1 load sharing #38 pool
mode @MU high service availability.

) S-CSCF Agmadaunsnsessu Rf interface § w3 offline charging m1u
dorfmunissylusnasgiu  3GPP TS 32.240, 32.260, , 32.297, uas
32.298

) S-CSCF azanunsasessuileidunsivuadumng

k) S-CSCF 9gMa3a13n303093usi Sip flood defending uae flow control
Tnanduwuu multi-level ﬁ’uﬁa IP flow %38 registration message flow,
%30 session level.

) S-CSCF awfpasaasunissianu (bypass) vas Application Servers (AS)
function  #3esee5UNS reroute TUd AS AdlFuliog Tunsdld
Triggering U949 AS aullvian

m) S-CSCF 58930 multiple Registration of shared IMPU

Multiple IMPI 4 :
LSS outades

k7

n) S-CSCF azanunsavinnisamzieuludld Tunsdl

e A

° o v . ":rf“ H """J_l_“?“u'.y £
o) S-CSCF drunsaninisenvesya optional SIP header Mot 4 a7ndea

SIP neufavdwalilassiedu W

U3 File7 31ie (Wvnw) 8/36
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p) S-CSCF agdsannsauntlos HSS 170 message storm Tuvauediliu3nas
dmSuasndnflaamedouuda S-CSCF azns29@8U Diameter connection 9
luga HSS windanusiidmual faemi CSCF azBafiasive Ims
Registration i \les1uruves queue anassinninneel CSCF oy
AnflunmsUsvananarventsamzilen IMS register sield usl Emergency
Registration azsaslulasunansynu

@) 5895 SIP Message Manipulate @156 Wi au wiaudly SIP header,

I9ANU SDP wag 99A13 MIME

2.2.1.3  E-CSCF (Emergency Call Session Control Function) agfasiifendustnaios
Faeluil
a) 895U IMS based emergency call solution.
b) SBC %38 I/S-CSCF Element 3¢#845995U F-CSCF dmsu emergency call
waz EATF dwiulouaremslnsgnidu  Ieenisinsgniduszaunsoviaule

LUU Local

2.2.1.4  BGCF (Breakout Gateway Control Function)

a) Warid BGCF fhwausazanunsafmumdumsinluaadeyadldsuniel
SIP/SDP wazdayansfivundunis Ssenatdudeyansimunaily local
configuration #39911 ENUM / DNS ;:JLauaﬁﬂma’,éf@aa%mﬁ%ﬂﬁﬁ BGCF
innsnnuaEun1edaly

b) lunsiifi S CSCF dumislylannsawniduniawos SIP INVITE Tugarsetie
terminating IMS 161 SIP INVITE 9zgnassialudis BGCF wle BGCF I9¥udhue
SIP INVITE 9sfimiidisufinseulunisiden Media Gateway Control Function

(MGCF) dmsU IMS breakout %58 BGCF 8

¢) BGCF 3095Un15@ausawuy pool of MGCF gy

UINNINTNLIF

USEn Milat e @) 9/36
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22.1.5 P-CSCF (Proxy Call Session Control Function) , SBC (Session Border Control)
way ATCF / ATGW (Access Transfer Control Function / Access Transfer
Gateway Function) Ine usazieiduiineaziden wasaluil

2.2.1.5.1 Harfdu P-CSCF axdaafiflarduntaiossiomeluil

a) P-CSCF W AOIAILNTAYINIULUY IMS service agent function.

b) P-CSCF ﬁ]umaqmmimwuaummi emergency calls 1@@8’1@0%@@
AINLASFIY 3GPP TS 24.229 waraunsninannuauagnty
emergency calls Iuﬁwé’ummﬁﬁzyqaLﬁ@lﬁﬁ’ﬂﬁ]d'}%mmsa
TusmsTnsaniduusiiuaniunisalfd congestionld

c) P-CSCF %ﬁmaﬁ’uauuﬁaﬁ%’u SIP signaling filtering \eteariu
subscribers 970 illegal SIP message. Laz3gAoIndUIBNIAINUEIUTE
U89 SIP signaling filtering.

d) @13113509993U SIP over UDP U&7 P-CSCF 9ganunsn3095u SIP over
SCTP waz SIP over TCP Ud I-CSCF wag S-CSCF vinlwt enables
connection-oriented vitlinnsideusie s¥wing P-CSCF way | / S-CSCF
il reliable figa

e) P-CSCF 2¢au1505095v Rf interface d%3u offline charging lamnal
HWIgU 3GPP, 32.260, , 32.297, 32.298 way 32.299

f) P-CSCF 9¥@a3aunsnvinautuy SCTP protocol Diameter message.

) P-CSCF 3¢@1311509893UN15%1 sip flood defending Wag flow control
Tnoduuuu multi-level, Wy, IP flow %38 registration message flow
%39 session level.

h) P-CSCF agsiassesiunisifousioueas Mw interface fu -CSCF wae S-

CSCF wagnsynauiiientaenaiosurelinudesiinus 3GPP

Jeasau PCRF (Policy and Charging Rule F
/.
cantreliservice

Dmm:h"l‘ o

BuwasWa Rx Lo provide access control, Ot

data stream detection Lazdue

USEW Alo? 3719 (uvnww) 10/36
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k) P-CSCF @w15n5043U P-Header fusteluil
« P-Access-Network-Info
« P-Asserted-ldentity
« P-Associated-UR]
. P:Calted-Party,
« P-Charging-Function,
» P-Charging-Vector
+ P-Preferred-ldentity,
« P-Served-User
 P-Visited-Network-ID

2.2.1.5.2 Hlaridu SBC axdefiilerdungraiosssioluil

a) SBC ﬁgﬂ deployed i Border 104 IP network agldiftosasiuns
L%'amia“lwa'mwmaiﬂaimﬂaa, ASVNIUIILAUYDUATDUNY, NIFINWY
Audasnne wag CAC (Call Admission Control)

b) SBC 9z#45845U SIP over TLS

) SBC 9x#0aiin13¥191usmAUIEWINe SIP over UDP / TCP / SCTP

d) SBC @111505845U Access Control List Filter, Black White List base
on IP address/port or Range

2.2.1.5.3 #aridu ATCF/ATGW vxdesiiflsiduathaiossioluil

a) ATCF #949835U PS-CS SRVCC procedures AUUINTIIU 3GPP TS
23.216 Single Radio Voice Call Continuity (SRVCC) stage?2.

b) ATCF @u1505845U failure cases AUUINTFIU 3GPP TS 23.216

c) ATGW @111303895Un1T anchoring the session 484 user plane o

2.2.2 gunialazuu TAS (Telephony Application Server)

2.2.2.1 TAS zspesassuilsnduiugunsseluil

a) MMTel AS (Support telephony basic and sup
b) SCC AS (Service Centralization and Continuity/
c) IM-SSF (IP Multimedia - Service Switching Function)ﬁ"

d) IP-SM-GW (IP Short Message Gateway) m"

V3T a7 91ia @) 11/36
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2222 1AS @nsasesfuntsideun HSS 61 Sh interface based on Diameter
protocol kaziousia HLR Wi MAP interface d1wsunisliuinis MMTel
subscription

2223 TAS daunsnsasdumsiliense Ut interface sy UE Lite modify service

data

2224 Haritu MMTel AS Hn15719159950 IMS 11A55 1AM GSMA IR92 and IR.94

for VoL TE.

2.2.2.5 MMETel AS @1ns5a5993UU3N91@34 (Supplementary Service) lnaenatoe

mu“ﬁ
a) Originating Identification Presentation (OIP) — Originating Identification

Restriction {OIR):

=

Communication Diversion (CDIV):

Communication Hold (HOLD)

Y-S

Communication Waiting (CW)

Communication Barring (CB)

N

Operator Determined Barring (ODB)

Explicit Communication Transfer (ECT)

=

) Multiparty Conference service
i) Anonymous Call Rejection

2226 i SCC AS 1n15YMUANLIRTFIU GSMA IR.64 waz Camel based
homing

2.2.2.7 SCC AS @111505995U Terminating Access Domain Selection (T-ADS)
flafdu amnsgy 3GPP TS23.292.

2.2.2.8 SCC AS @1585893U enhanced SRVCC (eSRVCC) @l 3GPP R10

2.2.2.9 IM-SSF @11303993U IN service Trigger Ui Camel Subg r'};}\i N %}:} A
. . 7Y [ o ,::J &/
information 1 NLEUDIIAIRND3T8Y CAMEL protoco mVF AL

2.2.2.10Maridu IP-SM-GW fin13viuauLInsgIe 3GPP 2

04.

to frpones”™’
- >

2.2.2.111P-SM-GW 5095U MAP J Sumeasina uladeuderiu HLR

USdn Alafi 9790 (L) 12/36
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2.2.2.12 IP-SM-GW 895Un13%1197U5AU (interworking) 115U short
message 5¥1114 IP-based UE uay SMS-SC muansgiu TS 24341
2.2.2.13 H3A9U MRFC 22fp9v1191U51AY (interworking) iU MRFP 1R 15

TS5 Announcement

2.2.3 #anfu Offline/Online Charging

2.2.3.1 sruuiiavedessasiuaniinenssu 3GPP online/offline charging
uaY interface Afmunl¥dmsu IMS (TS 32.240, TS 32.260, , TS
32.297, TS 32.298, TS 32.299, IETF RFC 6733, [ETF RFC 4006)

2.2.3.2 §13U Online charging gunsal TAS Miauovgdosannsnyinis
Weudetugunsal OCS inuvasilloft fvhnsufutssmude 2.2.3.9
lagld CAP Interface i 3GPP TS 23.078 wag 3GPP TS 29.078 w3s
Ro interface 611 Diameter #1u 3GPP TS 32.299 way 3GPP TS
32.240 161

2.2.3.3 dwu Offline charging gunsal TAS Lausaysasannsayinmsifioste
ffugunsal MD iAuves TOT vhnsuiuugemude 2238  Tuguuuy
CDR #U sFTP interface

2.2.3.4 swwaz1dunlu CDR fasusvnaudadoya Soil
a) Node-Functionality
b) IMS Charging Vector
<) Served Party: IMPU/MSISDN, IMPI/IMSI
d) Service (Voice)

e) Location (from P-Access-Network-Info)

U3EM Fle? i vew) 13/36
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f)  PLMN (HPLMN/VPLMN from P-Visited-Network-ID)

¢) Timestamp (date, time; granularity: 10 milliseconds.)

h) Duration ¥3® start time and End time (granularity 1/10 sec)

i) CDR session id, type (intermediate tickets; type= begin, intermediate,
end; correlated CDRs for one session; each 30')

j) Cause for termination

k) Sequence id (s. seq. CDR)

2.2.4 33UV IMS 2200991159 (Interworking) fiu MGCF 1@

2.2.5

2.2.6

2.2.4.1 Interworking 533U MGCF Lfteseasunisviieny SRVCC e

2.2.4.2 5995UnN1sInseededseninsesuutey IMS wazlaiediy CS (Circuit Switched)
wasatuayuuInITETuWY Calling Line Identification Presentation (CLIP), Calling
Line Identification Restriction (CLIR), and Connected Line Presentation (COLP),
Connected Line Restriction (COLR)

N5 Provisioning Subscriber Data A945995UASY Provisioning WuU Batch el
anunsavhauldegadiussaninm wazifiumnusaalunisyh Provisioning

N3 Provision Subscriber Data Té4 szuugiudayagnan lauwes filed

dm¥ums Provisioning 1fu fee3845UsNnsg U Standard Protocol we Protocol ifi
‘*7{ lofleanu L‘WIE)W Integrate 521314 Provisioning GW Wag Provisioning System

Y97Ilad

2.2.7 gunsaissuy DNS/ENUM/Ut Interface avdpsiiflsidustatioadanalud

o

2.2.7.1 DNS/ENUM server 9 answer N3 queries Auaauliuetiy Hasmve.

Y Y

DNS/ENUM server o4 support concept fiFonin “view”

2.2.1.2  DNS/ENUM server A159% support caching U84 DNS

2273  DNS/ENUM server m359z support wildcard recordeamisu NAPTR ranges,

VSt Alo? :nm (vnew) 14/36
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2274

2215

2.2.17.6

22.7.7

2.2.7.8

DNS/ENUM server 3z9n deploy 1 hierarchical architecture U Tier-1
w38 Tier-2 server Iuﬁﬂwmxﬁﬁmw&iu
DNS/ENUM server azvhuinfiidumiiouilandu ENUM Tier-2 uazyspail

| as

AIUFIUNID start recursive query 14 Tier-1 ENUM server Iﬂaﬁuagnuﬁa
oL L ~
DNS/ENUM server azvivtindlifumilouladdu ENUM Tier-1 uagaziaadl
AUEMN50 point U Tier-2 ENUM server Ineagaosdl authoritative
dm3u zone
DNS @131505893URUNIATFIU GSMA IR.67 "DNS Guidelines for
Operators”
i%UUﬁLauﬁJ%ﬁa\‘l‘mﬁU Ut interface d@m3U manipulating
supplementary services AntANAIEIU 3GPP T524.623 Tmeilpnuilanidy
agadendnelul

@1311505095U Http interface m’i%gﬂwiwﬂw UE uae network tilavh

N3 Setting Supplementary Service

b) @111509995UN1991 authenticate @SU user NBUANS setting

C)

supplementary service ‘Tfﬂgﬂ recommended »14 GAA/GBA solution
oo Sulusosld AP / BSF.
Authentication mechanism 84 Ut interface agfaadulunu General

Authentication Architecture procedure AMUNATHIU 3GPP TS 33.222

d) GAA system 9f83a111505895U bootstrapping procedure AUUINTIUY

e) BSF 2gfa3a11305095U Zn procedure tadsnuday

3GPP TS 33.220

W19951U 3GPP TS 29.109

BSF 9¥M@a13n905095U Ub interface Way

mechanism AUNNATIIU 3GPP TS 33.22

2.2.8 Telco Cloud Infrastructure ag#adUsznaunie hardware infrastructure wag virtual

infrastructure AW Aiee) agetlaenanaludl

2281

Hardware Infrastructure

USuwm Ale? 91im (umnau)
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a) HlauaRaaausnauimes Commercial Off-The-Shelf (COTS) x8¢ 3o
ARM-RISC ({udhunilsvesnisinauei
b) NFVI Solution Tlauasesanninsesiunauiaesnuiondiwelus
. Elastic virtual switch (EVS) #39 Single Root 1/O Virtualization
(SR-OV) %38 Open vSwitch (OVS)
« CPU Pinning L
«  NUMA Optimization/Affinity
«  Memory Hugh Pages
o) gunsal Server flvduesodl Power Supply Unit (PSU) wag fans Tuwuy
redundant
d) gunsal Server wiiasfiliaue faisaeiu Network Throushput @ghates
60 Gbps
e) aunsal Server usingfifiiauadiassenaudie Memory sauRueg e
192 GB DDR 4 memory
f) gunsal Server Mauasaadiuiuy DC power
¢) gunsnd Hardware ool Out of Band Management interfaces
(1G/10G) savmndmiudeusaluss O&M network. Out of band
Management network éfax‘ilﬁaQ'Ium'iu%w}‘iﬂ’mﬂu‘uaﬁ Openstack
Neutron.
h) izUUﬁLauaé’aqmmsaﬁw system management, provisioning Lay
AUANLA K11 Intelligent Platform Management Interface (IPM)
i) CPU ﬁmuaéfﬂwﬁuuw 6th Gen Intel ® Xeon™ (Sky Lake with later Ice
Lake refresh) %39 ARM-RISC w3olumaini
) gunsal Server Tiauadasil agretios 6 Memory chani TCRU
(DDR4), with CCC

k) Memory Bus speed Aaaluuuy speed 11nN7
1DPC)

) @938l 25 GigE connectivity dmuusay Server

UEn Mot 9w (wwnvw) 16/36
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m) Qﬂmmi‘ﬁ'l,auaﬁmaaa%’u Operating Temperature ‘17i 10°C D3 40° Ambient
Temperature
2.2.8.2  Virtual Infrastructure Manager (VIM)
a) VIM Tauadoadu OpenStack release mitaka #3olvini
b) syuufiavedoudy High available Shared Data Storage (SDS) %35a disk
array @1wSu VNF vavun ‘ ‘
c) Cloud Platform Aaganusavin Alarm Correlation & Management ‘16
d) 79438950 Ceph 30 disk array solution @wsSU Storage
2.28.3  VNF Manager (VNF-M)
a) VNF Manager #84a1311505995U VNF lifecycle management tiiosassu
operation #7149 9 WU initiate, suspend, resume, release, assign, scale
in‘oul 1
b) #995895UNN5¥1 UNF catalogue fanansaiitsndslddmsu YNF Tvd 4 1
2.2.9 Availability & Redundancy Way Scalability System
a) anunseulunisldnuuazliuinis IMS Aessessumnuwieulunsivusnig
99.999 1Wosigun
b) 2zdedlifl single point of failure luszuuianun AIUEUWaITeT single
component 911 solution TiiauaazsodhivhlmAnnsmgaurinlunis
Tusns Tunsdififinaudumansyuuasyinns failover g component 4
insdseslilaesnlud® Ineluanusyansamvesnistiusnsasedeitdoss
o) gunsalvauniadieMinausizsedldiuniseanuuuszuudises dmsu main
control units lulvum 1+1 Madvugunsalidemenydesanansavildinuy
hot swap Inglinsznuuinislag dianesia/dvewdniusiazdeeiuis

TearunlasasianIsvinauniluszun Wwatlsesdunisn

d) syuvIrAnesesiuszuuglu 2 ga wielussuuds
annsavinnula d | %

2.2.10 gUnInlszuy EMS (Element Management System) dmsu %’éi“é‘l‘f&“ﬂ?ﬁax

Maintenance System feenuuuiasiausliil Heidunisiaunaziinuaniiaal

;iD’

2.2.10.1 Operation, Administration, Management Fault Mapnagement

U3t file? 31im (un) 17/36
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a)

e)

g)
h)
i)
)

dannsafulazianiua alarm vaagunsal IMS 161

A111905995U alarm redefinition oy alarm levels, defining alarm
categories.

5895V alarm acknowledgment

5893V alarm detection way acknowledgment 3au1U§QLLamawa5ﬁaagL§gm
alarm LU fLnUe board se port

5095UNsAUMT alarm siatlgiiunazluefndounds

F095UNsAUMYeY alarm dedeulusani NEs, time, states, levels,
types

ansauamsna alarm vesgunsallamsuasiasidoudaiou

a1 alarm filter g

@111505993U alarm synchronization

#111305995UNSLANADU alarm WU short messages #58 email

2.2.10.2  Configuration Management

a)

b)

o)

AusnseasunIiis,uAlY,au wasAum confieuration 184 NEs

#3130 loading way ﬁﬁ’iaﬂﬁﬁayja configuration data ‘17?\1 NE configuration
uaz NMS 30 EMS Configuration sasiluflanisdrsesdeyauuusanan (timing
batch backup)

3993U data auto-collection wag synchronization

2.2.10.3 Performance Management

b)

wfsansavilamuloulusngg Wieldiin alarm efianAuaiisal

3’1mmaf1maaLﬁul”ﬂugﬂuwsuaa html %59 csv be

[

“TOoOT

UIEy Mledt 91ne (W)
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e) Solution Guaaﬁuﬁmuawa'l/Lﬁ’h‘uaawﬁmﬁmsﬁ%ﬁaﬁm%’umi&y’am KPI Wagseasu
msmwaauqmm‘wﬁmﬂﬂ&Jiauﬁg\mm WU Success Ratio, Call Setup
Time, Speech Quality, Sustainable Connection, etc.

f) aunsnasiasnesnves KPI (Key Performance Manager) Wag NQI (Network
Quality Indicator) Lﬁ@lﬁ’u;‘imﬁmmﬂﬁaﬂwﬁﬂazaw%mw

2.2.10.4  Security Management
a) IMNIT users WA User groups Imaﬂmﬁu,au,uf’ﬂsu WAy query.
b) @1W150ATIVADUANIUNITAL login ¥BY user wag work station ﬁlﬁ?@g}ﬂﬁ]ﬁ;ﬁ’u

) aunsafsA1raanlunis Login

@)

(ON

) @1U150M9A1 work station 7 user
)

50950 NMS 158 EMS running Wag user operalion logeing [

D

f)  sea5unIAUM log InE users, operating objects, operating work station
Ly operating result.
g)  @w1sa log printing.

h) @w138 log dumping W file levianuusauuansoonlugia

2.3 AUABaN1s n1sUFuUsgUnsal Core Mobile network uagszuuatuayuRnifisadtos
2.3.1 ANfBIN1IAUN1sUTuUgegUnsal MSC-S
2.3.1.1 U§uu5egunsal MSC-S 1ite5093U MGCF (Media Gateway Control Function) Tae]
flafdustretioadasielui
2.3.1.1.1 MGCF wa¢ -CSCF \Wousariumedumneodma Mg Tuwausii MGCF waz BGCK
Feureusedumona Mj waz IMS-CS (Circuit Switched) Interworking 845Un1S

WaUsDlas SIP Bulnasina

Connected Line Restriction (COLR)

U3uv Mle? 37 (uvivu) 19/36
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2.3.1.1.3 nMsfousofu IMS network ae Mg uazMj foe .uluauderimun 3gpp 7
Readosteluil
. 3GPP TS 24.229 1P Multimedia Call Control Protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3
3GPP TS 29.163 Intervvorkmg between the IP Multimedia (IM) Core

Network (CN) subsystem and Circuit Switched (CS) networks
. SIP-I interface (interface according to Q.1912.5 standard) This interface
implements Profile C
2.3.1.2 Usuugeaunsal MSC-S iitelsasiuilaridu SRVCC (Single Radio Voice Call
Continuity) Tnefinsilaiduethadossmall
231215030 Sv  Buwmeia lensifeusiostwing MME / SGSN war MSS Lite
seedumsvhanu SRVCC flafdu Tnoidulupamnasg i 3GPP TS 23.216 uay 3GPP TS
29.280
2.3.1.2.2 5033UN51 Relocation/handover request 989n15INT5¥WIg Circuit
Switched (CS) networks tag IMS Network Wagaiu1se
»  Jasfusues annnislenesiranuudumesing Sv
- @5 Anchor MSS sadeyailléSurinudumesina Sv
2.3.1.2.3 CS (Circuit Switched) relocation/handover coordination
2.3.1.2.4 Location Update handling
2.3.1.2.5 TMSI reallocation

2.3.2 m'mé’mm%é’mmsﬂ%’uﬂsaaﬂnszﬁ MGW

Core Network

2.3.2.1.3 995U Mn Bumesiva wiaideusio Control plane Tus MSS b

TV

UItM 7ilaf 91m () 20/36
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2.3.3 arudaenisiunisuTudsegunsal AAA
2.3.3.1 MsUFuUagunsnl AAA Lieseadyu SWm Buwmeia lunsidonsedu ePDG Tnes
lerdueeatondsieluil
2.3.3.1.1 N133U83 User Equipment (UE) Authentication and Authorization)
«  5093U EAP-AKA (Authentication Key Agreement)
. 59950 AKA vector requested from HSS
2.3.3.2 Ufuupegunsal AAA 1ilosee3u SWx interface  Lilewdawsiorfugunsal HSS

2.3.3.3 U§uusegunsal AAA iilos093U S6b interface itaidousiaifugunsal PGW

2.3.4 AMUABIN13AUNITUSUUT9gUNsal MD
2.3.4.1 glaweaifes Usuugs MD Wnlifianuanusaluvihaudmsu Charging Data
Function Wagn15¥udm3u Charging Gateway Function #99z8138n13 (mechanism)
dmdunsleuting (transfer) faya Charging Information ngunsal TAS flauaunTmiluds
Billing domain W%@Mﬁdwﬁﬁmumﬁamm Diameter Collection wag ACR Conversion 14
§9 CDR %39 Reliable Storage Tuguuuu 3GPP ASN.1 format
2.3.4.2 Y3 integrate Mediation Device System Tuéagunsal TAS Tuguiuu CDR W1y
sFTP interface
2.3.4.3 integrate L4 Billing Domain @ w3U Bi/Bx interface #1u sFTP 484 IMS Core

Domain

2.3.5 ANABIN1IIIIUN1sUSUUTgUnsal OCS

2.3.5.1 UuUs1 OCS 1in vea #ilefl Wievinnnsileusioiugunsal TAS Mtauslwiniude

2.2.3 pely CAP Interface %30 Ro interface W1y Diameter Lol

2.3.5.2 vy tariff plan way promotions @13U VoLTE services U

2.3.6 AUABIN1IAIUNITUSUUTegUnIal MME
2.3.6.1 USuusequnsnl MME ilelvisesiu glden VOLTE $1uam 300,000

2.3.6.2 5993UU3U"0 Bearer MAULHB9917NNS 191U VOLTE 8nd1uqu 310,000 Bearers 11U

Default Bearer 97u3u 300,000 &g Dedicated Bearer 91174 10’%‘@?@7:!

U3EW 7ilov 9100 @) 21/36
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2.3.7 AMUABINTTHUNITUTUUTIQUNTA] SGW/PGW

2.3.7.1 U3udsegunsal SGW/PGW TWises3u ePDG nnasnnsgiu 3GPP iesasdunis
T9usn1s WiFi Calling 310 untrusted WiFi
2.3.7.2 {4 ePDG mude 2.3.2.1 98os @1unsa vau 1itese3y IKEV2 way
IPSec wazsosiunsifiausioniu AAA Lileviin1s Authenticate g4 WiFi Calling
2.3.7.3 ePDG 0318 2~.3.2.1 ADIANNNTAYI EAI.D pass-through agent, relaying EAP
messages 5¥1919 UE AU 3GPP AAA server via IKE
2.3.7.4 #aridu ePDG mudo 2.3.2.1 afios anunsasesfunsiinisdnsia wuu DES,
3DES, AES128, AES192, and AES256
2.3.7.5 flaridu ePDG Mo 2.3.2.1 axdoe awnsadi1e ePDG-CDR
2.3.7.6 #laritu ePDG mudo 2.3.2.1 Aruanansasuq éun

«  N19 encapsulate/decapsulate packets 5611914 IPSec — GTP

« Tunnel authentication and authorization (termination of IKEv2 signaling

and relay via AAA messages)
« overload control
+ IMEl information over IKEv2

» transport-level packet marking in the uplink

2.3.8 aAnuraInIAun1sUTulssaunsal HSS/HLR Tagazdoaduszuuiuy
Convergence @m3uUsae5UTe HLR Uy SAE-HSS uag IMS-HSS aefy
2.3.8.1 Yudgsgunenl HSS/HLR  ileadalusividves IMS Subscriber Tnaiidaya
ateteadeoluil
* IMS subscriber identity information (for example, IMS public user identity,

IMS private user identity

+ Service provisioning information {for example, filter

+ User mobility information (S-CSCF address)

UItm filed sim (i) 22/36
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+ IMS subscriber administration data (for example, blocking the puplic
user identity for the subscriber)
« Display name of the subscriber
2.3.8.2 $993UMTYINIUTIMAY IP SM-GW Registration N1UN Sh Interface yay
MAP Interface
' 2.3.83 3045U Msvnifivuazae deya UE-SRVCC luifs SCC-AS
2.3.8.4 afuanuns¥aus iy IMS network Lileseefuilaridu Terminating Access
domain selection for VoLTE and VoWiFi subscribers
2.3.8.5 5995U Cx Interface \ftefiousio CSCF waztdulunmsnasgiu 3GPP TS
29.228 uay 29.229 wardileity sthaies
2.3.8.5.1 Location management procedures
« The operations regarding registration and de-registration
» Location retrieval operation
2.3.8.5.2 User data handling procedures
2.3.8.6 5833V Sh Interface War MAP Interface ioiause TAS wastfuluau
1ATFIU 3GPP TS 29.328 wag 29.329 229 uardilaidu sgnaios
2.3.8.6.1 Data handling procedures
. msaniluanteyaain HSS /HLR TUds Application Server (AS)
.« MIONANTRYALY HSS/HLR
2.3.8.6.2 Subscription/notification procedures

o AS @Al ATANITNABSUNISLANABUINN HSS/HLR iadin1s

. anauwuw
:‘;73

a’i ﬂ'ﬁﬂ@ﬁ'}‘i

Waguwlastoya

o lYuduiou AS \diedayaiinsiisuwasluainds

2
="

y
2.3.8.7 79330 SWx dumasiva iivaeusadugunsal AA

LW HSS war AAA Lie5995UNSIaNs B uUSEUU EPC T ﬁ“SGPP

U3t Aledi 91ie W) 23/36
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2.3.9 AnuRaIn1Inun1sUuUsegunsal PCRF
2.3.9.1 fiauesafes Usuuss PCRF walvdinnuanunsalunisléausunu vowis
and VoLTE
2.3.9.2 ¥11n13 Integrate PCRF system L1Auszuy IMS Core (CSCF) Laaly Rx
Interface ‘ ‘
2.3.9.3 ¥NN158319 PCRF Policy Rules Tyidusu VOLTE services use-case ( 3 use-

case)

2.3.10 ANMIABIN1IAIUNITUTUUTIgUNTal EMS

flauesianes Uiudge EMS waliliarmanunsalunisudmsdnns qunsalifinfiususs
ANUKLAIY RTINS VOLTE uae Wik Calling Tnedasanunsau3vnsdnnis Fault,
Performance, Configuration wag Security laglt Network Management Liid 04 Uy9.9le
i I¢oenafiuszavsnim wiouvisinsm Reporting Suite function s dmiuyngunsal
VOLTE wag VoWiFi ilelWanunsnadreinesnues KPI (Key Performance Manager) uag

NQI (Network Quality Indicator) laagreiiusz@nsan

™"

U3t Alafl 91w i) 24/36
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Ui 3

v
a/

N1961523 2DNLUUU LaZRAMY

3.1 11581573 Uazaanuuuiiall

3.1.1 Ay desdsndn iiRne Lauaqumiamﬁu’qqﬂmiﬁ waz LenasDetail Designlw
U 7left finrsanliruiiuseunewsuiunsinss 15 Su

3.1.2 Adyayfodnananiw Rack Layout, Equipment Layout uazBay Face TitaLauiagl
g‘tJLLuumiﬁmf'?q wazaegunsalegals

3.1.3 gdnandevimihilieslssgunsaiinauesulasaieinsdwindous wielaseied
Aendowuardesuiuuy vidolauogunsaiussnaunsinredue Tdud Rack Patch
Cord, LAN Cabling uay gunsaidulalvasufudiousslovise uua.led Tng
FUTINNNTANTI ONUUU LaTAAR

AIUNRANIAINTITY LarAetanananudasnsslunisaiiueay

3.2 szuulni
3.2.1 ABsseywasiden Power Consumption vawngunsaifiiaueidaauiio uua.iile
=
i
wladamssuszuulwinlimungay

3.2.2 gdggnesesnuuuinasszuulieundnimnssulvih TnefesUsulss wioaue

o a

e

gunsal Circuit Breaker, Wire Way %38 MDB (Main Distribution Board) lviwisnes

9

o/

fugunsalviaue

3.3 53UUNT10 (Grounding)

Uiulge _
/

A a 55 L% v @ a & L% i
waoRnsslignassuvdnimnssuliiiieanulasnsienogunsg

o/

3.3.2 gunsalinlulany W Rack meadnyaydesreldon Ground vasgi

d
Insdpseanuuulildszesvnduiign uazliinisliwevesiniliioavian
il

q

3.3.3 msfinsegunsailuenasyuans needygiansasadieuaty Ground vesgunsaiti

AU Ground Bar 1 U .9ila? ﬁagﬂéf mﬁ

U3tm Alaft 91 (maww) 25/36
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3.4 Uhe wiseaain (Labeling)

&

3.4.1 the viseaanildseaduntwndinge wienwlne diudgydnvalneaduanasily
3.4.2 Uhe visenanildneaduriinamuans ldoygnlildthe wieaanidnuinlgie
3.4.3 Uy wiseaaniildfaauans Part Number, Serial Number wagPort ldniau Tneins

Tiiudaiausienistiseguadne

uItw Ale? 91 (uunew) 26/36
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unii 4

N15U3NI51ASINAS

4.1 WHUNISANIUNS

4.1.1 Menasainasuiniludy e @:ﬁmmwéfaafiaLLmunﬁvﬁ"nﬁumuﬂz@miamﬁu’a Lazn1sen
fNe9IRUUALBEAUA V. Tilo?l Rosanlianuiiugey nounsaiiiuaiuase
Tny uaa. ledl voanuAvETarUSUUIMHUMIITuLTiddyyuauenILAw
Y RRRHL

4.1.2 A5UIMITIATINTS u,azLLmumwﬁLﬁumuﬁmmamqumuﬁL?{Err’ifm‘fl’jwm ANULONENS
AnuFeINsMaAlaatuil

4.1.3 gangandeadiuihfiseauanmnsdidunulidmind v, #left Sunsuuse

woudunInanliun A nasanuAn e 3 luden

4.2 nMsidfuReu

UR
4.2.1 gdeynfenauasiefinnunniiy ARy Tefewseneudesminiu uay

o e
NMUNHUSTAUNITAILTIA VA, Tlef fensan

fria)]

4.2.2 grifiRnuvegdygwecuiinulasdandnanulassdelunsufifam way

(=

a o

Ujuimuszidouves vun.diledt lunmsididniiuanu nsditniseufivsuresdidl

o/ a

Ui URnuvesgdayyvhanudenaunivingdures vue. filefl gdyg fossuiaveus

=) :5 1 = [l
ANMUESUBUULA UNR. L

Usum et 91 wmigu) 27/36
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uni 5

ASASISULAZNITEINAU

5.1 nansaaiuidesdu

5.1.1 @ﬁagmé’m%’mv‘h@:ﬁami‘mmaa‘uLLaxmsmaa%’Uﬁmé’u WIDULHUNIINTIVSUTH vya.
nle?l Ansaneylifneusuiunisnsasuedisios 15 Ju

5.1.2 WHUTUNTSMAEY waznTI9suszuuiloiy dewsznaudertenoluilifvetaes
5.1.2.1 Fhdensvaaeussu iauslnegdyan
5.1.2.2 UHUAIY 1IaN d01ud wasszesnanlunsadey
5.1.2.3 MeaslBnuainsnadeuLAastuney
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