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uargunsaifiorainiule

2. dngusvase

FomdFuddliuimathgsnuuasdouueudly ssuussnanauarieseideyanniatoe
mMsuimsnusalii (Video Analytics) Wilanundesliudnmsidegwiaiilomanainan uazsessums
uslalgmamnanwmeaaiunnses $13n uavdemeiiensasfntule

=
3. auaulAvesdudaus

31 fANUEENTORIUNVANY

32 lLiduyeraduazane

33 lLiegsywiradnians

34 Mtﬂuqﬂﬂa?z’}‘qaq'izm'fwqnwi’um'sE'fu’ifmauaw%ﬁﬁrgzmﬁuwﬁvaawumaa%’ﬂi’ﬁl’m'ﬁﬂ
iesanidugiilaiiuinasinisussifiunamsufiRauvesussneunisnusadouitigneiims
nsensRmsAdaruenuAvsznameunsusEUuASaTBanaumATaIn Tty Inane

35 Wlfuyaradagnssydeiludyiseiediunuesldudaioudeidudfanuves
MNBNUTITTIUTTUUIATOU B TAUIMATBINTUTRTNAY ﬁﬁ’mﬁaﬂﬁqﬂﬂaﬁﬁﬁmmfjuﬁuﬁw
#3nN1S NISUNISEIANS Husms Q’ﬂa"lma"l,umsﬁ%ﬁmw‘l.uﬁ'ﬁ]mwmﬁﬁqﬂﬂaﬁuﬁw

36 ﬁﬂmauﬁﬁuazlﬂﬁﬁ’wmxﬁmﬁwm’mﬁﬂmzn'3':711m‘a‘ul&mEJn’ti%'m%ﬂﬂ"ﬂﬁHqLLa:mi
UImsiiannasgivualussfisaiuunem

37 uilfyaea glondnsudanuivizmnsadeitsenesnasdmseindding

38 Lifulfinausslovdhuiutudiuformueneduiiirdudeiaushivinmssalwiwuds
wavuuiszmalng o uussmausznmasmdidnnsednd vielidudnszviinisduidunis
Farmnemsutetuedradussalumsuseninsadidnmsetindaded xm.‘(, 0

M
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3.9  lLiduglisuendnoviennuduiuderaufasiiventumalve vund Sguraves]iu

vel o 4

LT L2 ‘ a4 ot 1 1 5
TolauslaiiidiiaaziondnsuazanuAu ity
we W A v - ¥ Vo, v oA va v o
3.10 fpudeiauenbutairuelugduuures "famssun” fesdnmuaulfAnell
ﬂ; o Ve 13 B é LT T2 1 v k4
NSMNTANAIY n”m‘um‘lmg_m'1'nuﬂ1'mﬂm‘swwuﬁu@'mﬁawﬁ'ﬂmuﬁn YaNNAIY

L =i

axdpaiinistvuedndiunting wasanusuinveuluyiunaeiu dmes VERHGERERFEGTLTRLTER
fiinsauimanannnindidrsandsedunnse
nsdifidennam Amuelifidrsmdnelaneniadudidrfumsndmdnfanissaudn
usedinanuresiidsmdminneisidunanuvesiomsiudidutewue
dwiutonnasn Alildmmualifidriudseladudidrimiman fidrsmdmne
gpsdinuaniFnsufunudouluiifvunlluenansdyiu
311 fhudaiauadosamzidoulussuudadofniraniaiziediinnsedng (Electronic
Government Procurement : e - GP) 923nsuUgytnana
312 diutoiuedeldsunisuddeanduin uiedunudimireniolulssma feaunen
Wuinamdinisuie saudenisdavngunsaiiiufuiio fuuausyansnm meldiedomuny
m3fn Avigilon Tnef{Budaiauessfesiionansiusesnslsdunmsaivayumeiumeda wavdeadl
wihdesusesmslafuussfaiidonyliiiu 180 Fu tumniufieansufviufiduteiaue
313 fiutoiuedpsdivsraunsailunuiifedesiussuuussnarauasinnsiteyasn
39le (Video Analytics) atinaaedmuau 1 dyan Wnedyarwedayabivesnii 2,500,000 v @edu
vuauumiay) neluszezinaliiy 3 3 dufiviuiiiudaiausussmamadidnusednd 9ndiu
$19N15 MirtuALn QU BT TsUUIINTIIINsWHUAY SFiamie iomitsnuenoud
vy, Wedeld '[ﬂEJQ’?juifaLﬁuaasﬁ'faaLLuUz*htmﬁ’zgm1ﬁ']"nﬁiuam’.hLﬂusg':ﬁﬂsxaumim"luﬁf“ﬁla'gﬁm
fuszuulssnanauazingeitayasinidle (Video Analytics) sauflsdpeuuudnuivauiun
Y939UAINaN NN U

314 fiudoiauadesiiyadianvesionisidulunudoulyds 1.1 - 1.2 voandede
ﬂm:mssun133ﬁilﬁ'ﬂﬂEy14'1ﬂ'1sﬁ’mﬁaﬁ’mﬁwuazmsu?miﬁ'm}mﬂ%’g nsuUnydnals cohu‘?fqm ii
AA(NI9) 0405.2/2124a83ufl 1 funA 2566 Foe wuamsufualunisisedanisufoanuan
é’mmmazmsﬁwwuﬂamauﬂ‘ﬁ'ﬂaa@’ﬁamﬁﬁuﬁmaua

= LY a
4. woulawazdanvuanall

vl w v = . ¢ @ ' ar w2 i =
41 dgudeiauesisadl Call Center n3o Website delfidutomisiuudatiymiang q F1o19
Watulanaean 24 97l Mdurewuesiuatiaios

vl W v o v ¥ e ° o w = P v | Y
42 giudeiauesesdidmidiiunudiginmseuunasnaste biveendt 3 au Alasy
Avigilon ACC Certificate 2MNANYBINARALA Avigilon laemss

: o ] ad at 1 &l 4 { =3 oy
Tasagdaaiuvdnuiludusesdinan lufufiduteausysyninsadidnnsaiind uas
siosdaluvuneny o Tuhgutawaus
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43  goudaiaueseslidmihfnunuiigeinw Aduniseusunsufiieunisluand
soliuasufuRanuszideudedidues USun nesukazsalwingamw 10 Wmww) fmue

2 s 3 =t " -
wazeslasulueynymidu Person-in-Charge (PIC) Fsau1509810na15 Work Permit 970 US¥W
masunazsalwihngamm $1da @wmvw) wasldsueyynliufifeunisluaniisalwiamiuas
aundnsuLee uaraenansirsssy mevdaniilainisasudyaiuda ethelies 2 au

44 psdifisnenislefianatn vieanvauludmvestaivuanle q dwaldeudigsnm
wave ouuwuud lwsruuUsrinanauarin s ey annisleimemsusmsnusalni 1 (Video Analytics)
Usedrtauuszann 2567 llanunsavildmiuaiussenisves sy, Witedurusuiiaveuues
var W o v o = o w =i v o w a1 gwa
H5udne Nresdndunisielinsiniuauaein1sing swa. lammuall legbifneltangduls
VLAY

5. waulAvauieii gt v ssuuUsaKauasA e dayasnidlaanisuimsay
ol (Video Analytics)
51 n& jipied 8 (CCTV) wazgunsaliliadas
511 napansiauaesta Usenm IP Fixed Camera

dwdulasinissalwihanewdusaung

f9%a Avigilon $u 2.0C-HIA-B1 F1u7u 21 .
dnsulaseimssalnvhaiuaasasusssy
S Avigilon Ju 2.0C-H5A-B1 1 16 4

51.2 nasslnsvimineasta dszwm IP Bullet Camera
dusulasanissaluiiaewansvuana

e Avigilon Ju 2.0C-H4A-BO2-IR-8 $u 11 9
dwiulassnmssaliiharsanesiusssy
@vio Avigilon 3u 2.0C-H5A-BO1-IR U 28 9

513 nasalnsiAiieastn Ussny IP Dome Camera
dwsulasanissalwianeadusviuena

B0 Avigilon U 2.0C-HASL-DO1-R 1 25 40
dmiulasimysalwianeoaesiusssu
8vio Avigilon Ju 2.0C-H5A-DO1-IR 471U 16 U9

514 napstestundsansvimeasin
dmsulasanissalwshaisndusyuana

fivfa Avigilon §u ES-HD-HWS-SM f1uau 21 4
dwsulasanissainiaeasassvsssy
B0 Avigilon u ES-HD-HWS-SM F1uau 16 90
L5 ot W
) 7 ‘ /5.2 \A383A8Y
(st gt g™
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522

523

524

525

526

5.:2.7

5238

529

NnesluiviuuaraUnsalfiNeI199iuNISUIEARaNAT U
irSesnsume st edmsUsTuUasvdulum (Face Detection)
wazszuuduTuglguing (People Counting)
dusulasanmissalwihasndusvuena

fio Dell Ju PowerEdge R740 U 2 0
dmFulasamissaliihansaasssusssy

v Dell u PowerEdge R740 I 4 9n
sasmpnTawmeswithedviussuunTaTuthensdousosust

(License plate recognition)

§4a Dell $u PowerEdge R740 U 1 Y0
gunsalusrnanaszuvlieTeinmwuullyg1useaug (Al Appliance)
Bvo Avigilon Ju VMA-AIAL-CG1-NPC f1uau 2 9

qxlmaiﬁuﬁﬂmwmﬂnﬁaﬂwiﬁ’mﬁansﬂﬂ (Network Video Recorder)
dwsulasanssoinihaendusvuea

fvo Avigilon $u HD-NVRA-PRM-96TB-NPC $1u7u 2 99
dwmiulassnmssalnihanunassdysssy
fifa Dell $u PowerEdge R740 U 4 YA

\sesrenimesuithedmiugudeyassuy (Database Server)
dudulaseinissalnianeiadususna

fivio Dell ju PowerEdge R740 WU 1 Y0
dmiulasimssalnihareasssusisy

f¥o Dell fu PowerEdge R740 $u 1 9
idasmauiinmafiton1sidauszuy

% Dell Ju Optiplex 7070 10U 4 9
wihvuanwadmiunsideuszuy

§vio Dell §u P2219H 10U 6 19
i3asdhsasluii (UPS)

dwsulasinissalnianenduivueea

fifa APC $u SMC1500IC U 4 YA
B0 APC u SRVGKRIRK $1uu 2 90
dwiulasenissaliihatsaasssusssy

i APC Ju SRT3000XLI-3Y 117U 4
e APC 3u SRT968P 13U 8 YA
ffe APC Ju SRTRK4 F1uau 12 90
yngunsal KVM Switch

fvia ATEN fu CS1308 $1m9u 2 99

3 W,
-4 RS
e -
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53

54

5.2.10 ¥ngunsal Power Supply
dusulassnssalwihaieedusyuna
ffe Meanwell $u NDR-240-48
dwiulpsanssalwihansaaseiusssu
S0 Meanwell $u NDR-240-48

TR S » o as 1
2 1 RI1EIET VRLAA 1IN AIEIFAY

4ngunsal Distributed Network Switch
dwisulessmssalwvhavaduivisea
¥ Planet Ju WGS-4215-8P25
dwmiulasenissaliiransaansdusssy
fvio Planet Ju IGS-4215-8P2T25
gunsal Mini GBIC LX Module
dwiulasinissalwihatsadusyuena
fte Planet Ju MGB-LX
dwsulpssnssalwiaieaaosivsssu
B Planet Ju MGB-LX

gunsal Core Network Switch

53.2

533
dwsulasinissalwianendusena
B9 Planet Ju SGS-6341-24TaX
dwsulassmssalnihavaaesdusssu
fvfo Planet Ju SGS-6341-24TaX

534 ¢ Rack dwiuiiugunsalszuuirietnedemsioya

dwsulassmssalnihasndusvea

Wall Rack 6U with Tray, Fan & Power 4 outlet

Wall Rack 9U with Tray, Fan & Power 4 Qutlet

Cabinet Rack 42U with Tray, Fan & Power 12 outlet

dmiulasimssnlvihaisaasiusisu

Wall Rack 6U with Tray, Fan & Power 4 outlet

Wall Rack 27U with Tray, Fan & Power 4 Outlet

a s
ar

54.1 seuuns93uluntn (Face detection)

542  syuududuugliuinns (People Counting)
543  szuuasdutheveilyusosud (License plate recognition)
5.4.4 3¥uU Avigilon Control Center (ACC)

U 28 YA

U 24 4

17U 28 99

17U 24 49

U 56 YA

U 48 9

U 3 99
17U 5 90
UMW 2§
3 ¢

T2 g

1y 24 ¢
T 4§
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g (g
ar

Multiprotocol Label Switching (I

[ 5

1 viadeadamiuariana u?asiamqﬁsym1'§=*U'Um%aﬂhaﬁaa'ﬁ'ﬁ'agalugﬂmu
Multiprotocol Label Switching (MPLS) # 5w u. finsldarungiin Mudaiadenielufui
31 unsA 2567 tentsfu-dafayananisiinsiesi nanisdum waziialflunsileulssdoya
sineq Mieatestuszuun vovua dwsulasinissalniarsassdusssy wagAudinfuguaLay
Uimsdanismsidiusalwilh (Monitoring and Management Center : MMC) 44 5 91a75d 1y
Tney 5wy, auuwszsw 9 Tasasdoadnuanunmuuudiog (Bandwidth) fldulinseunauuas
Wyanasrensldnuresszuus dinan Jafesinsunsuanuasaiovesssuuiaietnedoans
'ﬂ'ayja's::m'nﬁuwN—Uammaﬁﬁauimwwiwﬁuﬁw vl swy. Kasanansalfausuns fu-ds
foya Invlisiiauunuvesdoya Faluanslian uazduiugliau awnsaldaoulsnaen
sveznmdygnine ofls mndndudesinsindaedyaiauneluemsiieitos HIERERETLN
1J'5zmua1uﬁ’Um:e_}u,amm‘iamuﬁﬁiwﬁnﬁumsﬁmﬁ‘;ﬂ wazUfuRinuszdeudenivua suaunse
wumenelueimsliuduade aud svu. fvun
56 msUrsssnwwgadasiy Pr ive Mai
561  #iud destrseinwsruuyszatanat uazgunsaldne 4 nvelulasanis
solwianeladuivusaa ud aonfiandans anrdiveis aandqudinusssuusissenelng
aninsyany 9 anfiwysys anlauadn 81A1598RI0A1ANIN AUEAAUgUaLaYUIIIIANG
nsuiusa il (Monitoring Management Center : MMC) uaglasanissalwiatuaassivsssy
Toun andwyu aailedaing aninsevsisansisugy wazaninatauialug Wasnsalgaould
Auaxiiussansnmnrensveznadyaeeinios dil
56.1.1 néesnsvimheesle (CCTV) wazqunsaiiiisates aude 5.1
- arRasudyg I e uasyundealvtniou
- ATRERUdYY LAY Connector Wduuni
- avnv@svanwnassuarn sYudandasiegluanmldnulaund
wazUasnny
- ATIVABUMIVNIUVBITFUUTUANAW LazNSITENgANEDUNA
- aynasuMILYeIndas Weliszuvanusaliauldnaena
- YhmazeIndnUsznausne 9 waz Connector Tididousevvun
56.1.2 ndssonfmesitiuargunanifiieatesiunisusrnanassuy
ATD 5.2
56.1.21 yeMsgunIaite 521 - 5.2.6
- f999asUgUnInl sEUUUfURN1T (Operation System)
Memory, CPU, Interfaces, Power Supply lLag
Tsunsuitlanustonun Wanusaldauldung
- AFIVADUANTNNITVINAUTY Hard disk
- aswasumsidoudeasln aedyeoeing 9

- T; _//(;.f/ WS-ml /- ATINADY...
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- ATINABUATINGNFDIVEY Configuration Fing 9 N3
\Weusaruszuuaets Tuil wavauugunsaily
QnABs
- p9asu Log File uaglusunsy Anti-Virus sou89A1%
Aeunffiiindiy
- ulo/audeya Alisufusomsusznanassuy
- Backup Configuration gunsai/sguu AR Teaavun
- avRasuaNueuies uavvhAnazeandulsenay
vesgUnIaiianun
5.6.1.22 swn15aunsaive 527
- avmdsuNsuwanen e duUn
- ATIRABUANINGEUTEY UagviANazRdIuUTENeY
vosgunsaivianan
56.1.23 Twmiguninide 5.2.8
- psvaeumsdrsaaliih nsiheuse 9 waresiaie
AUANILUALABS (State OFf Health : SOH) Tifiuund
nsdimnwuunAe3inisthn uan v wieen SOH
AN 80% FipsiunaAsuwummeIVAINTing19
wumeluseunsthysdnundy
- ATINABUANNITEUTRY WAz wazenduUsENaU
yosgUnsalimn
56.1.2.4 emsgunsalld 5.2.9 - 5.2.10
- nsrvmpunsvhavesgUnsaitavin Wanunsoldals
Juuni
- ATINEBUANMUSEUTRY LashauazendIulsznay
vosgunsaiviavun
5613 gunsalideriedeansteyadmiumatensessuuystinana st 53
- %15 Backup WAZATINEBUANLQNABIYEY Configuration
- amndeunsWenseasly aedyasn 4 warnmsiauTes
aunsaiaualianusaldaonlfidudnd
- ATINABUNTVINNUYRS OS, Memory, CPU, Interfaces, Power Supply
\usiu
- mvaaey uily fiass USUU39 Software s 4 vasgunsallifiu
Yagtiu (i)
- ATIvEUANNSEUTeY wanimarandulsEnauYeIgUnIal

% \ﬁﬁ*h L.

Z . /5.6.1.6 TUsunsu...
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5.6.1.4 Wsunsudwiumsuszanana (Software) nude 5.4
- UM wvhemuilaitundnussszuy 7 v, Sududeddou
- avndeu udly fads USulssneturendiasuesssuu i
Uiy
- aRdeUANUNABY LAz wBIsTUURN 9 7 sriu. Tdau
- uilwaudeya hisuduremsuszunanassuy
5615 svuuiaietnedaansteyalusuiuy Multiprotocol Label Switching
(MPLS) snati® 5.5
- dosmnsadenseiusruuinioriendnues v, 16
- ayasumsdouseansln aedyannea 9 warmsvaures
gUnsaifiieatesimunliaunsoldanuldiduund
- Suliaveumadenressunieiernes fingn en1siuane nane
A1gunsal nisRaA1AIUaendvatsEULIATatY uazdug 1
Werdearunisifoudesyninunietisvionun lnsdosiinig
Usvanuauiy swa. feulEusniiunis
562 szwineamsdudunis PM deafifmunuaureiudeildsuluaygrmdy
Personvin-Charge (PIC) #3a131508L0na75 Work Permit 990 U8 nsAuuazsalifiingamw
in (v wazlasveugeliufidnunieluaniisalwihuniuas arewduivuinaingu
UiiRnuselan sy, ssdufussaunu weednnomuazan Wluduilinndes
563  #Fudnsdesdnlitinnsuszguiueny (Kickoff Meeting) ioviarudila uay
vtaueuumsadiuau aelu 15 Fu dudaaniufiasunaludyen
564 giuindasdaviuwunisdisestieya wagnisiienAudeya (Backup and
Recovery Plan) d1u3ussuuUsvananas iueANenssunIsIaiunan iweansueyifeush
msdsesdoyacie wazdrsesdoyanuunuiliiuniseyld lnuntsdrisesgrudoya (Database)
wazn15d1589A1 Configuration ¥e9s¥UY wFaauiinasly USB Flash Drive 3agunsaifidnis
wiouadavhailansdsestoyadueuliiudauaszuuussmanan ves s, Dudiiugn sl
USB Flash Drive w3agunsaldwiunmsiendudaya sesldsunisaseuudriannsaldiuliass
mniAaruiadestudesasaGenuldnulsviui
565 gunsaiauaigiuisddunisiigpdnwideudosuds Waaedomuns
(Marken) fivumuanusadanaliie uaediuouddunnsnaiuluudazas Tnelissyudiduduns
Tuirdsamnesanarnsig
566 lusgwinvmsthseshe mngiuinidmuwsndudsdamsinuvesaunsalls 4
flagmelunuiraigesnen sedliumuiureunndpuassuuysana tousiums
567  wdniFuieldinsnneasuaziigeinymuseuudnaie fiuidies
FavihmeauienasasuraningIvaukazn§EnwIsEUY Iufegunsaisng q o wieaialy
fatausuuy Fuflutgm uasdesdalifiiuauidauiuasivsraunisailunisquassuy
Uszanarauarinsgsiteyaanidle (Video Analytics) Ussguiiteriauesisauasunanis

4 % /mmaa‘u
-',ﬂ'--r’_;:_f/_f At -+ . m_m't 0
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AIIFFEDUMATUIFIINYY W sWu. Funsu ‘V]ﬂﬂ‘?d el 15 Yu viemwiunad u. dvus
suiepedavivluastedidnimilineauazinan danddae Madiiuisosdsenarsmeeuly
sUuuulndRivaitanysaidalsdunsensuvdouuuilondannn sviu. ey 45 $u tudaueiu
anvhefidundidunsassdeusazthseinuluudasseu

568 aute 568 uay 56.7 §iudedesdinisdeudaly swu. nsuluaednualdns
s Lideendy 5 fwhmsues swu, Inelilavasdennenssunisnsissuian

569  fFudnadeniinisdisesteyavisludraseunsal usrsruussnanat aude
5.2 - 54 findunardianuddny Tnedesdanuasdnfivadlu USB Flash Drive Wiunie swia.
11U 2 YA AeTUNTUNITITNY %’aﬁ’lﬁ'{l’ﬂﬁwiauﬁ'uwamuaqﬂ HAN15ATIERULAEUITITN Y
szuy soufegunsaisng q iavma st 567 lumsussuusiavadeie

5.6.10 maUuAn (Configuration) iemswasuudaseinla 4 Mireafugunsainieszuy
aude 5.1 - 54 SulewnanaruAaunivisniiudeinisues s, §Fuiesdarinagy
neazFesvomnmsdudunuluudazads lngliuansdoyaiifvadoatumsduduam wu aunguie
Uady anuzneukazudanmsuiuamdewdsuuuaen Yuimmifisudunis nuididunis dy
og1vien uAwdl sl nouluanednwaldnes gl 7 Swhnsues svu. wdswnmsiuduny

Wi Inglilauasaamuznssunisnsiasuian
3 as a 2 as a = g; fA z b
5.6.11 giuindedaviuuuiansgndnsigunsalifiluszuuianun wioun1snauwwn
aedyg i wavanglwinluguluy Auto CAD (AS-Built Drawing) Tneliaenmdaiuasgnieuiie
Wisuiisuivaniunass ellidadmisudusisnuasunanisnsisdeunazdigednuissuy
yudgUnIalang  iavun aude 5.6.7 Tunisussguunazaisniy
5.6.12 M3U1seshwigunsalniute 5.1 - 5.4 f3udndesdadudminiidaaug
ANuAIITIIIAIuNssIvdeuTgeshw Liesnds 2 asuwied (6 Weu/nsa) wiemaiy
= 3 = o = & Ll =i
waza? sy, fivue weligunsalluszuuyszanana sgluanmund ansaldaled wazi
= = s e g kL ] L] L o s 4 o o=
Usgdndnmnaenegdyg Wnegiudmesdununisuigeshuuazivuaiuiaiagsidunis
Wy 51w, mswnawseudunisasuinludyi vinluszninduiiulassnisiaiudndudes
ﬂJ ar = ol L s =N L o 1 L s £ ar
Wasuwlasiuuagnarnnunuiay fiuindesdmideuddinsvarminduatednvalsnes
1 = e 4 a - i £ s a 1 sl o
reufiviuimuamuuiitetaey 10 Tuihmsves s, IneWiauedenaznssunisnsiaiuian
e g L ) ﬂl B, i al B, 1] a v 4 LR e e
56.13 giuindesdiederfndendn Andod15es wavidmihiuiuRau wisy
« o = o g ar
wglauInidns nsdwiiadoun uay Email Address uwsaudunisasuuludyer windnns
wWasuulaslusgninsndulasinig giudndeadindedoudshi svu. nsuduarsdnuwaldnes
A 1 ar ar
Tagi$inan lnglilauesannnssunsnsansunan
57  mahgsnwiddlal$ulss Corrective Maintenance (CM)
A o 25 A o J & as s as s o
57.1  aeluszeznamimualinudedvuei fsudmnasweuiudseiuaiiudize
unwsaavietadasasgunsal/ssuu avualuds 5.1 - 5.5 mingunsal/seuu Frgaunnsas wialy
M Wi 4 ' ' vovve v o ' - = ¢ = e
Lilavavuavisaunuedau s, ssudaliguiehneudluenueuvieieugunsal/ssuu Ahge
B oqw & = ' = - < o ' w -
unwsesulanaen 24 93l 1sRvzuiludeuueuviaasugunsal/syuu dnanilvieglunasiis

=

o - ] ¥ o= var W Y W B Uel v i o e = =i
LLagnqﬁﬂﬂﬂUTﬁ]ﬂaﬂ 9. LALTENELRED Iﬂﬂﬂiuqqﬂ"ﬂzﬂadﬂﬂwlﬂuﬁﬂwqu NUATULTEIY IR LAEY
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s 4 o o o ar i ' P v oW o i W
Usraunsel Sunstumeiuandiunsaelu 2 9alus dunawinann svu. iwdnudgaunnseali
v w ¢ LY | o - a s f , w a | e
gudrmsunulnsdwy nsdwiledoun wiesamunedidnnseiingd (E-mail) lanniu livuiunya
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1.
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1.1
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1.3
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Wwesteyauazdauaszuy desuriuimundvd lumsidilssyuuansaume (Authorization matri)

ﬁJL‘vlmzamLLaxaaﬂﬂé’mﬁ’wﬁwﬁﬂ’nu%'uﬁmawm@‘ﬁqm warnumudlefinisidsuuda
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3) doyaiifisziumudnios mneds deyaininaw/gndnanely sw. aunse
Wrdesaunulavsaausameuns o
1.5.3 '{i'ml.ﬂaﬁwﬁU%gummﬁ'wmﬁauuamuﬁ L. AU
1.5.4 Fauvssesudunisidni
1) szﬁu%uﬁw%’u@'u%mﬁ hdslsmugiunantifiuaznnsiaflasuneumng
2 suUtudwUURO Rl i sdenailé S ueumnemas e
3) sututudmiviquassuuvdedillduoumng Tavslunmsuimstanissruuuandnie
%’a;&aﬂﬁ%’uuawu"mmué’ﬁmwﬁ']ﬁ'
1.6 19198UDYaRAYHARATEUUABINIMUALAIN NS EUUE TaUMA
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19 Wwesfeyauazdauassuu desinisasunudnslunmsdrfsssuuinaluladarsaundete
e w%’au'ﬂzaLﬁnaauﬁm%fﬁawmﬁuﬁwé%gnﬁacmmﬁmﬂunﬁﬁwﬁd (Authorization matrix)

mMsuimsiamInisidnfevesildenu (User access management)

Tifinseauaunisamefeudlfau msusmsdanissianiiu msudmsdanisavsnasldauszuy

wiAluladiansanuwmet uasnisnumudnsnsdhisesldy

2.1 m‘iaﬁ‘fl%l,ﬁﬂw‘d‘ﬂ{fd’m (User registration)

2.1.1 fpuasvuudissuimsiamsuazmurulinyddedldau (Usemame) Slsiinsldnutyd

Foildawaniu visd Tudrunasninau/gning s, Wtmuatedlinu (Usemame)
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LT |

2.1.2 Wwesdoyadendudeyifnisairedydfldautansn (Temporary user) wazdaa
Spehsamsldnuvinidiu
2.2 MSUIMSIANTSIVEEU (User password management)
221 HQUasTUULasTUTN desiuuaatenIsiaNIuet ey 12 wdn
2.2.2 yaan3ued . (WINNW/anaeues s fesi iR NeIER uet ey 8 van
2.23 fguaszuuimussissinuuuuianslagliisnmsdu uazdsiuliinsdsusiarudle
glirudliouszunluadiusn (eduliiamensilde 2.2.1 - 22.2)
224 fuamuuiazs I TaRPMNTIRY Y. (Minwgnd e sw) mude 2.2.1 - 2.2.2
FosUFtRRAy ol
1) san1ulsznaUme MONYs AILAY Lassnuseiame 1w (a-2) (0-9) (@, # , &, “,
%= <>, %, 8, +, ) udu
2) fmuasitasuiidetemsansy wisedlidumiaunsomaenldie wu fitedlu
WIUWNTU “querty” “abede” “12345” Ho-umwana uideuliin fieg u3aiues
Wnsdwii (Dusiu
3) sebilfnusiannlnenseuunmsdildoulaesalul® dun matmusdn “Remember
Password” \iusiy
a) deafiusdaruliifuaruduanzyans Lidamsliidusunsiv waylinu
siarimiludnuamOame wu Raisiainsomildemeudu Dudu
5) seelulivnyivedlduuarsimindututuddu wiidyidedldaus Wiums
sugnniwesdedlinuyanatuin
6) FoaAsunlasiaruuusydedietoonn 6 Loy
7) sewAsuuasiariudeimsudafiouninseuy vieasdimiakuaaed ey arasu
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227 dpuaszuudesindniderldan (Username) wagsariu (Password) fauisnsii
Uaease

2.2.8 HAWATEUURBIAIUANAUATYULUURMS §rudoya wayssuunuansaumns (Application)
vty ddldnuuassiaiueinadunn Tnglidhdsdamedauassuuildsvounn
witku
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Taunsel PIN code dadldisvianu 6 ndnduly
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23 MsUiMSSansavs (Privilege management)
231 foadutigmdesimualifidunsuljofdmiunisamedoy nsifinoeudnd
nswabuwasEns uaznsvumuavsvesdlduesnaduaednuaidns
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5 andlunisueunsnednilumssidunisuny (Assign)
6) 5'w%:“LunTﬁ%’Uiaammgnﬁmﬂwﬁw%mﬁaga (Approve/Authenticate)
7 Lifiave
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3.2
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3.1.1  dauaszuudasdniunsnsdmiulesdussuuaouiames szuuiasatiedoans
Jaya warsruuwallagasaunea lagn1simuneAvessyuu (Configuration) Tl
o w ) caly 1e w o] € |\
nsaenihved mivgunsaiifininnugua viedengunsaletiaus
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312 dlinukasmbenuneuen aesdanutneednludfidelifinisldeuszuumalulad
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s bifnmslinueesiamesdusveznamnini 15 wil ldmuessmhenumeusn
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3.1.3  gldnusa Log out sananniasasneuiawmesilefirmusniuisasiansomouiomes
") ar a " el W P ' v oasa w - o
3.1.4  gldnussslesiuliligsuldaunsal wu ndeswdvia wsesdiuienans wissaunuy
wnanslnelilasuoyyn
nMsAuRNduSNdasamALaE M liNUsTUURBNA MDY (Clear desk and clear screen control)
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3.2.2 AMUABIPBENAINTEUUADNANES (Log out) Wudl illedndudesUaseiialaelaill
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nMsAIUANMSUNRNATEYE (Network access control)

e v =3 = i ] as o ar hrd t::i 1
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| ' 3 i i = i -
ASWUILENLASEYN (Segregation in networks) ag1avuNzay NIAIUAUNITVONADVIUATOUIY

KANTATUALMTAIUUALTUNIUULATEYY

4.1

4.2

4.3

4.4

4.5

4.6

mM3lteuuIn1sAIetie (Use of network services)

411 dguasvuudeimuRunsEuNs uNURssTUUAS ot edeanstoya (Network diagram)
sufislasaing IP address dosvuy wazdegunsaimsaumeanngitlilduoygavie
MNEUNIBUBN

412  fpuaszuudasmuaunisldnussuueiorisdomsteya etiostumaidridssuy
wiatedemsieyauaruinsvesssuueothudoastoyalaslildsuaugn

113 fpuasruudesmuaumaidendaieiotneneuen weldnudumesiin Fweradutems
Timheanunmeuenitivensaunaviossuuinalulagansaunavas sviy. nefilasu
U

414  gldnudsudsmmulssadlumsveliauuinisiedetioun dvm. wazanusalduinig
wiaglavdsnlasuniseysiaan svm. udn

415  fldoy sedhiliszuuedotsdoastoyaioduresmidunsinessuy (Hacking vie
msaunudeslvivessruulaeillaiuoun e

msigavifmmeslfnuiegneusn swal. (User authentication for external connections)

ARuATTUUABINMUA N SNgINAINUKIUITEUY Active directory U89 SWX. nouayy 0w

fldnuiegneuen svu. dhldeuiadeteuassyuuasaumaes s,

msfigaifnuvesgunsallusyuuiaseriedeastoya (Equipment identification in networks)

Apuaszuuiea wualitl msigadimuegunsaflussuuasernedeensdoya oiun mensieaeu

MAC address

nstlastunesadilddmiunsiaaeukazUSunRaszUy Remote diagnostic and configuration

port protection)

Aauaszuudessziuuinsuaznedn (Port) Mlifimmdndudedlivuiniesneuiumeivie

gunInliA3aty
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MSUULENLAI DY (Segregation in networks)

461 HAuaTzuURBIdaliinIsuuleniAIauIEn UNGNYBIN LY Y3ONFUTBITIUY

= < w | | i ' a
8] ﬂIUIﬂEJ A8 ULA WAL Al ﬂ']‘ﬂ.‘ﬁ\']'lﬂlﬂlsl.m f¥LATVLE Y NNLVNNS AN Iﬂ HWATIUN

ENTECH @7 (Z7

Entech Security and Rescue Co., Ltd.



-20-

MnenuRsImsiunsdndisdeya seiuaudAguesdoya saudenisiansanaiu
17 UsyAnBnm wasnansevumeiuaaUaeatedase Ui
1) iethefieunnrlidnfmnnneuenuaneietieilimely v
2) wioteweundindi (Application) Tiflrnud iy iuseteay Adlenudndeiosnin
3) sethedmiueiedliuins (Server farm) fuirsstnevesdlda msiinishnes
gunsalflaninsauiaueniaTerneld 1y Firewall w3e Switch Tiansnsauts VLAN 1¢
s
4.62 fauaszuvazimuadunnauueietiefidiusn Wesidansdhdsverinaluanie
\wsatefirmunwiniy
4.63 fauassuuiasiaan (Configuration) gunsallafete 1w Firewall wse Router Flanansn
vimsdamsanmeuenieletneld Guuslunsdlgnidudeesldiunseugnnangdaua
ssuuwhiiu
msmuaNnsidendemaaiete (Network connection control)
47.1 dauaszuusessitansldanueietsveslinulunadousetuniotioves s, iy
Router wio Firewall iiusty wiawisiasszuumunuitendunsestoyaisy - de iy
Web filtering, E-mail filtering tHugiu avhldnisidoudeiinaulasaste
4.7.2 fpuaszuusesinia Firewall sswrinaesetieues sviu. AueSetemeuen vl msdnks
Firewall fiosfarsandasieelui
1) mstestumsesiasanmeuen desgnimuslildiduvnedisiu First tier firewall 7if
AsiuntUaesdoiitetosiunindduansaumanes sy, uaglassadneiug i
ARy IInmsh il ueug
2) Firewall fesszymmuaziigatisnuueslinunouiiagliavinmsdndsdumesina
(Interface) 1t@NTUTINTIANS Firewall
3) Firewall sioaarnliisefudiflimundimndmmumeeuiasdgseuulidnge
5 A%y mssnidnmssziudasiuiunislay dvn,
4) bleygwbiguldinueunedumesivg (nterface) Msdnns Firewall 9nsveelna
(Remote)
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VU Firewall
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7) Firewall fipsldSunisaeuviu vadeu uaznsivaouagwasiawe
8) Firewall Apsgnuivnsdnmissumismsinsedoansiifimsidsa
9) sesliauinsuasnedn (Port) Alidududoslduu Firewall
10) Firewall Ussinmeaviiui (Software) Fosindeuuipdosnouiimaiust euensan
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11) Firewall Apsaninsatesniumiesannnislaud DOS (Denial of service) lagnay

Ping, Sweeps #58 TCP SYN Floods 1{usu

£ o § o ¢ « . a we o w
12) dasldiesduveswanduas (Software) Firewall wazsyuudjuRnisiidnves

wansusidslinsaniuayy
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13) rjqua Firewall Aosdnnutoyarealninngliuinis (Vendor) asunsiutmans

'3 < o Y e ¢ o o
N13 Upgrade wazuna® (Patch) 511Uy wasdosfindauing (Patch) vianuan
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4.7.3 HALAITUURABIAAAY Firewall livowusuen Zone Tsin1s1y DMZ (Demilitarized zone)
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2)
3)

w3nsnsuiamesulTedluinisiiudumesidn 1y FTP, Email, Web uaz
External DNS ‘server (usiu sosinsisaglu DMZ
nshdisanseeylnadesiigauinuil Firewall wierwuinisiioglu DMz
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. MIMUANMSINENSTULUURNIT (Operating system access control)
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'szuuﬁml:iLLaﬂél“ifaﬂ’nu‘ﬁ%LawWsmﬁmmmﬂ{f’@:izwhﬁﬂL%‘i] iy luansdannin
Uy B lvauie w3e siaruin Wusiu
wuddszuvantadgldanudiuyaraifisafuiinndimis session luszuu
Wi

ENTECH(E | 4
Entech Security and Rescue Co., Ltd. = “/I -
QA2 Y7

L



5.2

53

54

-22.

6) sruusesirinsuailunimesudigsruuiibidnge uasdesinnsandonly
siolud
() mafuiufiniemsidngseuuiandisaueybids
() mhsszeznailunadilinuszuuaiadely
() msdianisdeude
(© msuanedonnuieuiivinvevespuaszuudlefinsdngszuuifuswauade
Asdnly
7 szuusowansu van lumsiihdssuuiidideluniney wdouistuiindnuads
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nssvyLavigasnuuedlynu (User identification and authentication)
dauaszuu Fewdalifldanuiivaddldnuveudasyrraiisldfgaisaulumsidrfessuy
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5.3.2 Amusnnuiuiaveulumsldlusunsuussunngiiai (System utilities) Wiazsienis
stetaaunardeanslviifstemsuiledeUfon
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svevan 15 widt wil drszuuitldanunsasanisidouseuuusmlugale Mounalils
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55  mssitasyeznaimsdensoszuvatsauma (Limitation of connection time)
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