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" 13709 8 ANLUAIUanNgd@ 1 suUNISALULIUY (Operations security)
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WuIUHUR
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14 £ 4

u t91UDIUBYA

® ey

3198aunsgIU

" i 6 msm?’mﬁa‘z’faaga (Cryptography)

wuURUR
1.

¥ 14

Wivesteya Aoudsia viensldsiariudoyadidnnseindvesesdnsmusziudunnuduiite

Y

Josruglifidvidnts musslouivhoms$nmaruduromesonis we. 2564 wasmuduneui

W, viug
Wwestoya fuassuu uad e iRmusudeuindhomssmnmmd uresmnasmnis we. 2544

lumansdhsimnlifuteyeidumuduasieddismsdhsia Encyption) fidunasguana

[ 1Y vaa v LY . a a A v v ]
Rauaszuu fedl3Bnsii1sia (Enayption) Miluannsgiuana wandesnsidguuuunisidisia
A o & A Y Y a . k 1% v O a & -1
Miugues Welidulainduneuds (Algorithm) Mdlunisidrswatiudnuiunsasnste sl

Ussiamnayua / Ansidnsiie ineusi s AULINYUA (9E191i08)
NEYUILUUFNUINT (Symmetric) AES 256 bits
NEYLILUUDANLINT (Asymmetric) RSA 1024 bits
N19 Hashing SHA-256 256 bits

QUasEuU fisslinmamuynutumewds (Algorithm) uasauemvenguaiiisiaeswlioslay 1 ads

e

Walvdaanuisasnwiigdeanusiunslasnse

AuasTUU Aasiualiiinisudmsdanisnauafildlunsidsta fail

U

eXe

o aa

51  nsafhanauasianlsnssihlugauiiifuinsnistestuninuaends
52 deilimsadnyuasiaiidunnuadu (Private key) arsdweulifiuidivesngualagnse

TneAsnsivasnsy
v § v U = P o w a | | & Y W ]
53 msdelisinafiududin Log liemsnsanaeudmiuianssusing 4 Minendesiumsdnmsnayua

|
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Alde assnwinnuvasadelunisldanungua del
o o & Y | va o 4 4 o o= 4 Y !

6.1 Nunauasialuanunnvasndy 1 gilsdy vieFetuiiniivasndy uwavlililasaiunse
wifislet

6.2 Welnms¥unyuaasnsay (Public key) 1lY neuldnuaziafigaulnnugnaadueInyua
a15150r lngaounuAugdamiensi9aeuiugunulunissuseaninugnieanengua

. . P ¥ q’;

#5150y (Certificate authority) M@eiialavingu

v L ¥ 14 U g o kel A 4
6.3  mununsidnuuazdniungualiaenadestiunsinmeanududoyaniud swu. fvun

BRI
3
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ﬂﬁiﬁﬁ@ﬂﬂiiﬁd’auﬁ’mﬁwsﬂu (Bring your own device)

- ° ¢ Y { 1 Y = a o
" fomunumsiigunsaldusuidouseviadniessuuansaumaes sy, Mdlunsuimsdanis

sTuvAIsAaumMATeY sy, v3eUuURnuly sy, Nelivedesiudennaiuiiensssfinvuiuseuy
ansaumAres sy, audaiedesiuldlitoyaves sy, ian1ssilva

HIURAYaU
" flauasyuy
" glafanu
319891M 95U
" a7l 2 gunsalpeuiamesuuunnmuaznsuf iRauansyazlng (Mobile devices and teleworking)
wuaUfUR
1. fpuaszuudesimunnuativesssuufiinisvesgunsalduiioyyalidunideusevie
Wnllesruunuasaunaves swa. 1o ImaéfaaLﬂuizwﬂﬁﬁ?}msﬁlﬂﬁwaﬁa (Obsolete operating
system) wazdalasunisaiuayunmsldnuanidiveawdngdo
2. fauassuudosianisdoudemnnszuuufiRnsvesunsaldusiioyansliunidesenieiid
FLUVNUENTAUNATDY SN, LAANTSAaY (Obsolete operating system) W3DLI1UDINARS T
Wauayunslgnuids
3. fauassuusesdinnsnislesiudaus’ uagnsivaeunisduian Patch NesturasssuuUfifnig
Adrvosndnfumndilinsatuayunsldnu
4. dauaszuvdeslioynaliigunsaififnisuiundsnisidifiessuufonas (rooted/jailbroken)
udensonielinfessuuasaumavos suy.
5. fpuassuudeutueniesetevesgunsaldiusiitndendevierirfasruuansaumenes svis.
6. fldmusashingUnsaidusiiiasueundiaduuen Offical store sideusovoiindsszuuny
ANTAUNAUDY T
7. fldnudeshithgunsadwshiiiediusunsesiadedviindendeviednfesuunuasaume
VDY WL
8. {ldnudiesduinn Patch vesszuvUfuRntsiigunsaldrumliiunesdudian swdeieady
sruuUfURnsTivesndnamiddlyinsatuayunisldan
9. fldnudosusumaurowdifessuuasaumaves swu. nnads
10. Bﬁ%’quuﬁ adaﬂmzx‘i Network Access Control agent (NAC agent) %138 Mobile Device Management agent
(MDM agent) aaifl 5w, fwiun Witemuaumsldnuedotsuasmsidnisssuuasaumaos sy,
11. nsflgunsaldiuaymevisegnuluerdlfiudeduguaszuulagy '

aglugunsaldiumvesyldau
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SIPUNANITNTIVFDUTLUUANTUTIUDIANVTOTIng

Saraban Web Server (Server Name : .....ccouvvveneuee. )

1. MSIVEDUNITINNUVDUATEUTINIIS (Saraban Web Server)
1.1 asvdeunestuvesssuuUjuans

1.1.1 Windows Version

________ EU e
1.1.2 Windows Update
________ EU SN
asUnanisnsdey L1 Unf O iun
1.2 a52@ounsldauves CPU
________ EU S
ayUnamsasivaey [ Und 01 iund
1.3 a519aunslgaures Memory
________ :jﬂ R
asUnamsasieaou L1 Und O Tiund
14 psamdeuiuiinsldues Hard disk
4/2566 1/2567 2/2567 3/2567 4/2567
Drive C
Drive D
R EU ________

agunanmisnsvaey L1 Unf O Liund




1.5 ASIRARUITILALLDEANISITOUADLATDYNY

1.5.1 #579a8U IP address YaaiA3IABNRANADS

agunamisnsavaey L Und

1.6 #529@0U Log 104.A303 51103

1.6.1 Application log

________ U
1.6.2 Security log

________ A —
1.6.3 System log

________ I —

agunamsnsaveey L Und

1.7 #5198UTULAZLIaIUBILATDY

agUnwansasavaeou L1 Und

O laiund

O Tsiuns

O liun




2. ATAVFDUNIININUYBS Saraban Application

2.1 R5I9@UNITVINNIU Service U89 Web server

________ EU R
agunamsnsavaey L Und O iund
2.2 n379a@9U Version U843 Saraban Application
2.2.1 Saraban Production
Path AamLfiU -
4/2566 1/2567 2/2567 3/2567 4/2567
version
________ EU P
2.2.2 Saraban Test
Path AALAU -
4/2566 1/2567 2/2567 3/2567 4/2567
version
________ EU e
asUnansaseaeu L1 Und O Livnd
23 maaaaaumséhiaw’faaﬂamaq Saraban Application
Path fidLfiU -
4/2566 1/2567 2/2567 3/2567 4/2567
Folder Size
________ EU N

agUnamisnsavaey [

2.4 §33989U Log UBY Saraban Application

agUnansaseaoy [l

Un O laiun#

Unf O Liund

G

(A

(.




Saraban Database Server (Server Name : ................ )

3. AS2EBUNISNNINUVBNATOUTINI8S (Saraban Database Server)
3.1 ps9deuRstuveTsuuUURnng

3.1.1 Windows Version

________ P —
3.1.2 Windows Update
________ P —
agUranisasiedey [ Und O iund
3.2 aywdsunsldnues CPU
________ 1) p—
asUnanisasedeu [ Unf O iund
3.3 @529@8UNNS M9UYDY Memory
________ P —
agUnansasdey [ Und O Livnd
3.4 pvadeuiuiimsldnumes Hard disk
4/2566 1/2567 2/2567 3/2567 4/2567
Drive C
Drive D
________ P

agUnanisasedeu [ Und O Livnd




3.5 P3INAIUIIWALBYANISIHRUABLASEYNY

3.5.1 157980V IP address UBLATBIADUNULADS

________ i —
agUnansasidey [ Und O Livnd
3.6 P5IvdeU Log veuaIoudinliaes
3.6.1 Application log
________ e
3.6.2 Security log
________ Frl —
3.6.3 System log
________ i —
agUnanisassdeu [ Und O ‘Livnd
3.7 aadeuiuiiuasiavenndos
________ N

agUnansasisdey [ Und O Livnf




4. p52EIUNITNNIUVBY Saraban Database

4.1 PSEUNISYINNIUVBY Service U4 Saraban Database

________ ?‘J R
agUnansnsaedeu L1 Unf O Livnd
4.2 asweaounsidiuiivesgrudeya
4.2.1 Saraban Production
Database file name :
Database log name :
4/2566 1/2567 2/2567 3/2567 4/2567
Database file size
Database log size
________ ?U e
4.2.2 Saraban Test
Database file name :
Database log name :
4/2566 1/2567 2/2567 3/2567 4/2567
Database file size
Database log size
________ 31] I

asUnamisasieseu L1 Und O iund




4.3 mwaaumiéﬁsaﬁayjamaa Saraban Database

Path NALAU

4/2566 1/2567 2/2567 3/2567 4/2567
File size
________ EU ———
agUnansesaedeu L1 Und O ‘bivnd

4.4 M5IEDUNITYINNIUUDS JOB

agUnanisasiegey [ Und O Livnd




5. mmaaumiv‘hmumaaszwmwﬁmﬁnénmaﬁné

5.1 py1vaeunsidnldau (Authentication Testing)

asunansnseseu [ Und O Liund

59 msredeuUsyaviznmnisliuinislumsnevauean1sisenldau (Response Time) *

NUIGLNE -
a k4 1 a a al 1 %4 ¥
* MUY 2’,L’Ja'ﬂ,uﬂﬂ'SGIEJ“Uﬂu@ﬂﬂ']‘SL'iElﬂ‘L‘Umu\lllﬂ']'iLﬂu 43U (9Y19UBY 3 YUITD)

________ ?‘J R
Response TiMe ... g
agUnansnsedeu L1 Und O Livnd

53 f59aeUNSUNAnATdLSTUVEITAUWE (Session Time - Out)

a a ¢ P A °
53UUaW5U33maL§ﬂW§QUﬂa (15 UM UIDHIUNTEUU ANNAUR)

________ Py j—
asunanisnaaey L1 Und O Liund
5.4 PTINADUNITOBNTIENY
________ Py p—
agunanisnsiveeu L1 Und O Lbivnd
12— Hnsiaeey
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