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16.1 flfisuaz/ o mihiveslian fithdsszuumeluladansaumanes s, fosiunsiuuas
Uﬁﬁ’ﬁmuu‘iamams%’ﬂmmmﬁumﬂaamﬁasuaﬁuwLwﬂiuiaﬁmsaummm TN, ANUAIANUIN . LAY
ADITNYIANUFUA 9 mlﬂmﬂmiﬂgumm Taevudligliidn uaz/viedwmihivesflvidnindoya
dunisdlevderamniildnnisufiRendy s TUindn weuns vielinsivssinanatiiensiula
Libnsnsgyidsnanaslunmsmaauseloivioliinin mn sy asenudliiideselddndome
Husundulitesniiandivmaiifnueliludyan ded s’ﬂ,mﬂmLLav/mamwmmaqc’ﬂmmmaq
annludygmaiiuinudeyalifiunudu (Non-Disclosure Agreement) AMuAIANLAN 2. ABITH
‘Ugummmmmww ¥y, Avue

16.2 mﬂ%ﬂiu‘lmﬂuLmam’mmamﬁmﬁj Rl dugedliegnielinisdnnisuaznismiuaugua

v Y
a wva

o9 9. Taedwds uenain v, agldlumsufoRouves s, wauda s, mﬂwauuﬂ%lmaamu
Iolavegnngldnmsniuauguaves suy.

16.3 Tuns@ifinsranuitenanshigndes vieinnann velimsieSeu viiefinsiliesiesdiingn
mmmmwmmmamauﬂwmwmﬁlmm Ahiidnazdenswiniiunsuilalignies uazavdesiuiinveu
miszmsmmmumﬂmmmmwmmma%umwamuumau ynlidudunms suw. Tavduenidndynuas
FunmdnUseiudyaiaueveunsdin Tdmudiuasens

16.4 Tunsdlfl slu. Sanusndudesiisenisaute 2. lWldluanuiduuenmileainaniud
fifiass fliidnaedosidunslilagbifadurouiisznmsle

16.5 fliddedludndmaafuidusvaeuudusznisla

16.6 lunsdidl sviu. Srudududendiv/an IuTENInTe 2. videgunsaififeateaniglu
szeznavesdya bl 1sdesiiiunsdwey f Rnste viierudnend Uiy (Wdusinsdl) melu 7 Suhnis
tudinndudl svlvierdmhiives sviu. luds dlngrsunsulaemadnsdw Tnsdwiiedeud Tnsans
yiovananediEnnsedng (E-mai) Aunsdfunisverfiudwunenisaude 2 SR RERTRR
thsensnude 2. JuidmsofidnaauUalimninguds anld sw. TneAnsasian laumuildnnas
sennsdeyani)

16.7 ;fﬂ‘viLsmwﬁaaﬁmﬂmﬂﬂ%’ﬂiwmiﬂﬂa‘ui:uﬁmmmﬁumﬂaamﬁamiaumﬁ (Information
Security Awareness) iitoaf1spunsentinfiingay numuulsuienisinwenuiuasasadsves
szuumalulagansauma LLaz%umauﬂﬁﬁamaq ¥, Pl v, e

168 nsdiil sy, ssanudedlivielinsUszmatesmivesssuunuiinsiogadumanis gl
fAoalavedlnd (Hardening) wars8aUNANTITUATRIWILA ANENITUNITATIVTUNER N5V

16.8.1 nynlvesuiingd (Critical) nelu 30 Ju

16.8.2 nsflvedlnisediugs (High) nelu 45 Tu

16.8.3 nstlvedlniszauuiunals (Medium) aely 60 Ju

16.8.4 nsdivedlwisziusziud (Low) melu 120 Ju

fuusifuiinaznssunsnsiaiuians viegauaueu wdslngrsunsiumnglailsl
anunsatindeduissnanldglisasdodniunuanmiuidssdorimunmiasmsauauianzauile
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16.9 §lg19n9i Role Matrix Lwam‘wumammimmiwuimmamamm Module goevianun
57u88 User ﬂamm 9 AE LU System User

16.10 mmmaumaﬂmmeu‘wwmwsameamulﬂmqmqaﬂwawuq VIUUANTIS9YI99U LAl
mamuwlmuaummL‘Uu‘wmaamﬂﬂmumsumsm’muwam°1 W7 Sl [ RITREI GNP NI
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1. wasiun 912-1 vuwa A4 SauauiRatstissviafndndell

11 ipesfiuihuuiaesuieuuu LED

12 ferusilunsiuriors Litdesndn 40 wiudeundifivuianszany Ad

13 Serwasndelunsfudlitesnd 1200 gadeth

14 fwdhwmmavankitesnin aue 512 MB

15 fveuderessuuniotis (Ethemet) wag USB $117U 1 9o

16 fveddnszanuioulio (Multi-Purpose Tray) liitlosnin 100 wiu

1.7 fesldnszans (Input Tray) lidtesnin 250 uWu

1.8 awnsafiuilonansaesminlaonlud® (Automatic Duplex)

1.9  @mnsafunIuUunTEAEIUIn Ad | A5 uag Letter g

110 awnsafusiliiensnusnwlveuaeniundngs

111 sessunmwlunsiusiuuyu PCL5 %30 PCL6 way Postscript Level 3

112 awnsaldauiussuuduanis Microsoft Windows 7 wag Microsoft Windows 10 Wa
Microsoft Windows 11 1@

113 annseaguiwiunislidaunisiule

114 ansammuamsazdnnisasesiuiniussuueietisls

2. 1309 § u1n Ad SauauifstniasvEafnitnel

21 wSesfiuiuuuawesSewuy LED

22 fanudilunisfiund Lidesndn 30 uiuseufifiawinnszae Ad

23 fenuaziBealunisfissilaidosndt 1200 gaseii

24 fwdhgenusvianiitesuniiuun 512 MB

25  Tveudeudessuuesetie (Ethemet) uag USB 1wy 1 9o

26 fvesldnszametioulio (Multi-Purpose Tray) laitioani 100 Leu

27 fvedldnszany (nput Tray) lidaenan 250 wiu

2.8 @unsafiunienalsassntnlasnlusi® (Automatic Duplex)

2.9  @NWNTORUNNUUUNTEAIWIUIN Ad , A5 hag Letter bo

210 anunsafuildtaidnesnmwinewaznwsingy

211 sessumwlunsiuniuy PCL5 %38 PCL6 way Postscript Level 3

212 anunsaldauiuszuuluRnig Microsoft Windows 7 wag Microsoft Windows 10 wa
Microsoft Windows 11 ¢

213 annsoagudaumsldnunisiiuila

214  @unsamuunAILazIanIsAssNREusTUUAST el
3. 1p3peRiuE Yun A3 SauauliRashsiasvisennddeil

31 eResuilUUEes S aLUU LED
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32 flanudlunsindd vue Ad lalsivesndn 30 wiugeundl was v - i e Ad lalidesndi 30
WNUGIOWNTA

33 fenuasdealunsfiu laifosndn 600 yadteii

34 fudwanudilitesnin 1 GB Aamwinlagld 1 GB = 1,000 MB)

35 Teeadousesruuaioris Ethemet) waz USB srunuliifesnin 1 vos

36 deddnszmutiouile (Multi-Purpose Tray) liitlosnin 90 Wk

37 dvedldnsza (Input Tray) Tauduliitosnin 250 Wiy

38 @nunsaiunenansaemtlaenlud® (Automatic Duplex)

39 @INIDRUNNUVUNTEATWUUIN A3, Ad , A5 uag Letter g

3.10 anusafusilinshesmwlnauazawangy

3.11 5995UNUASRLALUU PCL5 wise PCL6 wag Postscript Level 3

3.12 i3esfiusiamnsnidlsunsuuszndnlilassnluiAnnglunariifvuandansmgeld

3.13 anansaldauding Mifare Antnauuazidmiiives swa. Maouegld

3.14 5935UN1SRNRIUIINQUATAINAN 19U WAULAR w30 dunsnlny

3.15 anunsaldauiussuuyuanis Microsoft Windows 7 wae Microsoft Windows 10 e
Microsoft Windows 11 g1

3.16 anunsoaguaunsldanunisiule

3.17 ansnsafvuaALaziansieS osfissiiuszuulaIetng e

4. \ipaiaaidu d vun A4 SansuRetstissvidennddsil

41 wSesfiuiuuuiawesSeuuy LED

42 Juedeatadileiduiamesdildninfiuiuidnui

4.3 gunsaldnuilendyu Print, Copy, Scan, fax

44  Ferudlumsfiodtd hidesndn 35 wusounfifivuianszany Ad

45  fmnuasdealumsfanilitiosndt 600 gadein

4.6  aunhsaRuienalsassntlasnlull® (Automatic Duplex)

47  @unsaRunienansHIunig USB g

4.8  fiaudilums Copy tonansd itfosndn 30 uiuseufiivunnsyay Ad

49 faruandealuns Copy litfasnit 600 gasteils

4.10 @wnsn Copy Lonansaasuntlaenluil® (Automatic Duplex)

4.11 @1se Scan WuU Flatbed wag ADF (Automatic Document Feeder) g

.12 faudilunis Scan wuu ADF Litlesnin 30 wihseufifivuinnseae Ad (@nseu1is)
wazfieuazidealuns Scan wuu ADF laitiesndt 600 qasiois

4.13 @138 Scan File Format wuu PDF wag JPG g

4.14 HWeAYUN1S Scan to Folder , Scan to USB way Scan to E-mail

4.15 fmnuazdealumsfisnionansain Fax laitfosndn 200 9areii

4.16 Jveanudweniitesnituug 512 MB

417 Siweadeuseszuueienis (Ethemet) uaz USB $1u7u 1 909

4.18 dedlanszametiouiio (Multi-Purpose Tray) lalddasnin 90 wiu

% et /0.19 T%04...

(
Camur]
(7%"\05 qa%m



-3-

4.19 feedldnszay (nput Tray) lalideenin 250 Wiy

420 @INFARNUNRIUUUNTEAWIUN Ad |, A5 Lag Letter 1ol

421 5995UNWIUNTANNLUY PCL5 %39 PCL6 Wag Postscript Level 3

422 aansaldanudng Mifare Antinauuazidmiiives s, 1euegle

423  s935UN1sRURIUIINgUNsAINAN WU UWAUER Y50 dunsviliy

4.24  ansaldauiussuulfUianns Microsoft Windows 7 wag Microsoft Windows 10 waw
Microsoft Windows 11 161

5. 33UUAUANUNIN Hnuduifat1tiaeviiafndndeil
51 anunsnideusieveayavelteurIusEu Active Directory (AD)
5.2 Wuszsuuiiansamuauiasimuausinanisldnunsosiuiliiaenarsduasuriem

5.3 @unsamuauuaziruaUsinansidnulenduseyrrariesenguls

5.4 aansausu an/dtn Usinansldauvesildusazeu vielunguls

55 @unsafvunsInveINsiuienanslanaenansd wasenansu

56 @nNsoLINMIAI MsARTIMUETUSInaesnuiid s edaiun Adunuiitiiariduazanin
wnmtlafidame sz AnTIeMIRNRYIMN Laslawennfiidasansmmsisididusanals

57 #oWALISIEUUUSMSIANTENINTaNNUULSEUUUR URNIS Windows Server 2019 visafnn

5.8 YoALISSTULUSMSSAmsaEsaiuuadnansindennslgaule

59 szuvansofuamldTeLaruasnseusulEs Auazynie

5.10 srUUasauenIgazidenteya (Log) M30318971u (Report) laganunsauananisdwy nsias
LATALNY ﬁmumﬂﬁﬁmumﬂm‘%laaﬁuﬁlﬁum’mﬂ%’aagaié’

5.11 @13150L3 0uABIEUUTENINEVIMEN (Master Site) waza1u1ges (Secondary Site) 1 Tnenns
Fuiuiiandessosldszuufianandouls

5.12 wwmmiaﬁM‘W‘muué’h;ﬂﬁi’fmummsﬂ%’mmﬁuﬁf\mm‘%ma'WEJLaﬂmw‘%am?aaﬁuwﬂlﬁuizw
ASOUYALINY

| & i aa

5.13 flgonAuisszuuusmsinnismsnensias esiundugenduasdniagundavansgndeniy
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mysoIWhvugsnasuurisdszma lne

MASS RAPID TRANSIT AUTHORITY OF THAILAND
SpiamianieldniuvefguuasIINITNTENINANLIAY
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

UszniAnssalninvudenasuwisusemealng
1394 Wleuignsinwanadiuaslasndevasszuumnalulagansaumna (RUuuiuusansei 11)

MensEINg Ui NAmMusaNINaIwazIsn1stun1svhgsnssundidnnsedindnnady w.e. 2549
1131 5 dmualiniisnuvesigiesiniuuulevisazuuujoalunisinwianuiunalaen i
fuasauma Welrnisdnidunisla q fedSnsmdidnmsednddumienuvesigniolamisenuuessy
fmusiunsaendouazidedold Jedmaliszuumaluladansaumavosnissalwihvudunasuuisussmalne
(59l Fosins¥nwimnuiuasasadsvesszuumaluladansaumaegaasufuiiiesnsdlidaninudu
(Confidentiality) a31ugnABeATULIY (Integrity) wazan1nnsouldany (Availability) Yosansaumne ST
AnanTADY len Augndiaausiass (Authenticity) mu3uURin (Accountability) MsvhaUfiaseusuiinveu

(Non-repudiation) wazAIdede (Reliability)

UsemrAnnznssINsgInssuynedidnnselind Geswnulsnisuazmnufolunssnmansiung
Uaonfefuasaumaremiigiuvesiy @Iudl 2) wa. 2556 4o 14 fvualimisauvesiziesimun
anusuiaveuiidaiu ndissuunsuiuneivieteyamsaumainaundemeviosunela q uiesdnsvie
Fuiledla Sulosnananuunmies azias el Hunsufuamunleusuazinuiualunmsinwasiueg

Uaoasdesuansaumnea visil TRuSmsseaugegauesmiisu (Chief Executive Officer: CEO) \ugSufineau

£
=

AOAULEEY ANULELUNY VIDDUATIENLNAT

91AUgIUIARILANTUNINTT 25 wisnse U aAntssalninvudsnarunisUssinalng
w.A. 2543 gInsmssalriivudanasuwislsendalng Jsenusznianissaliihvudanaruuislsemelng

599 UleuenssnwANLtuAslasnfevasssuumaluladansauwma faanalull

[

1. dngusyasduazuouLn
elinslénussuumaluladansauneves s, Wuldeghamangan fussavsnm Sautunsasndy
wazanunsasniuveildetweiios udlesfuilymuarasuansenuannsldaussuumaluladasaune
Tudnuarligndesidonnmsgnanauaindesins q Jadddmumdsuneiiiomuaunssnvanusiunmasade
yossvuumaluladansaume fil
1.1 nMsndavisemuaunsIgNuETAUmARTOUAY 4 AU AB
1.1.1 nadfiaszuuansauma (Access control) fosnsaaaeuniseysiiansnisitnfisssuunas
fsrupsaru msamsdoudldouieWEH7AIaMS (User authentication) wihdufianunsa
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Wdeszuuld saddimafuiuiindeyanmsdnisssu (Access log) uardeyaisameneyiiimes
yiail nslans mslinussuvansaumatudodianiogamnzauuandivme (Need to know
and Need to use)

1.1.2 msidihfisssuuiaietns (Network access control) fesimuadununsidieusioszuunouiune
M33u - ds vidensinadeudeyaviemsaummazdosiuszuumssnwieuUaensofioadns
Jnassly 1 Firewall IDS/IPS Proxy vien1snsandeulifanouiinmed iudu ieruauuas
Uosudsanawegruduszuy

1.1.3  msnfeseuuduRnis (Operating system access control) Lﬁaﬂaﬂﬁuﬂ’liﬁﬁﬁzuuﬂﬁﬁami
Tnglaildsuayan nefmualitinisBususnuiiossyfsimuvesdldan mutsimualid
nsdrfaszernalunsdedeiieliinnuiunsaensoundeiu

1.1.4 madnddusunsuussenaviseusundiatuuazansaume (Application and  Information  access
control) Aesriundvisnisiindsszuumalulafansauma lngliavSiane szuuauansaumnei
FosfuRnuminiivihiiu suialinmsnumudndnisdilinussuvuasaunaessasiiae

12 fszuuasaumanagssuudsosiiegluanimndeulinu susdununisundonlunsdandunie

nsdifldanunsoduiunisnuisnismedidnnsedndld ieliaunsoldnuasaumdldmuuna

ogasiaiilag

1.3 a519d0ULazUTEIUAMNUEIUOITUUAN TAUYADE @I LELD

2. wnufuRlumsinuarusiuasaeadovesszuuimelulaBansaume s,

U fiRlunsinvanusiunsasnisvesszuumaluladansaume sua. THuumatagnszuiuns
§1989mu 1) Uszmarnignssunsganssuadidnusednd Fewwlsveuasuuufiilumssnmaiuiiunag
Uaensios e saumMAYe gLy WA, 2553 2) UszmAnuznssumsgsnssumsdidnvselind 5eq 1nsgiu
mMs¥nwinnusiunsUasnfevesssuuamsaumanuisnisuuuUasnte w.a. 2555 uay 3) 11AsgIU 1SO/IEC
27001:2013 Tnsutauuaufifesniiu 16 drumuenarsuuurielszna fselud

2.1 lsuigmsuimsinnsanasiuasasndvdmiviuims @wi 1)

2.2 erwsiunsdasafefiiafiuyaains (@wil 2)

2.3 Mmsnwesiunsasadiunsnenmiazdsuandey (@wi 3)

2.4 mMsdanisningau (@wil 4)

2.5 M3dam MeAn uaynstgsnusEUUaTaUINA (@il 5)

2.6 m3muguMsidssruumaluladansaumnea (duf 6)

2.7 Mmsmuaunsinfsszuueiounsliae (@i 7)

2.8 M3muAUmhBuMEUenuazldny (Yaraneuen) Wdsszuumeluladansaumea (drufl 8)
2.9 mslnurdosnonfiumesuazgunsaiindouiiues s, (@il 9)

2.10 nsidudumesiianazdadsaueaulall (@un 10)
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211 msldauanmnedidnvsednd @wil 11)

212 msdsesdeyauaznsiivinudeyaasasnisaeuiiumes @wil 12)

213 mansrdeuLazUsziiumuides (dudl 13)

2.14 mseleu wazmsuaniasudeyaasauma (@wil 14)

2.15 msmuaNnsdnga (@i 15)

2.16 nsugunsaldusunldeu (Bring your own device) (@l 16)

wnUURlunMsinwmnuiuasasadssruumeluladasaunanude 2. daduinasgrusuaiuiuag

Uaenstlunsldnuszuumalladansaumeves svly. Gaypansves siv. misnunouen sadelduing

JEuUANTAumAYed s¥i. MieavessdesuiRnuetunsensn

3. nsdlszuuAauiimesuTedayamsauneinaudeniy viedunsiela 9 wnesdnsnIeguilagle

G
Suidlesnanauunnies asiay vied FHunsujiRnuuuinlevsiasunujuiilunisinu anuiiunag
Uaeasteimuansaune §3n1sn1ssalninvudanavusviasemelne (Chief Executive Officer: CEO) u5uRnmeu
fonuides arandsme vidosunsiefiintu wesdudunismseaouteifinriinsdifissuuaoufiunedvie
foyaemsaunainaudemeniedunseln 4 uimhenudeduisdle suvidifinsanadnmumgsuans

[y

wgueillddeAuiioiuimvun 7 Ju duusfung

=

21119891

Usenie ad JUN 7 AULIYU WA, 2565
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(WIENANIA ASAUNTUNA)
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Adenuntsluuleutsd Ysenaunie

1.
2
3.
il
5

10.
11.

12.
13.

sl vanene nssabilinvudanasuuvisdsemalng
Hvn. nangds dhewmaluladansauna
HUIMIIEAUEdEan viineds gimsmssalnihvudsnasuwisUssmelng
sy nanehs gllgunadeinisaulasiasnanisusmsves sy,
Ly vneda yaeailasveugnlianunsaidildnussuuinalulagansaunaves sy fail
- YAAINTUDY TH.
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N1sAUANNISINANATEYIE (Network access control)
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11) Firewall fi99a 111500297 UA1DI91NNNSLAUR DOS (Denial of service) taoeinany
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