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i Laser Mouse Wausawuu USB 2.0 viednin Tneiluiiveiientundnsosifiaue nieuuniuses
fip3asdrsoslatin (UPS) wuu Line Interactive awalsitiosnin 800VA/320W fifgedeulan
Inirdruiulidesnin 3 ¥e9 wisunulissuudesiuussaulnan (Under Voltage) TniAu
(Over Voltage) Tnnszan (Stabilizer) LLazsxqummsﬂ/‘l’wml,l,umma%"é’miuﬂa (Low Voltage
cut-off) Tnegnelnihdrsadlitunissneuiumeduazsenmidlidosnin 20 und

/1.22 TaNALIS...
.. @



1.22

1.23

1.24
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HwondwisszuuUfufnis Windows 10 Professional 64bit wuu OEM License lngagfas
fiavavsgndesmunguneanniiwestansasiasdudvsnsliauves sy
gannuasUnenulisa Kaspersky Endpoint Security for Business Select fianunsn Update
Engine wag Virus Signature H1ug939119 Internet 1agUMI5TANITHIUTDINI9TONALIS
Management finndiuuniasmeuiamoduddioves sy, Ielnesnluiinasnszoziatves
Ay

(% (%
a | Y

1n1550UsEAUANNTIFAUNNTBIVEIAT DIABNNILAD LA QUN TN TUAINTIIAILSY Bglva

Y a

19NN L/Foual  NRRAAATEY (On-Site Service) AnUSEvaNan NeluTurinnig

Y

finlU (Next Business Day)

. \A39ARUNIARY §11TUUNTINN Nnaautfattiaensil

2.1

2.2

23

24

25

2.6

2.7

2.8

2.9

2.10

2.11

2.12

2.13

2.14

2.15
2.16

fivhgUszuiananans (CPU) lifoandn 6 core waz 12 Tread sojuagniiiluviownan waz

fwalulagiiudyarauinilalunsandesddauaiunsalunisussuianags (Turbo Boost
A a < [y a [ 1

38 Max Boost) Ingfianansidyginuiniasan litdesnin 4.2 GHz

wihgUszanananas (CPU) fiviheanudiuuu Cache Memory aualitiesnin 18 MB

Tntemnuaanwuyu DDRE %38An71 vueliteasnin 16 GB

#I Hard Disk wiin Solid State Drive (SSD) ayuglaitiosndn 240 GB #39fn31 31uu 1 e

dwsuAnsaszuulURnIs (0S)

=1

il Hard Disk lia SATA aansaliddesnda 7,200 seusewd anuglidesnin 500 GB e
M 1 vy dmsuinudeya (Data)

D. d)o

fivhgmuaNNISLARIHALUY GDDR5 Almienudlitosnin 4 GB (Wunainwiagaiudn

wdn) Ineseasunisideusionuu Display port wia HOMI \usestios

7 DVD +/- RW wuuinsaneluiedes $1uay 1 e

FoudousoszuuLAietne Gigabit Ethernet §1uau 1 Wiy
syuudsmdeudinsindenneluedos

9

ee

vuesetelFansuuuinfinely wassesiunInIgIu IEEE 802.11a/b/g/n/ac soRnin
YBUYOUADAINNINTFIU USB 2.0 %139 USB 3.0 30N I1unusinlivesnit 6 9o9 (ay
FouToURNANAMUIATBIUY USB 3.0 iay USB-C w3afnd snuusiulitesnii 2 909)

D ) ) ) ﬁb_ 2D

1999 Media Card Reader 11150149914 Memory Card wWuU Secure Digital (SD) way uSD
VERLlek

fasoafunuu Small Form Factor (SFF) wazdiszuudreidsindiuuuiaseniglusaungos
unlidosnin 180 e

ﬁﬁa@@iWLLU‘U LED ﬁ?ﬂﬂﬁ?Lﬂ%@ﬂﬁ?ﬁ%ﬂﬂ?ﬁLLaﬂﬂﬂﬂqugﬂqiLﬂﬂ/ﬂﬂLﬂ%la\‘i LaNIINIIUVDY
Hard Disk tJusenstoy

X Secunty Chip ANHIATZIY TPM 1.2 (Trusted Platform Module) #39An3
\A3ntnaufumeiTiauedesissuy Online Support filusnig Download Driver K191
Internet mﬂr;dmam

/2.17 $980 ...
..



2.17

2.18

2.19
2.20

2.21

222

2.23
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flRen LU LED (Wide Screen) finndsanansauiuszsuas-mld asuslaiiiosndn 23 i fisesiu
nsiienrel Uy VGA 138 Display Port vide HOMI danaziBengaanlsitiosndn 1920 x 1080 Pixels
U 1 KUe

futufinst ATfsnusnwinenazaiwsanguinuulunnog1an1is Weurewuy USB 2.0
vidernin nedudreideafundnsasiviaue

i Laser Mouse Wansowuu USB 2.0 viieinin Tnailuiivieiientundnsasiiaue nSeuuniuses
fipdesdrsadlailh (UPS) wuu Line Interactive awaliitiosnin 800VA/320W fifldeadeuuan
Inirdruiulddesnin 3 Ye9 wisunudlssuutosiuusenulinn (Under Voltage) Tniiuy
(Over Voltage) Tnnsgan (Stabilizer) LLazizqumﬂﬁiv‘iwaﬂuLLumLmﬁé’m‘luﬂa (Low Voltage
cut-off) Tnednelihdrseslifuirdesneufinnesuazranldlitosnin 20 wni
HyoniuisseuuyfuAnis Windows 10 Professional 64bit huu OEM License lagagaos
fiavavsgnaesmunguneanniiwessanfasiasdudvsnisldauves sy
gandulsUesiulisa Kaspersky Endpoint Security for Business Select fianunso Update
Engine Wag Virus Signature N1U%F8IN14 Internet 1A USNRITIANITHIUNIIDDNALIS
Management finndeuundesneufiamedudinoves sy, lelnesnlusiinasnsyazinaves
GRTRTMIE R

[ [
v 1

in155UUsEAUANUTIFAUNNTBIV AT BIRBNTIN O UATaUNTAINNTUAIUTIAILSY azlnd

a o a

Tngnunvinsudly/desuey o NRafaA3es (On-Site Service) MNUTENGHER Aeluiurinis
gnlu (Next Business Day)

= a g o v a & o a a
. bASBIABUNILADT ﬁ"I‘Vﬁ‘U6]ﬂﬂ\‘i’i%‘U‘UQ’]ﬁi’N‘U’536VI551']W’5§111/\|‘1K|’]

3.1

3.2
3.3
3.4

35

3.6

3.7

3.8

3.9
3.10

Juadespeufinmesuuu WorkStation fifiniasUszuiananans (CPU) litfesndn 6 core waz
12 Tread 3oguargaiiilusiosmatn uazdimaluladifiudygiaunfinilalunsdlfidedld
ANEINNIALUNTUTZLANAEY (Turbo Boost %58 Max Boost) Ineiiaanuiadyay1auuniing
gegn lideundn 4.2 GHz

nilgUszanananans (CPU) dniieanudiuuu Cache Memory vunalidtesnin 18 MB
InueANTIMSNLUU DDRE %30An31 aunlideenin 16 GB

i Hard Disk Aifianuglaifosndn 1 TB wuu Solid State Drive (SSD) #3ofind1 $1uru 1 wiiae

o v oa

dnsuRinesruUURTRNS (05) wasRnssmensiufszuusalii

i Hard Disk fifAuglivfosndt 2 TB Ly SATA vi3eiind1 $1uau 1 mie dwiuifudeya
(Data)

fmhemununsuanma filmisemudlivosnit 8 GB wnanviieaudmgn) Tassessu
nsifeustawuy HDMI w3 Display Port %38 Mini Display Port $1u3u 2 Feaduaeeiios

7l DVD +/- RW uuufinsianieluiedes $1umu 1 v

fiveufousieszuuiasetie Gigabit Ethernet $Muau 1 wiae

fszuuefernelsmeuuuiinsaniely uazsesuinasy IEEE 802.11 b/g/n/ac vionin

Tszuudsansauannafnanielusiaiad

/3.11 J¥0930use...
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311 fieadousenuuInsgIu USB 2.0 wie USB 3.0 nieinin snausuliitfesndt 8 vee (Ined
Foudeudeiifndmriaiowuy USB Type-C §71u7u 1 989 Uay USB 3.0 §1uau 1 ¥es iluedia
ov)

312 Faa3onduuuy Tower n3o Mini Tower wazdszuudneidsiiuuuindaniglufueies
wnaliitosnin 300 TnA

313 fivaenliuuy LED suvti3asdmiunsuansanmizntsdn/daaies warnsviiemees Hard
Disk tJusestio

3.14 4 Security Chip #11193§1u TPM 1.2 (Trusted Platform Module) %38/ni

3.15 iA3nsreufmesiiauedeaiszuu Online Support #lu3n1s Download Driver NIWMasEUY
Internet NKHER

3.16 Suthufiunt AilsnusnwlvguarnwdnguRnuulunaeg1sns Wensewuy USB 2.0 #de
A neduiveidioafiundndnsifiaue

3.17 i1 Laser Mouse \Jausiauuu USB 2.0 #3ainin laeidudwelieatundndneiiiaue niex
WHUTD

3.18 fdnguadeanuuldsialitosndt 3 wdn dndudeadunIosneuiianes etesiunis
Tasnssugunsalaneluleies $1uau 1 4n

319 flenmuuy LED (Wide Screen) findsansnsnuussdugaeild suslsidosnd 23 h fisess
msLdenseluy VGA vi3e Display Port vide HOMI anaziBengaanlsitiosndn 1920 x 1080 Pixels
MU 1 e

320 findesdisedludih (UPS) wuu Line Interactive wunalaiffosndn 800vA/320w ifiveadeuddn
Inirdruiulidesnin 3 Ye9 wisududissuutosiuusenulinn (Under Voltage) Tniiuy
(Over Voltage) llnszann (Stabilizer) uazszUUMEANTINOULUAADISALUSTRA (Low Voltage
cut-off) Inednelihdrsadlifuirdesreufinnesuazanmldlitosnin 20 uni

321 fwendwiiszuuUfuRnis Windows 10 Professional 64bit kUt OEM License lagagfas
fiavansgndesmungyneanniiwestansasivasdudnsnsldauves sy

3.22 wananasUseiula¥a Kaspersky Endpoint Security for Business Select fianusa Update
Engine lLag VII’US Slgnature H1UYDI919 Internet TABUSUITIANITNIUNIIGONALDS
Management fifinssuuindesnoufunosudtisves sily. Iilaesnludfnasnssezinaives
Ay

[ (%
a 1 v

3.23 dnsfudseiuanudiinunnsedvanIasnauiinesiazgunsalnudiunsause exlva

Y a

1RUNLYINNSHA L/MRuLe a NRRRALATS (ONn-Site Service) NUSENANER Aeluiusiinis

Y

finlU (Next Business Day)

v A

= a 4 v 1 4 o/ g
. meﬂaqumaﬂumun UAMANUADYIIUBYAIU

T T

4.1 fmheuszsnananans (CPU) liteendn 6 core wag 12 Tread wsaguaranniluviowann uay
fwmaluladiudyarauninilalunsaindesddanuauisalunisuseuianags (Turbo Boost
= = < W a [ 1
%38 Max Boost) lngfimnuidayaauniinigege lideeni 4.0 GHz
4.2 whgusznananais (CPU) fntaganuduuu Cache Memory aunaliitiosnin 8 MB

o /3.19 T80 N...
—
_IZ.-. >



4.3

4.4
4.5

4.6

4.7
4.8

4.9

4.10
4.11
4.12
4.13

4.14

4.15

4.16

a.17

4.18

4.19

4.20

4.21

4.22

4.23

4.24

4.25

4.26

a4.27
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feanmuwalahiy 14 §1 wuu FHD AntiGlare uazfimnuasiBengeanlsitdesndt 1920 x 1080
Pixels

fneAUIMAaNLUY DDRE 130RnT vunliitosndn 16 GB

fi Hard Disk %l Solid State Drive (SSD) fiftoadiousenuy M2 muglitiesnin 1 T8 viedn

[

U 1 AU

=

fr8AIUANNITHANINALUU GDDR5 #39n31 Nivtheaudilitesnin 2 GB laguenain
WBAIUTINEAN

= = 1% ° a o =

fsgvudsanioudinedinsaneluiaios

=

findaoe Webcam Mansan1elusiiased niauknuaouialandsialilday

D

HvouToUADTEUULATOUY Gigabit Ethernet 471u3U 1 %99
vuAsaUnelSanesessunnsgu IEEE 802.11a/b/g/n/ac/ax WsaRni
FOUTOUADAUNNTFIY USB 2.0 1150 USB 3.0 39 USB-C vi3ofini1 anunusiiliivesnin 3 o

9

ee

szjaaL%awiaLLU‘u HDMI
%aamamauw VGA wialigunsalutasdyaias USB-C 1lu VGA Milulviewdediundnsio

n =) D D D D
)]
=
®

909 Media Card Reader wuunglunioneuandianunsaldauy Memory Card kUU Secure
Dlgltal (SD) 39 uSD #30AN11

futufiusi AssnusnwlneuazamsinguAnuulunnegen1is

flLumaeSuUU Li-ion e Li-Polymer suslitiosndn 40 Whr

figunsaluuaaluliln (Adapter) wuu USB-C dwsusialdauriului 220v
fwinietesmuuunwesliiiu 2 Alans

3l Secunty Chip vﬁa Firmware #148161551U TPM 1.2 (Trusted Platform Module) 139ANIN
\3esnauTmesTiauefesiiszuy Online Support Al#U3NNs Download Driver fiutiaana
Internet mmrﬂmam

fiansndesdonininsnoniiumesuuildsialidesndt 4 vén
finszithdmivldiniesneuinnesuargunsaling o Luvazmends

flean LU LED (Wide Screen) finndsanansaufuszsugs-mld suslaiiosndy 23 i fisesiu
Msiilensel Uy VGA 138 Display Port 3o HDMI fanuaziBengsanlaitionndn 1920 x 1080 Pixels
i Wireless Mouse uay Wireless Keyboard ififdnusniwilnenazawisanguinuulune
othanms Teglimsudyanamundn (Unifying) $auiu il deadudveiiatunandasifiaue
fwandwisszuuUfURN1s Windows 10 Professional 64bit wuu OEM License lngazsas
favavsgnaesmungunenniiwessanfasiasdudvsnisldauves sy
gonduasUosrula¥a Kaspersky Endpoint Security for Business Select #ianu15a Update
Engine L@z Virus Signature 119899119 Internet 1A UTUITIANITNIUNIIGONALIS
Management fifindauuiaiosaaufinnosudtneves sy, Iilnesnluifinaonssozinanvos
dyyen
finssulseiuanudisnunniesveaaiesnonfinmesuazgunsainniudiniiaiuse axlud
Tnetnuvinsudlo/mouuss o Ainfasdos (On-Site Service) PINUTENGRER MeluTuriinig
gnlu (Next Business Day)
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= a Y 6V o .4 4 < 4 . = wa 1 £ [ dy
5. Lﬂ‘SEJ\‘iﬂEJ&IW'JWIEJ%IuﬁIUlﬂ AUV UNRAIUIYINALITUY i0S UAMANUABYINUBEAIY

5.1  fuwlguszulananals (CPU) ¥U M2 Pro wuu 10-Core #39@n3n
5.2  fuwtheanuaivan suensiulidesenin 16 GB

53 il Hard Disk %lla Solid State Drive (SSD) auqlaitfesnd 1 TB #3ednd1 $1uau 1 viae

D

5.4 AMIwMMUANNITLERAING Graphics (GPU) WUy 16-core

/5.4 %198,

55  fszuuidsmdeudinddananiglueios

56  Hszuuiaietsliaefisesiunmsgiu IEEE 802.11a/b/g/n ieAnm

57  Sveuleuseniuinnsgiu Thunderbolt/ USB 4.0 wiefnit Sruausalliitfesnit 3 v
58  fwenmuwalitiesndn 14 fa farwanBengsanlitesntt 3020x1964 Pixels

5.9 fndedluy FaceTime HD Asaztdun 1080p

5.10 flunSaunaluu Force Touch waganunsaldeuiuu Multi-Touch 16t

5.11 fduwes Touch ID

512 fwminedessuunmeslidesnin 1.6 Alandy

513 fluumme3uuy Li-Polymer swalitosnin 70 Whr

5.14 faunsaluuaslniin (Adapter) dmsuseldnuiuliy 220V wieuangwisanuy
96 Watt

¢ Aa o o

515 fwduiiun Niidsnvsnmuineusaznwdinguinuudunneg19n13s

516 1 Mouse ¥anefiludvieifisafundnfusilaue

517 Hgunsalulasdyaynns (Adapter) dafnesn Digital AV wuy USB-C %30mnn
518 Hnsziihdwiuldiedoseeuiianoiuazaunsaiing 9 wuuazmionda

519 dflganduasruuliinig MacOs Ineganiuisanedldvdnsgnaesmiungmiieg

USB-C U

5.20 A38sneNLADsIlE@UAReliseUU Online Support M11U3N15 Download Driver AU

Internet f\]’mrﬁmﬁm

521 IM3fuUseiuaud1InunnseIveunIeenuiimesiazaunsalnnd ud1unsAwse aylnd
Tnginunvimsuily/deunsy o MAnfATes (On-Site Service) IMNUTENENTRAULAL/VTOR 1LY

meluturinisdaly (Next Business Day)

6. 1ATadABNNIINBTNANI wuunTvaRuNE ndulifatntoanil

6.1 Huesesmauiiamesnnniwuuiiheduda wieufnfsszuuufiinig (OS) vestuaian

6.2  AnieUszinananals (CPU) 3U M1 wuu 8-Core %39ANI1

6.3  WMNUAIUANNITHAAINE Graphics (GPU) kuy 8-core

6.4 fvhanudman auanulitesnii 8 GB

65 fmhedaivdeya (Internal Storage) AuRkitauNd1 256 GB

6.6 Rduwesiusuiyarafeasiafieviofin,

6.7 Tsvuudomdoudinddasanmelueie

6.8 flszuuiTetngliasuuu Wi-Fi 6 fisesfusnmsgiu IEEE 802.11ax wiefni
6.9 9935V SIM card wuU Nano-SIM %38fAN11

J-.Qr—:'

/6.10 TI980N...



6.10

6.11

6.12

6.13
6.14
6.15
6.16
6.17
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flmenmaunnliidesndn 10.5 @2 wila Liquid Retina wuu LED-Backlit Multi-Touch waziimy
aviBungaanlaitionnd 2360 x 1640 Pixels indouansfusasiiaile uazsosdu Pendil
fuURMEILUY Li-Polymer muqlaitiosndn 28 Whr uazgunsaluvaslyiiin (Adapter) d1wu
malgauduluy 220v
fnnwiefuasiifuunneslusaunsawivlnihdederdrfuneufinmesnnnild wasduy
toiRenfundnfoueiiaue

fi Smart Cover flanansalaunnviefuaefiiausld

fildufusesuuunszan fanunsaldnuiundndusiiauels

anedtyeyiad USB-C v3amndn dmsusu-detoya uazwsaluila anuenilidesndt 1 wns
flefanmnsaldormtundnsusiaueld

1n59 Uﬁzﬁummsﬁwqmmwiawaam%aﬂamﬁaLm@%LLaz@qUﬂiﬂinﬂsﬁudauﬁgﬂmLm azlvia
Taeitanvhmsudlo/deuusy u ifakuedos (On-Site Service) InuTEmduan viaflian

meluduvinisdaly (Next Business Day)
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wuunesuTeazdennuaNUALazUTEaUNTAINTSYINUYR I

Wwaund __(lny)

= suang

N13ANYI A =
. y » laiAiu 6 W

Usznmatleinsivilinduge (We) __(@vdan) _____ d01uUMISANYY _____ (Qvendy / avndvends / 984 _Uszvea) _ Inaums@ine _ _(w.e)
Uy __(@1vdvn) annunsinen w18y / I Ineae / 187, Ussmne) YnaunsAnen __(w.a)
an1ugnninaulutagtu
o ____________ @evgnw) ____________ anwauEn1sdne ______ (@@ndasy/minnulszin/aug Qusassy)
Auvide (G0 I YaaraufURen____(Guil /few/ U e - Juil / Weu / Ua) ___ssesiaainisinen ____ (@ few)__ (dmsuntihaudssdisim

NaN15M523UsEIRYUINTIHA2eaneliale

o e

Uszaunisalnisiineau

A10UN 1

UGG
wwundngdiumilvdesusenydinisfinu wiieuszmallodng uagnan1insiauseiRevanssudeateiile ieuseneun1sfinnsan
wuundngumMsdsudeviewwana (1) ieUsenaunsiianian
JoyaUliuanadunwnsdnsy



AIANUIN A.
Usznianissalninvudeuasunisusemalng
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<>

mysoIWhvugsnasuurisdszma lne

MASS RAPID TRANSIT AUTHORITY OF THAILAND
SpiamianieldniuvefguuasIINITNTENINANLIAY
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

UszniAnssalninvudenasuwisusemealng
1394 Wleuignsinwanadiuaslasndevasszuumnalulagansaumna (RUuuiuusansei 11)

MensEINg Ui NAmMusaNINaIwazIsn1stun1svhgsnssundidnnsedindnnady w.e. 2549
1131 5 dmualiniisnuvesigiesiniuuulevisazuuujoalunisinwianuiunalaen i
fuasauma dWelrnisdnidunisla q fedSnsmdidnmsednddumienuvesigniolagmisenuressy
fmsiunsaensouazidedold Jedmaliszuumaluladansaumavosnissalwihvudunasuuisussmalne
(59l Fosins¥nwimnuiuasasadsvesszuumaluladansaumaegaasufuiiiesnsdlidaninudu
(Confidentiality) a31ugnABeATULIY (Integrity) wazan1nnsouldany (Availability) Yosansaumne ST
AnanTADY len Augndiaausiass (Authenticity) mu3uURin (Accountability) MsvhaUfiaseusuiinveu

(Non-repudiation) wazAIdede (Reliability)

UsemrAnnznssINsgInssuynedidnnselind Geswnulsnisuazmnufolunssnmansiung
Uaonfefuasaumaremiigiuvesiy @Iudl 2) wa. 2556 4o 14 fvualimisauvesiziesimun
anusuiaveuiidaau ndissuunsuiumeivieteyamsaumainandemeviosunela q uiesdnsvie
Fuiledla Sulosnananuunmies azias el Hunsufuamunleusuazinuiualunmsinwasiueg

Uaoasdesuansaumnea visil TRuSmsseaugegauesmiisu (Chief Executive Officer: CEO) \ugSufineau

£
=

AOAULEEY ANULELUNY VIDDUATIENLNAT

91AUgIUIARINANTUNIRNST 25 wianseUyaRntssalninvudsnarunislssinalng
w.A. 2543 gInsmssalriivudanasuwislsendalng Jsenusznianissaliihvudanaruuislsemelng

599 UleuenssnwANLtuAslasnfevasssuumaluladansauwma faanalull

[

1. IngUIzasrazua UL

~ v v a I3 | =~ a a =~ o )

wielinsldsuszuumalulagansaumaves sy, Wulvsgramunzan duszavsam danudunsaonsdy
wazasamiusuldegisdeiiios Tunslesiulymnazaanansznuainnsidaussvumaluladansaumea
Tudnwaenligndeswzeannsgnanmunindesis o Jalammuaulenediemuaunmsinumanuiuasasnsie
YesszuumAluladansaumea fall

1.1 nsndavisemuaunsIdNuETAUWARTOUAY 4 AU AB

111 msinfeszuuansaumea (Access control) AB4AsI@aUNTBULRANSASIUDITEULLAY

AvuasTianL nsaanzidougldanuneviglinians (User authentication) wintdufiaiunsa

/09 ..

.. C_?r«*' TS



1.2

1.1.3

1.1.4

1%

Wdeszuuld saddimafuiuiindeyanmsdnisssu (Access log) uardeyaisameneyiiimes
el Mslavsnsldnusyuuansaumaiudaslians sgnamnzaLazifiome (Need to know
and Need to use)

msiiFsszuunIatng (Network access control) daarimuadunemsidonsossuuneufinmes
N33V - & M’%am{l,waLﬁau%@gaﬁamiaummzﬁaqw'mizwmi%’ﬂmm’mﬂa@mﬁaﬁaaﬁﬂs
Jnassly 1 Firewall IDS/IPS Proxy vien1snsandeulifanouiinmed iudu ieruauuas
Uosudsanawegruduszuy

nsnfesEuuUfURnTs (Operating system access control) Lﬁaﬂaﬂﬁuﬂ’liﬁﬁﬁzuuﬂﬁﬁami
Tnglaildsuayan tnefmualitinisBususnuiiossyfsimuasgldan utsimualid
nMssfnsveznatlunsdeuseifieiauiunsUaonieunnd ety
maiidusunuUszendvisoweUundintuuavansauwma  (Application and  Information  access
control) fiesruednsnisdndsssuumnaluladansauna Inglarsiangssuunuasaumed

AesUfURnumtAviny suialin snumuansnisinldanussuuansauFeg19adLaue

fszuvansauwmakazszuudisasiiegluanimniouldau suunsllunumisunioulunsalanidunie

nsmnldaruisagniunisaiuisnisniedidnnseiindle welnaiuisaldruaisaumalaniuuni

281900LD4

1.3 a519d0ULazUTEIUAMNUEIUOITTUUAN TAUYADE @I LELD

2. wnuuRlunsshweanudunsUaonsiovesssuumalulagansauna sny.

wuufuRlunissnwanuduasUasndevesssuuimaluladaisauna suy. lduwimaagnssuiunis
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21 Wvesfeyauaripuaseuy FesduunUssinnmingaumuduneudl s, fvun uasmunIuNs
Fuundanaotiainae
22 Wredeyauaiguaszuu Feravintedonindaumsaun (Labeling lridaau e edrlsidianmsms
(ﬂLLami'%’ﬂmmmﬁumﬂaaﬂﬁaaﬁauLmﬁaaﬂﬂé’aqﬁ"U‘Uszm‘vm%’wéﬁummzﬁusﬁy’ummé’uﬁ 9.
AU
3. msdansieduiindeya (Media handling)
3.1 Wwesteya duaseuy wasdldudesmuaunislianunazdnifvdetuiinuuunonviesering
fuieSasnonfiamesle (Removable media) mail ¥, Avua
3.2 Wvestdeya fauaszuu uazldnudesinaneteyadidnylugunsaidetuiindeya wilndeya

mutuneud s, nvuae lagliauisagAudeyanduanladnnauasmingunsaldenaiinie
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neunazayynligauiigunsaiiuldldnudeiedesiuldlviiinisidrdeteyanidfgyle lne

Y

f1suEmshanedeyauudeduiinteyaurazUsziny fail

Uszinndeduiindaya Avinany
n3¥AY TANUMIELATIINALeNETS
Flash Drive 1) vihanedeyauy Flash Drive AuimsgIu

DOD5220.22M @aNFeNs 1NATMLaVSgaRiEm
Falunadeuivteyaiuvanssey
2) 1§ Bnunseunldems

Wiy CD/DVD TvumenIavinaeenans
iy sy uvisouslvdemevizowvinaiy
ginfan 1) vihaeteyauusniananmuunsgy

DOD5220.22M UD4NIENTHNANNUEANITFOLIETN

Fadumsdenwivdeyafumaesey

2) ¥ Bnunseualnidems

3.3 Wvesloya Hauassuu wavyltaeu fednmsdesiudetuiinteyanlddanuteyaansaumna Tunsdl

A v d'

ninsedeudeiedesiunisididadaglilasueugyien gninluldnuRaingussasd sauds
Josfudetuiintoyalilvlasuanudems InesSnwianudasaduasaunanutunoun suy.

ANAUA
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dauii 5
N15AANT AMTAAIUT UaZN1TUNIFIINYITTUUESHUNA
WQUszaA
u Lﬁaﬂ’m@umﬁmm WAL WazUn39sn¥TEUUaTaUmA TinstvunannsnIsnssnwanusiuag
Uaense iiletestuniuiiomain gyvne wasmsdsuudaudlyszsuy
K3uknvay

C VK'Y

" JAUUEYY

eXPp  eXp

ALATEUY
31999119551

" yunedt 10 Teswadiensdavn e warMsUNF S NWSEUUENIAUmNA (System acquisition, development

and maintenance)

" yned 11 anuduiusunienunieuen (Supplier relationships)
wuUHUR

1. fUsiutign fesmuaulitimsimundennasuasanusuiaveuiifeitesiumnuideswiumiusiung

Uaendeasaunaadludygiugliuinisaeuen Inglvinseunqusiufiesudnagieie

Y

ulyrdasmunlviivennas (Sign off) newsuldnussuuass (Production) visenausy Go live

eXp eX2yp

Auaszuy fesdaidenvualagssufsnsaiununnuuataend e saUmANi@enA ae ULleUY
wazIUf TR uANuuAaenduasaumATeseInng W I5nsuuudasndslunisiamnlusunsy
M1UNIM 551U OWASP (Open Web Application Security Project) Top 10 #5811%1557%4 CWE (Common

Weakness Enumeration) Top 25 visesnnsgiungausuluaina

A a

4. HAuwaTTUU Aodlin1seenuwuusrullilansidaeudeyaiazSuiinguedniindu Yayaniinainnis

£
¥ = v Y

Usziana wazdeyafiegseninanisussinana Wensiamuasesiuanuligndesitintuiudeya
WU MiheANd1au (Buffer overflows) Msldduysiaussinn wavdesdiunnsnisdesiunieniuay
ANNANVITENINNTUTENIANE (Rollback)

WasEUUA NS AMUANNM ST wazAIUANN1SABUMIAWS BUA lYsTUUMUTURBUN S1L. fiNvun

U
eX2p
20

=p

WWOAIUANNANTENUMANTY

Auaszuudeiadnsasuwdasla 9 degeniuisnildau (Software package) lneildsuuias

(o)}
e>2p

WEAsduwinty wasaiuauyn 9 nswasuilategnadunnmuduneuil sy, fmue

'3

7. fpuaszuudesiitansdiie Source code Tidnddldamzginaviniy

8. fauaszuudeadnmi Source code review itevndoRiawatavedsiinunduazUsulss Source code
Tydiagunm

9. fauaszuudedatadeyadiuynna (Data Masking) dmAvegluszuunuasaumnafieisnsg
Aanzay

_ﬂ;_.c_?rf'
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11.

12.

13.

14.

15.

16.
17.

18.

19.

20.

21.
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o w

AouaTEUUABILAnIaYavelditegeianu wu nmstateteyadidgvesldau (Sensitive data

masking) 1Jumu

nsdivosueundinduiildnuinugunsaiindoudl (Mobile device) Wijauaszuusniuns dail

111 Uadimedlogewsundndu (Application blurring) LﬁaammmLf?‘ismﬁﬁﬁayjaﬁﬁmﬂm&ﬂ%’mu
9e5lva

112 vednsdndmdnensndeusnislaeweundiadu (Application permission) vugUnsalindoud
Guaﬁ;zﬂﬁz’j’mut,viflﬁﬁi’%ﬁu wazdnszviunmaumunisvedniidulsedniiedostunisasiindn’
padudiusiveadldau

auasruudesmuanteyaniunlilunismageussuy (Test data) egramngay lagliteyaase

=4

wmageu nsaldludedlddayassdedlisusygndoyarnidvesnasuliiuildny wasihaedeya
ogaINyaNANdumeul sul. fmue

fouaszuudsenssuuansaumadmiumsiaun naaey warldnuiieenanduiloanaudes
AAnnnsasunlasssuuansaumalaglilduoynyn wagdosdinisiimundninindfessu
s nadey vieldnuaie Messuuasaundll uesmsusudsudlussuuamsaumaiy
Hauaszuuiestinssmuaduneunsmaseussuuasaumanoumitluldnuats idlunsdiuudsessuy
asaumALALLaE NI SEUUaTAUTALTY
Hauaszuudesinfsmeniuafuussuuasaumailiuinig (Production) sstuseudl sviu. f1vun
uawdnfindvEnmsRndaoduasifeliszuamsaunaing 4 Sanugniesesufunasindetio
Hauaszuudesthweniuaifliandnduaviufndauussuuasaumeailiuints (Production)
dauaszuudesiiugualiiiuinftRnudyaviedennasnisliuinsiseyld Tnsnseuaay
feuenuifunsaensvansauma uarnsUioRautuneuiiisatowng 4 7 s, fvuald
QUASEUU Fasdama myiadeuTBny vietuiinmsliinsvesyanavionisnuneuenilliuins

e

WARUIEUA N Y E1I191998 198 AN
AUATEUU Aosualinindduasaumalasun1sunsainwIuas LU UAIINABINT SINVIRD

eXp

nstiufinusefRnmavhanfiound mstigeinw wazmsdeuusugunsaity 4 ednsaiiae

Hauaszuvavdedndedynvesuuasaumeidssiumsguusdlussiingd (Citical wazseAUmLTUISS

seifUga (High) fmuanewmitlulfnuats (Production) viderieudu Go live Tnslangszuuiiliuinas

NS eTeBumnesiin (nteret facing) warszuufifanudfysonisaudunuves su.

AauaszUUABIiTNaentY Version ¥84 Software il

21.1 A3 Software WAL IFlUNTTANIUTORAUITZUU 92AIUINANIATIVFRUT LI LAZNANIS
NAAOULIYSEULNIUIENBUNNSRINSA Andaniiestuves Software fae watlostuliliAn
Fadiiusudaiieannszaulumsindedwiiiug,

212 nsdhilu Software Alingriunldaulidenld Software nasduanan
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dauh 6

n1satuANnsidifssTuumalulagansaume

[

ngUszasA

o

a o v v o w

" ieAduANATITIdNTsUUmAlUlagasauMARLANISAMUAEYS Mvualszinnvesiaya dndAu

(%
= Y

AERMSoR R UTUAINAUTDITRYA SEAUTUNISINR LIaTinadle wagdoanienisidnfie sl

e

q o

WemruAnuarUesiun1sidnfe n13aes waznisunlyszuvaisauwmaves sy, laglilasueugn

ASURAYaU

Y

eX2p

ALATEUY
" g werioya
" ilgau
31989019570
" y3edl 5 M3mUANMTENE (Access control)
" 909l 8 AuupsUaendedmsunisaiiuau (Operations security)
" el 9 mnsiunsasnfedmiunisdeanstoya (Communications security)
WU UR
1. MsmuANMsdIEiesEuUaTaume (Access control)
11 dvesdeyauazauaszuy dessaiuimuadvslumadnsssuuamsanuna (Authorization matri)
fmnzaunavasnadeatuniifirnusuiaveuvesgliay uaznumuiilofinsvasunlag
1.2 191vedoyalaziauaseuy destiuiuiivuaseaunseusd® (Authorization level) Nsidndi
szvuwaluladansaume
13 Wvesdoyauaziiguaszuy desdalifinisuvsnenniinfienuiuiiaveu (Segregation of duties)
Tumsdhdsssuumelladansaumeegawsnzan W Smsusseniiissrinmsudem s syasd

Y =2 wa Y = [ o
NIIVINLASNTITOUNANTTLYTNN LJuURU

(%
va o a

1.4 nsdivesuoundinduiilinuiugunsaiindoudl (Mobile device) fguaszuusasUfod sl
1.4.1 bioynywlvigunsalindouiifldszuuufiinséas (Obsolete operating system) i1t
weUwdiadu v omneygwliliEinsldmstiinamssesiufieanmnudesi siu. aglssu
sufsannanszvusofldamueumnyan 1wy mafissasnsudusiau sy
1.4.2 lioynelvigunsaififimsuiuudanisidhiessuud§oRnng (rooted/jailbroken) ildanu
LeUndiedy ieanruidesiiflivsrasdrannsatrdsteyadfuosld nunazazide
viovandsanasnmsmsdnuanuiunsaenden s, dvusld
143 lieyaelsifldanildusundinduriosdusiininil svu. dmun deliweundiatuiing

ShwnanuduasUasasodulununnnsgiuves s,
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TunauUufionsdniudeya

a va o

WY0ITRYA HAkATEUU WAk Ly fesUfjua fall
1.5.1 wisUsziandeya fsil
1) deyauazansaumadmsvativayunisindulavesiuims loun Jeyaansaumnand
o o A a o I 1 1 d'SJ a 1 Ya d' LYY
ANdAgrsolinuInlusiiuiidesinniueg1slndfini oUsenaunisdnaula
Weulgung Mvuauleuns WagnITIWNUYREUSINTTEAUAS
2) YeyauazansaumeaiuaUTYVSMEanT (Strategy data) loin Teyauazansaumnaide
nsiteatuayun1sAliuumuiusiwasensmansves sy, iussaidmuny

| Yo

TIVYRYaTINEUNILARTUUIN1INEUeN

Y

a

3) deyanarasaumaiiatuayunisufiRauusedn (Operation data) liun Toya
aﬁfuauumsv‘hmuﬂ"ﬂﬂmm TN,
1.5.2 dauussgaumuddgresoya eandu 3 sedu Ao
1) deyaiilsziumuddunn mneds Toyailddmiuaiuayunmsiadulavesuims
2) YeyatiflszAumuddyuiunans mneds deyaflliuftRnuamenguny uun neg
vselengluesdng
3) Yeyatiflszdunudidniios munefls deyaiininau/gnananielu sy, a1unsa
Winfenuiulaviseanunsameunsle
1.5.3 dputsdduiunnuduresdoyamuil s, fwun

1.5.4 IALUITZAUTUNISIDS

[
v o o

1) saududmiuguims hidldanugunantihiuaznisiantasuneunang

€

'
v

2) sutudmsuu URnuiily Wit seyanlasuteunesmagunaviinig

3) SyAUTUAMS UL R uasEUUYS o lnueumang JEAVEIUNTUSINIIANITTEUULRL

v Yy o

BUaTILATUNBUNNNEANEIWIINTNT

LANUDITBLALATHARATEUURABIMMUALIAINSINEN s UUAN TaUMA

[
=1

ALATTUURDITINAYRIN NS RssEUUIWAlUlagan saumnaAnuYdamI 6ail

eX2e

A 1

wsed1eneluves s

1)
2) \w3pvwABuDn SN

3) a3evedundalIlE wu i%UULﬂ‘%asﬂﬂﬂﬁaﬁ’li%@@Jﬂa GIN

Hauasruusasinfugua Default permission vasld (File) waz Wawnos (Folder) fias1etulsi
Mssimavislunsnds

[

WNYRIBYALALEALATEUU ABIsaNTanviuAsin 9 NNanNgrineTaneteaiunssnm

€

[ v

ANLTUAIUARASBANTAUMATEY SN, 1 Wiz UalR Tanmuannguune Jernrunludan

o

_ﬂ._.c,?'—:'
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wazdarvuamssunuiunsaendedy 9 Wudy Weduundns msdideasaumeuas
sruumalulagansaumeaves i,
19 Wvesieyauaziguaszuy desinsaeuniuanslunisidnsssuumaluladansaumnaogng
avhuane winmiadfinnoudvidlewuiuaviiiligniownudvslumadinfa (Authorization matrix)
N5UTMIINNITNITINEYRRLEU (User access management)
Trinsemuaumsamedoudlianu msvimsianissiain msuimsdansavdnsldanuszuy
weliladansauma waznsnumudnsnindndeesdld
2.1 msamzdeudldanu (User registration)

2.1.1 fouaszuudesumsinnisuazeuautyTdeslden (Usemame) flsiinnsldaudad
Fofldnusiy Vel Tudwesndnau/gndne s, Wi wundedldam (Username)
PIAsEIUIRNeBIEnMseTing (E-Mail) Aldlussdns

212 westeyadendugousinisaiietydildiudang (Temporary user) uazdios
Srataanamsldauinfiduiy

2.2 MSUTSIANTTINENIU (User password management)

2.2.1 HAWATFUULAEHIUIN AamnuaAuesiarIueeetey 12 vin

2.2.2 yAansves . (Minnw/gnaneves sus) fesivunaueisia e 19ley 8 nian

223 fouaszuuimuasiaiuuuuiinmnleeliidnsdy wasdsiuliinsasustainudle

Funldeussuvluasansn Geruldaniznsaive 2.2.1 - 2.2.2)

=5

2.2.0 HQUATTUUMAZESUIN TBAUAMNTYEY Y. (inTmy/gnanswes i) mude 2.2.1 - 2.2.2

Be X e

psUfUR A Fail

1) sWar1uUsznaume Monys MY Lagdnuseiiay 1 (a-2) (0-9) (@, #, &, ¢,
Cr= <>, %, 5, +, ) usu

2) fvussiasiuiidedensandt widedsidudfiansanaeliie Wy diegly
WYL “querty” “abede” “12345” Fa-uwiana JuideutiAn fleg vieiuos
Insdwe 1usiu

3) setildnusiaiulaenssuiumadildnulaegnlud® laun nsimmee “Remember
Password” \Judu

4) deafvstariuliidunnuduiamzynna lddameligausunsiu uazlsifiu

siariludnuasawe 1wy faisiaiuseigldnuaudu Wudu

v A

5) doshildtnddedldnuuasstaiusmiuiugdu uhindgddodldnuas Wuns
oynandwesdedlinuyaaatuin
6) doauAsuntasiainuiuuszsiedisiosyn 6 iou
7) foavduuasiarudlofimsudaieuanszu vieasdeinsviaiuanslneynrady
225

2.2.6

Hauaszuy fesmvualiinsiinsiateyasianulusyuy
HAKATEUU AR tiinTAIUANT AR WEE TN



2.2.7

2.2.8

229
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tY

dauaszuudesindatnddedldan (Userame) wagsiariu (Password) feisnnsi
Uaense

HALATEUUABIMUANALATTUUUUAMT grudeya wagssuunuasaume (Application)
feafudadildnueysiainueadunn Tadlidddsiamegguassuuildsveyan

1

=

LATEUUABINIVUAIONISUT DNTEUIUMSTUS URINUTNUABANY Wi NSUNANTHARY

e

waszuuR eI AR ldnunewenfadasidusmsseuunuansaumevas sy, 19

ePe eXp
e

TN TURE S UAUADANY ALl
NS UNAATUN LU

1) fnusruesiadiueg1ees 8 ndn J9UsEnaufiy fshus FIlaT uas
SnUsERLAY 11U (@-2) (0-9) (@, #, &, “,, % =,<,>,%, 5, +, ) Judu

2) il Asusianiou edtueg fuaruadaslalunsAsusiiaing wayszuy
Fossesdunindsusiaiulunsdlsng q meisnisiivaense

nsdlueundnduiildnuriueunsaindoud (Mobile device)

1) fwuasiarilagld PIN code sidesianufidudau (PIN/Password complexity)
Taensdl PIN code dosdldsiianu 6 vanTuly

2) litfadulsiuAsusitain feiltuegfunnuadinslaluniaisustariu uasszuy

v 9] a YN A Y aa A o
@]@\158\‘1TUﬂ'ﬁL‘UaEJUTV]aN'HﬂUﬂimﬁ'N 9 ABITN1TNUaBANE

2.3 A15USMN5IAN15aN5 (Privilege management)

2.3.1

232

233

234

AadutyadostuualiiidunoulfoRdmiunisamedeon nafinneuani
nsiasuuasEnS wazmsnumuansvesflinuedraduaednuaisnus
fvunavsimnzauiugldnumunnusiduaraenadestuniiianuuiaveunas
Joufiuuseia (Log) msawmstdou mafinaeudns uasnsiasuulasdvisvosdlda
Wmeiteyauazauaszuy Aesdlviimemunsuazsnindviumdldnussuumummd iy
Tunslfanumindu

1) Avdlumsatedeya (Create)

5,
a

nSlunseuteyanieiienateya (READ)

)
N

s,
A

3)  anslunisuiuusateya (Modify / Update)

Doy

4 anslumsautoya (Delete)

o,

5)  @MBluUNITURURLNEANSIUNTANTUNITUIY (Assign)

6)  AvislunsiusesnnugnaBInTUNUTBITaYA (Approve/Authenticate)
7 Lifiavs
Wivesdeyanazauaszuusenduleudfnisliansiiedfensaumansossuy

Y 9

welulagansaumela 9 sgnaduanednualdnes
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235 wesdoyauazdauaszuu dosdriadugldendvimiidugliansfudldon
Tifeefannmunranmnga

2.3.6 1W10UBYALAYHAKATEUU faedninszesianTsitaussuumaluladansaumaves
. wAvhssumMeuenit U RNy s,

237 Wwesdeyauazfguaszuu fesdalitinsnenneuniedsuuasdnsnmsihdeiui
dlel¥nunden Wasuaminfianssuileeu Wasuamsinen vislimmd iy
Tumsldamuszuumalulagansaumne

238 fauasruidiosauniessiumslinuavivelieuiliniuszuu Default user) Tunsdid
frsnduseddnudestmunstariuessiunsasnss

MsvumuAnSnsLiifaresildau (Review of user access rights)

241 Wwesdeyauazfauaszuu Fesimsseuniudninsiinfwesdldnuszuuiile s
fnmsdsuuasszuumeluladansaumaidelasiai1seadng

2.4.2 dauasruu fedimsdeumnuarssiumsldedafigldnmbilaldouiu 180 Tu wngldau

A
#9915V IUITADITUTUS UL {un. n51U 9T szezatnlulalgiiuyes

U@ ldue19asTuagiunsagseuuasaune

Y

v

3. mstesiugunsninlifigaua uaznisaivaunshiisdunindansaumedAglilunlivasnde

3.1 nsUesiugunsainlifigaua (Unattended user equipment)

3.2

v

311 fauaszuudesinlidinasnsdmivlestuszuuneuiinmes ssuuiniedisdeais
Taya warszuumaluladaisaumea lnen13imuneA1ve3sz UL (Configuration) il
nsdenvthasdmiugunsaliilsifininaugua viedengunsaiogiaue

312 fldnunasmhsnumeouen desdennihaedaluimiloliinsldiuszuumealulad
ansaumAves sy, auszeznanidivun nedesinuiinee (Screen saver) Salusia
vdsnitliimsltnueesiiawedduszernanmuni 15 wil fldmuasmissmuneusn
wldnusdeldislofnsldsiaruiignios

313 fldaudes Log out sentiniadesresfinmesidlefimusniufesmsiaaiomouiiuses

3.1.4  gldnudesesiulalvgduldaunsal 1y ndesmdvia 1ATediu1ienans iAsosawnu
enanslagliilasuayyn

nsmuANAUnINdanTaumaLaeMsltnusEUUARLIIReS (Clear desk and clear screen control)

v v o v

3.2.1 gUudgnderi sl suiaveulimsguasn i nimsSu - duving visewmanei - een

322 Hl49uAB98nINTEUUABLRLADS (Log out) viudl iedndusesUasedislaglud

B
Y
HALA
LU T]

323 Jldnudesdaiuteyadidyuendronn uazdesiuliliinuuaensdeegimeiiies

Y

Y

3.2.4  HlHUARIeNa1500NNLATDIRUNUANRLRIULESY

Y
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NsmUANNISINANATEYIE (Network access control)

Infinsauaunsldnuuinisaiedie msmuaunsitaadmaudmiugldnunegneusn su.

nsmuALNsglimugUnsaluwes et mstasiumese (Port) NiddmsunsiaaeuuasuTuusissyuy

N13HULENIATEUNE (Segregation in networks) BE14MMNEAN N1TATUANNISLIBNABNINATOUY

LAZNITAIVANNITAVUALTUNIUULATEYY

4.1

4.2

43

4.4

4.5

4.6

nsldauuinisiaIeYie (Use of network services)

411 fouassuudesmuaunseunsusuissyuuiaietsdeanstoya (Network diagram)
suiislassaine IP address Fosvuu uazdegunsalansaumaudgililisuoyanavie
WhguNeuen

412  fpuaszuudssmuaunsldnuszuuieioiiedeasteya eldsstunisidifassuy
Retnedomsdeyauazuimsvessruuei et edemsteyalalsildFuoynm

413 gouaszuudesmununaidesiorietnemeuen ieldaudumesiin dsoradudemns
hsnuneguenidiseansaumariossuumalulagansaumaves suy. lnedlasu
UM

4.1.4  gldnuieadennulszasdlunsveldnuuinmaaseigun Mnv. tazanansalduinig
iseUelavanlasunsoudAaN s, wen

415  flinu dedaliszuuederiedomsdoyaiteidutomdunsianzsyun (Hacking vise
nsaunuedvivesszuulaedlasueynn

maﬁqﬂﬁﬁmufﬂaq;ﬂ%’muﬁaqmauaﬂ 59. (User authentication for external connections)

AUATTUUABINMUA TN SRgAUFIMUHIUTEUU Active directory ¥8s sWal. noueuayn iy

eX2p

{ldnunegniewen s, wWhldnuepTotnguagssuvansaumeaves sy,
msiigalinuvesgunsalluszuuaiatigdeatsteya (Equipment identification in networks)

AuaTEULA B mUAlAE Mg Ui wvaUnsallussuuS euedeanstoya Wi nnsivaey

eX2p

MAC address

nsUasiunesnil a1 s unTIvaa LAz USULASEUU (Remote diagnostic and configuration

port protection)

v Y v a s Ay i o & v v 44' a s &

AauasEuUAasssiuUINIsuazneta (Port) Mliifiaudndudeddduuiniosnouiinneivie
L4 A 1

UNIULATDUIY

E:JQLLﬁizU‘Uéfax‘iaﬂﬁﬂizuummﬁummﬂ':;ﬂ (Instrusion prevention system/ instrusion detection

system) UO93FUULATOUY

NSHULLENLATOY1Y (Segregation in networks)

4.61 HawatzuuResdaliin1suueniaTed1en unquuedd it nIenguvedssuy

walulagansaume iearuaumsldnuluidazineviegsyagamuzan lngiansan

J__Or—:'
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NANNABINISIUNSINTaYa seAuANdIAYYeslaYa TININITHITUIAIY

e YseAnSnn uaskansznunadiuaulaonsedsielud

1) \wioteioygneliididsnneuenuaziesetefildnelu s

2) ieSeveueUndndu (Application) fiflenuddaytuesotiedu o Adaruddatesnia

3) \ptnsdmiuiniadiuins (Server farm) Auinfetievesldan arsiimsfing
guUnsalflanunsanyueniedeveld 1wy Firewall 3o Switch flansnsouds VLAN 16
s

462 fouaszuuazimumdunsuuiaioiieiidune iediansdideszeslnaluiany

'
1 a

ASOUENMNUAYINLIY

o—

4.6.3 HauaTruUAedsal (Configuration) gunsalinTevne wu Firewall 38 Router dlvianunsa
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6) sruusesiiinsuundilumaneisudngszuuitlidnta wardesfinnsandeuly
seluil
(M maduiufinnaniadgdsruuiaidifaaylidnge
(4) mhsszsmaaumadildnuszouadadely
() MsFinnsLdoNsio
(@) mauansteruiouiiviinvevespuassuuidiefindrdssuuiAusinuady
inly
7 ssuudiowanstu nan lumsdhdssuuiidaluadaneu ndeuisuiindunuady
fnenegandlidisatusiniadngesuuiidisaluadsnouvesdldan
8) sruudesliidesiarinuuuy Clear text MuszuuIASTedoasToya
9) fauasruudesimuadiuunafivenlilasiaruinldlihu 5 ada
N3TryLaziigatmnuvaeldau (User identification and authentication)
douaszuy desdaligldnuiivadildouveusasyanaiiielifigauimilunsidifessuy
winlulagansauma uaws adlszuuwmlulagansaumneiig nldnus I anulumadfseuud JoRns
TAYNIUTEUU Active directory 138 Lightweight Derectory Access Protocol (LDAP) nﬂﬂ% 3
wieuristuindeyanisidns
nslfelusunsuussnameian (Use of system utilities)

£ £

Hawaszuu AasmununsidnulusunsuussnmgAanuussuunldanuasa (Production system)

Yy

5.3.1 feadaviUnBlusunsuusenngiian (System utilities) Mianldau
Qﬁdi/
m

5.3.2 ivuaanusuiiaveulunsllusunIuUssangian (System utilities) urazs1ens
ststalaunardoanslififertomsuifiofiou oA

5.3.3 Tiimsfigausnu wagdmuadnslunislieulusunsuussing fidfaniznguaud
wihsuRavey

5.3.4 fnstfufinimanisnl (Log) maleulusunsutssinngian uasdosaoumuainggua
szuvethsaiiae

5.3.5 éf@qﬁwmiLﬁﬂaauﬁaszi’u‘lﬂsumumsngﬁaé{ﬁhﬁ%ﬂu

nsnuaIaINIslgausTUUAT WA (Session time-out)

5.4.1 fpuaszuudiesimun Session time-out vesszuumAlulad ansaumeadlsifnmsldauniely
swepiaan 15 unil el dsvuuiildanansadamafoudeuuusnlusiald dvualild
TUsunsusinuiiheedidesldsiarinuvdormunliiinisdenuthae

5.4.2 fpuaszuy wazdlinu fostsenliilsunsuinuiaefifedldsviaiudmiuaios
poufiuneidIuyAna inTesneuiamosuuLUNINT uaziaTesnaufmofuttne vl
Tsunsurtrmiimet wslidousiaruvdsaniifimsfiaetostenarililaglidnslda
Juan 15 wii



- 23

55  msdiaszeznaalensessuvasauma (Limitation of connection time)
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