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aueueniudaay mnaeeslmesmilsliannsaldould ssuudesaunsaaduisasivldendnisesi
ey uazdesihmsiiuanuiilunsliuinmstumesidalifuiesildeuldodedeas e
yawensiiuinisdumesidnvensasilianunsaldanld Tasdanués lishnin 600 Mbps dusu
vimsdumesilanieluuszne (Domestic) uariinmmislisings 600 Mbps dwduusnisdumesitin
AaUsEnA (Intemnational) iamadl svia. $asve vl fosansaldaurisnissu-deoyals vnuszam
Tnglidriavisnaesdeya Hlumslénu wasswudldou WWaaensvesnailévinsg

115  emvdnuazansdnesdesiidomdeasideulesdoyassuuiniotiedumediin
el Useine (National Internet Exchange: NIX) uagdasnisdeanstayaszuuiniotredumediiin
#9Uszne (International Internet Gateway : 11G) Miluvosmupanoniutagy

116  FEudwdesiamidumadenlesassdielowfthuas (Fiber Optic) S1uau 2 Wi
Audnaufimeiudn 44 5 0115 1 ¥, Ingusiazidunisivanenyuans (Node) dasaaiu Tnsuans
dumadeulesluufitudeaue

LL7  gFunwiesdamneesdisedivinmsdumesidnnielulszma (Domestic) wazuinig
dueiinf1aUseina (Intemational) 'lum'sL%‘aulmimsa‘thﬂ’lmlﬁaﬁmml,i,am.é’umma::Lwnfquma
(Node) 91ndle 1.1.6 Tnauanadumadesleduiuiitudoaus

Tas W ar

12 y3U99R899ANT IP Address Version 4 (IPv4) 31uau 2 Class C laglvidnniieasay 1 Class C

U

ey - oo ar
4 IP 1Jeemattaany (/24)

13 f5udiesdam IP Address Version 6 (IPv6) $1uau 2 Class Tnelisamnneasas 1 Class (/48)
var W & o & ] . a dg voa
L4 givamewiiunmsaensideu Public AS Number wuvamndn naanszesinafildusnig

[ o . | ' @ a o o4 Yot Mo
WSBUNY Public IP Address livaanin 1 Class C Ineliiduansionseswns svy. Fsauisadaslesnn

=3

Lﬂ%‘a"dﬁﬂ%?eiﬁmﬁq‘[anmums’l«a’hmﬁa wazanvzidouliognelsl Public AS Number wos swa.

U°§”° r\yﬁ?‘%J
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15 g3udndesidunsaanzidouvionseiglaum (www.mrta.co.th) Tnglaninnsieases
\uwes siu. naenszezianilduins

16  giudndesiniunisaansdeuluiusesnnudaendoniedidnnsetind fleenvioousiilag
CA (Certificate Authority) Wuu Wildcard Tun1ssusesduannudasaste iefusunmsimauvesiives
Vulwdt w3 E-Mail uazBudummuanysaivesnisdrsiadeyanisdidnmsednduiu Secure Socket
Layer (SSL) wuu Organization melalawuius (mrta.co.th) fsamnsadnislaaniadetiesumesids
lanmumsldausie ngliavsnisienseaduves swy. nasasserailduinmg

17 Euthedosdam s uazuSuussr (Configuration) gunsaliumdune (Router) gunsal
nsvedty 0 (Layer 2 Switch) uazgunsalduq sl Taefisuugunsaluasissavsamiiame
Tunslifusnsdumesidaia 2 2923 naoneIEdyY éi'faﬁﬂmsaﬁ’umuﬁumqﬁl’ﬂgﬁ'm%‘a‘ﬁwﬁumaﬂﬁﬁ
Wiuldslanen BGP lneszuusasannsaaduissluldnudniasivinuegldluiud vinieesla
nesvikilaansaldauls

18 &

Multi Router Traffic Grapher (MRTG) 9 458UUAB9%IASUENINTITENT1929958 oansnely Useina

ar

vinnedszuunsIvaeuaidinisléay intemet wuu Real Time wananaluguuuuns

(Domestic) wasinaUszinA (Intemational) lnsuensisazdeadoyanislénuvecurarasesidossdagy
1.9 FUd96adanmsyuu Web Server wagszuu Database Server lnsilssasidunsan
19.1 Fudiedasdaniszuu Web Server §1uau 2 1A 0 dmsunisldaucsules

(www.m cta,gg.th) wazn13l991u Back-Office 484 Application swu. Insusay Server AosdinneEudR Ty
aghafendal

1.9.1.1 ﬁ'lm‘mﬁ'm’m‘[ugﬂuuwuad Enterprise Virtual Private Server (VPS) %59
Dedicated Web Server n38fini1 finvaguszanananans (CPU) 7iilunuszanana (Core) Taulaitaendy
12 unu waziivthemusimeluedes (RAM) laitfesndn 32 GB

1.9.1.2 fiuitdm$u Content laitfosnda 500 GB lne sviw. enansadanisiiiu/av/
Wasuulas Content édmasnszezinanilduinis

1.9.1.3 fin15fiad Software Nginx, Apache HTTPD, Internet Information Service
(1) w3edu q fisesdusasiumsianeenen PHP, ASP.NET wioxlusTanaa http, https waz sftp

1.9.1.4 fimssesfumsvirauluguuuy Shell Script

1.9.1.5 fisyuufianunsouimissanis (Control Panel) 1u Plesk, Cpanel wag WHM

1.9.1.6 seviumsvinunnnnsgruivlediniasy vesdinmuianunigusaiia
(BIRMIUITY) : ans.

1.9.1.7 finSeaflodmiuifiutoyn (Web Analytic) Matdanaaiuladues sy, wy
F1uauads S sepsnannsldon Wudu

1.9.1.8 fimsitsiatioya (Encryption) ileiiuminuvasadslunisdearsnieds
ﬁauﬂaﬁ%?aﬁwﬁumaﬂﬁw WUU Secure Socket Layer (SSL) %38 (https) nasnssezinaildusns

Eﬁ ¥ Nationa /\?ﬁp%wf
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a

I.ﬂ

@

-
1.9.2  giudenesdamszuy Database Server ¥1uau 2 szuu dmsumsldauduled s,
(www.mrta.co.th) uagn3lau Back-Office 489 Application Widayauimssalviiy MRT Inesusay Server
FosiinnuaniAduodaiosssil
1.9.2.1 ansaviraulugyuuuves Enterprise Virtual Private Server (VPS) 38
Dedicated Web Server w3afini1 fvtheuszanananans (CPU) fiflunuuszanana (Core) saulsitfonni
12 unu uagiiviheanudineluaies (RAM) lifeendn 32 GB
1.9.2.2 fifuiidmiuusmsinns Database laifaendn 500 GB Tng 5wy, anunsn
Fansifiv/av/wWisuwaspudeyaldnaonsaznarilduing uazsesumsvhauldluounan aud
TN, AIDINTT
1.9.2.3 annsaviemluguuuuvesgrutesya Microsoft SQL Server 2019 Fuly was
MySQL Version 8 41l
1.9.3 finsdauiu Log File ﬁqnﬁ'aammws:*swﬁ'zuzﬁ'ﬁa"ré’aEm"liﬂizvi’"nmmﬁﬂl,f“fmﬁ'U
ABNTMAMBS W.A. 2550 uazwszTvUaAddaen1snseyiauiaf saduneufianed @Uui 2)
w.Al. 2560 (MFeatufifinadaiuld)
1.9.4  anunsaldaurun3euie Internet Protocol Version 6 (IPv6) 1st
1.9.5 disguun1s Monitoring lagaiunsansiaaeuaniugn1svinaule 1wy Monitor Host
Server lun1snsIaaoUEnIuY Uptime Wag Monitor Services Liteldlun1snsaageu HTTP (TCP/port

A

80), HTTPS (TCP/port 443) Taeiilonutgmvseindndosaudumaly svy. lianwusaldandls szuu
foads Alert 1Ty E-Mail way SMS luduuasinsdwviflefeveadanind svy. 1¢ naenszozinanild
UINIg

110 giuinnesdamszuudesiunislaudiiuled Web Application Firewall (WAF) uag Web
Application Firewall Support for SSL Websites saufisnisdasdudsanatusinnislandiivled
(www.mrta.co.th) vee swy. Tnsanunsadestusvanaildedsiios fsaluil

1.10.1 Uesiuiuludduiiugiu Ao SQL injection, XSS javascript, w38 CMS 19U WordPress,

Magento, Drupal, PHP, Joomla

at

1.10.2 Uesuiulesiseaugean Ao OWASP (Open Web Application Security Project) 10

L e |

- =]

ufudadlmifidsansznusuusseiuneundindy

1.10.3 Unsiuules DDoS Attacks Tusesu Application DDoS

1.10.4 Taef$udneazdaaday Policy Configuration n3aUsuLUA 8w Policy mufl su.
Amun

1.10.5 winAnnsTadiulediiady ssdeauduiou suy. nsruma E-Mail wie Tnsdwii

w3e SMs luduveslnsdwidlofiovondminhi sy, ufitiiamansaity wasdavhmenuudaneiiin
1nnslaud
111 f5ydnedesiinisnsavaeu DNS Security ulawmuaes sviy. (mrta.co.th) Aaenseeziiand

ewﬁ.mﬂ/ Ayﬁmmf
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112§ TUT190 999 AN152 U E-Mail Security (E-Mail Firewall, Zero-Hour Antivirus, Spam
Detection wa Virus Protection) dnusuldtiasiuszuy E-Mail (Mail Gateway) w14 uazuraen
naudwngy Mail Server 903 sy, Tnsarunsatosiu Mail Box vee swa. lalidesnin 600 Accounts
wiowadadsrenuagunaiiu POF File WU sy, naaamanedidnnseinduagdnvhsenuaguiiy
lenansdtiauesonnznIsunIInTIasuian Wulszdmnifeunaenszeznailduinis lnednds
meluiuil 15 veudeudaly
113 gSudnemesdamdunsa (SIM Card) Lﬁada‘ﬁ'ammlﬂﬁﬂwiﬁwﬁﬁaﬁalﬁnnisuumﬁﬁmﬂu
Usznalne Tnsanunsadsdamudu (sms) Ialidesndn 12,000 daanu/Al
114 gFuannasdamaunsalinszsanedyyiauniatieliats (Pocket WIFI) wsauduniin (SIM

U 1

Card) Tnganunsoldaudumesidnlalidinausuiunsidau sunulddesnia 3 Y0

2. Uimseulssszuuiniatnesenindninnuluaifiudrinenuges Sseavidunded

af B L

o a o w a o g v ' < Y | - v

21 giuindesdavneasioansteyadmiuldidudendoarsdeyaszuuinietonufines
¥94 3. A3ewAlulad Multi Protocol Label Switching (MPLS) Wuu Point-to-Multipoint #1172435
= ] [ b3 L] o i o 3 2 cJ (4 & 3 at
deansnnuiigednilassingloudniue (Fiber Optic) $1uau 15 2993 mundunsiigudaeufianesndn

I =i = = ¢ i a ' &
U 5 91815 1 WAl Iﬂﬂﬂ‘i']ﬁlﬂﬂl@ﬂﬂﬂﬂ'\ﬂﬂ"ﬁ ATULTT LLESWETALYDUMD ﬂ\iﬂ']‘i'}\"iﬂalﬂu

=1
FUaTLOYUM

d 1)
Uarenie ANU57 | wesniveuse

1 | Hewinusheufifinig Glun) 4u M 01a1s BEM 100 Mbps | Fast Ethernet

as

omsiiug K9 dhesnwanuasasiouaziie (dsn.) vsam
2 . % : 3 Mbps | Fast Ethernet
UsEgnadn — 98N UL NRATUAULINUGTTY

solihuniuns aewdusvuna

ﬁaaﬁ'muriha%’ﬂw'lﬂmwaamﬁml,azﬁﬁﬂ (tl5n.) 94 1 91AS
B G e : 30 Mbps | Fast Ethernet
J9n50 anilaudiasssuuiusenalne

o

vieringdeinwarudasadouazine (15n.) 9u 3 9115900
4 - Y 30 Mbps | Fast Ethernet
snaiiannnin

viesvhaudieinwanulasadsuazine (Wsn.) $u 2 anil

5 . 4 . 30 Mbps | Fast Ethernet
AUALNYINGBENT T OUUAUNUNTYS
salwihamuas aewduiyusas (drudeveis)
vieeruANEeU RN 81A1598A30 10 T YeuwsIANY 80
6 o . 20 Mbps | Fast Ethernet
annflvdnaes
vieamuAuieUf AN 01A398AT0 8 TU YoBmMwSINYY 47
7 20 Mbps | Fast Ethernet

C;‘a}ﬂﬁwﬁnaaa
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& IaUBEN
Uangme AUTY | WOIALYRLD
salviuniuns eneaassiusssy

viewihudheuuinis (Wun) 9u 2 01A15AN Admin gudgey

8 . . L , 3 30 Mbps | Fast Ethernet
Un3e Snwnlasamssalwianeding daeunslug - visee
v eufUiins Glun) emsvenseaniianuuenuile

9 o k 4 v « « | 30Mbps | Fast Ethernet
Tassnssalwihaneding draunslug - viede auusaunsiuas
viewinudheufuinig (Wun.) ermstensaaniuenuunys 1

10 30 Mbps | Fast Ethernet

auuSauSuAs

- ake

vieshnuiheujiing (lun.) eranseensaanifiviednios -
11 30 Mbps | Fast Ethernet

18§ auusaunsiuas

12 | iesmuaudeufuRnis inseaniilazniunszidand 60 Mbps | Fast Ethernet

Tasamssalnfanedilen Yravnedn - azwulng - AAN

ﬁ'mmuqummwaﬁ‘mamﬁqﬂm ’Lnﬁ’amﬁﬁhiwqﬁiqﬂm

13 . 20 Mbps | Fast Ethernet
auuEgNM
W9AIUANDIAITIBATA dn1il nu.25 Tnduen Ave. auu

14 & 20 Mbps | Fast Ethernet
walegu

Tassnssalnihanedifies daauuis - aynsusinig

15 | viesmuanauvsasaanfinsiave auuaSuasuns 20 Mbps | Fast Ethernet

LA 2

22 fFuinadeadam Ands Usuusiarn (Configuration) aunsalfumudums Routen) gunsal
nszaedygaluiesnda (Layer 2 Switch) wazgunsaiduq i9udu TaeddrurugUnsaiuasd
UszAnsamifisawelumsliuimsynge dmsudenlesssuuiailsdumaaszanenie Wanusalda
Jufuszuuindetensuianesagluves sviu. Idegiuszansain fail sviy. anansoldausans
fu-dedayalavnussnvlaglisrinuinavesfoya daluenisldou wasswugldon aansoldould
naenszEzIadilduInsnudyan oil fiudnazdosszamunuiudguasimsaniuil uasufifau
sudoudarmun wannsauamenelusimsTiudiade awui s, fwun

ar

23 sulu. fansfewedSudralidavnesdearsdoyaiiinuantivaramnunsslunisidou
aude 2.2 Wudnldlusuian Wadeulosszuuiniatreneuiiameissnitgudaouiinmes de
waluladansauma swa. Wdsgadndsmud s, fauuna (Uanene) Suauliidesnda 2 25 74
mnusazaeashitfesndn 30 Mbps Tng swu. lideaderlduinislag wupuidunasnszezinand

Tausnsaudyan

K g7 hunl
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3. vinmadeulssszuusioiedmiussuunenuduauiinensadnauuy Real Time dsisasdundsil
31 gFudndesdannesiemstoyadmivlfifudemnadoasioyasruuiaiorisaeufiamed

v84 5. AewnAlulad Multi Protocol Label Switching (MPLS) Wuu Point-to-Multipoint #112995

doansanuidagurimlasaieleuiniiuas (Fiber Optic) fvundumsiigudaeuiamasudn 4u 5 91a75 1

v v o i - o ' &
. 11]5]\11Jﬁ'181’|1\1 ﬂ?ﬂLﬂﬂIﬂIﬁgﬂqiLﬁﬂNm@ VPN WUU 3G #38AN31 91U 12 1939 ﬂﬂﬂ'ﬁ'ﬁm?ﬂﬂu

da &
4 A0IUNANAY
anu <
Uanenie AT

v a0 e = w < = as =
guiuduAInIsensavinamaudi-send 4 a1ussasaaniifuaiien (vey

1 |. . 2 Mbps
JUANALEN 28)
v a 1 - - v = - v e
giivduatuinissensavinamadit-sen 1 1 a1usensnaniivinevans (ndduen

2 . 2 Mbps
WIBUIN)
v a 1 - o w = =4 € '
Aiiuudiuinissensauinamadi-oen 7i 1 musessadeniigudiansssuwi

3 gt b 2 Mbps
Usznelve (ndusniiieusauding)
w il e = v = = € a '
giviFuAruinisveasavinamadi-eanii 2 atuveasaanigud Tmusssuums

q 4 o 2 Mbps
Uszwrlne (¥ousyaiiiun 6)
) a1 . o w = = = v
giiuiudiuimsaensauinaumiadt-eend 1 awsensaaaimysy3 (Indusnelen -

5 i 2 Mbps
INYIUYI)
t a1 oA a o = = . ' a
giiuRueuiniseensavinamadi-eent 2 auseasaamigudmsusequuvisnna

6 " P 2 Mbps
&30 suouudueAten Vinadusnaasung
2 = 1 = u v 4 =l 1 E v
ArividuAuiniseasavinaniadi-seni 1 auseasaaaiilatugiu drumi

7 i 2 Mbps
Tovalng
I o - a v = = v
guividuAuinissense usamad1-eendl 2 aruseasaaninsysiuda (wes

8 o 2 Mbps
FTAIALEN 2)

9 | giiuRumuinisvensauinmuennseensaaniinassunsli auungaunAien 2 Mbps

10 | giiuluduinisensauinneimssensaaniiamuenuiivg ouusausues 2 Mbps

11 | giiuRuauimseensauiaeinissensa amiuenuumgd 1 auudausuns 2 Mbps

12 | giivRudnimsiensaviinaenssensaaaiuneintes-vdy ouudaundiuas 2 Mbps

3.2 gSuinesasdann A USuurean (Configuration) gunsaiAuMEUN1 (Router) uargunsal
d‘ ﬁvr o [+ ﬂ‘d o L3 = s e = v o o s dJ a’.‘: ,
o Avndu AdTwugUnseiwaziivssininmiiisawelunisliviniamnye dwiuidenlesssuunisil
aunnagyanrenie Watuisaldusutuszuuiasevrvasufiamesnielures sy, laog e
Uszdndam vell svin. annsaldewiimsiu-dedayald nauszianlaglisidauiunuvestoya
‘ﬁ'ﬂu%?‘mu wazdnnudldnuannsaldemlanaenseeznamliuinisaudoya

3"
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Lghi

S

i *

& w vasr XY = w o o wa v
33 sviu. ddnsTesvedTuinlidannasdearsteyafilqmuautivazaiuilunsldau

w a A a4 4 &4 - ¢ o8 wogw ) o
AIUUD 3.1 LWiJLmﬂﬁ’ﬂuBU"!ﬂﬂ LWBL‘HB&JIENW‘UULF]?E]’U']E!ﬂEJiJW'JLﬁIE]i a']ﬁ‘i‘tﬂ,‘tid’mﬂU‘iSUU'ﬁ"IEN"IU’ﬂ’]U’Ju

1 1 & = L ot = 3 <
9903071940 Real Time sgwinguirouiunet dremalulagasaumea sy, ldgafRanemui

[T
o

sw. Avua Watema) Iunubitssndy 10 1995 Toe s, Lidesdeanlduinislas fufuvisdusasn

sygviaIlduinImudayan

4. vimsdauinwdayassasmeeniamesuaznisidiszfeinumanuuaensusruumalulad
dnsaume Auazdunaatl
41 fFuindevihnsiniiudeyassnasmieneniames (Log File Collection) 15¢ Ay
a = . . , a o o as P
Uasnsewalulagansaune (Security Monitoring) m'sﬂizLuummmm‘lﬁﬂmswLLaqun‘immaﬁ] Y94

o e =i = ar ! e‘i"
L. MURNINUR Tmmmaamaﬂmﬂamﬂamalﬂu

FUASIBYAVDIUING
d19u s18n159Unsal 3 Log File Security
Collection | Monitoring
1 Active Directory (No.1) v v
2 Active Directory (No.2) v v
3 Active Directory (No.3) v v
4 Mail Server (No.1) v v
5 Mail Server (No.2) v v’
6 Mail Server (No.3) v v
7 Advance Persistent Threat (APT) Appliance v v
8 Network Firewall Appliance v v’
9 Network Load Balancer Appliance v v
10 Intrusion Prevention System (IPS) Appliance v v
11 Identity Service v v
12 Wireless Controller Appliance v v
13 KM Server v v
14 E-DOC Server v v
15 CRM Website v v
16 CRM System & Social Listening v v

o & a o = ° a v
viail sviu. fAvislumswAsuutassenisgunsallumsnenuit swu. fvun wasitaniZessly
nMssAnensensgunsal Swaulitfesnda 2 sienisaunsal Tne sviw. Lideadedqlduinislag

1 v
Lﬁmmuma;umaam:asnmﬁlﬁu‘%nﬁmﬂuammﬂ
/\?ﬁi‘ ’J}utf
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4.2 giuvisdlivimsdaiuinwdoyassiasmsreuiiames (Log File) wavifinse sy
Uasanswmaluladansaune (Security Monitoring) lneilsuazidanssil

2/ =i

4.2.1  aesdlquiufiinaihazfaisanausyuunaluladansaume (Security Operations

[
@t

Center : SOC) ¥ansaglutszinalny Adszuuuinisdanisauvasafearsaumne (nformation
Security Management Service : ISMS) filé$usnnsgiu 15027001:2013 Lﬁﬂiﬁﬂ?nwsﬁmﬁu%'nmﬁmvja
IIMNABNRIAES (Log File) wazifhszTimuvasassimaluladarsauma (Security Monitoring)
TifuszuuuazgUnsalieg muil s, fvuanuansishude 4.1

4.2.2  fpwEnsavinnIsiususa Log File (Collection) Ifgndpsmumsesiygfiinde
msnsyviiaAgIRURsames avuilinadeiuld

423  aunsnviinisdanssaanis Log File idainudndy (Filtering) N1559U574 Log File
nngunsalwaeUssian (Aggregation) Tnemsdmifiu Log File Wagluguuuuiiensu (Normalization)
nMsdadrduAIdAyreangn1saifinaamuan Log File (Prioritization) wasvinn1siias1eviitem
ﬁwmaamﬁ}nﬁnﬁﬁﬂﬁu (Correlation) 91 Event Log l¢ituu Real-time

424  fowhmsliaTeivanisal WazlanNaLUU Real Time Lﬁauanﬁ'w’fumﬁ]mszﬁﬁi'm
i eriumiuUaeasi (incidents) lagas 09 UUNTZAUTEIAINTULTS (Severity) wasmrmuddty
(Priority) veuvnmsalmuidssiiiniuls 5 suiy Wusdatos

4.2.5 deniiuneandeauazimunsyiumiudAyvesgunaniudazsiensaude 4.1
Iﬂa'l%'mmﬂﬁm3ﬁ'}’mEi'"m”um"lu?i"'ﬁ’cyﬁ'aaﬂﬂé’mﬁ'wans:mumaqiﬁ% (Business Assets Value n39f1
Confidentiality — Integrity — Availability : C-I-A)

426 dowinisdestunisiud sunlastoya wagynsidsiateya (Encryption)
Lﬁaﬁaaﬁ’uuaz%‘nmm*nuﬂaaﬂﬁ’wm{l’aa‘;a Log File

427  Fewhnisududoudmiind s, luviud Lf'jaﬁLwaminil,ﬁmﬁw‘s’amamizﬂm‘mn
qﬂizuuﬁ'ﬁixﬁumme’i’lﬁmﬁammqwﬂqa HUVIINTAWY %159 E-Mail

4.28 #oailfiu CSIRT (Computer Security Incident Response Team) W5 a4 gUfUR
wﬁqﬁlvmsﬂauauaqrﬁiamqm'mim'sun;nizuuiﬁﬁwmuaehaﬁaa a a%s Tneilaiinmgnisainsyngn
szuuiAiatgReuiameives sviu. uay/vie Wi Aeamsmutlemiedsududeatrduiuns
anuiives su. nnelu 4 §2lus Tudaus s, laud i Sudrmsumansdwsi Insdwsiiadoud
In3ans wie E-Mail saufadeamemsdeansdug auit s, Awualanniu liviuiungs

4.29 JFudedeedaliiidmindviamdailunisussaiuaiy (Helpdesk Support) 1y
Wil v, maen 24 dala

4.2.10 fFuirdesiavhassuuszdniou ilosenunsithseimuvasnsowmalulad
ansaume (Security Monitoring) lnediseazidunfidestndslys snu. suelud

- ayUsumansaiRaunATART T vLe
; - agudnnuvansaiidu Critical

°g if r\yﬁ'ﬂ:’amf
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. ﬂqﬂaﬁ’m’mm&lnﬁﬂiﬂzﬂwuﬁﬁﬂnmmw‘u lAgTILUNMINAN UL AT AU
(Critical, High, Medium, Low, Very Low)
- asudnumanisafiAad uluudaziu Tnsduunnaaniuzainus o
(Critical, High, Medium, Low, Very Low)
- a3 Signature ﬁ'tﬁumma’iunW'sl,ﬁmwgmizﬁﬁﬂﬂnﬁ ﬁtﬁmﬁumnﬁqm 10 DUy
- ayusemsgunsalues s, hseTauanaw
- agUdiuu Ticket Aintulusouifiou Tnesuunmuaauzues Ticket
- agUsiasidansyinnu mleseivgnisel vesusay Ticket
- agumsFenlaiiu CSIRT (Gndl)
- ayUmgmisalfiAnduinniiga 10 Suduusn Suunawiatenie 1wy Rule
Name, Source IP Address, Source Port, Target IP Address, Target Port
viail Keedndesrsnudananidu POF File Iy vy, vne E-Mail wazdaviseamaguidy
inansdiauerennznIsumInTIviuNan s, Wuussdmnidteu Tnedadeneluiud 15 veadoudaly
43 giudndsdiszuuuanianiugnsliuinmaniunie Web Portal Tnefideyaanuzvasnisila
uazln Tickets uazanuzaes Incidents AAnTlS
4.4 fFudeABwinIMARBUNSINIZSEUY (Penetration Testing Way Re-Penetration Testing)
Al s, fru Taefiswau 1P Address #ldnadeulaitfosndn 20 IP Address iflathseasiseanes
daslwininmsvaasuszuunudinanulsznoumsiaseimnnisaiyngn saudwansenulunisid
seiinmaasadty wiewidimuusitlunisUatestwifiasiany Tnedavissmuduenansdsiuay 2
yn uazlvidionanslaedaiivadlu Flash Drive wuu USB $1wau 3 yn delifunniznssunisasansuitan
aelu 30 Yu vdsndniunisuduade meluszeznaildusnsnudya
45  gFuhedasinmaensinasdmiunsiaauteddng (Vulnerability Assessment) wagnsiaou
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- galmInnnsimuaA1ang 4 (Configuration)
- Yadlwivsunieustieiiy Physical, Virtual wag Cloud
453  fenuannsolunsnsivaeutesing dil
- Operating Systems

- Network Devices
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- Hypervisors
- Databases
- Threats & Compliance Violations
454  awnsoawnumvestwildv IPva IPv6 vl Hybrid Networks
455 annsodeansnisldnuseriunismeniomesly
456 ansoasadeunsufiinudenguune sulou dedidu wie wmsgruainasiaeg
(Compliance Assessment) u89 SWa. 19
457 @snIRANUANTULSY (Severity) vastaslule
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24 ol

5.5  dpallgud Data Center fiu Co-Location #iun1s§usesnasgu Tier 3 uazlisuunsgu
ISO 27001:2013
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Liusn1sgnAn 1du n13 Reboot A3 Bsmauinimesusite (Server) niswa suldmuiienisdisastoya

Usginiu msUailingunsairneg wietieasiaglnaniugsig vasgunsalnielugaunsal (Hudy

E
=

59  desilfdninnudaasnmelugudnesiamesdises laeiinnuasifegraley fail
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Aouianesves 1. nelugud Data Center I sanvfafasanunsaldendumesidole
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1. msmuAuMsIiesEuvaIsauma (Access Control)
11 dWwesleyauazdguasruy fesiuiuimundyislumadnfsssuuansaume (Authorization Matrix)
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3) feyauavansaumaiaiuayunsufifnuusedi (Operation Data) ldud Foyad
atfuayumaieiluues v,
1.4.2 dauvsszauanudrfgesdeya senlu 3 sudu fe
1) deyaiiszdummeinpnn mnefi deyaiilidwmiuaivayunsindulsvesiuims
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19 Wwesdeyauazfguaszuy desdlmsasunmuanslunisidrfessuumeluladasaumendig

4 ¥ b oa = £ a Loy w a & w
alwee wiouainoeudvddlenuiudvioh gndewuanslumsidns (Authorization Matrix)
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MIUIMIIANIMsinTaveeyldau (User Access Management)

Tifimsmugunisameideudldau nsuimsdanissfariu msudmsiamsansmsldaussuy

=l = 4 vV = i
weluladiansaume uagnismunndvsnsidntivwesldu

2.1 msamudeugldanu (User Registration)

2.1.1

21.2

Il
=

AquassuuinsImsianswazmuRNlndtey o (Usemame) fliimsldanudyide
fldanudaiuy sl Tudruvesdnau/gning sy, Wiwuadedldau (Usemame) s
waspuasvnedidnnseiind E-Mail) ldluosdng

Wvesteyadendugoydfinisadredydfldnudansin (Temporary User) uasdios
Niatrnansidnuwnisndu

22 mIuamsIansIvianuglgan (User Password Management)

2:2.1

2.2.2

223

224

2,25

2.2.6
22.7

muana!
Telecom

AguassuuAmuasiar sl muuutnmilaelditnsdy wasteduliimadey
sviaiudeglraudilynuszuuluadasn

ARuasTUU Aesimualiinmsdisiadeyasianiulusyuy

Hauaszuu sesdalilinismunusiariusgaduenn

dauaszuusiosdndetnddedldau (Username) waswarinu (Password) wnglday

fesmsiivaeasy

HeuasvuudosmuguQuaszuuljiinig grudeya uazszuusiuaisauine

(Application) fidmiAuTndfldamuarsiaruetadunn Taelidnasls WWZERUATTUY

lFsueygnwiny

ApuaszuudaaimusisnsvisenseuumsBusiuimunsdlidusianiy

gl dedldsiarietuiunsasndy fil

1) funsiakiusiesentegwides 8 ndn desznaudie fidhes ey wazdnusy
A 1 (a-2) (09) (@, #, &, *=<,>,%,5,+,2) Judu

2) fmuasiariuiiesenisendy uidaslidudtannsoninwnldie i fhiteg
lumauynsu “querty” “abede” “12345” Fo-umiana Suiouliin fiogvieiues
Tnsdiwed Jusiu

3) fedhildrunimindnenszurumadildomilaesalui® Wud msiwuaa “Rernember
Password” 1usiu

4) seufusiaiulilumuduianizyana ldlameli Q’ﬁu%’umm wash T
pedlaifisisaiuludnuneame Wy fuisfaiusomihildnuaudu Wuiu

5) dedlallitndtedlinuuarsiaiusuiuiugBy ulfidnidedldnuesldtuns
sygnniwestedldnuyanatufinn

6) seadsuassviasinuiiuszdednatonnn 6 ey

7) fewAsuuassaiudlelinsuduiieuanssuy viveasdeihsviar nalaeyana
au
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23 MsUIMIIANISANS (Privilege Management)

231 flsduiymdesmualiifuneuufiidmiunsamadeou nsifinaeudn?
nswWasuuasins Ll,asmiwuw.luﬁw'éma&pﬂ%’amafi’mﬁuawﬁnmﬁé'ﬂm

23.2 r'T'muﬁﬁw%{ﬁ'L'vmﬂsauﬁué‘lﬁmumumwaJﬁ'\LﬂuLLaxaamﬂé’mﬁ’wﬁ'}ﬁmm%’uﬁﬁ‘ﬁau
wardaiiuusedd (Log) nsameidou nmsifinaaudnd wasniswdsuulasdvisues
gl |

233 Wwedeyauazdguaszuy desdalifimsmunuuardrindvilunstdaussuumuenny
Sudilumslauwinu
1) Avslumsaradona (Create)
2) avslunmssdeyavieisungdaa (READ)
3) ﬁwé'l.umsﬂ%’uﬂqair’aga (Modify / Update)
4) Avslunsaudeya (Delete)
5) avsluntsueumnedvalunsaidunsunu (Assign)
6) 3w§’Luma%’mmmmgnﬁaaﬂsuﬁ'swaﬁaga (Approve/Authenticate)

oo &

7) bifidvis
234 \dwesteyanazfguaszuusendugeydfnisliandiiedrfeansaumanioszuy

4oy
wallagasaumdla q egraluaednualdnus

235 Wwesdeyauaziguaszuy desiriaswaudldawiviiiidudiavdsugldonl
toufiannuauianyay

236 Wweseyauazgpuaszuu sesdinsseznanisldaulussuumealuladansaunaves
. wivihsnumeusnidianUR Rty s,

237 Wedeyauazfguasyuy dedaliinisnenneunieidsuntadninisidndiud
dlefldemunton wWasuwamhiienusuingeu wWasuwamssreny vielifienny
Tdulunisldnussuumaluladansaumne

o - w o a o ] = w =i
238 rfouaszuu Assauviessiumsldnudvsvesgldnuiinntussuu (Default User) Tunseidi

b aFe

o

fienwdnduseddnudesimunsiariuetiunsasnde
2.4 miﬂumuaw'ﬁ{nﬁﬁﬂﬁwm@‘lﬁa'm (Review of User Access Rights)
241 Wwesdeyauazdpuastuy desdimsasunuavsnsdrfsesdldnuszuuile s
finswasuwaszuumaluladasaumavielasiasisosding
242 fguaszuu fedlimsaeumussssiunisldauadldnuililildnuiu 180 Fu wn
Aidausomsnduinldauesiosdudusamilit . nsu il seevnanitlallaldan
yoenyifldnuenssiuagiuusdarssuasauma
3. mstesiugunsalitlififfgua uaznismueunislifisduniwdansauneddyiluiiilivasads

3.1 mstlesfugunsainlififgua (Unattended User Equipment)

o F Ngnd



-18-

L at e a at at = g = 1 =
3.1.1 uLLﬁ‘58‘UUﬂ@d'ﬂﬂiﬁuﬂ'}miﬂﬂiﬁﬂﬂﬁUﬂﬂﬂﬂu?SU‘UﬁBNW'JLﬂE]? FEUUATIDVIUADET

¢ &g

veya wavsvuumaluladaisawnea lagnisiivund1vesszuy (Configuration) Tl
msfenmihvedwmiugunsaliiliiiiminaugua viedengunsaiegiaus

312 fldnuuasmisnunisuen fesdenvivesnluifidlelidnasldnussuumelulad
asAUMATEY T Auszega iU Inedeninminee (Screen Saver) $alusia
vdenilifimsliouneniamesifussesamnunii 15 wil Hltmuagmisnumeuen
wldnuselsilefinsldsiaruiignios

L4

o v = a ] o v = 4 a IS
3.13 cﬁm’lumaa Log Out E]ﬂﬂil’lﬂLﬂ‘iE]Qﬂ?JMW'JLﬁE]‘iuJﬂSJﬂ']']m}"IL{‘JLIW@Qﬂﬁﬂﬂlﬂi@dﬂ@ﬂﬂ?tmai

v as =

3.4 fldvusostesiulailiiduldaunsel 1y ndesddvia indesdiunonans iesauny
wnanslaelilisuoygn
3.2 nemusudunindarsaumanazmslinuszuunouiumes (Clear Desk and Clear Screen
Control)
321 fidulyrierimunbiiigsulmevhnsauasnmiifingu - dund sisesmaned - een
322 gldeudewenanszuureniinmes (Log out) Wufl ilesndusesldesiialaglaiil

| gl =

HAua

323 gldnudssdanuieyadifguendtamn waztlesfulifimuvasaduagianeiiios

324  fldnudeninenaisesnanieiesiuiviuiififiuieuase

4. MIAIVANNISITNATEUIE (Network Access Control)
Witimsmugumisldauuinisieiedns msmuvaunisitgaifinudwiugldnuilegmeuen s,
mseuAuMsigalfmugunsaluuesets nmstesiunedn (Port) lddmiunsisaourasysuuss
TPUU NSUUaUENLASe1 (Segregation in networks) Benaminzan n1sAIUANNTIlBNRaN AT aTY
WAZNIIAIVANNMSIIVUALTUN N UULAS Y
4.1 nsldeuuinsiaIetneg (Use of Network Services)

411 fguaszuudssmuaunsswnsuudisruuaiesdearsdeya (Network Diagram)
yudialaseadna IP Address Foswuu warBegunsolansauwmeuidilalisueygavie
MBNUMEUDN

4.12  fouassuudsmuaunisldnussuuieiediefieasdoya ietlesfumsidrdiessuy
Lf-ﬁa'u"lagaaWﬁ'@gaLLasu%msﬂa:ﬁsUULﬂ?a‘dwﬁaamﬁ’a;daiﬂﬂiﬂﬁé’uaqqm

413 fouasvuudesmunumsidensainiatiemenen eldeuBumesiin dsonadudesma
Wwhsnumeuendhfisnsaumeviossuuimaluladansaumeaves sy, Tnefildsu
YW

414  gliswdeaudimmunsraslumsuelinuuimaedetieun . uavannsaldusns
isevnglivamniasuniseydian dvm. uda

. 415 gldew dedildszuuiedediedemsieyaiiafiutemslunmsiniwszuy (Hacking vie
f‘% msaunuradiwivesszuulaedilasueyge
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4.3

4.4

4.5

4.6
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alecom

s

msiigadimumesldauiiagmeuen s, (User Authentication for External Connections)
ApuaszUUABsiuAlin sfigaifnuiiuszuy Active Directory wes sy, deusyainly
fldeuiegmeuen sy, dldnuiedethouarssuuansaunaves sy,
nsiiguifamuegunseflussuuieietisdeasteya (Equipment Identification in Networks)
Aquassuudastmuslidnsiigadimasgursoilussuussstnedeastoya léud nsmsaeu
MAC Address

msteatunefailddmiuasvasunazuFuuseszuy (Remote Diagnostic and Configuration
Port Protection)

24 ar ar

= ¢ M 1= o 2 w o = § e
NALATEUUMNDITSIUUINITHaZWESA (Port) ﬁluz-lﬂ’)']ii'ﬂql,ﬂu‘ﬂaﬂ‘lﬂuuLﬂﬁﬂﬁﬂﬂﬂwaomaﬁﬂia

Uy

gunsnilATevIe

it MLLaizUUﬁmﬁﬂé’ﬁzﬂﬂﬂi%ﬁ'ﬂﬂﬂsqn‘;n (Instrusion Prevention System/ Instrusion Detection

System) Te9sTUUATBUE

MSWUIBNIATYE (Segregation in Networks)

4.6.1 dpuasvuudesdaliiinsudaeniaiedienunguuesilédeu wionguuesszuy
weluladansaune Wemuaumilinuluudasadotwdesetramnzay Tnsfinrsan
nnanusesmsiumsifedeya seduanuddguesdoya sawfamsiansundy
3171 UsedviSam uazsansynumssuamudaendsiolud
1) whetneiiounalidniinnmevenuasieietieitldnely s
2 Reteusundiedu (Application) Tislemudndeyiuirsernedu 4 Admuddntioonin
3) wetngdmiueioddiuinig (Server Farm) fuiedevrsvesdldau msiinishnis

qunsaiflamnsawusniefen sy Wy Firewall vide Switch Aiaunsauus VLAN ¢
{Wusiu

462 fouaszuvarimuadumuueiodisfidunn Wwesrfanisdnfeseerlnaluiany

wdetnefiuawindu

463 Hg

vivsdanisanmeuenieietield Guuslunsdignidudsiesldumssyginngaua

LATTUUABIRAAN (Configuration) aunsalifSes 1wy Firewall vide Router Hliannse

JTUUWITIY
MSAANNTTDUABNNLATENE (Network Connection Control)
4.7.1 Q’r;]LLaﬁsuuﬁaqﬁﬂﬁ'ﬂmﬂﬁmmﬂ%mhwmriﬂ%’a‘m‘lun']ss%amiaﬁ'mﬂ%mhwad WL, W
= - T ) w e - as [ o ' '
Router 39 Firewall sy wiauvisiansszuumunuiendunsesdeyaiisu - d¢ 1y
" " " 2 4 w A o g w o A W
Web Filtering, Email Filtering Wudu evihldnsideuseiininuvasnde
k2 £ o - 5 a 1 = 1 o = 1 :: lé’ - z
4.7.2 HAUATYUUNBWAAY Firewall SeninuiA3eav1eves swi. AUASevieneuan M9l nshnss

. = < L =
Firewall AaefiansaSaasanaluil
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4)

10)
11)

12)

13)

=00

nsU8suN159519 59 INAEUeN ﬁmgnﬁwumiﬁlﬂﬁumﬁﬁm First Tier Firewall
fifleusiunsUasadeiiletosfunindduarsaumeaves sru. warlassadreiugm
ﬁﬁmwﬁﬂﬁmmﬂm‘nﬁﬁdﬁlﬂlﬁ%'uaqmw

Firewall fossyysinuuasigadimussdldrunoufiaglidvsnsidniadume s
(Interface) 1ioMSUSMSaANIS Firewall

Firewall ﬁaaﬁzﬂdwiﬁsz%’uﬁm%ﬂ‘lﬁmwé’amnﬁmmwmEimﬁa]zl,ﬁ'@:iwulﬂé%%ﬂ
5 af1 msenidnmsseiudesiiiunstag dvm.
Lipugaliigauinurinumdumesivg (nterface) Msdnnas Firewall :nszeylng
(Remote)

Q’ﬁlﬁ’%’um‘smawmamn W, widuiilandiesasunisternduaudasnde
U Firewall

Firewall fpsssrnlsitufinumnisaifuauiiunsasad

Firewall fioslésun1saeuniu nadey wavnsavaeUagsatiiae

Firewall fiaegnuisdamissiiunamsinaedeansifinisidsia
Fastnunsuazwedn (Port) Alisniudadlduy Firewall

Firewall Ussnvimavidua$ (Software) fasfnssuieiasnaniiamedutidneuensnamn
Firewall Aasanunsatasiusiaesainnislaud DOS (Denial of Service) leoenay
Ping, Sweeps %30 TCP SYN Floods tJusu

aosldraiduvessenduas (Software) Firewall uayszuuufuAnisiiitves
wanAnmdalvinsaiuayuy

Kaua Firewall desfinmudoyatediwiainglifuinis (Vendor) ile¥unsiugnians

< = o AP « 1 =i
n13 Upgrade wasuind (Patch) A5y uazdesdnaeuind (Patch) Wavuadi
GEPNGN

4.7.3 Jauaszuusieaiiac Firewall teuususn Zone 1%iin1sld DMZ (Demilitarized Zone)

Tnvspafiansusasnsaluil

1)

2)
3)

\n3nsrsuRImasualtrefiliusnisiuBue fitin Wy FTP, Email, Web way
External DNS Server iusiu fasinssatlu DMz
mm’f’nﬁﬂmmzaz’lnaﬁmﬁqﬂﬁﬁmuﬁ Firewall w‘%arhuu‘%maﬁaq’lu DMZ

DNS Servers sioshioyamliinsuaniasuleu (Zone Transfers) uusiinm sy

4.8  MIMIVANNIAMUAIUNIIULLATEYIE (Network Routing Control)
v v o v ) = woa ' o | o
HRhaseuuneInIuquAIsimuaidunisvuiasedieinelviulaionisitoudelases

rouimesuaznsivaisuresansaumauuiaiots Taefinalnlunisnsaeaeuiiegiatemn
v < ' | = 4 v
uwazAUNIYBIMIBNse 1y nsmuRwlag Firewall w3 Proxy Lusu

5. MIMUANMIIRTEUUU{URNT (Operating System Access Control)
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Tlimsmugunsdifessuuujiinsedraiuasiasndy Msauaunsszyuaziigadinuues

fldu nsmuauszuuUSMsTamssfaniiu msmuaunsTdoulusunsulseinne@ias (System

LT
]

Utilities) nnsmaupumsuuaainsidiussuumalulagansaund uazaiuaunisanassesim

MsWeusaszuumaluladasauma

5.1 tupeuufuRlumsidntiesyuvegaiuasUaensde (Secure Log-on Procedures)

511 NﬂLLﬂSuU‘U ﬂ@ﬂﬁ]ﬂiﬂﬁﬂﬂﬁﬂ’)‘l]ﬂuﬂ’lim'mﬂ‘i"‘U‘UU.ﬁUﬁ]ﬂ’W‘iE}EﬂQNUF’NUaﬂﬁﬂBIﬂEI

‘i.fu@]'ﬂi.lﬂ’]'iL‘lJ’]ﬁSwUUC‘!ﬂx‘lLUﬂLNFJ‘UE)lIE]Lﬂﬂ?ﬂUi“UUl‘ﬁ‘HﬂﬂﬂﬁﬂLW@“ﬁﬂLaﬂﬂﬂ‘ﬂﬂﬂﬂ‘r’]

Ludldsuougn & Fetumeunis Log-on feaftansan fail

1)

2)

3)

4)

5)

6)

!

8)
9)

winnsguumadgsruulidnie ssuudedhivansdeyavesssuuvideusundindu

(Application) Wl uay

wuummLLaﬂwE}mmmauri’(.*umummmmm’[mmLﬂimﬂaumma{lmawwﬁﬁd

Avisiviniy

mnnszuumadigszuulidnde ssuudechivanstoyaiiannsaszyfnuves

seuu i etneildeu anuiidmesstuy viieleriewmeniamesiiv Hudy

svuudedhiuansderuiitiememmuasmadngssuulidnge wu liuansornnur

Urnyldauin vde sWakEn Wudu

digszuvnndadfldaudiuyanaforfuninniinis Session Tussuu

L

seuuesiiadaunidumswenedngszuuitidige uasdedinnsandeuly

sgluil

(M msitutiuiinnanadngssuiaidiauashidga

(@) wmirszoznalunsdlfoussuuaiasely

(M) msfansidense

(@) mauansdoruieuiimihtevesguastuuidlefimaingszuuifusnauads
fdialy

szuudesuansiu e lumsiddssuuiiddalundedeu wiewfuiinduueds

nenenudhliidusatuuinsidngssuuiidnialuadereunesiidon

seuudesliidesiariuuuy Clear Text fwssuuiasetsdeansioya

fguastuusinsimuaswunfiisesildsvaruAnlalidu 5 ad

52 m3seyuariigaifnuvesyldan (User Identification and Authentication)
fpuaszuy desdnlvifldondindflivuvedasyaraieldiigaifaulumadidassuy
wialulagensaume unsieddssuumalulaansaumeiguifmgldolumsdssun foanas

lAgN1UIEUY Active Directory w38 Lightweight Derectory Access Protocol ‘V}ﬂﬂi:d wEouia

Tuiintayanisiii
53 msldaulusunsudssnmgiian (Use of System Utilities)
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HAUATYUY ﬁaamuan’nﬂ%’mu‘lﬂit,l,niuﬂsxmwg"5 funszuuildauasa (Production Systemn)

L]

fatl

53.1 fosdavihlindlusunsudssavg@iai (System Utilities) fitharidany

53.2 fﬁ"mummm%’Uﬁmau’lumﬂﬁﬂmniuﬂizquﬁﬁﬁ (System Utilities) wiiag318n3
sgdnunarieanslifiisitemsuitefeufin

5.3.3 Tilimsigainau uazdmunavslumsldnulsunsulssivgidgiangnguauiid
wihiisuRavey

5.3.4 fimstufinmnmsel (Log) mslienlusunsuuszamgiian wasdosasunuainggua
szuvegsahaNe

5.3.5 fewhmsdinnsuniessiulusunsuseinngianiiaisniu

muaaIMslfuszuvasaumea (Session Time-Out)

5.4.1 fguassuusesitmu Session Time-Out sasssuumaluladansaumedilsidmsldauniely
sgzaan 15 il el fsvuuitliannsadanisdeuneuuusaluddly fuelild
Tusunsuinmhaeiidedldsimiuviervunliinisdenminee

5.4.2 fguaszuy wazgldon dosarliillusunsiinuinefideddstarudmsundos
reufimesdynna iadesreuiumesiuunnw uaziAdesnouinmesuitie il
Wsunsuinmiserwmuslitleusiaiumdaniidnsiaesosananilaglifinsldoy
Wune 15 wil

msfnszeraIMsensesTuVANTAUImMA (Limitation of Connection Time)

55.1 JRuasTEUy ﬁaaa"nﬁ'ﬂizazna'l'lun'nL‘?famiaﬁ:ﬂuUmiaumﬁﬁﬁmmﬁwﬁ’mqa Iy
fessravnafisuiulunseuumsiiiiunumassia Wi fvmelidnldoulaly
Franamimsues s, 0800 u. - 17.00 u. uazidondaiiteldnulindarlifiu 3 Flu

552 gldom windmausaludeddomuennaiirmuasowesyiangtuiyrminiu

6. nmamuRMINlUTUNSIUSEE NMiwazansauwmne (Application and Information Access Control)

Tiimsdiamsidhisansauma uasmsuenssuumaluladansaumaniinnuddiygliluuiimi

AIUANIANIE

6.1

i/

MsNANSIRsasaume (Information Access Restriction)
6.1.1 Wiwesleyauazdguassuusosimundvsnisdrfungldnuvhiisuiudeddlunis
Ui Tnemsliavdsesionsanludessaeluil
1) msrinlildldfaden (Options) ilildsueyyn
2) MMt Command Line
3)  mssriemsditefeyauaileddunsidauueeundindu (Application) il endes
funhimusuingeu
)  msinseivanslumadhfslng Wy siuetraiien Wud
5 MIMUANNIsUINIIY MIiintedeya n13UYayaRenNIINTTUUATAUNE LU
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6.1.2 Wwesdeyauariguastuu mstmualisyuuansaumasesiunisimunavslunis
whtauuungula
6.2  AEWENTFUUANTAUYIAT Lsen155uUMIU (Sensitive Syster Isolation) finansevusenungulvg v3e
svuuiifianudidysenthony festudiunised
6.2.1 Wweseyauaziguaszuu uonszuudladenssunueanainszuudu q uazaruny
danmundsuvesszuulasaniy laun seuv File Sharing SEUUANSAUMNANIANTRY
uATITUY Active Directory Tneidnilslstagunsaineuininesuavdeasindoudiuar
nsUjURUIINAIBUBNaIAng (Mobile Computing and Teleworking)
6.22 fguaszuudesmuauaunsalneuimesiazgunsaiindeuiiuaznisuftinuain
meusnnhea1u (Mobile Computing and Teleworking) Mifiedaafiuszuudanann
6.2.3 Wweweyaidudwesszuvansaumeiiiimudrgaieadudoynn lunsdifiszuy
ansauwmeitirdRgeiesnudesshnus s saumes uiiiienudady
tUpeni
7. mMsmvAuNsURURMUIINATEUBN SHL. (Teleworking)
7.1 dauaszuufestivunliinisfigaifnunountsldau wesdouderudosmeiiiaig
Vaensvfifimeluladidnsviadestu
72 fguaszuudenimsoeneudvdlunsdidmesdldnuanneuendnineu deasudwun
svgEnanTiveaygm
73 gldou yndududesdinmsufuRnuanmeuendiinanuves swu. dssldunmseyginain
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1) anuiuAsasnfgnImMenmLazanIWIAGBNYRINSUJURINRINABUEN SHL.
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2) arwsiunsasasenisnsieans TneBaanszduauddty (Sensitivity) vosteyaiay
gnidfanardaiiudemianisidoussdeats (Communication Link) saufeszeiy
ANERTY (Sensitivity) UBsszuunelu s,
74 flinusedniuenansitiuedulugunsaliidenifuasiimsmunumadnils lneldvdninos’
msinwanuduiduieatuansaumaiiogludinauves sy,
75 gl desdnsdlusunsutioatuladauay Personal Frewall dwiugunsaldaudailidousie
LA3DULVBY WL, INNBUBN
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arvumnasnislumsaauaumsifiessuuniaTielians (Wireless LAN) 209 v, Tagnisinvun
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