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4.1

gunsaitlasfiupiatne (Firewall) $7u7u 1 4a fnninunretlioadil

411 Dugyninl (Hardware Appliance) 7l aanwuu s aviviiafi Next Generation
Firewall lngianwg

4.1.2 3 Firewall Throughput laitieenin 50 Gbps

413 idoudouneiniadns (Network Interface) wuu Gigabit Ethernet (RJ-45) 3@
10/100/1000 Base-T #30fn1 3rusinlitbenin 16 404

414 fdendeuraiaiatiy (Network Interface) iuu 10 Gigabit Ethernet wuu SFP+
winini1 Swnusrlidesndy 8 ¥es nfeulipauwuy 106Base-SR wianin luiviey
i1 6 lga

4.1.5 i@d‘?’ﬁﬂ’li.t"t?lﬂmﬂ'aw%ﬂm’j fiu (concurrent session %58 concurrent connection)

I@lifaonda 15,000,000 sessions/connections wassassunisidausalug (new

session per second %38 new connection per second) 1Al sana4 400,000

sessions/connections per second

5993 IPSec VPN throughput gegalaitieantd 20 Gbps

3 VY /Q>
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4.1.7 muﬁm‘*ﬁ"ﬁﬁ‘a;ﬁ'enﬁﬁa'ﬁ’ay‘aﬁa&ﬁ%‘ms VPN lneiilgiBnsidswauuy 30ES/AES
IPSec VPN wag SSL VPN iflamuasnsielumsfasieanszeyinals

4.1.8 @unsnifeuda SSL VPN 39ne3ae Client lilfaunia 1,200 users wiondvans
Tunsldan Tagsessumsvinureaaies Clent AldszuuufiAng Windows,
MacOS, Linux, i0S wae Android ueghaiay

419 annsaaavaovuasdaatunsyngnguiuumiy agiaties fil Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop
Attack, Land Attack, IP Fragment, ICMP Fragment 14

4.1.10 #1U150YINIIATRUA 1P Address LWag Service Port WUy Network,Address
Translation (NAT) uag Port Address Translation (PAT) et

¢.1.11 @wn3nvauluguuuuess Network Address Translation (NAT) 38 Routed
Firewall wae Transparent Firewall laiiuegwiat

4.1.12 @wnsevin Routing Wuu Static Routing wag Dynarnic Routing uiie RIP wag OSPF 1

4.1.13 @n50as9 Firewall Policies Wamffusewing IP Address, User, NAT, Security Profite
melel Firewall Policies Tudaidianiiuls

4.1.14  gansevirailudnuue Virual Domain 38 Vitual Firewall %o Virtual Systern It
2419108 10 Virtual Domains/Firewalls/Systems

4.1.15 5833UN15951988UKLY (User Authentication) fiugudayagldnslusngunse,
w17y RADIUS, /14Ty LDAP wag SSO (Single Sign On) iy Windows Active
Directory wag RADIUS Tiidusgnatiay

4.1.16 ansauImsIANTRUNTalHUIRSEIY HTTPS via SSH Inifuadnatios

4.1.17 5835UM"5 Sync Time fuseuu NTP Server 1

4.1.18 anunsaiiunarvasivavid uauazasiaesumsld iy (Logging/Monitoring)
Tuguuuu Syslog el |

4.1.19 @nnsaldaunmunigiu IPvé i '

4.1.20 $995UNSYULUL High availability siawuy Active-Standby way Active-Active
TER! Clustering

4.1.21 i Power Supply Wuu Redundant lngyhauiuu Hot Plug %38 Hot Swap $1u7u
laivesnin 2 wine

4122 qﬁn'ﬁm‘ﬁ'Lauw’faalﬂumﬁmﬁmﬁﬁ'aq"{u Leaders Quadrant 494 Gartner Magic
Quadrant for Network Firewalls U 2022 vi3slaan

6.1.23 annsofincslug Rack sasg 19 i 1

42 guninidesiunazasradunisynin (IPS) wianssuuvi ogunsaldmiuuimsdans
3wy 1 4 dnndnvehaloodil
4.2.1 Lﬂuqﬂnsmi (Hardware Appliance) ff’{aammuuqLﬁaﬁaqﬁunﬁunqnmam%’@’ﬁw
(Intrusion Prevention System) lasiawne wazly 1d udnwug Unified Threat
Management (UTM) j
' N

4 ?Ph@ (/vjk i o
wies ﬂw

1 ‘Q\Nx\( o
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422  awnsavhendlaluluug Passive way In-line wiadini

4.2.3 awmsnmmﬁ'ui‘%‘msqn‘s‘nu,ﬁzﬁaafi”um%'a“u'wlﬁae}wﬁ’aﬂﬁaﬁy Signature
matching, Protocol/Packet Anomalies, Statistical anomalies %5 9 Application
anomalies, Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port
Scanning, Spyware, Packet Analysis, DoS, DDoS

4.2.4  @unsavinnulaegiaios 5 Segments Tu IPS mode

425 fiveadeuseiniovny 10Gigabit Ethernet Wuy 10GBase-SR wiaAndn luitieunin 4
Ho9 wazildandoudainiovisuuy 10/100/1000 Base-T %30 Gigabit Ethernet
(RJ-45) w3afinin laiveandy 8 ¥aq

126 fpudourainiavisdmivuimsianisguisaliuy 10/100/1000 Base-T 5o
findn livaendn 1 9o

42,7  fianudalun1ing1adu (Throughput) livieunin 5 Gbps

428 $945U Concurrent Session 38 Concurent Connection o Ly u 2UNIN
12,000,000 sessions/connections LLaﬁaﬁ‘Un@iﬁamﬁnﬂagﬁlmuuf}ﬂn?’l 400,000
sessions/connections AU

4.2.9 Lﬁaqﬂnscﬁlﬁﬂﬂmma"nm'sﬂﬁwmulﬁmi’]wiatﬁm (Bypass Traffic) Iaedasdeyeyieu
In-Line Mode a@nnsnfudstoyalaniuund

1210 s9s5uUmIvh SSL inspection 3a SSL Decryption Iésnndhuazaunasn lngsesiu
Throughput dwm¥u SSL Traffic (2k key) gsgainlitioanin 3.5 Gbps

4211 ansadiuiiog 1P wanUaeuludadaye (Blacklst) ldmenies

4.2.12 aunsonsiadudsanaiu (Threat Intelligence) Insanunsatndhgrudeayanuvy
oovllarfdmiunaniadu visdousetuswunandiesifivaagiudeyain
fastslugunanidmiunismsadunuueeulatl uadessesiumsnsiaduiuusng
o ﬁﬁr Botnet, Command & Control (C&C), Web reputation #§8 Malicious URL
wat IP reputation Wusgeties lnsannsouegunsalifiuduiteltanunsavinle

4.2.13 awnsauimsiamsgunsalinuamsgiu HTTPS wie SSH dluadaios

4.2.16 @110 URaTd4518a8Ld BALRENTIVAIUNTTITIY (Logging/Monitoring)
Tuguuuu Syslog e ]

4.2.15 annsaldaumunnesgi IPve 1o

4.2.16 3 Power Supply Wuu Redundant lnavianuiuy Hot Plug wie Hot Swap 117
Litlosnin 2 wihe

0217 fssuuviegunsaldmiuuimsdans Srout 4 Seadnunretiassl
1) Wussuu (Soft Appliance #3® Virtual Appliance) w3 0aunsal (Hardware

Appliance) fianunsauimsdanisgunstitiesfunasnsiadumsyngniliaue
Tnpvzaaidliugunsalidenduiuguninilesiuiagssadunisynin

2)  awnsauimisdanisaunsaldesiuuasan sdunmsyngnittaue leun Samiv

qunsel, glufusesguninivieganiuziosgunsal, Swinsnguns wazay

gunsel Idluagaiae
f\/\.
5 3me |
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4.3

3)  @WNTORIMUAAINISIA BUNND A wartmuaAUsEANTUinA1TId By
(Alarm Log Type) wagamiguuss (Severity) iiiluagnaday
9 sessunisind1veyateslniaanseuu Vulnerability Assessment 138
Vulnerability Management ievinuleusanmiasndisls
5) anunsaiiudeyadoundildlitosndn 100 §ummnisel
6)  9943UN1T Sync Time fuszuu NTP Server 16
4.2.18 mmsnaﬂmzq'tuﬁ Rack snasgu 19 i 16

suuinwannuiuasuaansisdmunisldauduimediin (Web Security) $1au 1 40

finnudnunzetiaiossil

3.1 1fuszuu Web Security wuu Hardware Appliance ifin1saanuuuianisdmiy
iy Web Proxy ﬁaﬁuaw‘lﬁ5‘Emaami§am‘mw HTTP/HTTRS, FIR, FTR
over HTTP wag SOCK

43.2  fwdedszanaranans (CPU) wuu 12 unuwian (12-core) wiafini

433 fiwieanidman (Memory) liltiasndn 32 GB wuu DDR4 w3aAn

434  fwdeiudoya (Hard Disk) ¥iln SAS wiafinin yunlidssnia 600 GB §ruau
lsitfoandn 4 wie wazseaiunisyinaruiuy RAID 1 wa RAID 10 1a

435 fivendeuroszuuiaiavie (Network Inteface) WUV Gigabit Ethernet (R)-45)
%58 10/100/1000 wisdnin Srunuliitiosnin 6 s

4.3.6 # Power supply wuu Redundant Taevinausuu Hot Plug %58 Hot Swap 311U
laivipsnin 2 v

437 fadvigndesmungminedesesiudldauinunmelussdnsdobiveoni
1,200 User Licenses

138  sesiunisvieidiu Web Proxy sldawldv Pve uar IPve

439  sessumsvnussluiifuedaien
1) Forward Mode w38 Explicit Mode
2) Transparent Mode lagldanusanuiu L4 Switch 59 WCCP Device

43,10 f5zuun13vauuangy Web sites 10U Category s113¢ tasarunsmirdeyasin
grudoya URL 3357U59191n Web site ialan wasiasgvidayanuy Dynamic
Content Analysis aelsidnns Category wiudndetuls

43.11 flszuunmsinuuangs Web sites 9y Category 614¢)

4312 fiszuuasrvasumntndefiouss Web Sitew3a Web Reputation iflansiaaay
Malicious Website wag Phishing Website 19

43,13 5895UN15957980U Malware Tu3Uwuu4 Streaming Scanning Tagldau 3rd
party Malware Scanning Engine 8819188 253uU wagansadenldaiuagiale
agavils viam 2 sruundous Mild

413150 Update S$UUnT1988U Malware W Internet 1adnlusii
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43.15

4.3.16

4.3.17

4318

4.3.19

4.3.20

4.3.21

4.3.22
4.3.23

4.3.24

4.3.25

4326

4.3.27

4.3.28

a150n529d0UMS U Web 2.0 Application $74i145843U Micro application
Lﬁa’(.ﬁmmmﬁwumws’l*ﬁ’am Application IfazBemunnd sty wu amnsniden
fum Block w3 Upload file dmisu Web application 1a

fisruunsds Report wasneiu/s1eduanvi/moiisusuusalul@lugupuy POF
u3n CSV file Weafquaszuu wiayanaiiierter tisliguasyuulifuneny
mMsviuiddy Wy Memunsldnu website fign Block Meaumnsady
Malwares wagmeaun1sldnuroldauduivgs
aunsouanitoyansaiivesuiin Transacton tdeiuniludrenariinun
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4.10.1

4.10.2

4.10.3
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4.10.5
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1) Jugenewsawuudiindes 4 gang Fnddusnansyiin UTP CAT6 Waonuan
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