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WWNANSWUUYINY 1.1

FIUAZIBYAAMEN HUIANIL
g < - 1
n1sandoaunialnrvgunisidnfesyuuiATonie (Network Access Control)

Aauduun

LY ~ ) o 3 ] ot { - =) t Hoewn s TN «
AysuInTitansdsesnuaztiidiuaszinalve Temslianiondt “suians” danuusvad

o & ‘ Vv oo 4 < - a ooy
wdndeguninialunuNsIdIfesruuATeY Y (Network Access Control) LiHevaLVULATBUANTLY
nunnd 57 Aldanansadwings wasvinusaniugunsalnouiimediuluily lregadiuss@nsaam
$ TS v & o wu ad a a o« . ) v we o &
Farganilun1sdndodadie dediusrninsmdidnnseiind (e-bidding) mumwszsaUydRniidnde
JadnuaznIUImsHannnig wa. 2560 lneiivwasiBennuiidvunluenalstoivuauasusuiun

98997 (Term of Reference: TOR) avuil
agUsvaed

21 iieneunugUnsoifsidengnisldnuiiuniy 5 @

22 teaieudedusunmuiuaclasaseduasaume wasmssniiuaueeg melusuims
(saw.) Wulusthedfivsz@ndnm Usvdnine uasilafivsnin

23 lsuiulydliaenadnsfutadmunnislisununisisuasdermundunmiunwasnde
AETAULYIA

sudszanas (saunSyarniiunda)

7,500,000 U (Wndusiuaniunnd i)

dadmuaanutaIn1sialy
Y a v o ] ol o wes ol
4.1  @9d@UBUINITIEUUAIUANATIIUNENTEUULATEVY (Network Access Control) NslaalUaY

asalinusmfuszuuaderns wasssuupeniunesiowmsldnusgluliogiuld

42 Fowiluniamagauniunaeifisuiasimun wazdeutludgnaunsgienisiadsuay
Uiuuguassanysellaglidanldsneiiuiy

a3 Fowdumshinsguniaissuumuaunadidaaietne (Network Access Control)

4.4 mminl,m"qLﬁaumqm‘nﬁﬁ'Lﬁﬂ?Juulc'fm'quqou‘l,‘uﬁ"lﬁﬁwumlﬁ HUN9 SNMP %38 Syslog %39
E-mail %38 SMS 16

4.5 {lsyuy Central Management UWA@LITAUTWITIANINIY Web Browser #30 Management
Application ¢

1.6 winddnszneudiudalafifldssyluwenasseavifosvesadnuasawisuarteuinns
sdua usdaudndudenisldaruvessruuniuqunisidnisssuuiaienis (Network
Access Control) 1l alwauudatads anunsaldauszuuaivaunisidifassuunieniy

(Network Access Control) gnées doudaiauedasinniniainvinunliiisanenonisldau

P
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WwRENSLUUNY 1.1

5 danmuaaaaudfiianizvesssuvarvqunindafsszuuaiaviy (Network Access Control)

U 2 ya lasudasyainuandAtuaAl

5.1 dldnwnnlu Hardware Appliance saadunisuimadanisgunsalileudrgsvuuiniodngla

5.2,

5.3
54,
5.5.
5.6.

5.7.

5.8.

wieurulsifoundt 5,000 qunse! uaviignuautfnad

5.0.1. flwaliiiu 1U @ansafaseu Rackmount 16

5.1.2. foudeusaiiatisuuy 10/100/1000 Mbps Copper s1unulaiffesndt 4 9es waziuy
SEP+ Srunuliitfesnin ¢ e wipwviaaus Transceiver 10G SFP+ (Wuu Multi-mode)
Tuanbidesnin 4 Tuga

5.1.3. \aue Transceiver 10G SFP+ (LuU Multi-mode) dwiunisifeusieriu Core-Switch w04
mesums nubivesndt 4 luga

5.14. fmbedadudeyarwinhidesnit 60068 Swnilitipenda 3 wie iemuuy
RAID1+HS laluedaties

5.1.5. il Power Supply Wuy Redundant sualsivlounin 750w

5.1.6. 9943V Traffic Monitoring 1ﬁqmﬂwﬁﬁﬂﬂ’i’l 5Gb/s

TANWALNITVIULUY out-of-band it sdumenussuvarlidwansznuiunisidanu

vosgunsniluaievie

3895UNIYINULUY High Availability uaz Failover Cluster Iiifuegnaios

fidvdnywBmsianiseunsaifidnundeuserdatigllitesndn 5,000 &ns

mmsﬂv‘fmulﬁﬁauw Agentless way Agent-based

stavsdmsuding Acent I8lshfernin 5,000 Fvuavanunsofemsldiiaun Windows, Macintosh

way Linux

il Policy Template ﬁw%’uLﬂuﬁaggﬁuwmms’l-ﬁmu saufieannseadta Policy femuaaiield

Tumsnsieaeuuasimundvigunsailunsiddandotels

ansansndutoyaveaiosgnitetatemslietatioudad

5.8.1 IP Address Way MAC Address

5.8.2 NIC Vendor

5.8.3 Network function

5.8.4 NetBIOS Domain/Hostname

5.8.5 HTTP User Agent

5.8.6 Application Installed

5.8.7 Open Ports
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59

5.10

511

5.12

513

5.14

5.15

5.16

5.17

5.18

519
5.20

5.21

522

523

@NANSLUUTNY 1.1

[
=l

awnsaduunUssnvvatgunsaiinmanuesnifiudssnvldegaouds
59.1 Windows

58.2 Linux

593 NAT Devices

5.9.4 VolP Devices

5.9.5 Mobile Devices (iOS, Android)

5.9.6 Printer

59.7 Macintosh

59.8 Storage

$845UNMTUIMITIAMSKIUNT Management Application Tasilfteddufumdeyauuu

wildcard tiNpaunsnAumiayanislu management application 1ot

5945UN15¥IN authentication WU Web Portal war 802.1x awnsalaly Guest Buduminu
wazamziountu Web portal neuldnuiniatiela

il Web-based Guest management portal dm3uuimidanis Guest Wiugguassuu lay
awnsa import, approve, decline, revoke Taufittaaat gl Guest 1ot
AMNTANNIUTIIAY AD, Radius was LDAP Tunstiufiudaela

A3 HTTP Redirection was HTTP Notification WWdueganise

@m130vi Virtual Firewall 16 lawanunsnasny Blocking Rule way Blocking Exception Wi
Allow waz Deny Traffic 61199 mnu IP Address uay Port 1

AUI5OYNITUTINAY Managed Switch Lag Wireless Controller f1uluslnaaa SNMP e
&W130M5299UNSLNRLUY ARP Spoofing 161

annsoasndounslFnulusunsulsvian Peer-to-Peer 18 Tnsanansauanssnedolusunsy
Usyinn Peer-to-Peer LLaxé"wqmmsviNﬂwm‘[Uiu,nsu Peer-to-Peer ln

@unsn Kill process fifaulsuisuuadosfldauls
mmsam's’Jﬂaauﬁay‘a%ﬂw%aqﬁum‘?msg’l‘&'a'm l9uf File Size, File Version, File Date, File
Exist liidusenalon

annsansreseunslinusedlUsiunsy Antivicus uariufl Update gudoyavestusunsy
Antivirus I#

annsoRTvEpuUNTdisusie External Device L1 USB Device uasuand Device ID fidausony
fupisafflfamsufiaden Disable External Device asusstnwild

anusoudafougldausiounie Email uay Balloon Notification leiluedrnlae



LlanATHUUYNY 1.1

524 @unsonsnasUngAnssuAnUndfiAnluATod1gle 1 Vertical UDP/TCP Scan, Horizontal
UDP/TCP Scan Way Ping Sweep Scan (ICMP)

5.25 @NINRENIBIULUY POF waz CSV ¢ wavannsadnanfisssnsisruwuusaluifiedsly
deBldvesguasyuuls

5.26 il Health Monitoring Dashboard Wuu Web-based @3U monitor n15¥in9uves Appliance
Franunsouans Widget 489 Load Compliance, Policy Efficiency, Appliance Resource
Utilization, wag Plugin Health 14

5.27 gunsaiasfaafiuvastmiuarlinorunsidnusndey Lidursanufi wieaudiitinduals
Inl (Refurbished)

5.28 USuvaseslasunisuseininidvemdnduninensslunistudalauadmiulasenis -

dafmunfuauiflanizyasauninl Centralized Management dwsuizuuatugunsiinfessuy

o N a wa¥ & o &
LA39918 (Network Access Control) 314y 1 ya fguauvavunidel
6.1. fidnwauzilu Hardware Appliance s993un1sUImsinnsgunInimuANnIsIItsTULATBYNE

(Network Access Control) wuusaugudladiuaulidesnds 10 gunial

6.2, Avualiiiu 1U anunsefndauly Rackmount ¢

6.3, ffauitaudeinIevieuuy 10/100/1000 Mbps Copper $1uaulsivipenda 4 1na

6.4. dvosdeunamiativuuy SFP+ ruruliidounidn 4 ¥ea wiew Transceiver 10G SFP+ (WUU
Multi-mode) 97U 2 Iu@a

. . s P ) w .

6.5. \@ue Transceiver 10G SFP+ (WUU Multi-mode) dwiunsiauneny Core-Switch 484914
su1A1s Tunulidtesnit 2 Tuga

6.6. Iniaginiudeyavuinbitiounin 600GR Snnulidesndt 3 mize ¥ineuuuu RAIDL+HS 161
-1 1 v
wWuetnviae

6.7. il Power Supply WuU Redundant sunalitiesnin 750W vinauwuu Redundant

6.8. fansdwmiuuinmsinnisgunsalmurunisidriaszuuiaiatig (Network Access Control) wuu

¢ o4 & . %) P ¢ Y
TANY F9@U15069A1 Policy , AUMQUNIOINN Inventory , uazesn Report MNAULNANLA
v ) ) ' 1) ' | ) @ a e @

6.9. gunsninzdeufureslnivarliinesiunmsideuinneu Liduvenniiv wisgumithnduunly

Tvai (Refurbished)

o v Vo) t q": r = a“ d £ s
6.10. U3 R aslATunIsUAIReIInE Y awdnduailaenssluntsbuda@usdniulasinis



WNATTRUUTNE 1.1

YBULYANTIANUUNIS
7.1 dausyyalasants (Kick-off) lasiiswasiBualunisandulasinisdseneusoy

12

7.3

7.4

7.5

7.6

7.7

7.8

w

711 Yequizasduasikuaiingy

712 tumeumasiulasms

713 unum winiiwazanuduiiareuesifeatessseznansddulasans

uaus Configuration Design wavszuvadlinusuins lnvresliingazfuareissuunaonay
sUkuLLasTEmsLdeusovesgUnsaivialasents

Faumsouanedynn uazgunsahdenlosingg (i) wewenlssfussuuemununiadfessuy
138118 (Network Access Control) vaaswiasiiaunsaldausaunuldegneiivszdndnm Tay
wanSael wardvesaeredeudulumudisuiaisiimun uandundasusddveridadesfui
sumalldouegdudel

731 Aume Weusieain Server 1S Switch

732  Awded Fousiesemine Switch Wae Switch

733 @i Wewiegunsaineludifiuaunsal (Rack Cabinet)

734 dwn Wousiesewring Patch Panel Wae Patch Panel

dam3suanedugin Fiber optic patch cord (Multi-mode) Ame13 5 1R 97U9U 8 1du Las
AUETT 15 Wwms §119U 8 1§

Aot iliunsnaaeugunsainsuaunisinfaseuuaieyte (Network Access Control) muLnoue
fisunmsimun wasdeudtluiiymaunseianisiadauarusudgaadeauysaliaglsifidldge
s

Fosindunisinmigunsaimueunisidifeszuuiaiodis (Network Access Control) Tinsould
U w dtinendlvg sunansitenisdseenuastindruiUsuneing

Aearuiiunis Migration gunsalaruaunisidfiassuuinieYiy (Network Access Control)
Jaquu ludsgunsalmuaunisidnfessuuinietng (Network Access Control) yalval TinSouly
9y o drtinaylng sunasiienisdeeanuazdudiuvalsunelne
AadliUTN1TTEUUAIUANNITITNE IS UULATEYE (Network Access Control) Sstizinan 3 U

LUERINTUTIAITNTITSUNDUNULS BUTDULAN

n1sinausy uazdavinanansgile

8.1

L4 o

Fandngnsnisfinevsudsufuinslitudquassuudnaulidesndt 4 au lasidenivasnis
Ansusuvsenssuagy 15 n1sldaunasdisasnessuunrugunsiinfiessuueiadie
(Network Access Control) Lazdandngnsnisineusu Official Class Snuiuliifeenia 2 vidu
wiauriadniaiionslda/mvheuessru luguuuude Electronics dafl

18

8.1.1 gilamaiemiseuy (Installation & Configuration Manual)

A

1=y

812 gilenslieussuudmiudliseuuanuszuu (User Manual)
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10.

ik

WBAATHUUYING 1.1

' o

8.13 Qﬁam‘fl'ﬁ'-muiwuﬁmwé AaszUl (Operation Manual Administrator)
814  gilemsudlutiamitesiu (Trouble Shooting Manual)

8.1.5 c‘jﬁam"maaUﬂ’]‘j“/‘hmu"um’ib’UU {(Monitoring Manual)

8.1.6 @ilemsvianiressyuu (System Detail & Diagram)

n13TuUsERUAMAIW (Warranty)
el W = v v oA v w w o ) v oW W
A uteiauei lnsunisAndenasi eadudseiuqunw ussesiiathidesndn 39 dudnaniui

ﬂmznﬁumsmmﬁuuaumwm3aau’mLfJuﬁﬁ HUTDYLA"

N15EINDUIIUY

v v

vl W Y wras @ . v . el o 5 P
101 fiutewauednliiunshndendosduiounuaavauiunaunnvualudygiudawase gndos
v v as o o o w ' ol ° " o "
wazATUIIUAUsUIANT 0 1vins dninelvaviesmufsuiaisdnvue aoalu 180 G iy
davnduiasunnludyni Fesveznaininansininisians n1smedeu Ailouazionans
) v va = Y oA o a P a0 & -
aduayunsldeu mslanslunistivinis nmsfineusy waznisadufiunsdug Adudu e
suAsaunsaltaule
102 wikdledududninislinussuumurunmsididessuuinietiy fsll
10.2.1 Forescout eyeSight §117u 5,000 Licenses
10.2.2 Forescout eyeControl 9117u 5,000 Licenses
103 wdsdedududntdmiuni15vin Centralized Management uae | ligh Availability 1845z
AUANNTSEGTTUUIAT oY Al
10.3.1 Forescout eyeManage 971434 5,000 Licenses
10.3.2 Forescout eyeRecover 97U3U 5,000 Licenses
104 yilvdedudunssulsviugunin seeza 3 U
105 wilsdstudulwudnsaduayu sverian 3 Y
= < al ¢=l s as e‘u 1 v 1
106 myuisuiieuiagiiaveiuianndnddliunaunmis
107 wilsdeduduliillusunsuwouurs
p v © | i 5 e ;.Y » p a/ b 53 .
108 Aeuhduena1szenuneg ynasasninsdunnsaasussuunieli 15 4 (@naude 14.2 1onans
wuu 1.1)
109  winsumIaTnasuud Ui ulalaueiilasunisAnden dwevanlunsmudenmunuay
M v o an La (o v w = v
voulmAuReIM N innadudyg sumsanudnsnarlifuteuvau wasbidiulaiauenlasy
nsAndenandunIsdeundas waz/mSeuiudiadlaligniesmuddvinuedsuinis fae
L q W v v PR v &L ¥ X o ey ) ‘ ) &
AltTgvewutaigueillasunsdadonewedu Maill sseztandslumessvgdingn lidu
val M v o A ata £ ) o o P o a
win W utaauenliunsdndeniiandveessusnantsdasuiiudmuananissyludyamie
veun IS sanAUTUle
waninueilunisnasuiandentoldus

T9noumisnan

(A
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12.

13.

14.

LlenasULUYIe 1.1
NNULAZNN TG
o a Vo vl w N v as a ) v oy v
swinssedssuliiudiuteiauelisunsdadaniudnnunislussezimi 30 Tundwinilad
UOUULABLONAN TN BITBIE1YNABY ATUAIULAZHILNITATIITUINANMENTIUAITATIVSUVDA
5UIANS
dnT1Aliu
¥ ay ) | W Al v v - o Y P
13.1 Tunsalldansnsadweuwagiiieadesniude 10 meluszasliaiinmue diutelauedlasy
nmsfindenassBurenlisuasuiuduneiuludnsiosay 0.2 (qudynasd) vesyaniee
adaldlasuneu (saun1Syaniy) dudnanniuasuivuanisdseuasuisiuiladeeuau
v @ o a e
gNABIATUAIU 3B TUBUIATTUBNIENdYRY
A ) = > p %2 { v Adl vas o ~ a
132 Tunsdinliansnsalivimislannu do 14.4 diudeausilasunmsAnidendetiusedlvsuiamsusy
=, W Y v ¢ | & aA e Y]
Wusedlinluganiesar 0.2 (gudtnasy) vesaAnUimIn (Mundyarie) lneduiaen
| a =t o o =Y v o h Lt w L 24
svgvimiasutmusuivsvsvaaansosdumsiaiduund uavsvsznamlita 1 99lue
dudu 1 99l
Ay v a Y v | | v -
13.3 Tunsednldannsaliuinislamude 14.2, 14.6 wavliansadweusanulisuiniseuy aud
Amius Tud ey viedweundun bignaes asudiu i uleaueilaiunsdniiendesdueedly
LY | L2 o [ % U4 ) & T - a
sasfuthineiuludeniesas 0.2 (Audynaes) vesyartauyiavum (S dyaa i) lneu
Y v al ° - v oW o = v M 1 Y Vo8 W
dnamiunasuimusudsiuidsnaiiunsle wavssezoaiilita 1w Tidiudu 1 5
A L L Ll -] .U w 1 4 I}vd d v . " o
13.4 nsEinglasunsdndonhauiisuludredsligduidnnesnilaslildiueyanansuians

wnmusalSudmsunsiEusanaiduduiuesar 10 ¥99393UY8 U YTy

nstiuSnasaduayuvasnslduinisnasasseziiainslduinig (Support)
o a 3 v a | s Vot 0
14.1 anflunsguanienlivinmsuiledgymifeaiussuunuaunadrtissuuniadis (Network

Access Control) pasaILe£iIan 3 U
14.2 SaldidmihAdessdeuanIuEnIsiaueaesyu (Preventive Maintenance) lshiaenin
4 ads/3 woudavhssnuagUnissniiuns waraaurvesyuy Muiumnsaifitiadls
Tnedasudaltsunarsnsmuannthlunisidndaniiunisladiosndin 1 Auvinig wasneglasuaing
WiugaunsuIAIneudIRLiiuns wardweureslisunaisaelu 15 Jutudneniuil
Wsniumsmusisasien sseluil
1421 578997UATUNANTINITINEOUANTUSUDIT¥ UU (Health Check Report) @guunanis
AIIVADU KATROIUZVDITTUUAIVANNISY 1977 UUIATBY Y (Network Access
Control) s1eauagumansalftnadla (Events Report) Faldnsranuain Traffic log

Ul Dashboard 9845vuumMUANNS Az uURIDUNE (Network Access Control)
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14.3

144

WRASLUUMIE 1.1

- vV oa v w val of o o v ° gi' v
naanTTETIa1N1 LN IITdaadnlidAuuAinusaut g siuTzuvAIUA
AsResEUUIAS DY (Network Access Control) winuvuneaunsdwvinaunsafnnola
teliFuinw unlvlgmiifadu uaslimnutiomdsidswiu (On Phone Support) 1niu

maen 24 $lus (7x24)

Tunsdigunsalmuatnsdifisssuuaiaung (Network Access Control) Wiamndntesdngn wial

!
w e ¥ « )

'Y . v % v v v alv v v v oo w ¥ oa
Pounnseai iansaltauld fiudeiavefilasudnifenseiedadudrmiidnanliuinig

ndeu wasialydgminaunesuiais w daoiuniae saunssaadntdunisnavaauunlonie

Y v v ° v w Ay ves v @ W - o (
Viulpliuduadaneludmuaszovinanivdnindlasusdangdndamiomudisaunniaain

Y] P o o Y g
OUIMTT MUITEAURNBAISNUNUABEINT UIBNITNINTU (Severlty/ AU

Al

svemaan | szemaanisuiledywn

TTAUNBNIINUY (Severity) . . e
dadandu | @daduiuaniléFuuds

Urgent
gunsninuAunsintaszuunievghiawnsoly
wldl uargsiavessunansliannsavinusieides | 30 minutes 4 hours
1% vioglHnuamieliannsn access szuulaqlé
(system down 100%)

High

gunsaimuRumsidtisssuuiadeveliaunsaly
ale wazgshvvessurmsarunsarieuldides | 1 hour 8 hours
uedu wiagleauduaunnliaiuise access

seuulel (system down 50%)

Medium
gunsaimugunstiiszuuiasetielianansaly
ld waggsivvesuiATaInIainaulALie 2 hours 48 hours

) - v 0 a4y
v viagldudnnuniidhiannse access

svuuld dransenuiiesusdiu

Low
s v ot A 1 »
gunsaimuaunsiiiessuueSetiauisaldon
16 udslaueandiuin anugansianginelumsly | 4 hours 96 hours
U wazgIivressum ANl vse

Jldamaunse access szuula

3
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15.

16.

14.5

14.6

WNANSILUUNIE 1.1

ot v W va v v oo v - w ¢ = ' o o a §

FINNIA IR INUIRUTLATUUNTBILUDS IMSANY UAE/Y3 01 8IM190 U W DUINITIW

AN meudednany wavlianudiswmdelunsuiledymene eadugunsalniununns

WAT9sEUUWRI AT (Network Access Control) haydnldeaanied uniauisofies ovasu
mUsnueniulaznaiinisressunmslenaen 26 4alug

Aiiunis Configure gunsisyuumIvANNTsiuATeU1e (Network Access Control)

32304 Review Policy anufisuiastaiinisiows
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