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(Electronic Payment Service Provider)

) gliusnisiduisesda (Web Services)

Q) @Tv‘lu§msunmuaalannsauné (e-Commerce) niSa
§snssunﬂuﬁlannsauné (e-Transactions)
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. v
fidanelulil
Us:inn $18N1S
n.deyafauisns:yua: -Jeyas:uuguaneinsdwridiugiu Insdwridngledio
Arntouravnin ua:s:uugiinsAiwrianun (Fixed Network Telephony

Aun1v Ua1en1o na:nwaie | and Mobile Telephony)

RAunuuevnIsiinkie
Foansuavs:uunoulioInes -nunetavlnsAwr née 1auMU1E2VDS SOUADUSNNSIASL
duq 16u usnisleuans na:nureiavinsAwrnlalouans

soun\mmalaufnsﬁmnuogmsanmnfnsﬁwnnums[au

-Bo Neguevdlsusnisndeulduiunavn:ideu
(Name and Address of Subscriber or Registered User)

- Jeyaifigoiudun, 10a1 ua:invuev Cell 1D
BoilinaslBusnis (Date and Time of the Initial
Activation of the Service and the Location Label
(Cell 1D))
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v.deyanaunsns:ydun 10an
1a:S:¢:10a10aVNISANKD
Hoansuovs:UUABLIIINGS

3ufi soufvasuAuLa:dugnvevnisisuu
(Fixed Network Telephony and Mobile Telephony,
the Date and Time of the Start and End of the

Communication)

A.deyaBoaisns:yinolu
mslBlnsAwridedio
ndegunsnifinfiodoans
nuulgang
(Mobile Communication
Equipment)

o) AAY label Tunsidoure (Cell ID) ru
anuniSuRnnadedns

1) Jayados:yfinbnunmeniwevinsAwritefioduldey
leviudeyafmouen Cell ID vru:flinsAndadodns

m) dnlils:uuusnisnsovdeuynnagidusnis

v PR
lo. “Uﬂy"dﬁ]fﬂﬁ]iﬂ1ﬂﬂﬂuw3lﬂﬂi“§\iﬂiﬂﬂiﬂ1i
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Haaneludl
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n. dayaduinasiinninn
2INNSIdNvS:uUIASaUY

o) Jaya Log AlMsUuRniIodnsigniios:uuingatng
Bos:yiivAonuua:anslunisignfivindedne

(Access Logs Specific to Authentication and
Authorization Servers 16U TACACS (Terminal Access
Controller Access-Control System) or RADIUS (Remote
Authentication Dial-In User Service) or DIAMETER
(Used to Control Access to IP Routers or Network
Access Servers)

1) Joyaiieanuiu na:naimshneuavIASeDRITIN
TBusnisua:indevliiusnis (Date and Time of
Connection of Client to Server)

m) JeyaifgonuBens:umonugls (User ID)

) Jayanunelavyndumasiinfgnimualilnes:uu
@liusnis (Assigned IP Address)

&) JayanueniivnuielavaneniSentdiun (Calling Line
Identification)
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u. deyadumnasitinuu
1nSevdliusmsoanuie
d1annsaiing (e-mail servers)

o) Jaya Log AdufinkideigniviaSevliiusnislusuriie

a1annsailing (Simple Mail Transfer Protocol : SMTP Log)

Bolaun

- Joyanunglavyevdenouis:yluoanuiedidnnsednd
(Message ID)

- Jeyabenegaiannselinduavydn

(Sender E-mail Address)

- Jeyabenegaiannsalinduovyisu

(Receiver E-mail Address)

- dayanuvuaniivaniu:lunisnsovasu

(Status Indicator)

Bolaun oanunedidnnseiindidvdso
oAnUNeBIaAnnsalindndvAu oAnUNedIAnnsaiindni
msdvansn 1usiu

) JeyavanuislavsnduInesiinuevinSevAouliolnes
glsusnisiiBeusieaguru:igwlEusns

(IP Address of Client Connected to Server)

m) Jeyadu uazanisanreysviASavRTWIIGUSMS
ua:1nsovliiusms

(Date and time of connection of client to server)

Q) ﬁagawmalauqﬂﬁumas'll‘mua\)lné'auu§msonwma
aidnnsaiind AgniBeusioagluvru:du
(IP Address of Sending Computer)

e) BodfBoau (User ID) (d1)

v) deyanlufinnisidnfivdeyaoanunedidnnsaingd
wulUsunsudnnisoniASevuavaLIBn ndo
nsidfiviiieSendeyaoanuiediannsainaludo
1nSevauisn lngdodmiiudeyanuinmsidifivdoya
oAnuredIannsednadnavludu Trinsevliusms
(POP3 (Post Office Protocol Protocol Version 3)
Log or IMAP4 (Internet Message Access

Protocol Version 4 ) Log)
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A. dayadumasiinon
nsleunuudeyauuinden
Tiusmslounuudeya

o) Jaya Log AUufnidedn1signiioindouli
usmslouuuudoya

1n) doyadu uaztoansinreyaviASevAldwlusns
na:indevliiusnis (Date and Time of Connection
of Client to Server)

m) JeyanurelavgadumnesiinuovinSovasudomesgidn

TsAIBausivagluuru:iu (IP Source Address)

) Jayategldoiu (User ID) (Ani)

&) Joyariuntiv (Path) ua: geluaneguuindon
Tusmslourinedayafiinis dvduunturin ndaliidodeya
oonlU (Path and Filename of Data Object Uploaded

or Downloaded)

v) dayaduinesilinuuiASev
gliusmsidu

o) Jaya Log AdufinibeinisidnivinSevdhiusnisiu

1) doyadu ua:1oanisinreyaviASeAlgwldusns
ua:indovliusms

m) JoyanunglaggnduinasiinuevinSeononliolnosdIdn

TsRIBausaagiuuru:tu

) Jayarrdonislgoius:uu

&) JayanuoueniividumvlumsiSengdoya
(URI: Uniform Resource Identifier) 16U AMyiLivgevi3uIio

9. slnvavdayavuinSoiy
paumoIneSuUNATNN (Usenet)

o) Jaya Log Adufinideinisidniioindedne
(NNTP (Network News Transfer Protocol) Log)

1) Joyadu na:lamsinsevavinSavAldIwlBUSMS
na:ipdavliiusnis (Date and Time of Connection of
Client to Server)

m) Jeyanunetay Port Tun1sfBoau (Protocol Process ID)

) JayatelnSevliiusms (Host Name)

e) dayanuelavaiudenauilagnavlundo
(Posted Message ID)

a. Jeyaninnonnslsineu
filuvulnSadedunasiin
16U Internet Relay Chat
(IRC) nSo Instance
Messaging (IM) 10usiu

daya Log 16U Jayalfieonudu 1wamshnsiovedliusnis
(Date and Time of Connection of Client to Server)

ua: JoyaeinSevuuindodng ua: nunglaviAden
vaviiiusmshlnsevAaulioinasiGousioagluvru:du
(Hostname and IP Address) 10ufiu
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o) Jayanaunsns:ufioynna
10) 1DawovNsIlE nazanidusms
m) Nu1glaulndevils IP Address

n. diiusnis$udunesiiin

(Internet Protocol address)

c. "lJEJiJ’sY\]i15]51’11\1‘?’]01JW’JL€°’]E)5°]§\1N1141J5fﬂi@nilﬂ
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n. dayadumesidinuu o) Jayasiaus:oiodiEnsedeyanauisns:ymd
inSevgliusnisifiusnyn wlgusnsla nSe 1auUs:97d (User ID) vovduredum
Jayanauliolnes nSeusnis nde 1avUs:ododlGuSn1s (User ID) ua:
(Content Service Provider) flegoanuiedidnnselinduovdldusnis

1) Uufindayanisignsusnis
m) nsridliusnisiuvesn (Web board) iSe

@liiusmsugen (Blog) Tiifudeyavevdius:ne
(Post) Jaya
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=1 vy v
MUNABY  anwgiugumumsaua

x 2
azdeuaiemsfanulsngruie (Law

Enforcement)

ionmangns (nAUDAU) Compulsory Course

o. NOUNE3IRENISNS:IAWTAIREIAUABUITDINGS

1o, NQAUIBENNY A= TSR WENYIRINEITEVAUNISNS:IAWEA
IRg2NUABUIIIINGS

sUnuumsns:riAUdALa:nstUAnuyT (Case Studies)

nsduaoun1oinalin 16U NNSASIDEBUNUNYIAY IP Address n$eunaviuiuen
msns:rinAWIDA N1suedayads1osnivneulomes (Traffic Data)
9ndliusms ns3iAsrinadeuleodeya/weunangudvsu

e. nuonoufuRlunisAduai/nisidiuouai 16u n1sSeonndnatolnu
(Msu9vAL) NIsUs:aundWSILiionUALIoEVURAIABITEY N1SSIUSILWEIU
Wangau nazugoumdalioosv msmsovamuiiiamn nsduriSoosiorna
n1sdnandaa:Auwsunangiu nsiiuSneweunangau nasiiusnu
weunangauliinvaoutinibedieluns:usunis n1siSsulfisulsuna:ns
fduaid 10usiu

. nsusmsonnisaalidulUegnoiius:ansnw
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IAUNA (Information Security)
4
n. e mangasmaterudmsuminay
E

E
RRVATRN
V. nangaInNuIuAdlaeateve I

lf'Iamwﬁnqns (nAULAU) Compulsory Course

o. General security concepts

1o, Security Architecture

m. Access Controls

Q. Applications Security

€. Operation Security

b, Security Management

. Cryptography

a. Physical Security

. Telecommunications and Network Security
0o. Business Continuity Planning
0o0. Law, Investigations, and Ethics

TITAUN Pﬂluﬁ N (Advanced Infonnatlon Securlty
Course) mmuwummmwummwammm
ﬂTHL'V]ﬂ‘Llﬂ

ionmangns (AOWEWNYIAW:ND)

o. Audit and Monitoring

1. Risk, Response and Recovery

m. Malicious Code Analysis

G. Vulnerabilities Assessment & Penetration Testing
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AMUNT misn
(Computer Forensics)
ﬂ.ﬂ31u£€1uﬂ1§ﬁq’ﬁ)ufﬁﬁlﬂ§1u“VINﬂ’e)1J-
ﬁ?tﬁlﬁ]if (Computer Forensics)
“U.ﬂ'ﬂiJL%U'J"]ﬂﬂJJﬂWTz‘VﬂQ@;%NﬂWiﬁqﬂuJﬂ5
N3 WHT]NﬂE]iJﬁDWI’e]; (Professional Computer Fo-

rensics 1 Certified Forensic Computer Examiner

(CFCE))

418U ilenmangms (nAULAU) Compulsory Course

o. The needs for Computer Forensics

1o, Principles of Computer Forensics and Digital/Electronic Evidence
m. Crime scene, Digital/Electronic Evidence and Chain of Custody
G. Capturing the Data Image and Volatile Data

€. Extracting Information from Captured Data

b. Breaking Password and Encryption

w. Using Computer Forensics Tools

c. Investigation and Interrogation

o, Digital/Electronic Evidence Analysis and Synthesis

oo. Testify in Court, Admissibility requirements

00. Different between Computer Forensics and Network/Internet Forensics
ola. Network/Internet Forensics

om. Using Network/Internet Forensics Tools
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WU
o. Using Computer Forensic Tools 16U Encase, Forensics Toolkits, ILook
1. Using Network / Internet Forensic Tools 15U Encase Field Intelligence

Model (FIM)

Wireless Forensic Tools 15U Netstumbler, Kismet, Aircrack

Using Handheld Forensics Tools (Cell & PDA) Paraben, MobilEdit, Vogon
Cryptology Taun Cryptography ua: Cryptanalysis
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AMUNADI aAnugiug UM due
1 E
MuazdovdNems TRy lynguing (Law

Enforcement)

U iwienmangms (n1AGDAU) Compulsory Course

o. NOAUN83IRENISNS:HIAIWTAINEINUABUEINDS

1o NQUUNEINYINA:3EIDISIUIAIWBNYIRINEITEVAUNISNS: INAIWEA
1RganunBUDoINGS

sUnuumsns:rinAdwliAna:nseifnya (Case Studies)
ms&ugouniuinAdin 16U NISASIDdUNLEIaY IP Address nSouiaonuIuen
N1sNs:riAdMWIA N1SUadayans1osN1VABUEDINGS (Traffic Data) DNW
Tiusnis msdiasitazideulevdoya/ weunang udoau

e uuonouURtunsAbuA/nIsindusuAd 16U nsseonndnanolne
(nsudoAw) Nsus:aunoUSoUiianuMLosUAINEITEY N1SSOUSIU
weu MANZIU La:uEoINdelioasy nisnsovanuAIinWE n1sduA1Sen
faA1a nisdinendalazAuweiunangiu MsIUSNUWeIURANTGIU NASIAU
Snuweunangauliinpaowdnbedisluns:uoums n1siSsulfisuusuna:
misAduAa 10usiu

b, nsusmsdnnisaabilduluegoibus:ansniw

v
S a ¢ o a ¢
AHNATIN MINgIUangIUNNABUNAADT (Computer Forensics)

anu lﬁamwa‘nqms (mAULAU) Compulsory Course

o. The needs for Computer Forensics

1. Principles of Computer Forensics and Digital/Electronic Evidence
m. Crime scene, Digital/Electronic Evidence and Chain of Custody
Q. Capturing the Data Image and Volatile Data

&, Extracting Information from Captured Data

b. Breaking Password and Encryption

w. Using Computer Forensics Tools

. Investigation and Interrogation

. Digital/Electronic Evidence Analysis and Synthesis

0o. Testify in Court, Admissibility requirements

0o0. Different between Computer Forensics and Network/Internet Forensics
ola. Network/Internet Forensics

om. Using Network/Internet Forensics Tools
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