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The Future of Endpoint Security

Certification of the Best Windows Antivirus Solution
and "TOP PRODUCT" Award by AV-Test
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Enterprise-level endpoints face serious security challenges in a new era
Enterprise LAN endpoints and dala have significant value to cyber criminals, putting endpoints, servers, software and
hardware al serious risk of altack from complex and sophisticated viruses, ransomware and various other propagation
modes. These serious endpoint security challenges as well as increasingly strict regulations on protection, management
and spplications make proaclive endpoint pratection eritical.

Manual operation and maintenance increase the cost of defense

Traditional endpoint secuiity products operate on common palicies and characteristics, often based on more traditional
organizational rules and aperation regulations, designed to defend against threats from known sources. Organizations
utifizing this more traditional approach to securily, yel suffering attack from more complex and advanced threats, often
experience an exponential Increase in labor cosls, while specialized enterprise O8M personnel have inadequate
experience lo effectively respond to the threal.

Siow Response
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] @
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Manual Operation

s

Feature matching response to viruses is inadequate protection to new attack
methods

In environments where there is constant risk from advanced threat, virus prevention methods ulilizing the more passive
anlivirus database identification and response methods are often penetrated by newer viruses and ransomware. In
addition, the limited capacity of local feature databases often fails to meet basic protection requirements against unknown
and even some Known Viruses.

Signature hased
Enginge is nol working
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High-capacity antivirus feature databases lead to increased host computing
resource cosis

The gradual increase in quantity of antivirus feature datsbases increases the cost of endpoint storage and compuling
rasources. When threal defense monopolizes a significant amout of work hours and employee effort, users are unable to
focus on oplimizationscenarios such as shifting to the cloud.
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Increased Consumption of

Incisased Signalure Numbess w'“"‘"'" e “ Resources

Outdated virus protection is incompatible with new propagation modes and
virus environments

Virus killing based on the file isolation method is outdated, with failure allowing a single-point threat to spread quickly.
New viruses and propagation modes are often able to bypass traditional antivirus products, which are not designed lo
adapt to new threats and environments.

Applization Sereer
Aren

Data Bave Arga

Fallto quaranting, spraad 10 other g12as quickly

Sangfor Endpoint Secure

Sangfar's Endpoint Protection and Response platform (Endpoint Secure) provides the endpoint with a mare detailed
isolation policy, enabling mare accurate search and destoy capabiliies, sustainable detection capabiliies and faster
processing capabilities including prevention, defense, detection and response. Endpoint Secure is constructed lhrough
cloud linkage and coordination, threat information sharing and multi-level response mechanisnys. Advanced (HIEa
response is immediate, with Endpaint Secure providing users with assistance dealing with any endpg st i
by way of its new, light-weight, intelligent and instantanecus endpolnt securily sysiem,
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@ Architecture of Endpoint Secure e

Sanglor Endpoint Sacure =¥

Endpoint Assets M . Thraat Hunting Testfication
Wulnerability & Paich Ransomrhie Malicious File Thtest Position
management Bnite Farce Atiack Vulnerability File Cuarantive
Function Hat Patching Backdoor Web Shell Host Isolation
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Risk Scenario;
Internal endpoints are widely deployed across multiple offiee networks. Attacks from unknown malware or ransomware

significantly affect business critical applications, compromising the security of core organization data, Risk increases due lo:

system to numerous atltack surfaces.




Endpoint Secure Application Effects:

1. An Al core and the supplementation of the reputation dalabase, gene and behavior analysis functions provides a 100%
\hreat defense system capable of Inmediate and comprehensive deteclion and prevention,

2. Multi-dimensional innovative micro-segmentation technology and intelligent coordination of cloud-pipe-device functions
provide immediate identification and response and comprehensive threat neulralization.

o Device Linkage o

Thramtistatigence Bty Ansryticn

©
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Risk Scenario:

While most internal infrastructure utilizes firewall, intrusion prevention and other various border gateway devices, many
gateway devices perform their own independent funclions, preventing cohesive and effective security defense.

|. Gateway devices acting independently lo prevent malicious atlack means that once the boundary is breached, the
malicious altacker propagates rapidly and can't be contralled.

2. Even if the external threat is known, effective shared linkage with the endpaint cannot be formed and endpoint control
cannot be achieved.

Application Effects:

1. Endpoint Secure can be coordinated and linked with Sangfor Neural-X, NGAF, IAG and Cyber Command to form a defense
structure covering the cloud, boundary and endpoint, sharing the internal and extemal threal informalion in real time.

2. The Endpoint Secure intelligent linkage mechanism shares external threat information in a timely manner, allowing
automatic response.




Advantages and Characteristics

¢ New Artificial Intelligent Antivirus Engine e

Unlike traditional antivirus engines, Engine Zera has adopted artificial
intelligence (Al) featureless technplogy, enabling effective identification

Bangfo
of unknown viruses and variants, including those unlisted in the antivirus Eagine Zaro
database. Sanglor Anti-Malware Engine
Official performance lesling conducted by AV-TEST awarded Sangfor Artificial Intelligence Based Non-Signaturs Engine

Endpoint Secure a pedect 6 for Protection, Performance, and Usability,
earning it the AV-TEST "TOP PRODUCT" award.

Detect Unknown Matware Accurately

Complete Antivirus Protection for Business PCs:

Protection Scote

Figure 1. Sangfor Endpoint Secure Protect test results for Protection

Antivirus Solution for Business Efficiency:

e B oy (R
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Figure 2. Sangfor Endpoint Secure Protact les! results for Pegfo,
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o High Compatibility e

Continuously protect the End of Support (EOS) OS system and provide hot patching function o protect None-Restart server.
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o Multi-dimensional Linkage e
Cyber Command
HOR Flatform
Endpoint Security coordinated with

NGAF, IAG and Cyber Command to
provide faster response and more

< integrated chain of evidence.
Neural-X
[elaud YT

Endpoint

o Security

e Advanced threat analysis & respond with MITRE ATT&CK® e
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'@ Edition and Features

Pravention

Feature/Module

Vulnerability Scan

Essential Edition Hitimate Edition

G
<]

Remediation

Security Compliance Check

Assel Inventory

Assel Discovery

< ER<BE<AR

Micro-Segmentation o

dloId 0| @
3

Hot Patching

TOTP Authentication

Q

Endpoint Behavior Data & Log Collection

Prevention

Raaltime File Monitating

Ransomware Honeypot

Ranscmware Protection

Ransoimware Defense

[ HR< AR AR

Fileless Atlack Protection

End-of-Support Windows System Protection

<

RDP Secondary Authentication (Anti-Ransomware)

Trusted Processes (Anti-Ransomware)

Key Directory Protection (Anti-Ransomware)

Detaction

Malicious File Detection

APT Detection

o

Brute-Force Atiack Pratection

Q

Coordinated Malware Rasponse with XDDOR

WebShall Detection

Response

File Quarantine

Endpoint Isolation

File Remediation

Virus Mitigation

e Q0 0

Extended Detection, Defense and Response (XDDR)

Threat Invesligation

Malntenance

Seripl Fite Upload

(<]

USB Centrol

Unauthorized Outbound Access Detection

Remote Support

OFGOGQG00800033000900000303

Uliimate Edition is recommended for device linkage scenario and advanced protection.
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SANGFOR ENDPOINT SECURE

INTERNATIONAL OFFICES

SANGFOR SINGAPORE
8 Burn Road # 04-09, Trivex,
Singapore (369877)
Tel (+B5) 6276-9133

SANGFOR HONG KONG {CHINA]

Unit 1612-16, 16/F, Tha Melropolls Tawer, 10 Melropolis
Dvive, Hung Hom, Kowloon, Hang Kang

Tk (+852) 3845-5410

SANGFOR INDONESIA

B Place 3rd Floor, I Setiabudi No.7, Jakarla Selatan
12910, Indonasia

Tel: {+G2) 21-2966-9283

SANGFOR MALAYSIA

No.45-10 The Boulevard Offices, Mid Valley City, Lingkaran
Syed Putra, 59200 Kusla Lumpur, Malaysia

Tel: (+60) 3-2702-3644

SANGFOR THAILAND

141 Majer Tower Thoaglor {Thonglar10) Floor 11 Sukhumvit
Road, Kholngtan Nueas Wallana BKEK, Thaitand 10110

Tel, (+66) 02-002-0118

SANGFOR PHILIPPINES

7A, OFL Building, 100 Don Cailos Palanca, Legazpi, Makali,
122 Metro. Manila, Philippines.

Tel: (+63) 0916-267.7322

SANGFOR VIETNAM

Ath Floor, M Building, Street C, Phu My Hung,
Tan Phu Ward, Digtrict 7, HCMC, Vietnam
Tel (+84) 287-1005018

SANGFOR SOUTH KOREA

Floot 17, Room 1703, Yuwen bidg. 116, Seosomun-mo,
Jung-gu, Seoul, Republic of Korea

Tel: (+82) 2-6261-0999

SANGFOR EMEA
D-81 (D-Wing}, Dubal Silicon Dasis HQ Bullding, Dubal, UAE.
Tel: (+871) 52855-2520

SANGFOR PAKISTAN
4, Navy Housing Scheme, ZamZamma, Kerachi, Pakistan
Tel: {+02) 333-3365967

SANGFOR ITALY
Floar & Via Marsala, 368, 21013 Gallarate VA, Nalla
Tl (+38) 0331-648773

BANGFOR TURKEY

Turgul Ozal Strest, Zentra |stanbul, Firsl Floor, Office.
20 Gekmiekdy / Istanbul, Postal Code: 34788
Tel(+80) 546- 1615678

AVAILABLE SOLUTIONS

IAG ~ Internnt Access Galeway
Secure Liser Intemel Access Behaviour

NGAF - Next Generation Firewall
Smarter Al-Powered Perimeter Defence

Enipoint Secure - Endpoint Security
The Future of Endpoint Security

Cybsr Command - Network Detection and Response
Smar Efficient Detection and Response

TIARA - Threat ldentification, Analysis and Risk Assessment
Smart Threat Analysis and Assessment

IR - Incldent Response
Sangfor Incident Response - One Call Away

Cyber Guardian - Managed Threat Detection & Response Sarvice
Faster Response Through HumantAl Collaboration

HEl - Hyper-Convergad Infrastructure
Fully Converge Yeour Data Center

MCS - Managed Cloud Services
Your Exclusive Digital Infrastructure

VOl - aDesk Virtual Desktop Infrastructure
The Ultimate User Experience thal Beatsa PC

Actess - Secure Access Sarvice Edge
Simple Security for Branches & Remote Users

EDS - Enterprise Distributed Storage
The Only Secured Data Slorage You Need

BO-WAN
Boost Your Branch with Sanglor

% SANGFOR

btz fiwitter conVSANGFOR

hitps:ivewoe dacebook. com/Sangfor

hitgys: fwvew instagram t:c:m.f.‘;angfo:'iechﬁologiesl

® hitos: (e linkedin comicompanyisangior-technplogies

ntips:/www youtulie comiuser/SangforTechnolugies

waw. sanglion com

Copyright € 2022 Sangfar Technolagies. All Rights Reserved.
Sanglor_BR_P_Endpoinl e-Brochure 20221122
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safetica ONE

Enterprise DLP and insider
threat protection

Protects your data and supports operational efficiency
by preventing human error and malicious acts.

@ All-in-one data loss prevention & insider threat protection
® The easiest to implement & integrate enterprise DLP

@ Advanced workspace control & behavior analysis

@ Very low hardware requirements for servers and devicgs D |
ACCESS CO LTD.
15K 1718 UBALIA 9175

Version: 2022-05-06 ACCESS CO. WD WWW. safetic /
USHY Y310 LBAITR W@
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safetica ONE

Protecting your
data while supporting |
operational efficiency .

Safetica ONE is an all-in-one data security solution
designed for scalability and needs of SMBs and
enterprises. Get your valuable data under control with
great time to value. Go beyond data loss prevention
with holistic behavior analysis to detect insider
threats and respond even before they turn into
incidents. Leverage insights into company workspace,
digital assets, and operations to optimize costs.

People and data are the fuel for modern  The average cost of a data breach is

companies. When sensitive $4.24 million.*

data is lost or stolen, a company's

reputation, competitive 60% of small companies go out of
advantage, and profitability all suffer. business within 6 months of a major

data breach,**

22021 Cost of Date Breach Report, Penamoen Instilute; ** Mational Cyber Security Allanse, Dcloter 2012

Every organization can secure its data

[nternal security has never been easier. We help you protect your data, guide your people, and
support business compliance, Safetica ONE prevents data breaches and makes data protection
regulations easy to comply with by securing your business from human error or malicious behavior.

Easy to implement & Advanced workspace Very low hardware

integrate enterprise DLP  control & behavior analysis  requirements

According to SoftwareReviews  Gain control over the hardware Safetica ONE backend can be

2021 DLP Data Quadrant and software to optimize costs. deployed to available servers

Report, Safetica ONE excels With an extra module, you can without-buying additional

and leads in ease of also get detailed information | ica,C iéhhas a

it il

implementation and seamless about risky user behavior an ' Lon hﬁﬁ@?

full-stack integration, workspace changes, B [5arfory v @ .
B Ea .LTD

| ACCESS C la ugpirs 4 j
\:}‘E::;:ius:;ctafuclurll;hr: reserved, 2022 Umﬂ ﬂtﬁﬂ wf‘).ﬁl‘ﬂﬁ QI}QT ﬁﬁj"/
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safetica ONE

Key use case scenarios

Data classification & data-flow audit

Safetica ONE helps you to discover and classify
a company's valuable data based on content
inspection, context, and file properties. It audits
all sensitive data activities no matter where the
data is stored or moved, so you can report and
investigate where there's a risk of leakage or

theft. These findings are key for data protection.

Intellectual property and sensitive
data protection

With Safetica ONE, you can protect sensitive
business- or customer-related data, source
codes, or blueprints from accidental or
intentional leakage. Netifications about how to
treat sensitive data can help raise awareness
around data security and educate employees.

Safetica ONE protects
your

» personal data

+ strategic company
documents

- customer databases

« payment-related data,
such as credit card
numbers

&

« intellectual-property —
industrial designs, trade
secrets, and know-how

contracts

www saleticacom
™ @ Copyright Allrights resarved, 2022

Safetica ONE
Discovery

Insider threat detection and response

Anyone can make a mistake which could put

your business at risk, With Safetica ONE, you
can analyze insider risks, detect threats, and
mitigate them swiftly. Get your hybrid digital

workspace under control, discover unwanted
software and hardware, analyze behavior to

detect and audit high-risk employees.

Regulatory compliance violation
detection and mitigation

Safetica ONE helps you to detect, prevent, and
mitigate regulatory violations. Its audit
capabilities supports incident investigation to
comply with regulations and data protection
standards like GDPR, HIPAA, SOX, PCI-DSS,
GLBA, ISO/IEC 27001, or CCPA.

Safetica ONE
Protection

Safetica ONE
Enterprise

Products

' 'n]m 2 Il.ﬂﬂl'ﬂw /
Usn }1?1:«’3 " m! ; 9_/
Y5 >

GHHIgNAIDY



safetica ONE

Reference Architecture

Hrd party 34 N' ty
Integrations " {7 classification
1

x4+ DR

Safetica Management Console & Sorvit Company devises with Safetina

The physical or virtual server runs a All actions are recorded, and securily Sensitive data is protected thraughaout
database with endpoint activity and policies are applied on desktops, all channels.

security records. The Safetica laptaps, and other remote or even

Management Console enables admins offline devices with a Safetica Client.

to manage security policles and display
the collected information,

Data channels covered

Safetica keeps data protected across a multitude of channels and platforms, ensuring your data is
secure wherever it resides or flows.

7 i
File sharing and soclal media 1 3 Email 1 3 Interpet 1 3
f we W O | &2 ® ©
Send WeTransfer  Twitter Facebook Webmail | POP3 /| HTTP FTP pap

\ Awie IMAP | SMTP HTTPS FTPS Y

Removable
storage 1 9

=

USB | Memory cards

15,/

oneDrive | Dropbox

Goagle Drive External drives |
\  Box | SharePaint / Optical discs
Microsoft 365 Media 18

il

Exchange Online

y  Sharefaint Onfine

CD, DVD,  Printers
L Bli-ray g )

=
Instant messaging 1 3 Connections
T3 S
“ar
Teams Skype Slack

ACCESS CO,LTD.

E“’S:ﬁ;:;;ﬁhﬁ"rﬁh‘s tasdrued, 2022 ﬂ?gﬂ ﬂnﬁ’f) HarLd ﬁﬂﬁw /j\ ¥
& &
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safetica ONE

Discovery Key
Benefits

Safetica ONE Discovery audits and classifies all
data flows in your organization. It identifies
sensitive information and security risks using
content inspection with optical character
recognition (OCR)«Get a quick overview of what
is happening in your workspace in real time.
Better understand all internal activities,
processeas and data risks to enhance your data
security and internal efficiency.

© 9

Getinsight into data security incidents Audit and classify your sensitive data Get [nstant notifications and actionable
and regulatory compliance violations ta flows In any channel or activity to find management reports with easy-to-read
be able to respond and mitigate their out where your data is at risk of loss or risk level evaluation and Incldent
impacts theft averview

| T o

AN O £Q

Shadow IT discovery of unwanted or Fasy~to-deploy solution with ane-click Objectively analyre user activities in
unnecessary software, cloud services, integration with Microsoft 365 respects  your enviromment and determine if
or hardware and peripherals established processes and provides company eguipment and network are

first reports within days

Key highlights

|dentify how company data is used and where it
Is stored and sent, no matter where it resides or
flows.

Windows and macOS support

One-click integration with Microsoft 365

File content inspection and classification

G @ @ ¢

Easy to upgrade to the full-featured data
security platform

@ Runs on bare metal or virtualized on-prem,
hosted, VM hosted in cloud

ww salelica com
© Capyright All rights reserved, 2022

s tieep insights inlo all reaorgs
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safetica ONE

Protection Key
Benefits

Safetica ONE Protection identifies risks,
educates your employees, and prevents human
errors and malicious acts to protect your data.
Combination of data analytics, data
classification, and data loss prevention (DLP)
with insider threat protection creates a secure
environment and supports efficient business

operations.
[ 1] ]

«Q .
Have full control ovsr Get regular secuity reports Use Safetica Zounes for Craate Shadow Copy of

‘ and real-time incident simplified high-level data leaking data to keep forensic

notifications security evidence for further

behavior enalysis & content investigation
inspection
Set clear policies for all users and data channels Empower employees to work with sensitive data
Sel up security policies for specific groups or individuals. Display educational notifications to employees when there's a
Selact the desired workflow with configurable actions from risk of policy violation to let them know or decide, Enforce
silent auditing, through user notifications to strict blocking. specific processes to protect the most valuable data.
Detect potential threats and analyze internal risks Get all devices under contral, online and offline
Respond to threats even before a major incident happens Restrict the use of portable peripherals ar unauthorized
thanks to =arly discovery of behavior anomalies and data media, Control corporate mobile devices and keep track of

flow risks in your organization. Safetica ONE uses advanced data that leaves Microsoft 365, Safetica ramains fully active
content classification and OCR for sensitive data detection in regardless of network connection. All collected records are
image files and scanned POF documents. '] O synchronized when connaction is restored.

Key highlights

Based on content inspection, internal risk
analysis, and clear policies set up for all data
channels, Safelica ONE Protection can
recognize when somebody makes a mistake or
takes chances with your sensitive data.
Depending on which mode Safetica ONE Is
operating in, it can either block the risky activity,
notify the admin, or remind the employee about
the organization's security guidelines,

ey, salatica com Ii :;l‘; H.L{v 5 il' A% :[-:'i 5.; d
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safetica ONE

Enterprise Key
Benefits

Safetica ONE Enterprise extends data loss
prevention and insider threat protection by
additional workflow control, automation, and
seamless integration with 3rd party network
security solutions, SIEMs, and data analytics
tools. Built your enterprise IT security stack with
ease,

v

Automated third-paity Policies for workllow contial
integration and features for on company endpoints
advanced use cases.

Seamless integrations

Automation of security policies and integration with
your IT stack help you protect your assets even in
complex environments.,

Native integration with Microsofi 365 or Fortinet
network appliances provides extended control over
unknown devices and creates a robust endpoint-to-
network security solution.

All audited incidents and logs can be automatically
sent to SIEM solutions e.q., Splunk, [BM ORadar,
LoaRhythm, or ArcSiaht for further investigation.
REST API provides collected data to tools like Fows
gl ar Tableau for advanced analysis.

Key highlights

@  Windows and macOS support
One-click integration with Microsoft 365
Fortinet network appliances integration

Immediate notifications delivered to your inbox

&
@
© APlintegration with Power Bl or Tableau
@
@

File content inspection with pre-defined

= ©

support for Active Directory  Custom branding of user
in multi=domain

security natifications on
environments endpoints

Powerful workflow control

set of control features enables you to define how
users are allowed to work, regardiess of the data
involved.

With workflow control, you can enforce a specific
secure process and biock all other ways of
perfarming an action. 1 3

Workflow control includes application DLF policiegAo
manage behavior of various types of applications like
CRM or IM and DLP policy rules with custom

configurations applied to different networks, local
paths/m‘ exclusive access for privileged users.

15

@k

Data Analytics Tool

templates SIEM . 2 N s
AdDag t -
@ Content classification based on various : EDJU@ ,!.
.". ' '-' -~ - u,.
approaches § e L ila URALLR 9777
| o
o A{"(‘ ESS (‘O L ] D
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safetica ONE

UEBA Module
Key Benefits

Knowledge is the first and most important step
in understanding your company's workflow,
employees’ work habits and productivity. Enrich
any Safetica ONE product with User and Entity
Behavior Analytics module to see user activities
in detail and uncover their behavior anomalies.
Ensure smooth business operations, even when

e i—

working remotely.

E'/'I O,
Q} v “Q
Recognize undesirable user activities Get deeper insights in email Track changes in user behavior
with work activity audit and automated communication with overview and visualization of
|abeling and categorization of apps with records of all incoming and trends and changes in user behavior in
used and websites visited by specific outgoing emails with respect to your network over time
users employee's privacy
[it] H 3
Audit resource usage Get comprehensive reports and real- Audit job searches
to get precise overview whether time alerts to identify job portals visited by
purchased hardware and software about individual user activities, even specific users, whe might pose a future
licenses are distributed and used when working remote, such as via dala security risk
efficiently remote deskiop ete.

Identification of anomalies root causes

Dig deeper and pinpoint troublesome elements in your environment to address security or business
efficiency concerns. Objectively analyze work-related activities of individual employees with
detailed information. Find out if anyone visits dangerous websites or uses undesirable applications.

Work transparency even on remote

Let top management and department leaders
see how thelr individual reports work. Stay on
top of things even when your employees work
from home or on the go. Prevent security risks
and manage employee's efficiency by identifying
idle workers, job search , and suspicious
behavior patterns.

wwrwe yfeticacom

) s
© Copyright All rights reserved, 2022 ?’,! }é é{? .% ‘H ff;i ]}m “ \%




safetica ONE

Detailed Features List |

Compatible with Safetica ONE  Safetica ONE Sa,g"‘;:i'fa
Windows, macOS, Micresoft 365, Androld, 105 Discavery Protection E:w{erp;ire
{5 Security Audit v v v/
Data-flow security audit
15 sacurlty audit of data-flofy in all channels, including 7 » \/
external devices, web upload, emall, instant messaging,

print, and cloud drivis,

Office 365 file and emaif audit
Audit f fite operations and outgoing email communication v 4 v
in Office 365,

Regulatory compliance audit <~
6 Discover violations of most common regulations, such as ' v v
PCI-DSS, GDPR, o HIPAA In all reglonal variatians,

Workspace security audit

Audit usage of company devices, applications, nelworks, v,. i P
and print. Discover unused or misused resources to

maintain workspace, ensure retention, and reduce costs,

Content inspection
Classify sensitive files and emalls by powerful content

inspection with predefined templates or custom rules and v v v
dictionaries.

Detection of suspicious activities
8 React fast thanks to real-time detection of suspicious DY 4 4 (e
activilies and immediate email alerts: —

Endpoint Data Protection b v/ v/

Email and network protection
Data protection for email, web upload, instant messaging, * ' v
and network shares.

Devices and print protection

Manage data-flow to external devices and protect o ‘/
sensitive data against forbidden printing on local, network, x

or virtual printers.

Remote work protection
Avoid data leaks on remaote epdpoints or remote desktop

cennections. Support a wide range of remote access X v 04
solutions.
Advanced data classification
9 Use advanced techhiologies to detect and label sensit
data based on origin, workflow context, ot file type Aake ¥ v v

advantage of metadata detection to use 3rd party
classifications. Allow users to classify mes'thamalvew 1

Different remediation policies
React flexibly to detected incidents to empower and

educate your employees, Incidents can be logged, X ad L
271 blocked, or justified/blocked with override,

Incident Shadow Copy,
2 1 Keep forensic evidence for incidents by creating shadow %

coples of leaking data. Shadow copies are fully encrypted

and can be kept on local computers with a retention policy,

‘ g . _
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safetica ONE

Detailed Features List i

‘Compatible with Safetica ONE ' SafeticaONE | —arenca

QONE
Enterprise

Windows, macOS5, Microsoft 365, Android, 0§ Discovery Protection

Endpoint Data Protection P4 N v

Warkspace control

Define your secured waorkspaca and reduce perimeler by % <ot it
application and website cantrol, Avoid undesirabile behavior in your

company and reduce the cost of securily management.

Safetica Zones
Easy management of safe data perimeter with unique Safetica

Zones, which significantly reduce the number of data protection x v v
policies.

BitLocker encryptioh managemaent

Centralized management of focal drives and external devices with M v s
BitLocker encryption.

Cloud Data Protection ¢ v v

Endpoint cloud syns protaetion
12  Data protection for cloud drives on endpoints, e.g., Onelirive, % v W
Google Drive, Dropboy, Box, ete, P

1 4 Endpoint Microsoft 365 protection .
Data protection for Microsoft 3685 anl SharePoint from endpoints. % i v
Prevent sharing or uploading dala you want Lo keep away lrom the
cloud.

Azure Information Protection
Detection of data classifications from Microsoft Azure Information b4 i o i
Protection, even in encrypted farm.

1 4 Exchange Online Protection /

Unify emall policies across endpoints and cloud email. Manage and b4 v v
filter outgaing data from endpoints and Exchange Online.

Enterprise Features by * v
Nuotifications branding

End-user notification custom branding {logel. X x v
Workflow control

Application policies and expert policy settings for aligning andpoint ™ b v
workflow with company processes,

Multi-domain support

Multiple domain enterprise suppart for Active Directory. X b v
Security Automation X X

SIEM integration

Autemated reporting of incidents to SIEM sclutlons (Splunk, 4 X v

QRadar, LogRhythm, ArcSight, ele.).

FortiGate Integration
Automated security integration with FortiGate network appliances - 4 » v
1o create a robust andpoint-lo-network security solution,

Reporting AP|
APl for reporting Safetica data to analytics and visualization 5
services,
L~
o
wﬁWm
A e >
: iy 5 weneg e (7
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safetica ONE

Tech

Server

2.4 GHz quad-core processor
8 GB RAM and more
100 GB of available disk space

A shared or dedicated server, support of
virtual machines and cloud hosting

Requires connection to server with MS SQL
2012 and higher or Azure SQL

MS Windows Server 2012 and higher (64-bit)

Database

MS SQL Server 2012 and higher, or MS SQL
Express 2016 and higher, or Azure SQL.

MS SQL Express is part of a universal
installer and recommended for up to 200
protected endpoints.

200 GB of available disk space (optimally
500 GB or more, depending on the range of
collected data).

A shared or dedicated server, support of
virtual machines and cloud hosting. It can
be hosted with Safetica server together,

3 Windows Client /

L4

2.4 GHz dual-core processor, 2 GB RAM and
more

10 GB of available disk space

MS Windows 7, 8.1, 10, 11 (32-hit [x86] or 64~
bit [x64])

MSI installation package
MNET 4.7.2 and higher

wenk salelica com
& Copyright All rights reserved, 2022

-

ecs and Requirements

3 macOS Client

2.4 GHz quad-core processor, 2 GB RAM and
more

10 GB of available disk space

macQS 10.10 and higher {for full DLP feature
set recommend 10.15 and higher).

4 Supported Cloud Providers

Microsoft Azure, Microsoft 365 >/

Selected Certifications & Partnerships

ISO 9001 & ISOIEC 27001

Member of Cybersecurity Tech Accord
Microsoft Gold Partner

Member of ESET Technology Alliance
Member of the Fortinet Technology Alliance

Netwrix Technology Partner

-

B 7 ) PACCESS CO.,LTD.
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500,000 WhO

protected devices

ot WE are

countries Safetica is a Czech software company that
provides Data Loss Prevention and Insider
<4  Threat Protection solutions to organizations of
90 all shapes and sizes. Here at Safetica, we
security evangelists believe everyone deserves to know that their
data is safe.

Technology alliances

m&%EADY_ =-j Microsoft netwrlx

Awards & achievements

_ FORRESTER i P fieias
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A Trensopooy MAakkpr REsEARCH Fiey

Excellent ﬂ,fm. y
Data Protection @safetica
Made Easy

Try Safetica demo now!
www.safetica.com/demo
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safetica

Date: 27" Seplarmiur 2023
Subject: Letter of Authorization

Reference: lANAMSLIENAATATARAE B s raamara dnntoiiod (o-bidding) il 1012566

UszmemadarsuamaseuiadvnsifognanmuUnrailaema 1 sz

pnatlsznn duinnuan R giauesdnn ki A9 20 UL 2566

To whom it may concem,
We, Safelica Software LTD, who are established and manufacturer of Safellca Software Producis

having address a1 s.r.o.Laubova 1729/8 130 00 Prague 3 Czech Republic (Safetica Software)

Wa, hereby authorize and technical support to TRIO AGCESS CO., LTD. for short [hereinafter called
["the: Bidder/ Supplier/ Contractor'] having address 140 Soi Ramkhamhaeng 52 (sahakorn 2) Ramkhamhaeng

road. Huamak Bangkapi Bangkok 10240 lo submit a bid, and subsequently negotiate and sign the Contract for

| wann e tadaeiiliniamaadnsoiing (e-bidding) i 19/2566 TnsamsdnieicuLnmAasy
e o J =

wsiinsiioanamgUnrafilaremn 1 s §edun 20 Muaaoy 2586

We would like to canfirm that our product for the above goods manufactured by us. "The product

offered is aenuing, new and never been used and in a condition that works well.”
And Safetica hereby cerlifies the following technical spegifications

1, gwmodhdune (Menttor), fnfidin (Record), adfu (Protect) Fruanlaansivdoyabulyiues

fouudineinaneniowefIf 19 1

5 S a . y
2 eafunisiwsannaseraenenfinmafld lddaandy 200 wWias uessasiunisiene lWliewinn e 2 /

: T o -
3 annsoivndnsssdiiudens it s ot iald ww Network Paths, Local Paths, OneDiive

Parsonal, OneDiive Business, Google Drive dufu 19 15 e

J Ll e ,J - A} -4
4, ssuuihhusnsasfissan sy Data Loss Pravention 1 aae. Isuagluagii Ifaesil

UszBvEnw 92 22

o o . B
T:uummuﬁﬁmtﬂuﬁﬁmﬂqnﬁmmungamﬂ wazimesin lrsdunsldanwes@niuiidurzuzng,

[3,]

Wifaundr 11 Tnathoneniteniydeiues Sufassgelanndsianunniduswdo fuside

sraveddaosiniiueTlu i i wam 98 zz/




safetica

We hereby extend our full guarantae and warranty of our service contract, and this is
for the goods offered for the supply by the abovse firm in this tender. Said warranty
shall cover warranty on parts and labor from the Date of Procurement Service and

End-User's Acceptance as long as end user has valid support and license for Safelica

Software’ product throughout the entire coverage period.

{(Richard Brulik — CEQ)

DocuSigned by:

[—ﬁdm*i Brulil

e EERRLVE SRR TALD

27" September 2023

Safetica Software LTD




safetica

Dale: 27" Seplember 2023

Subject: Letter of Authorization

Reference: n@slizmanaiediuiissnanmsdnmeaiind (e-bidding) @ 1972566
Ussnaamaiarsunamaseiasmsiifanaqunsoflanmma 1 s
Alszme dninenaen nimunnasiaregiauasden uiaf AT 20 futnen 2566

To whom It may concem,

We, Safatica a.s., wha are established manutaciurer of Safelica Software Products having address at
Laubava 172976 130 00 Prague 3 Czech Republic (Safetica Software) hereby authorize TRIO ACCESS CO.,
LTD. for shart [hereinafter called [“the Bidder/ Supplier/ Contractor'] having address 140 Sci Ramkhamhaeng
52 (sahakomn 2) Ramkhamhaeng road. Huamak Bangkapi Bangkok 10240 to submil a bid, and subsequently
negoliate and sign the Contract for "tﬂﬂﬂ‘t‘iﬂ?:I'l"l@i"1M“I?‘EIﬁﬂuﬁ%ﬂ?ﬁ:mﬂﬂﬁﬁﬁlﬁﬂﬂiﬂﬂﬂﬁ {e-bidding)

i 1972586 TanamsspiarsILnT AL AR siignATgUNnilatEM 1 fxuu RedLA 20 s
2566"
W would like ta confirm that Safetica Seoftware Products are manufactured by us. The praduct offered is

genuing, new and naver been used and in & condition that works weil.

(Richard Brulik — CEQ)

NecuSigned by:

[ Fidard e

=T ERRUTE SRS

27" September 2023

Safetica Software LTD
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Endpoint Secure
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