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o. AusuAsasafefuasaumA T miﬁ'ﬁﬂ,ammmau(confldentlallty) o]
anfasasuitulintesrity) wazanimmieuldau(availability) vesansaune siuvnANTABY
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(Computing System Control Room)
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AuaunaLieensnlulii (Acess Control System) iy m du Tnsdndl o Wunishnss
JLUUAIUANNISIUIR8NERTWIIR (Acess Control System) USHIMIGNAUSADUAINADT
duil o Wunshndsszuuauaumaitoandnlusi@ (Acess Control System) asua
wesaeufinmesusidny wazdwil m unsRadssruumuaunsidieondnlud® (Acess
Control  System) #e4 Facility LilagnUszasAlunisauaunisidieenvosyananieuen
Tngleinalulagseuu Biometric Finger Scan wa¥ Proximity Card

b, melunsufinsindasruundonsasln egausvasdluninihssSaauaunisinwany
funsasndiy f\]'1ﬂﬁﬁlﬂﬁ%’uaumﬂmwﬁgﬂﬂmﬁ’ummLﬁsmaﬁuﬂﬁmﬁ]mmﬂm

o, Festmuadnslitudminilfamsaiavslunnddeiuiieu foawiiiauilasy

UaUMINYUTENBUAIY

oo, 407 “vadoudiaviidneeniiuil’  ieufiRntifinudnduasnih i
UAUNINY

b.alo. fvuagivihfsuiaveunsiuiinnisdn-oon fananalasdavinduenans tuiin
mainoenituil”

¥
=

o.am dalATdmiAviniiinsaeaeutseiinadeeniiuildaussuuimalulad
asaumadulsedn uarlifinsusuugssenisiTavsidresniiuifldaussuy
asaumALarN1Ideas oz o Ase usdhalion
b yARaNBUsNitIAnfoazdesaiiseygnnaitisenluluunesunsd1-eenligndes
uazazfosegifuyanaiindnsdonasntian
o yaraduiilifniiifeadoserdiiud wuisaudvesiuiidesnsaeuianauay

Audnduneufiazeyye

wleuguazunnufiRlunssnwanuduasUaendesnuasaume N wih &



dul o
n1sAruANNsidfssTuuImaluladansaume
(Access Control)

0. NQUsTAIA
iiefmuaunsmsmuasyanailillfoygnainfszuumaluladansaumatagnisdeans
yesnsuuazdostunisyngnituszuuiaieisangyngnanlusunsugadddifialseasdioy
afemudemeundoyavdensviavesssuumaluladansaumauaz nmsdeansivgavzin
wazyhlianinsansivaevinuiigainyanaiiinldnuszuumaluladansaumauaznisdoans
Y04nTY I 1egnses
©. ASEUUMIUANTUNITAIUANNISITNDITEUY
0. anuiiniwesszuumalulaBarsaumna fddydosdinismuaunindreeniisanuuazeyan
Thameyeaafildsuaviuazinusnduinudldmnuldviidu
blo. {akaszuURBIiIuadnsn1sdifleyauwarseuudeyalimangauiunisidnldanuvegld
syuunagmiiinuiuiinveuveadiminflunisuiaaunewdildszvuimalulad
ansaumALarnsAeasTIadinsnUuAYEmMainsedsatauerid gldsrunasdes
lpsuaygmandguassuumuanudndulunsldnu
oo fouasruuvierfild Suseumnowirduiianunsoudludsunuasdndnisdrdedoya
wazsvuutayala
b.<. fauaszuumsinlifinisfindissuutuiinuasinnunisldaussuumaluladansaumaves
AsuLAEATIINTIMIazinnIaenAuTifidessuutoyadidry
o.&. fauaszuudesdaliinisduiinseanBonniadrfessuunsudloasunyasdniengg
waz N1kIutIeanan ufideressruuesiad Aild Sueynauazldldfuena e
Hundngrulunmansraeumnidemiistu
a. N13AUANMSIIIATEUUWALUTABaTAUWA
0. fauaszuudmiilunsasaaeunseysifuazimundnslunisirudigssuuliunglely
nsvesugnirssuunuiasdosimaiiduenansifiovednslunindrgssuuuazimun
TignsasuueyiRenaisdinansesdinsdmnulilumdngiu
o, Wvesdoyanas 1weaszuuny  aveyrlvgldnudigssuuameluduiisniusios
iy dudomnmsliEniiiuanusudulunmsldouasiiluganudsdunis
T uAusuandiiidsduntsimunanilunindifessuuau dosimuaniuaii
Sududustuindy
.o, GliuazdedlaueygmanidmihiinuRaveudeyanazszuvnununmudndudenis
Tgnuszuumaluladansaume
& MIuIsIanIsmsidnsvely
<.o. Mmiamndsudmidlndvesnsunstmuelifituneufofediadunisnis dmsuns
amgdsudminilnlfieliianidenlunisldaumuarnusidusuiduneuu i
dmsunsenianansnislden wuillearsenludesinnigly be alumie 1eidsy
Aumianungludesinniegly o u

wleuguazunnufiRlunssnwanuduasUaendesnuasaume N Wi o



<lo. Mmunansnisldszvumaluladansaumafidifny Wy svuvasuiimeslusunsulsegnd

(Application) anumunedidnnsednd (e-mail) szuvdumesiin Wudu lnadedliandianiy

msuFtRelumiiiuasdesldfumnniiureunngquassuvuiuaednualdnus 289

Fosmumuanisinanogisasiae

<o Jl¥dosasuusunsvans waznihiiisafumsldeuszvumaluladansaumady
adnualdnuIkarAsUURnueg1aATIaTe
<.<. mw’%mﬁmmiﬁm%iw%;ﬂ%m (User account) wagsaRLvadmtig
<o fauaszuviisuiinveusruuanuiugdossiuainsveadminfilunadidsszuy
walulafansaumaudazssuumaammunansuenauminfiisuiaveudeduuamg
UtRmuditmusliluenans  msudmsinnsmsdhdevesildau”
@.<lo.mMitmuanslasuilasarnssnidnsiaiugeosu jURau “nsudnsdnnians
Wndsvaeylda”
..o nsaimnusndudestidvdfeuiudld mneds fliatavsgsgadesdimsfionsanns
muAuildfffavsfmiuegsinnuiismelaglitatesroludussnounisfiansan
<. @mo. M3ldSUARurauNgguaszu ety Tnsdaued iy
auLlR

@ <mlo. MIAUANMSITIueg1dunauimualvldauanensdidndu
Wity

@ <o MITMUATEIzIAIN ST ULz sE U TE v Weiuszeziian
FaNA17

<< madinauAsusianuegnaasiedn Wy nnadmdmunausndulunig
¥ nielunsdifdanudndudedddnudussozinamnuianlisy
SN o WowTudy

<& msu’%mﬁmmimsL%’]ﬁq%’amammvﬁu%ummé’u

<.&.o. mLLaiuwmaqmwumummawawaumﬁﬂgumiumi%mLﬂwamaua“’;ﬁﬂgwﬂu
nsmuumaiidsteyaudasUszinndunruduiinmadiddeensauaznindiie
rusruunusiimahaedeyausarUssinnduaudu

<&l Lﬁwaﬁauaﬁ]zéfaﬂﬁmsaaumummmmzamaﬂﬁw'ﬁiumilfﬁﬁa%umaqcﬂ%’mu
wad  eghedeslar o A Lwaimuiﬁﬂmwammm wiﬁhmmmmmmmvam

<. &.m. aﬁﬂgumiumﬁmmumiLﬁmmmamaLmawdsvmwuum’maumﬂ'm,smmimammav
nsddssinusruuugquaszuUdssimunsedeildaiu (User account) wazsiia
Ku (Password) tialdlun1smsraaeuiimusivwesdlidoyaluuazduaudures
LHG!

<& NM3sudioyadAyrunIeY1ua1s138eAITATUNISIWTE (Encryption) Fdu
UINTFILANA
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msfigeuiBudusinu (Authentication) Wilensiaaeunmigndies

P address neluvesszuuauasevienigluresnsy Sndudesdinisdesiuiilinuieu
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)
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%39 LWaguLUaIAIs19U9lUTNTNTZUU (System Software) De9gALaU
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o visadsunlasrludnuaAnund sxdesiiiumsudlosustadinseailaeiiud
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@, ANTUINITIANTITNISUUNINUAZATIEDU

o.o. A13A1UALITENITTUNNNITY119IUVITZUUABNNILA DS LT 18 UAZLATOY I8 TUTINAS
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firewall log Judu wevselevflunsldnmvdeunazdeniuduiindingdiliegados
o LADU

oo, MsTimMInTIvaeUTuinnsUftRnuvefldnussaminae
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v
ava v A

AuUaeafgvetsEuUIINAEuaNtae Ly IaUJURMa

c.0. MIgszuuszerlng (Remote access) d5zUuLAIaBUINTH HIAIUANYARATIIZIING
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o, 33nslaginuiaunsadifedeyaniossuutoyasnszeglnadosldfunisoysiaain
wnthnguinalulagaisauma n3ede1u8n13 UALKHUIY NaULAEEN1TAIUANDENY
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.. N13vINsianslunisidgdseuvainsselnaglddosuanmangiussymnpanianIy
Pudulunmsaliunuivesdnsegaiismeuazfoslasueusifangiisnunvsegiadunians
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o/

e. 09U

d9Uf o
a o/ Y = 17
nsuTMsIan1snisidnsvasdldeu
(User Access Management)

2R
e musdumnasnisnisdifessuumaluladansaumeveldanu Jliyanailuiivinng

WNentadtunsvinudnisssuumalulagansaumeasisaisniglulaglilasuaygin s1ums
ieanslunsldnussuumalulagansauma ieliaunsansiaaeuinnuigatiiyanaiiid
IFnussuuwaluladansaunewazn1sdeansveInsy

o, n1samzileugldey (User Registration)

©.6.
v.lo.
©.en.
..

o.&.

..

Javiuuunesunsameleugldan dwiussuumaluladansaumevainsy
AauaTEUURRInTIvEe TR Y Ingrmzinliiinsametoudldenuunneu

o

LATEUUABINTIE@DULAL IAANS U5 DML aUR MU AAINUSURATD U

eXp e &
e D e

uaszuUdesimusliinsuanenassedsiiuanaduaednuainusliundldnuile
wanafsdnsuaznihiianuiuRavevvesgléeulunsdifessvuimaluladansaumne
sutatmualilfnuhmaasumluenansdindmdanilévanudlaud
douaszuudesimusliiinnsnenneudninmsdhfssvumealuladansaumelaeiiuiiilo
fldaudurhmsaneenviodeusumiany

nsamedoudldon fauaszuufeninsnmaaeuvienumudadfldnuimun e
Jestunsidnfsszuumaluladansaumelnglildsueugy s

@, NFUINTIANTANS VR LTI (User Management)

m.G.

..
en.en.
n.&.
on.&.

Aauaszuusastmunanimsldssuumaluladansaume lnslvandianiznisugifauly
winiluazfesfomumuaniinanegaiiaue
Hanaszuudesiuunseiuanslum S simnsaudmsussuumnaluladasaume
LATEUUABILUNINEANSAITEALARAAT o ULLEUIEAIUANNITINRS
waszuusBsdnfiunsueuieansliwaglden
nsdifimmdndudedidvsfievivgldauiianigean nednmsimunszeznainsld
Nuwazsziunsldauiuiidletusyosnandinanuietuandunus uasiinssmunans
fauiilgsurndidslaaeszaulaladia wazseanmualisagldausiisinsiagldau
RIGIRE

€  MIUIMIIANssaRudmIulldeu (User Password Management)

&.0.

.

&.o.

&.a.

HauaszuudesimualvigldauasunuiiodesiunsiUamedeyasian1uveiny wgu
asunluenansienansdnsuwasntnaiusuinvovvesgbdaulunisidnfessuy
walulagasaumaAvaInsy

AuasEuUfBIvuatuneul URd miunsawsadsusiaruniiauduasasnsdy

epe e2p

auaszuudadlvigldnuudsusiaiulagiuil Mendwinilasuiariutingn wazals
dl LY 1 dld ! yﬂl

Wagusiaiuniiauendenisalaegau

ARkasEUUARIimuasiai1utIns 1l Inednuasiadulniianueindenisianlaegou

LAZAITANNAUATHANIUNLANAN U
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<& Hawaszuudesdndssiadiulidldan lnendnideanislddudiludomiclunisds
wazAsivUAlE ldnuneunduNARINTILATUTHAR UL

& nsnunudnsnisidinevasdldeu (Review Of User Access Rights)
Co. HALATZUUANTUNITNUMIUANSNISIND0IITUY o Ase / U 1Wusgaties

Y
vl v YV

Y
&b, AauaszuununIUdnSamTudndansluseduge wu anslusedudquaszuu sigaunn

eXp @

wnn g ldaumly
¥ a a a o Yy A A A = |
& {AKATEUUNUMIUANTAINTOUTEEEIAAvualY v3awlalnisiudsuwtadlag 1y
NSLERUAIRYILY ARFLMUY 18MUI8U YT0FUAANITINNNY
¢e. Hauaszuudasimualiinsduiinnsidsuulase Undnldanuniansluseduas iveld

Tunsnumulunievas

—————————————————————————————————————————————————————
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douil @
nsfmuantiiiauiuRaveuveldau
(User Responsibilities)
0. WNQUILAIA

Wleruasuazimuangns MsutRnuvesldanlnduldmumihiflésuseunned
Rendosfutoyaasauna uaztaduldfugildauszuumaluladansaumeavoinsy iiletosiu
nshsdeyalasynnadunazlamedoyamsaunalagliildueyan

o, M3ldausiianiu (Password Use)
fldnussvumaluladarsaumamsuiimudormuslunsldonstai fi
b.o. Hinumsisiahuiiondonanilaogbu
b, flFUliUamgsiarkuemuLes
oo flinumsiafusimihuliluanuiidaiuasads
b fldnumsdsusiarilaerufiilensuisimiuvesmusnagniliamevieaisilaegdu
o flinumsimtaiuitanueniiunidusimuely
o, flinumsiisiahuifiadaiiesonsandi
oo, fldnulimsistaiuanddusnglunauyns
©.c. Q’LéﬁmumswﬁﬂLﬁlmﬂﬁé}gﬁﬁamuﬁﬂﬁxﬂaué”mé'ﬂéuizﬁﬁsmﬁu WU el , abcd ¥39NAY
YosnUsEIouTY U ees , aaa Wk

bw. Jldnumsasusiaiunuseuszezaiifinun
o.00. {lirumaiasusiaiulagildsimhufuiinefaug
b.oo. {ALaTTUUAITUABUSHaR U BN TiINnN T lY 1Wu N9 o ey sy

Y 9

e @

Wa uae o e dwmsudldiussuy
©.0b.
©.on. JlEnuldarsimualiinnistuiinsiaiuvseandnsianiuvesmuedly weomnuasain

eXPp e22p &

Jfnumsiasusiaiudansnilasulneiuiiasausniiinisdeasudidssuuny

vosnuaailovhmsgenduluniends
v.oc. fldnulinsldsiainmemuinivipu
o.o¢. flinummanidsinisldsfainiforiudmsussuunusieg Aldau
o. nstesfugunsalluvasiliddldauiigunsal

ao Houaszuussivualidldnuseninssuumaluladasaumalaevuiifioaiodun
Y SEUUNY LASesRauiaweildu viewesedlidnln
ol HlinumsiongunsaindAgydislilaldnurieldssnslilagliliguatingg

]

auaszuuasimualvndnaudesiudsudnldiniesnauiiamesnsessuuinalulad

3
3
eXlp &

ansaumevasmulagldsianulagnieseudnldnunissnouiames
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doull &
nsatuANnsidifaglduinmsssuuiaIatie
(Network Access Control)

(Y s
e. NYUILEIA
Wen1muaN1nsn1savandesiuiliyaranliisiunnaniinneitesliunisugdaniag

WEeaaes uiluudsunuasssuunIeiisnasnsdeasidAgydagiiliiinaudenese

ToyanaTEUUATAUmMATINTULAEINITANUANTEUINNNTAIUANNISIU T uLAT o U e

1 [y 1 A 1 1 1 A 1 Id
AN INNUVDINGULATDUIYRNE) AIUNITHULENLATDV8L U VLAN

nszuIuNIsAIUANNMSIdIfwaslduINITITULIAT Rt

.6 NSUUSNN5ATEUNE

©.6.

b.lo.

©.c.

o.&.

..

wuldaunsgrinnsle 4 erfudeyanidunisdndengnune vsefasssuduws
a15nsauy Wnegldanususesimniinisnseyiinisle 9 fendd deudiednegusnivile
ANUSURAYOUYDINTY

nsu Moy wligldaunseyinisle q Mdinednyueiiion1smvison1suanning
Mlsi1uieIesnauiinesiag 1ATeY18 LU N1TUTENIALIIATIIN N1TFONTBNTS
Jmdieduat n1sinteyaludevis nsfuuinisAuniteyalagAnA1uInag

DA a v oA a a a ] | o = °

nshiusnmislawandumvienisitauinsdumesidauwnyanamluiite wanwils

Alduazdesliavilindeau Ae dldnuazdesliou Weu au Whsuwlamseunly

a9 Tudwniilgvewmulaglilasuougin nsynsn (Hack) g Unadldau (User

Y

I Y

Account) ¥8ddU Mameunstonula 9 AneliAnaandeveidendsunidu

Y

nstdnrwldaninnsenisifeudeanuivinbigdudems feilunisandndvives

AAWNIA fldauasdessuinvounsiiiesneidie nsuy llidiusiusulinveuainy

devngsainan

vuiliglainldaulaedldsuaygin nsungnuseneenuynnidigseuuiiodnu

NTNENLUINENYANIVNG VOINTIYNT

nsu Widadglda (User Account) Wumsianizyaaavintu gldanuazleunsedne
a Ady Yo  wa M v

wanansillunugdulils

[

Uny@ldeu (User  Account)  #insuv Tidugldeutu fldenudeaiuiiuiageu

Y

[

HARe SUD19EAARTU TIudeNads AN AnINUBH LU (User Account)

Y
11U uwseziigadlsimademetuinannsnsgyiwe sy

[
de

.. {ALATEUUNBIAIUANTEUUATEVIE AT N ISk U URasil

a a

b.o.o. HALATEUUNBIATUANTEUULATEYI8ABIYIINTAMUAdnTUARalUN1TId198N RS

]
[

AIUAL T2 ‘U‘ULﬂiﬁ]“UWEJI@SLQWWUUF]@@WUQUGMU’MLﬂEJ’J“UENﬂ'WEJGL‘uLLa fnnsduiin
“ny L‘UEJUN?A&VISL‘?HE]@?WWUVI” LU LQWMUWV]TJQUGN’]H?]@ZJW’JLG]@? (Computer
Operator) Wmihiidauarszuy (System Administrator) s
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bloo. AvElunisiiteentiesinsgneluriesnuguszuuiaiotisveadimifiudazau fos
Igsumseydfnimihnguimealuladuazansaume [uaednualdnuslaedndves
Wwhilustezeutuagfumiifinisu foRnuneviosmuaussuuieiets
oo, fQuaszUUTasaIUAuszuIAIatds Faifiuarsiafioidminiiiueiosdafy
apinile unzduiindoyaasddnidn iletufinsyTAinisdn-oon Wesmuauszuy
e AN R AVLaty
olo.@nsahdminafliiniiiisidossgdianudndudondiesniosniuauszuy
\eevnedesinnsAnfegguaTsUURImUANTEUULASETY Lilali1ResnuALsEUY
Aot nieusszyumanan s eImuANTTULAS aTe
olo.&. fQUaszUUTeInIuAuTzULATeTnY dewitnisudadmiinldiiniiifades
ydanddumaaia Wideguaszuuiesauauszuuiaietieifionsiaaeuniny
ISEUTPULAAINYNADY
oo, fAAsDIINIIBNUMEUBNTLUIMU AR
o..0. ARFBNAMLABNUNMLUBNFBIINSARFDNRLATEUUTBIAUANTEULIAT T Lile
dhiesmuauszuiaTetny wieuisrumananisitesmuaNsTuUAT T
b.onlo. HAKATEUUNDIAIUANTZUULATEYIY ABIYIINITUIINANRBININVNUIBIIUAIEUEBN
yisnddumaaie Wideguaszuuiesauauszuuiaiedieifionsiaaeuniny
ISEUTPEUALAINYNADY
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douil o
n13AUANNSIUNAesTUUUUANS
(Operating System Access Control)
0. QUILAIA
deligldau Idsunsuimihiuasausuiiaveulunsldssuuufoing nuehan
WnlanaensulfiRnueginnssnsn  dussilunistesiuninensuazdeyavesmienuld
ANNEU AgNFRtarinunseuldnusgiale
o, mMstsuadunsunsUfiaiensdnldnuiiduaciasnde
vo. flinumsimunsiainlumsldnuaieseniinmesiuingeu
. Hlinumstianmsldoilusunsunuounting (Screen saven) ifleviin1sdeantiannn
dlelsifimsldon ndsnduidedosmsldougldvinadeddstaniu (Password) iftewdn
a1
o, noumadldszuuufuinisdedld User wag Password yinass
o fldnulinseyaaligduliderdld (Usemame) wagsary (Password) waamilunisidn
T¥uiniesresinosvesmsauimiu
o flinummhmsasiuiinesn (Logout) iuiidlednldnusselsiegiivihaadunauny
a.  N3szyLavduduiInuasglday (User Identification and Authentication)
me  flinudesinsfigadimumnaditeuldszuumalulaBarsauna Wodosiuglaidans
Whldnusruumealuladansaume vinnsseywaziuduiinuvesldanuilym vieid
AaRanann glnundaligauassuurinnisuily
mlo  fliuiifudivestiydlduing (Account) FeadugSuanvoulunasg 9 Suasifinty
sl @ildu3nis (Account) veumdesmeNfiumesuarszuIAietneg iusiaz
figadldmadomeiuinnnnisnssivesiu
mo  HlFuaieaiuinundaddlduing (Account idunuduuasiudameseyanadu
wulau 91Uy ﬁaﬁhmwﬂlﬁ@ﬁu InglailasusygymanngUsdudayn
o Hdnuazaesaetuiingi (Login) aelddnsldusnis (Account) Y0enuiad wagyiinisas
ufinean (Logout) nnads ieduaanislnunienganisliamdaasm
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douil o
nsauunadidslusunsuUssendviseuannalAduLAT AT EUMA
(Application Information Access Control)

0. Inguszasd
iefmuainsnsmuauyanaililieygnadfessvuasaumnavonsy uazdes
funsyngnriuszuuiaietisangyngnanlusunsyamadificUsyasdnazainannudenie
uAdeyaviemshauvesszuumaluladansaumnauaznisdeasivivgavsinuasyinliaiusn
pyaeuinniigaliyanaiilldfiussuumalulafasaumataznisdoasveansy iegns

QnABg

. N1531AN1SIRsEIsAUWA (Information Access Control)
b.o. HAWATEUU (System Administrator) siasrinnuan1sameilouynaInslndvensy Ads
fvualiituneuufoRegradumenindeliianisneg  lunisldauauaiusidy
suTatuneuUiRdmsunsenidnansnsldan Wy nisateen wienisdsusumns
numelunienu Wuduy
oo, {auaszuy (System Administrator) fesimuadvsnsldauszuumaluladansaumed
d1Aty WU sruumeuiawmeslUsunIuUsEynd (Application) anvunedianvsedind (e-mail)
szuunsetngliany (Wireless LAN) ssuuduwesida (ntermet) Wusiu lnesdeslians
rnzmsufoRelumihiuagdedldiunuiiureuangdfutyvuduaednualsnes
uedomunuAvfinanedsaiaue
oo, HAWATEUY (System Administrator) Aa4UINI5IAN1TANTNSITNUTTUULAL STARIUYDS
yaansdedaluil
bae MvuasUAsuLUaasNsENEN AR (Password) Wegldauszuvansen
WIBNUIINAUMUS viTBenEnNTldau

bl dwousiaiiu  (Password)  FaasnlRuglduinisdieisnnsiivasnde
msvaniasssliyaraduvienisdsaamnedidnnseind (e-mai) #lifinng
Uesiulunisdasarinu (Password)

b MvualvgluIn1sneuBudunslasusiiaiig (Password)

wa.c Mruabigldanuliduiinniafusiaiiy (Password) ilussuupeuituneslu
sunuuithilstaatunsidngs

oane fuadelliviomiadldnudodlidiiy

oo lunsdliinnudndudedidviimeiugldouiiansgan {ldnutuasdedds
AuiugeuLaroulRandUsduty Taefinmsimunssesiiainisidauuas
srfunsldnwiuiidlenussoznardanaivioiuanduvus  wazdnisimun
avfauiilasuindidslafeszsulalaths  wazdeadmualisiagidausiiain
eV GEISERIVERGIRT

o< {UATEUL (System Administrator) #esuimsdanismsidifsdeyaniuussandu
prwdy Tunmsmuaunsdifedeyausazssinndueuduianindrddasnsuasnis
dhsshussuunu sufviimsiasdeyaurarussanduanudy daeluil
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oo HosmuaunsdiddoyautasUssndumiuduiimadiiddaeasauaznindds
ARIVEANINGLY

bl fouimuaTeTofld (Username) wagsianinu (Password) titelilunsnsiaaey
fhnuateoalideyaluuiazduniudurosdeya

b Muunszeganmslinuiayssiunsldnuiuiidoiussssnadngn

b MITuddeyadAyHIuTTUUIATaYIgasISNE AITIATUNISIUNSHE (Encryption)
fdusnasguaIna Wy SSL VPN #de XML Encryption 1ugh

b.a.& MmuansUAsusiaRL (Password) usvewliafinmuavesseduauddy
NG

oo MvuamINsinnassiuasasnsevesdeyalunsdiitiuaiesrefinmesoon
ueniufivemiaenu 1wy dusdosneuiumesluasaden msdiseuaraudoya

A < [ a v = 1 I v
mﬂuagsluaauumﬂau Wupu

wleuguazunnufiRlunssnwanuduasUaendesnuasaume N W o



douil <
n13anvinsEuUd1sesaya
0.90qUszaA
\WefmuadeUfiAnisdrsesdoyauazifuszuy lnefitnguszasaiiieligguaszuy
Ao mesiaviAsat gausadliun1sdsesleya  Iaegugnasuazaiunsadrussuulaly
nsdins gy
w.uuUuiRunsdsesdayauassruuaaunIngs
b.0. fQuaszuuneNfinmes desdaliinisdsesuaznnasudoyaidseniuliogsasinane
warlidulumunleviensdrsestoyavednsy
b.lo NM3IAINTUANNTAITeURYA ( Operator logs) Hauas¥UUABNNIMBIABIINTUTIN

'
S =

MuaziBoansdrsesteya 1dud nauduuazduan Jeffdises vilavestoyaivudin
Dusiu

.o N35181UTBRANANA ( Fault logging ) HALATEUUABHNIABIABIWINTIBITUTBRANAIAIN
nsdsestoyaiAntu sauiaisnsldutlade

e Wiguaszuureniamefueumneniniinisdrsestoyauddminfiaudulidises
Tunsalfifpuaszuunenfinnesuas/miefguassuuinetieliaunsau foemld

oe Tunsdfinudgmlunisdrsesdoyasufumgliannsadiiunisedrsanysalldly
afiunsunlalgmuazagunanmsunledavisassisnuseimingumalulagansaume

b.o WiKauaszuunauiinnesuaauLaTeuunsatefivuaviinuazyiuiainsdsestoyaniy
Aizay wionistnundefiliivioys  Tasgunuunisdisesdoyaiiaesuiin Ao
nsd1seslayaLULAN (Full  Backup) wazn1sd1sesdoyauuudinsig (incremental
Backup)

ool NMIsTEveYadAnlunsdrsesteya ( Encrypted backup ) Hauasyuuneuiiinesnes

'
v

Folviinsisiadeyadisesiiandyy Tnonsliinaluladnadhsdaimnzauietosiuiily
Foyadrsoanatugnilawme

o.c ulsueiidesjuRAdesiunisdisestoya ( Backup Policy ) fauaszuuasuiinmesies
UFTRmutuneuUfUR Backup Procedure Tneasensa

nsufjuRtngatunisdrsesdeya
0.0  KANATTUUABNTIADILATHALATEUUATOUEARNINNTATOMlaYaLAAZ 18NS ANy

(%

Al
578113 Yoyaiidesd1so anudlunisdrsasdoya
Web servers A1 configure AeuwazndinIsiUasuulas
Joyaweunsuiulee o Aastad U
Database servers A1 configure feunarndnsdsuulad
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58013 Hoyaiidasdrsas arwlunsdrsesdoya
Joyaluguioyares o AfatodUnm
syuUfiandny
Firewall , Proxy , IPS A1 configure Aeunazndansasuula
, DNS , CoreSwitch | U0a Rule va3gUnsal o ASalaiiay
Server Bu 9 1 A1 configure eunazndansasuula
TUVIUAN Foyauudsniiesdu q o Afaeifiou
v Nnensiiusnglumssgldisuuasnuuy Full Backup

0o HALATEUUADNNILABTADINTIVADUNANITANTOITOLAAITAULDITINITUUASI Ay

swazidon lunsdsiutugniosauysaivioli
a.N5AAUTTUY
a.e lunsdiinudlymiiensadeanudemesessuunenfinmesuas/Mieseuy niev1eaudy
winvilidesdiiuntsgauszuy Wigouaszuunauinmeiiag/ v3edauaszuuAIatie
sudunisudly senunanisudlanfousatufinuagly seuagunanisufofeuse
svhngumeluladansauma viefldfuneuvaneanimiingunaluladasaumne
NI
oo Iﬁiﬂjmamamauwam (Latest Update) filsdsedlivsemuanumnzauitedussuy
. MNAMUEEETAnTUUSEUURBUR MDY maiuwLmaﬁmaﬂimummﬂummi D)
nsldauvesldsruy Wwdelldanunsiuiug wEauTasey AMUAUNTINITAAUTTUY
Wuseey f\mﬂdwvﬁﬁLﬁuﬂﬂiLa%aéuaéﬂanU3d
. msammLmum’ﬂ%ﬂzuwmﬂamumsmmm‘luu,uuauuauﬁ'a AUR fenainduiuszuy
gﬂuﬂjagmmzmiamm (IT Contingency Plan)
Wevsierfunisdaruausdladgainaniunisaiauliuviususas SeRvh fenaie
Gﬁuﬁ’m“wmmamLLa“miaumwi (IT Contingency Plan) G’Tmuawmaiﬁqﬁmmﬁﬁm%’m
ﬁwmumimmalﬂu

a wa [

O ﬁmummzmumﬂumimqLLmu%’Uﬁaﬁummswummmmuuwumméﬂ QTN

Qdd v IS

& ﬂ?‘Vi'L!WU‘L!WlJ@\‘mEJ'W‘UGW]&IN@G]@i“U'U‘VIlIﬂ'N@Jﬁ'mZUﬁQLLa OWL‘TJH(;]’@Q'JNLLNH%JUQJEJ

(% a o b=}

< ¥msUszifiunrandesiduavilissuuiidanuddnyge Aadavdeldaansaldaulésu
WunanseRuansvualy
<.« IviunusulledumadeidRamiussuunianud1fiygs

& maau/ﬂsyl,mul,l,auﬂiuﬂiau,musuuaﬂummnawummmmuuummmm BIG8 28191De
Jaz o ﬂsq
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Fouil
nsnIadauLazUsziuAALEe
0.90qUszaeA
wielimsnslunsmuguaridsuazdeaiumnnsaifienaiinasonnusiunsUaon e
AUANTAUNA

o1 iRNsUszEuAaEe

b.0. STYANLLEsazMANTainL BT deNAB I ULNLUTINIANNIABIYDINTY LiloNS
Uspidiunuidssdy
b.b.o szvumaluladarsaumnalduanudons ilesannidmtivieyaainsves
289U (Human  error), lisa@msuiiaimes (Computer Virus), szuulwidndes, A
deomeanumdsindl | lasnssu waznisuluvgunsalneuiames
bbb szvumaluladarsaumnalduannudone iesarnidmihivieyaainsves
U39 (Human error)

oo fuaismslumsUsaifiumudsuazanusunssvemansenuiiiinainan ey

o.o Mavsziiuarudsdidddessenoudelud
lo.6n.0 ANUTULTIVBINANTENUTIARAINA M EDSTITEY
o.o foanauviodaiionanelmAnmensaitsrysudsamdulldfesiaty
o.on.o IMBBUMTOYRAlMINIeagnllunsielhARMnNsalfisey

b.e MyuALMINTInnTAIILEDS
b.c.o flunsnumusnudludymananunsaiauliviveusazsefivhifionssiin
Fufiuszuvansaumna (T Contingency Plan)
b.<b dnimdninasiulsuiengssdoulunsliieiesneniumesuaziedotisuainsy
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ei'auﬁ ®0
ylsuiearuiiuasuasnsovesnisldaudumesida
(Internet Security Policy)
0. NQUILAIA

el ldsunsunginasivuamsu jualunisldaudumesidnogaasnseuaziiunns
dosruliliiazifansznudygAindensnsgiiafeafuaesfinmes ity nsdedoya foanu
Adayaddaniedsdulaiiegluszuuasuiimnes unyanadusudunissuniunisldszuy
AeufiumosvesyanadulasUniguvinliszuuasuiimesvosnsugnszfuszasinuinamiogn
sunmuauldanansavinunuundla

o, wuansufiRlunisldaudumesiie

b.o. HauasTUUMISIIMUAEUNIEToNseszuUALfiumefiienaildiudumeside
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ln. Job Restore System

1% Win20035TD_restore_m

File Wiew UM

"oy 9 E@EE @

Hindows Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode with Metworking
Safe Mode with Command Prompt

Enable Boot Logging

Enable UGA Mode

Last Known Good Configuration (your most recent settings that worked)
Debugging Mode

Disable automatic restart on system failure

Start Windows Mormally
Reboot
Return to 03 Choices Menu

Use the up and down arrow keys to move the highlight to your choice.

b. %1115 Reboot Server na Fe Wiowdh “ Windows Advanced Options “

. @8N “Directory Services Restore Mode (Windows domain comtrollers only)”

(7} Win20035TD_restore_marine on esx2.yipintsoi.com
File Wiew M

D8 E @B S

Please select the operating system to start:

Hindows Server 2883, Standard

Use the up and down arrow keys to move the highlight to your choice.
Press ENTER to choose.

For troubleshooting and advanced startup options for Windows, press F8.

<. @an “ Windows Server bwoom , Standard ”
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Multi(B)disk(B)rdisk(@)partition(1)~HINDOUS systemIZNDRIVERSSBATTC. SYS
Multi(Bl)disk(B)rdisk(B)partition(1)INUINDOUS systeM3d2NDRIVERSNintelide.sys
multi(B)disk(B)rdisk(@)partition(1)~HINDOUS system32 \DRIVERSNPCIIDEX. SYS
Multi(B)disk(B)rdisk(B)partition(1)NHINDOHS Systend2NDriverssMountMgr. sys
Multi(Bl)disk(B)rdisk(B)partition(1)\HINDOUS \systeMd2NDRIVERS ftdisk.sys
multi(B)disk(B)rdisk(@)partition(1)\HINDOUS \System3Z2hdriversidmload. sys
Multi(B)disk(B)rdisk(BIpartition(1)NHINDOHUSNSystendZ2ndriverssduio. sys
Multi(B)disk(B)rdisk(B)partition(1)\HINDOUS \systerdZ2\DRIVERS volsnap. sys
multi(B)disk(B)rdisk(@)partition(1)\HINDOUS \System32\DriversiPartMgr. sys
Multi(B)disk(B)rdisk(B)partition(1)NHINDOHS \systend2\DRIVERS ~atapi.sys
Multi(B)disk(B)rdisk(B)partition(1)\HINDOHUS \systerd2\DRIVERS \symHpi.sys
multi(B)disk(B)rdisk(@)partition(1)~HINDOUS \system32 \DRIVERS\SCSIPORT.SYS
Multi(B)disk(B)rdisk(BIpartition(1)NHINDOHUS systend2~DRIVERS disk. sys
multi(B)disk(B)rdisk(B)partition(1)\HINDOUS \system3Z\DRIVERSNCLASSPNP.SYS
multi(B)disk(B)rdisk(@)partition(1)\HINDOUS system3Z2hdriversnfltmgr. sys
Multi(B)disk(B)rdisk(B)partition(1INHINDOHS systend2ndriverssDfs. sys
multi(B)disk(B)rdisk(B)partition(1)NHINDOHUS\System3Z Drivers~KSecDD.sys
multi(B)disk(B)rdisk(@)partition(1)~HINDODUS\System32 Drivers\Nifs. sys
Multi(B)disk(B)rdisk(BIpartition(1)NHINDOHUSNSystendZ2 DriverssNDIS. sys
multi(B)disk(B)rdisk(B)partition(1)NHINDOUSNSystem3Z \DriverssMup. sys
multi(@)disk(B)rdisk(@)partition(1)~HINDOUS system32 \DRIVERS agp44B.sys
Multi(B)disk(B)rdisk(B)partition(1)NHINDOHS \systendZ2NDRIVERS ~crcdisk. sys
multi(B)disk(B)rdisk(@)partition(1)NHINDDUSNAppPatchydrumain. sdb
multi(@)disk(B)rdisk(@)partition(1)~HINDOUS system32hacpitabl.dat

&. Page WAAINIT Boot LU13xUU

Win20035TD_restore_marine on esx2.yipintsoi.com

Eile View YM
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P 8|8 @ B @

,5' Windows Serverz2o03

o. Page Wans Windows Version
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. Page Wane Checking file system on Drive C
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Safe Mode Microsoft (R) Windows (R) (Build 3790: Service Pack 1) Safe Mode

Welcome to

# g Windows:

Capyright © 1885-2003 Microsaft Corparation

& Press Ctrl-alt-Delete to begin,

Requiring this key combination at startupFelps keep your
computer secure, For more information, click Help.

Safe Mode Safe Mode

. VN9 Login 101 Windows



| (%) Win2003STD_restore_m
Filz ¥iew WM

I e

Number of active connections has changed, There is now 1 active connection to this console
Safe Mode Microsoft (R) Windows (R) (Build 3790: Service Pack 1) Safe Mode

Capyright © 1985-2003 Micrasaft Corparation

This computer is in use and has been locked.

Only APPSERY-TEST|Administrator or an administrator can unlock
this computer.

User name: | Administrator
Password: | e |

O I Cancel

Safe Mode Safe Mode

«. Login User name =  Administratos

Password

cm&dredsviwoo&

(7} Win20035TD_restore_marine on esx2.yipintsoi.com
File WYiew M

0 88 & RS

Safe Mode Microsoft (R) Windows (R) (Build 3790: Service Pack 1) Safe Mode

g\ Widows ruming o safe mode.
1Y

This special diagnostic mode of windows enables you ko fix a
problem which may be caused by your network or hardware
settings. ke sure these settings are correct in Control Panel, and
then try starting Windows again. While in safe mode, some of your
devices may not be avalsble.

SafeMode R Safe Mode

®o.Page Lans Worning Tun1sidn Safe Mode Ldon “ OK “
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% Services (Local) Mame /- | pescription [ Status Startup Type | LogOnds |

| % MET Rurtie opti,. i Manual Local System
it Alerter ifi Disabled Local Service
% Applcation Experie... Processap... Started  Automatic Local System
% application Layer G... Provides s Manual Local Service

4§

4

&

8 application Manags... Processesi... Manual Local System
83 ASP.NET State Ser... Provides s... Manual Metwork S...
S Automatic Updates  Enablesth... Started  Adtomatic Local System
WyBackground Inkelig... TransfersF.., Manusl Local System
g Backup Exec Agent... Allowsthe ... Automatic \Administ. .
& Backup Exec Devic..,  Provides .., Automatic J\isdminist.

& Backup Exec Job Receives ... Automatic \Administ,
E84Backup Exec Remot... Provides Automatic Local System
L
&
E:
L
L
L
&

b ClipBook Enables Disabled Local System
% COM+ Event System  Supports S... Started  Automatic Local System
W COM+ System Appl... Managest... Mariual Local System
Computer Browser  Maintains a... Started  Adtomatic Local System
b Cryptographic Serv... Providesth... Started  Automatic Local System

Fecvider 1o Ghowtod Aukorntic Lo o) Suacton,

\, Extencied , Standard /

distart| | (G @ © || Services
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Services

Ele | fction Yiew Help
¢=4||@||§\ y m oIl om

Sy Services (Local) me [ Description | Status | Startup Type | Logonas |
% NET Runtime Opti,..  Microsoft ... Marual Local System
% Alerter Motifies sel. Disabled Local Service
8y Application Experie... Process ap.. Started  Automatic Local System
By application Layer 6., Provides s, Marual Local Service
Sy Application Manage... Processesi... Marual Local System
S ASP.NET State Ser... Providess... Manual Network 5.
&
&

hAutDmat\E Updates Enables th...  Started Automatic Local System
tBackground Intellig...  Transfersf... Manual Local System
BBackup Exec Agert... Allowsthe... Started  Adtomatic Aadminist. .
%Backup ExecDevic... Providess.. Started  Automatic A\administ. .
“Backup Exec JobE... Recsivesj.. Started  Automatic AAdminist. .
%Backup Exec Remot,, ProvidesB... Startsd  Akomatic Local System
[

4 ClipBook Enables Cl Disabled Local System
SRy COM+ Event System  Supports 5. Started  Automatic Local System
B COM- System Appl... Managest. Manual Local System
S Computer Browser  Maintains a... Started  Automatic Local System
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..... Pume i Showod Aubaraobic [PRpE

Extsnded }, Standsrd

distart| | B @ © |4 services
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@) Symantec Backup Exec (Evaluation ¥ersion: day 14 of 60) = [JaBIMl
File Edit View Metwork Tools ‘Window  Help

% Backup Exec 125 for Windows Servers Need Assistance?

@ Job Monitar |mmmm

General Tasks 2 JobList | calendar | System Summary
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Hindows Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging

Enable UGA Mode

Last Knoun Good Configuration (your most recent settings that worked)
Debugging Mode

Disable automatic restart on system failure

Start Windows Normally
Reboot
Return to 05 Choices Menu

Use the up and down arrow keys to move the highlight to your choice.

m. L@an “ Windows Server booem , Standard ”
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Please select the operating system to start:

Windows Server 2883, Standard)

Use the up and down arrow keys to move the highlight to your choice.
Press ENTER to choose.

For troubleshooting and advanced startup options f Hindows, press F8.
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Safe Mode Microsoft (R) Windows (R) (Build 3790: Service Pack 1) Safe Mode

‘Welcome to Windows

" 'uumofr
£ g Windows:

Copyright @ 1885-2003 Microsaht Gorparation.

&= Press Ctr-Alt-Delete to begin,

Reequiring this key combination at startuphelps keep vour
computer secure. For more infarmation, dick Help,

Safe Mode

Safe Mode
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Safe Mode Microsoft (R) Windows (R) (Build 379 i Safe Mode

Unlock Computer

Capyright © 1985-2003 Micrasall Carparation

This computer is in use and has been locked.

Only APPSERY-TESTiAdministrator or an administrator can unlock
this computer.

User name: | Administrator
Password: | eseswens]

[o3 Cancel

Safe Mode Safe Mode

<. Page uans Warning Tun1sidn Safe Mode 1don “ OK “
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Safe Mode Microsoft (R) Windows (R) (Build 3790: Service Pack 1) Safe Mode

’f windows is running in safe mode.

This special diagnostic mode of Windows enables you to fix a
problem which may be caused by your network or hardware:
settings. ke sure these settings are correct in Control Panel, and
then try starting Windows again. While in safe mode, some of your
devices may nat be available.

SafeMode R Safe Mode
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bielowr carefiully prior to download, installation, copy or use. THROUGH
DOWNLOADING, INSTALLING, COPYING OR USING THE SOFTWARE

¥ OU ARE EXPRESSING YOUR CONSENT TO THESE TERMS AND
CONDITIONS.

Software End-User License & greernent.
nder the terrns of this Software End User License Lgreetnent (heteinafter referred to
as “the Lgreerment’™) executed by and between ESET, spol. s 1. 0., having its registered ;I

¢ {%' 1 accept the terms in the License Agreement

™ I do not accept the terms in the License Agresment

= Back I Mexk = I Cancel

i'él ESET Endpoint Antivirus Setup El

Ctler

Installation mode

Installakion mode selection

Please choose whether ko install ESET Endpaint Antivirus with Typical setkings (provides the
best balance of security and speed) or select Custom For additional configuration options.

Installation mode

¥ Typical (recommended best settings)

" Custom fallows For more detailed configuration)
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x

Automatic update
Enter your Username and Password EET

To ensure that protection is updated, enker the Username and Password you received
after purchase below, We recommend that wou copy them (Cerl+C) From your redgiskration
email and paste them {Ctrl4+Y) to the appropriate Fields below,

sername: Passwaord:

| If wou are unsure about the correct walues, vou can set them in the program
later.

-
~ ¥ sSet update parameters later
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. YMLATOIMNNENUINTRAIY | agree to participate in ESET Live Grid
(recommended) IV I agree ko participate in ESET Live Grid frecommended) . 9103U nelaanly
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i'él ESET Endpoint Antivirus Setup ZI

ESET Live Grid
(esl

Built on ThreatSense, net advanced early warning system, ESET Live Grid is designed o
provide additional levels of security to wour computer, It conskankly monitors your syskem's
running programs and processes against the lakest inteligence collecked from millions of
ESET users worldwide, Additionally, wour system scans are processed Fasker and more
precisely as the ESET Live Grid database grows aver time,

—

¥ 1 agree to participate in ESET Live Grid {recommended)
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o). ﬂamﬁammﬁammm‘ﬁ Enable detection of potentially unwanted

applications

Enable detection of potentially urwanted applications

ntunadenty (FINNAUENN)
x

Detection of potentially unwanted applications

Cer

Potentially uriwanted applications are programs that usually require the user's consent before
installation, They might not pose any direct security risks, buk they can affect wour
computer's performance, speed and reliability as well as change its behavior,

« Back I Mlexk = I Cancel
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i'él‘ ESET Endpoint Antivirus Setup 5'

Ready to Install
The Setup Wizard is ready to begin inskallakion @BT

Click Install ko begin the installakion. IF wou want to review or change any of your
installation sektings, click Back, Click Cancel o exit the wizard,
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{& ESET Endpoint Antivirus Setup X

Installing ESET Endpoint Antivirus

(es[:l

Plzase wait while the Setup Wizard installs ESET Endpaint Appe o= This reaobale~
several minukes.

< Back | Il

i'-.‘!rl' ESET Endpoint Antivirus Setup

ENDPOINT Completing the ESET Endpoint

ANTIVIRUS Antivirus Setup Wizard

Click the Finish button to exit the Setup Wizard,
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ESET ENDPOINT ANTIVIRUS

Protection status

e Computer scan

Computer scan

Computer scan

Q Smart scan ©
Local disk scan

Custom scan.. @
Selection of scan profile and targets to scan

Frequently used
&S Run local disk scan
Repeat last scan

# Computer scan setup...

Date and time of the last scan: 3/26/2013 2:49:47 PM
Last scan result: 0 infected files
Wirus signature database used in last scan: 7268 (20120704)
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ESET ENDPOINT ANTIVIRUS

Computer scan

Protection status

Q Computer scan [}

Computer scan

Scan progress

12% I

Target:C:\Documents and SettingstAdministratorLocal Settings\Temporary Internet.. \GEET047M
Mumber of threats: 0

| Pause || Stop |

Mew scan (&)
Show scan with log in a new window (@)
Enable shutdown after scan (i)
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. Open File - Security

The publisher could not be verified. Are you sure you want to
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Mame: VNC({duiamdnian).exe
Publisher: Unkmown Publisher

Type: Application
From: E:'\Download

Run ] [ Cancel

Always ask before opening this file
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@ This file does not have a valid digital signature that verfies its
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