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3.3 gfudnsassesdniiiunisnsanlunisiiuiiufives Virtual Machine

3.4 gfudnsmaniiiunsiamiuagAnslusunsy Veeam Backup dwiumisdisestoya

w YV '

3.5 gfunwsesdinisdreusunisldnussuuaanindmiugguassuuediedes 1 Ase

3.6 mnifieaudngn @ewe visliamnsaldauld giudeiewiniiunsuiuusunly
szuunsegunsallvienunsaldauldmuunfineglu 1-5 Juvinnsudusinsd
3.7 gruinerassnfiumsasn Virtual Machine 4143 2 VM Tl VM

[y

£ P}  iqw v v v &
agianufiuazmAlvamnsoniaxldanula Tnelisewaziden VM fsil

No. : GuestOS . [ Database |-

1 | AQA VDOManage Ubuﬁtu. MySQL 8 128 8
Linux (64-
bit)
2 | AQA_VDOBackup Ubuntu MySQL 8 128 8
Linux (64-

bit)

4. 5198LUANITANTUNY

4.1 szw‘lﬂ'saa%ﬂeﬁugﬁmaﬁau (Infrastructure as a Service)

4.1.1 anansemvuasuaviisyUssalananaiuuaiiouls (vCPU)

4.1.2 gansanvusvuandisaudidsesuutaiiould (vRam)

4.1.3 aunsofmunruavesiuiidaiufeyauuuiediouls (vDisk)

4.1.4 ¥p51 Data Transfer agfaslaitiosnit 100 GB/hiau

4.1.5 $ms1 Bandwidth Domestic (Share) azdinslalsind1 20 Gbps

4.1.6 $a31 Bandwidth Intemational (Share) aggadlaisnit 100 Mbps

4.1.7 finsfavium Public IP 91U 1 1P / VM

4.1.8 fissuufamunisldanussuulaseaiiaiiou (VW Monitoring) TnganunsagUssdninm
msviheu uazdeyanisidanuvasusiag VM ld

4.1.9 fszvundasioudnu SMS wag E-mail Tudadmind aum f3uinvey

4.1.10 Sdesramatuayuuazudletamuuu 2ax7 wilnsdmi Sia vi3evamnsdy

4.1.11 faslasunisiuseinisaiunuamuannnstAuSMsausnAs§IuaIng ISO/IEC 20000-

o, "
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4.2 szuulasiudeanany
4.2.1 § Max Firewall throughput UDP Talénndn 1024 byte
4.2.2 §in15te9iu Threat Protection Throughput
4.2.3 anansatestunislauiann DOS, DDOS e Ping Attack lalUusdaties
4.2.4 annsatestunisland TuBednuuu Packet Inspection #3e IPS Taganuisatoaiu
Botnet wagnislaufuuu Evasion Technique Tatlusgreioy
4.2.5 a131707993UN3¥1 IPSec VPN Wuy Hub and spoke, full mesh, partial mesh
topologies
4.2.6 aunsanTaey uaztiestunsyngn/laiiatodsld adraioedsil
1) Stateful Pattern Matching
2) Protocol Decoders or Anomaly Detection
3) Invalid or Malformed Packet Detection
4) IP Defragmentation or TCP Reassembly or Protocol-Independent fingerprint
matching
4.2.7 annsadeaiu Web Malware wagyi1 URL Filtering uag Content Control 1a
4.2.8 a3 Block maiddaiuladdfmuals
4.2.9 annsauimsianistaemuaulounensdiaduitanudestd Tasawnsadmun
Policy laluseau Per-User, Per-Group Wwag Special Hours
4.2.10 #u150n57980U Application Wag Protocol #14 9 18U Voice Over IP, Instant
Messaging e P2P Applications Husu
4.2.11 aunsatesiunislayd (ntrusion Prevention) seduaes Network oy DoS, Port
Scan, Buffer Overflows l# wagtlaaiunislaufiszauves Application 1y DNS Cache Poisoning,
FTP Bounce Attack 16
4.2.12 anansatesiunmslanfunds Web Server 91135013 Hacking 14U Command
Injection, Cross-Site Scripting, Directory Traversal, LDAP Injection wag SQL Injection Iadunna
oy _
4.2.13 gnnsovihauswiussuuiudushyaranasamugumaidifessuunuld
4.2.14 aunsatesiiy SPAM, Phishing Tnan1sinnun Safe Senders, Block Senders @315

nvaaukastesiulusunsus wan Phishing, Virus, Ransomware way Malware Application #in4

sl
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4.2.15 @N190UTUITIANITHIUNN Web Base wag Graphic User Interface (GU!)

4.2.16 a90vIUUUSTULLAS O IPVA Uag IPV6 19

4.2.17 anunsavihsuuussuuAndanduniele (Routing) snsfiagnaiu Static route

4.2.18 g11150¥N15MTI9@eUNT5LEU Application 38 Application Control %38
Application Identification ¢

4.2,19 s893un13nsraaaugldf (User Authentication) fiu Active directory la

4.2.20 e#un3afviuea QoS (Quality of Service) uaz Bandwidth Tuszdu Application way
Protocol Idiliuagnetias Ineaursariviua Policy lalusedu Per-User, Per-Group Wag Special
Hours

4.2.21 annsadwen Signature vasfugnanliludagiuegiave

4.2.22 gnsasesunsdildaussuudunsiiia (ntranet) huszuu VPN Miuiuy Client
to Site &

1.2.23 gansalddamiugunsal Mobile Alldsyuuufifnis eniiiu i0S wag Android 18 way
anafuAAVS NG Intranet A 9 Meuneilduriussuu VPN (Client to Site)

4.2.24 @ansauans Log n15lde1u wagn1svieuuesssuy fuvtn Web Browser 16

5. quUTsuu
a ) v o v
NEUIVYUTEUNN 1,930,000 UMM (MUSRTUNTLEAUEINALUUINAIU)

6. FruzIANENNaUIIY
A
6.1 anuidwau aue,
6.2 fvundseusu Wuluaudervunm
6.3 sygghamsaniums 120 Ju duiaaniuvindaygndns
6.4 SI9NIEUDUVDINTOIU
d1iinaus ArdreRuAndeiavuamudygyr Wegiudsaniunisaudenivun

Tassnisudadanazdrinauldviinisasasuiasoaundn

7. auaudffiauasan
7.1 §ANENITONUNG VN
7.2 hivluyamaduavay

7.3 Liegszninadnianis
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7.4 liBuyrradeegseminsgnssiunstuteiauerievhdygriunihsnuwesighidt
P2 -7 ¢ al a wa v a  de -
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nMsnsEnTmsAdivuanuivsEMemeunsiussuueTet sansaumareIn LTy inans
1 P . A 9 A wa v v d qw v
7.5 liifuyrradegnszyBoludnsetedvnuuazldudaiontolidugitsrves
[} Q7 1 L% 4 aa o VQV 2 1 2/
mhonuresilussuuesetiemsaumavesnsulylnane feeifyaraidisnuduvjudiu §
Jans nssumsgdanis guims gsnnalunsdniiuinilufanmsvesifyanaiume
asey 1o W v w { v & o w
7.6 fnuauifuashifidnuzdewiunuianenssunsulouensintodnduazns
Uimswannasgivualusvisngunm
& 4 aa Vel LS T Ao v [ '
7.7 Juyerasssunmielifynaagiordniudnsnuidndnemnan
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7.8 Llfufiinadselondswiusuiiudoruemeduiiihduterue violidugnisvinis
v o as [ ' & & =P & &
sulumstinrrnnisudedusgralussaulunstenioTenisil
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7.9 ldludléSuendviviorruduiu Feaujiashivestumalne Huwdsuiavesiu

doraualadadsliaasiondvisuaranuAuiumiuin
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7.10 fputeiauedesamefoulussuuintedninmaigiedidnnseiind (Electronic

Government Procurement: e - GP) 28ensuUgyinae
ved v o 1 1 @ Y ' o @

7.11 {iudoiavereshioglugnusduflivanidydsnesunehevtonancigiseiune
deldgndesnsudluasedfty munnugnssumslesiulasunudsmnmmaiauiand (U.d.v)
Mvun _
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7.12 favesinvedlildugngnussiliudvsiauenaluanusiviudiaue :iaiuasing
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9. {SuRaveu
9.1 HiuilnvoulasINTg
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09 w.u. 64 \1an 14:20:55 Non-PKl Server Sign
Signature Code : NQASA-DAANA-BCADC-ANWA3
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NFIUNIT

09 w.b. 64 i 14:18:00 Non-PKI Server Sign
Signature Code : NwA1A-EEARg-ASADI-AQWAQ
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Gou.  dszrmuazanenIsunslsznangnngiade Cloud Storage uazgnsldsesdeyateyauuy
g A .a o -3 5
menen afed 2 awtlszniedninauiuseunasguasyssiiunanmn1sitne (sdns
4
UNTIVY) 1QUN  1/2565
$hefle  Tueuesageiine
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aufinidngidy aeud it IdBuienmnsyszninsimnisiage. Cloud Storage Lazginsel
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dranatoyadeyauvuneusn afefdl 2 amlssme dnfnaniSusesasgmuazilsailugaunw
nisfnun (esinsumiy) iavdl 172565 teudt 8 nuARUT 2565 deud i WBeuesiald iy
dnineudusesasgunazdsfiuguammsany (esdnisumizw Widan 1,187,000.00
v il umuanuiafrmdn Fuhimmisuniyad i

deuridinisdesessimlusuit 14 nuantuf 2565 13na yoFoulimswhsaiuisna
@usamiudhusniiatgauds udielse Tomfredninaiussanasguuazdssifiunanv
M3AnE (@IAnINMmITN) uitva fnrdudilSuaasnumie 1,177,000.00 1m (wiledrunils
neudanihusaiuumda SullunafiswniyesutuuaediFhetug Peudoouds

nsfuRaym1 cpu unz-RAM Tu vM wosgnd Lifisswesents 1 (Peak) gnfiaunss
udswerity cpu uaz RAM 18TaesiT Downtime uag lifid 4w Feszoziamlumsveldmaudin
Tuuddendadedliifiu 1 dou (hnfiumeuiinavefad 19 1onmese IneRnsasiAwinmg
&l CPU 1 Core/250 Bath/Month 1aZ RAM 1 GB/250 Bath/Month ) #aedufiuntsudanaiy
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