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dosmuveuin deiduniihdilunsufoiouivdestureviunnuiu 9 munseu
N15U3M5TAN1ANTUAIUABASEY LATIIBIIUNARBANENTIUATS ISMS
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3) AMEIUEAIUANLENATT (Document Controller) Mivthlumsaugumeideou
enansiiiisadesnigluszuuuimsdanisanuiiuasvaendea Usvaiuauiu
fiieadeaitodanisiuenans

4) angvuduauiuaasadedy Mfeates wazdudulunisuimsdnnis
uAusuAsaense

2.1.6 fuinis dedlmudrdguazlfnisatuayusianisuimsianiamissiuanusiuag
Uasndelaefinsimuafianisiitaia nWﬁﬁwwuﬂﬁwﬁuﬁmmywﬁ%'ﬂLWLLazﬂﬁUﬁﬁ'ﬁﬁaamﬂé’m
MsupUMINENUTINEaNiayAaInT wazn1siduiiufisanudAgyremiiuazanuiuiinteu
Tumsaserusiuasaeadslifuansaumne

2.1.7 fuims desimualiiifwmidmihiannmieausin q melussdnsiioyssanuaiu
wiesauilefulunisadearuiuasuaeadelifvaisauinavesesdns Tnafidaunuinaiiu

siunumuazdnuasnuisuRaveuiwaneaiy
2.2 MTUSHITIANTG

2.2.1 Falviiinsdaviviesulsdnuazau (Job Description) Fassywiing uazausuiinteu
sunusiuaaaeadefuasaumaAveadmihiniAsdeetdniau

2.2.2 fmualiinisudsusnypainsiufuaniiludiunisimuissuuau (Developer)
poNINYAAINFTIVIMEAIUTIIIEUY (System Administrator) 3sUfuRauagludiussuuauman
(Production Environment)

2.2.3 Falviyaansdrsesduruiiaud fyiieliaiunsaviaunaunuiuld Tunsd
AUfURMumanlaiasnsasniunsle

2.2.4 szvumaluladarsaumauaznisdearsnielussdng fosdmuaiiivesansauna
(Information Owner) tlanIugy wazdwuansidléteoya sniussuunumdniiinsldnusauiu
Mnvaeyisuimualigudimaluladansaumanaznisdeans Wugszyamsuiiaveulii
Q’ﬁlﬁ%’umauwmﬂumi%a (System Administrator) wagn1seydiatumsideu (Authorized Owner)

2.2.5 nsdilivosansaumanieglisunoumnglunseylifasaumaliog visliamisn
UfuReule wazlifinsueunuigaimin fUadulyuuoadivesansaunansollaiunaumuie
TumsoyiRasaumedoaduluiavouwn viadudueumndliyaraduiuiinvouse

L3
=

2.2.6 n1siasuwlasdiunianing wieniswuainsumdaminfidesinisannisisesdns
nswhdsliignees

2.2.7 nmsazdfiauloutey wieaziausoniuiuasasnSuarsaumanlsiasunisiansan
sflumsegnadunansuasdulusmeninugisssu
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nQUszeen

wotlesfunindauvesesdnsainainuidonis viensiluldedrsininquszacd
Suiinannsujianiivesdmiiluesdns wazyananisuendiinfisansaumavesesdns
Tagnindduarsaunadndudaclasunisdanuanny wazdmuaseiuanudrfy uwaziisnig
AUANALA IBlMAnAIgNABY nyay Uaonsty uasigSuiiaveuiidniau

af [l af 3 af ar
3.1 N1FAALLUITEAUYTUA QqMﬂU‘E}'ﬂgﬂ BAZNIIAIANITATIAULNA

3.1.1 favualdinsuisszduduanuduteya Tnsaudimaluladasaumnauaznisions
BuiFuiiaveumsdmihuasysemadeanslifuidmihinielussdnsmsu

3.1.2 mMautstuauduvestoya woadu 5 sedu dun

1) ¥lU mnefa doyainansiily fansalamesoasisnuunioyananisuen
23ANI A

2) Mnelunsudiy@nanawiu mnefls deyadnans feansadamelfianzngly
sAnTwaryARanIsueniiiauduRusTdlFsuASIviniy llmaneiivnlawme
sioanssnuuiunismly

3) §u mneils Yeyarniansdu Famniaweimuanieissunsdiu Taglaildsy
Mseuae AznaliinaNudsmeunUseleylunedy

g) Fuuan wureds deyat1rarsdu Famnilaneianuaniaifivaunsdoy
Tngliilasuniseynye svnelvilinAnudemeunuseloviunieigagneineus

5) duiign mneds Feyavnansdu FamnDameiomn wieuiesunsdiulag ity
mseygn eneiineudemeunUsgleniuisgeinaiousaiign

3.1.3 madaddutumuduuaznisuimsdamstudeyanuseiutuaudu Tnsseaden
Dulumuienanstunoulfoanisdassiutuanuduuaznisdanisfuansaumne (Classification
Labeling and Handling Procedure)

3.1.4 asaumaniinudrdyieagnimuatiede (Label) nsdifilifinnsimunsziod
\Wuansaumaldiamzaelussdns (intemal Use Only) Tnsguéinaluladansaumauaznisdoans
wdhswsidumslunsuseiuduanuduiudvesansauna sufsdnhtuneunisufoinns
Faswsutundy

3.1.5 ansaumaiiegludunudugand “Udnelunsudninarawiniu” desfimadrstadona
viedinsfmundnsnisdndedoyalumhedaivuesgunssineniinmes waznisinsesening
P30
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3.1.8 nsdififinnUnwmedeyaiilildeglussfuduililameldgars suzdoduiunis
TneSuiaveuddlasumsoyiondisdutymemuddudy wisanevhauildsuteumng

3.1.9 ﬁmuﬂﬂgumaumwg“ﬁﬁLLawﬁwomf’i%‘uEJma‘u‘lum'iﬁ'law%;gamiaumﬂ
vrtegluguuuuienans Ind vieiliiy ausysutuaaagy
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Labeling and Handling Procedure)

3.2 arududludiivesarsauma wagszuumaluladansaumanasnisaedns

3.2.1 ssvumalilafasaunanaznsdeansildnelussinstadunindauvesedng

3.2.2 fosdinsvuiinuseiansidnlyeu (Log) lunsldanusanunedidnnseiind uazipsoie
iensivaounsdiiinisasifiadeulouie waznszswdydRindenisnszianuiaiieafu
pRLTAADS WAL, 2550 uaensesvsaiRinensnseyhauRadeITuRsLiames (RTUT 2) we. 2560

3.2.3 finsudsliyana viemhenuduildinaluladasaunavesesansldsunsuieaty
ulvuiemssansunsldasaumea

3.2.4 missuneueniidnl¥asaunanislu Ssilseiudumnuduunninseiu “wald”
grpsasnludygsnwauay

3.25 fiasdiasensufiRmunlouiss mednanudutoyavesesdnsarinnsanunadng
esdulaenisiniieulnsdiefuty wazunasinwdudendulunungszdeveesesdns
Tnefagsiuranisdiflungsuloveglumunei 4 4o 4.2.2 daunsdiifinisazfindongmaneg
TifiasanadnenudeUygRvesnguune

3.3 Aauludqudiveaiu

33.1 fiilifinihfiRsadeslunsquarinissruuuazieiatie windesnislduiniseng o
wanimilaaniivled uaziiuinavesesdns deslinisvesuginegraduatednwaisnes
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July) Wruedetnenisusndesiiunisidisiaiielidoyaiaiudasadeiildiunisiuses
AIUNINTFIUAINUABANY

3.3.4 iwuagFuiinveulunisuiudguiuledetdaay nsdivsideasdeliuinymuisy
fanunsalyiduinwidunguane dmsuuvasiuvesteyasis 4 dlaldunainesdnsdesiinisssy
undsTnognadiniau Fanideyaitlimauudsiiin 1lumsdavinivlesvesesdns

335 uledvesesdnsiesiinisssytosmansinde Tilunthwesivlsdiieldfndensd
flduitoasdeviadonstoyaiiis

o we w w o= o g ¢
3.4 ﬂ"l'i‘UﬂUﬂ\ﬂU?JE]ﬂﬁ]qﬁUﬂﬂﬂaﬂ‘iwﬂau%BﬁNﬂﬂi

2 L2 éy 10 t LE=Y L2 1 ot
3.4.1 Wmhieedlihivinddumsaumnassansiuliluaudiuem
3.4.2 Urenidouienansfeinn1TAIMUATHALENaT LasliNYelayanIaaisauLne
fowhnsszysziviumududeyaiinududives
o v sy W oa ) = - o = ¢
3.4.3 Wwihieessuiaveulumsinumansaumannuduidwedviogluanimiiauysal
= =l = = i & 4 o w v o
3.4.4 nsfinssuuinaluladansaumauagnisdeansegluiunusiainggua tdami
fosmuiiunsiniu wisdengunsalliogneinnu
o v o as =] o ar 2w a & dd = =y o o
3.4.5 Wmwihiresdanuienarsdrfglilududn vienunnannsamuaunisuntadeyals
= o o w ala & i 4 o o = = =4
nsfinludenudrdynfanislisusguuuesa Iy wianseau Maaiunisunla wisausen
= 2 w
Wintadedunisldau
2/ v o= ot = = o as o dj - L
3.4.6 WmhwseadseTwmgiisieauniauddy wazdienaiseenanniATesiumviug
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A 4
N196319ANEIUAUARANE YBITEUURITAUMAAIUYAAING

(Human Resources Security)
g Uszeen

i L 8/ ﬂll =f i 2 A ot =
waliidaniai saufadisauatsusn Wilafsunuinniifausuinseuyesnu
L . :J o ko ot tY) ar d’f- 1 = e v o 1
asgntindedeanay uasdgymininertesiuanuiiuntUasnde Ninaun1sufuanting sewing
- e v qi qi ::’ =5 ar 4| - Ak 2 nl 4:5 = L2 ni' Q) e =| ::I L2
MIUJURMNG uasiileduganiausuiasunmsuuiRndi Fesaudamthinnuiuiaseuiitieades
@ = =i = v a v
fungszilouvsteAnsuaznguuneinelves ineanaudssduiinainniselue n1sdelng
t 23 e ar 5 A ast - = i v :j
wazmsligunsaliiningusrasd saumsannnudesduiinananuianainlunisufoiviing
4.1 MsasnaaEiuAslandenaun1sUfURWENT (Prior to Employment)

4.1.1 fesilinninsnsvdeunuanlRvasaing
4.1.1.1 mhwuiiguasuiinreusuuinsauyanadesiin1snsIsdeuauau
yesffasinsunnauneuiiazusspiugusvsviedmiiig
4.1.1.2 wiheuiiguaiuinveuduuinisauyaradesiinisasiaaeutssTa
91YEYINTIH UATNIINILIRANGNINERATATINY
4.1.1.3 mirpuiiguaiuilaveuduuinisauyanadeanisudeyaiiieades
fuulevganusiuasUasadssuaisaumauaznisdoansvesnsdns welid vt ididau il
Iafinwuagsunsu
1.1.1.4 wihilwinnaudesasunuiunsusazsesfunleuisanusiuasasnde
fuansaumaludniinedosiusumisthiiauiuiaseu
4.1.2 #ewvimsfmuaiiaulunisiauinuimdianuduiaseuisafuauiuas
UaonieauasaumAteI09Ans
4.1.2.1 #esdalidwihisufomhenuneuenannuludyyrinwniudu Taonns
asumiagidudrunidsvasnisdrsany s ABelinAKNAY ﬁ’jﬂwmxﬁﬁwmuasqnﬁuﬁiaLf'im
\Duszernaniesdnsyinafmuamdsniiduaanisindrouds
4.1.3 Feafinisimuaniiiianuiuiinveusuanuiunsasadslunuaniiveayaains
haufndesiumeluladansaume
4.1.3.1 aseniinfennudrfgyressianiu wavanunsaundasarufinuiuingey
lailsalvald
4.132 fmuderandlafsatuiauas (Maware) sadsdannudidosiulunisidon
Wsunsutasiulida (Antivirus)
4.133 fianuiviinveuseninuiiuasvaendoduansaumanuiildsunsunung
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= ar W =
YoLBNAT : uIEJ‘U’]EJﬂj’muumﬂamﬂEJmu%UUL‘i’lﬂTuIﬁUE!’]'iﬁumm
(Information Security Policy)

4.2 m‘:ﬂ%"mﬂ'n'mﬁ"uﬂwaaﬂﬁ'ﬂiuﬁsu'iwnﬁﬂﬁﬁﬁwﬁﬂﬁ (During Employment)
4.2.1 mil¥miuaznmssususumuiunsaontliungldny
4.2.1.1 Fosdanisuszay duuun vieeusliarudundlieu Renfuduneunisufos
iloasspmiiunsasafesussuumalulafasaumanagnisdoasvedesdns lnondngns
nsousiuagiuniihiinuineuresdlda
4.2.1.2 Fevinsuddiidimiiiuas{lifeademsu esinmsasuwvasla 4
ARetesiuammnasaiofuasaume
1.2.1.3 Wmihilndveseadninnaudesldsunisevsuieafuulsvisausiung
Uaentosuansaumeasasilounes Mfedes TnesesdudumilmesnsUsuiing uasdosfinisasny
waztiususabiluuiuseifvesyaainseg
1.2.1.4 fiodamsausu wasdeansioadsaumseminduausiunsaonsuansaume
Tifuyrannsvesnsutin@nans eghatosdas 1 ade
4.2.2 unadlnensailiufuRnuuleuis
4.2.2.1 mstfudleuvies Tnedntesanauldiclaniotudy vdensnseridule
neliAnmnudsmeseszuuasaumea fauaszuunssudusiousionan wvanedidnnseind
vidoifuasdnuaidnes wivinifunisnsevidindrdeu fauassuuanassiuansvasdliaulinou
JuniezdimsdindeussaduaednualsnuslaedUsdutye wazldvinisuilauds
4.2.2.2 madEuuleunes fusuuss eanmsasdslasmauviosdaassnmudeme
Tunszuulagliiidvsuaglalldsuoynn wu
(1) msdlaainanudemeunvensiwisusedeyanisgunsnianiauisssuy
2) msulue veneewalueninddu viedeiliiianslunisaseuasesnls
lunseunses deneliAnanudemsunidu 1wy nnsdnasunieldau
gunsal szuvdeans aeuftaned (s
® nisdrfeszuulasfiveu (Unauthorized Access) hslussfunisain

P o

nsidessuuinalulagansaumanas msdeansvedeya waznisidnda
TnakruiaSodsas sy Wy nsdnasuinflansedniivdoyadil
Fuarudu sludiuvesnisiafemenduasuazersauasilannsadndu
T8ya N1sawNuMIYeIlniluszuy (Vulnerability Scan) n1snadautane
58UV (Penetration Test) Msvaaasnansva sy

(4) Usgwgifiveulufanssula q MAsidestussdng u n1saalng wie
TidoyaiiRaunivsesdnsiagmmu

(5) msneAMuUIETTadongsiTsuretasAng udeadsmuiienseu

o EJ = 1
sumuMsiuveagldnusuy o lussuunietie
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Fawna1s . ulsviwanusiuesUaaniunussUUWAlUlaBESAUTA
(Information Security Policy)

4.2.2.3 nsUNEHUNTaLinT9N 1MUATII9AL hagna ALAAANNLEENI8LADIANS
d & = o = = QS 1 v g.:‘
M30UAAADY BIANTIZWINTUIANTUNTNITITLAENYVUIBUARITITULY ATUAIUANIZ AN
famalul
1 = ast oL a4 :ﬁ U .:] o o
(1) Houassuvagiansannsseiuldnu wagszudwadlvnunvhiaulauis
Iﬂawmamumuaqmmlmumw mmmwmmﬂmsﬁuamﬂiuiaa
AAUALAYNTADENS SUNTIULaE s RINTUNTTaB ALY BT
ﬁ} =y
LW@W%ﬂ'izmmnm'mquLL‘NmaﬂmmaﬂmwmmuLﬂuﬁﬂnﬁmm Ay
BIANTDIINITUIAUTUNITNITTBVT 0NN MUBUAFTUAINA Y
VAL EL
= oas 1 2 - dl W o= - %; =l
2) aslnenadtedegazdianurumanyay Welilviiiensasded wazlunsedl
fazdiadumisauneusn Tisliumsaungvunesialy
(3) WINMSNTEYINRINANNBIAANANUELMILABBIANTOENISIULSY VIaIYNT8
AuEen LNy Tideialusiiunsaunguunesely
(@) vInn1sNSEYiReananelmiinaudsienassuuwaluladaisauwmea
LLazm'iﬁaﬁﬁLLazﬁmLﬁa?i']’li'fﬁhﬂiumiﬁﬁu 2AANTANITALIUNT B
i = ] .5"" = o | [T ey
Andemeludiuil ineiduanldanglumsiau
= o o o o o o
4.2.3 AANTSUNNLIVDINUNNSNARDUTLUUMALULA DA TAUMALAYNISEDETT [ NDRTIEDY
lll) as EJ = 1 o ]
AusTuAslanafsuasssuumAluladansaumealayn1s30a1s LarsEuuAIadne toun n1sauny
m1gedlnilussuy (Vulnerability Scan) N15NA@aUN15191838UU (Penetration Test) N1snAaes
as o 0o = 1 =y = ar
nonIWa N13M3I988Y Network Traffic \lusiu aursadiiunislalagniissnunisyraaiilasu
=y ¥ o =1 d 1 ﬁ‘;
sy VBN UMINEIINEEIENsgUdmaluladansaumalarn1saeas Wiy
i ) w oA A = = w % e
4.3 n13a519AuNuAIUARRAELIlRAUEANIBLUABUN1591997U (Termination or Change of
Employment)
4.3.1 NSAUNSNIAUVDIDIANS
Ed : = ‘J 7 a E 7 = (-7} L2 & 1
4.3.1.1 Wiedugavieilasun1sdnanu glanuassoifuningduvedssnns wu gunsal
ssuumaluladansaunalaznsdeans Jeyauazdiuivesteya nayul Tnsuseden Unsinudi-een
o & ey ' o we v oo o elal v EV S|
wazgUnsaipulavesesing Nieaseseylussninadjuiiniam luviuinwundni
4.3.2 N1S0DANBUANGLUNISLUNDY
] .:l G:l . at =l ﬁ @ o
4.3.2.1 MUALUNNBIVBINUSLUUNALULA S ASEUNALALNISADATS ABINIVUA
G:E = a é‘ 9 ql' 8 24 ar d' 1 2/ 3 ot =
WisuuUas vsenidnandveldau inelaenndosiun1siudeuuUasadniuzuainTInd Ui
1Y [ £ e = P = =
Togspafuteyalianunsanmsaeulsyiineasuuasdnsiussuumeluladansaumaiasnsdoans
wianule
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4.4 m3fuiinveusanudeNY

nsdiiinAudenie niedunsele q desruunBuiAes Toyaansaumna d1dneu
wieguilagla Suieannanainuunnses asias vioddunsufoiauulevisuasdeu]ua
Tums$nunausiursUasnsssuansaume Tiusmsgegavesdiineu (Chief Executive Officer :
CEO) iugsufinveusionndess arundens viesunmefiiniy
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(Physical and Environmental Security)

ot

AgUszasn
= ud L= M war = s o & &
wienruAuwazlasiunsitifmanienminelalaiveygin sudadosiunindduetesdns

hilviAannudene gywme gnalue viegnidawmelaslilasusugn wavdesiulilinisaniueu
19 9 YasaeAnIinNsRndavIavgavedn

v o = Ay = s o a
5.1 99NMUUAUILIUNABINNITINEIANNNUAIUADANY (Secure Area)

5.1.1 anuiideinsessuumaluladansaumneuaznisaeansnanedenng Apsdin1sAIuAY
MsamanienIn e
5.1.1.1 mseygwilinsidieenand
5.1.1.2 mMsinundnalunisdiesndniud
5.1.1.3 mstiufindeyansidhesniitensasiageu
5.1.1.4 m‘swumu'ﬁw%nﬁlﬁ%’uwmmuasﬁméiunwstﬁqaanamwuﬁ
5.1.2 mMsfmuauinaigesinisinmneusiunsasnde
5.1.2.1 meluesdns feein1ssiuunwasfmueiuivesssuumaluladansauina
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Uaenduvasszuumaluladasaumaiasnisdoans” Lﬁaqﬂﬂwmﬁlunwﬁﬂﬁﬁa AIVAY N3N
auuasaentsangiilildueygym samstlesiumnudemedu q forafnduls
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waznsieansiidaou savidaiunuiuansmumisuesiuiildan wazusenmalidunsiuriafy
Tensimuaitudisenan uwseanl@ifu
(1) Wil
2) ﬁuﬁﬁwnwmﬁmﬂuawun (System Administrator Area)
(3) Wuildadsqunsaiszuumeluladansaumauaenisdomviessuuinieta

o

vl (General Working Area)

(IT Equipment Area or Network Area)
ﬂll Au} v =Y L3
(4) wummﬁwauﬂaﬂaummm (Data Storage Area)
(5) Wunldauasevaelias (Wireless LAN Coverage Area)
¥ a 2 ] = q{ Vo i 2 :1 @ =1 nr L r-?d’ A.—J 2
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6.18.1 Ainkagunsai IPS (ntrusion Prevention System) luitufififiaauuasnfouaz
f11mIN1IAIUANNIIUDS

6.182 Awmuayanasuiiareulunisiivun uily WasuwdasAmisimessne q
vasgUnsal IPS waznsidenseseuuiaetsasadniay

6.183 fvunisniseanuuu msfnnwsgunsel IPS uagiuntinisdmiduaietne
Tmngay lnslanszaietefideusafiunieuen

6.184 nrvasuaulasndsvesunsairouinmesieudousetussuuiadetne

6.185 fwmuaisnisvaaey ieldnaaeunisusudsudiivuanissuinnensauns
o uaznsIvaouNanITadeunnAsateulduTse

6.186 navaeutaslwinnulugunsal IPS

6.187 YawwIow warldamszuutestunsudludountasiuiin (Log) 19 9 way
fmunansmsdnsiufinewzyanaiiieatouringu
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6.1.9 NSUSMITAMSIEULASBIRBLRame LT

6.19.1 fearmuayaransuiaveulunisquaszuuiaisanauinmoiuitng (Server)
Tumstmun uhly iedeuulasasing 4 veddusunsuszuu (System Software) pE1admiay

6.1.9.2 fosiltuneuniedtuftalunsnsnaeusruuneuiameswitsuarlunsdl
finudaiinisldauniawdsunasaludnuvazinung sxdosdniunisuily sauaiinissieay
Tneviud

6193 daadaldusnis (Service) wiriisnduwiiu saininuinisisndudesds
fimnudesrasyuuinumnaasndonds fesliumsnistestuiuiude

6.19.4 fosfnidunsindduinnszuurendualiiiutiagiiu ileTatasindsing q
vadlUsunsussuy (System Software) sgnsasiiane Wy Web Server Wugiu

6.1.9.5 FaainanaaeuTUsunINIZUL (System Software) fgnfiumssnwininulasnds
wardszavsnmnsldnulaevhludeufaduasmdmnnsudluietngsdnm

6.1.96 N1sARRILazNITITeuRDsTUUIASBRBNTILAB ST B9 d R eR NS
Tnedmihfigudmaluladansaumauasnisdeansviniu
6.2 ulsuemsldeudumeiiin

6.2.1 N1SUIMITANIMIuAITuRIaenfed i uAT et EeaIeeRns (Network security
management)
6.2.1.1 wameUjutunisldnudumesiia

(1) fauaszuy Fesfmuadumensidessessuureufiamesiiontldau
Sumediin Adesdeudeniuszuudnmmiuaensoitednssnassidwindy 1wy Proxy, Firewall, P
sty vudldauvhmadensessuunsuiumefiutesnidy uenwdenniinsudamiouly

(2) In3esnBNImBEsAILYARaLAzIATBIRBLTIAD NN newhnTidause
Sumeidninuiiuiuaniiees (Web Browser) faafinsinsslusunsudiaasulafa uazviinis
UavedlyivesszuuUoinisiicuusime sindeey

3) lunsfudedeyarsufinnesiiunidumesidnazdesdinisaunulafa
(Virus scanning) Taelusunsutlaarulada (Anti-virus) faunssudsdayannade

@ ldwsediiliinietedumedidnvetnsdns iemussloniludsgsia
a1 uazvinsdngivledfldmnzan wu duleditaderass vledididemiidaseni
maun wazamnnnss ieriuledndusvsodeen Wudy

5) Fldaruaggnimundvslunisdfundsdoyanuminiinuiuiasey
ileUszAvEnmusaATeTsLarIUABA AN BYAYB B IANS

6 fdnusedsimsunsteyaiidumausslonidusviodoyailbivangay
ynsRassIu vietoyaiiazdinavivesidu vieteyaiionanennudemeliiuasdns

anudvdvslasguiwmaluladansaumauaznisdoans nsudyinans wii 26
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= o o = o =i as L3 o w o
(7 nugldnulawmeteyaddgyniduanuduineadunuveseins Adlls
Ussmeeghafunanisiiudumesiile
o T 7 7) = gy v & g w o a
8) flvnulivierdeyanesuiimesla q nldnwardulung sudunnuiia
o s o ] s s = = s | 2/ =4 el ar ot
Wefuautuauviesrondng sudumnudafeafunisnenisiie vienmadanvassuan
warlidvinsieunsvisedasedayaneuiumoifinariudumesiis
7 1o W W = ¢ o v &
9 gldnulaidnirveyaneuiinneimiunmueddu uazamduiluniw
= a vy X W e A w ¥ oo a o ¢ o ao o o & o a w
MANINNITATIIY fnse RunTaRnwUawmeIsn1sneBiannsetind nie3on130ula viell agvinle
4 & o4 od o = o ve v
goutudevaides gnguiiu gnindeats wielasuanudueny
2/ e L 4 ¢:II &/ ] EJ ar = &
(10) FlonuiintinnsIvaouANNYNABILEEAINLLTDNDUDIVBYAABUNIADS
GJ 1 o & 1 o 2 £
Meguudumesilnneuihdeyaluldiu
(11) glfudaszinseisnisanilvanlusunsuldanuaindumesids esauds
Patch %38 Fixes s 9 91ngu1e fesdululagliazifianiwddumelyan
(12) nsldeauiuuesn (Web Board) vesesdns fliunusesliilamedoya
EI -] ot ot &
ndAguaviumudureenng
a ] £ 2w o v = o n w o=
(13) Tumsiaweaudnuiu fgldnuseddilddeanunday Wise fegilife
a4 a1 3 o o & = ' |
ANNLERULAEFIBTBLEEIDI09ANT NTYINANEANMNENTUSAUINTNTIVEIINEIUDY 9
] v = ¢ = v o o d ¢ ¢ o ) v g v
(18) wasanlgausumesids Tvinnistaiuiusiwesivedeatunisidilgau
lngupaadu 9
a e o
6.3 Wlaurenisldauaananediannsating
6.3.1 NMSUIMITIANINNIUANNTUAIaDRAEdIMIUIATEUNEYB983ANS (Network Security
Management)
6.3.1.1 wuamujuRlunsdweavanedidnvseiing
(1) Fauaszuudsaimuednsnisdfszuvaanunedidnvseiindvesesdns
Timungauiunsidnlduinisvesgldnussuuuagninnanuiuinyeuvedldau sauviadinis
nuudnsnsnldanueeeainiae
2 o ‘G; at =i J 2/ 1 at ] o ot
2) dguaszuusesimuadnsUyisevegldanuselniassianiu dmsu
msldnupsawsn weldlunsamsaeuinuaiwesdldnussuvaamnedidnvseiindvatasdns
3) dwsugldanuselmisglasusiariuasausn (Default Password) Tuns
' = = & = 1 o & v oo v
Hrudszuvaanunediannseiinduasilefinisidngssuuluaiausnuu ssuvazfeeiinisvedy
= at ! wr
Tiwasusiaeulagyiug
(@) MsfmuATiarIUNG (Good Password) muniszyld Tude 7.2.1
(5) svaruanmeBidnnsedind vaueldsfarudeshivsngvsouanssianiiu
Tngnss usrpuandlugUvasdydnualunusndnusiu wu “X” e “O”lumsnuw uiazidnus
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g -] o nlj = 2 L | ows i = v
guassuudeaimuaduasineedlvigldanldsianuiale ddunis
UfuRlaevalulaiiu 3 A3

(7) Houassuudosmuualiszuuaanunedidnnsedind fesdin1s Logout
1y a o o = 2 i 2 I = o w =
sanvinminvefansidauglénuiiedldnulilaldnussuuluszeginamunnmualy 60 wai
Q! L | |‘!} at ] =) 5
Wiesmanmahldausiesesddvedldnuiaysianiusnass
@) fldauldaisasainisldlusunsugigdnsviaiiudiuynnadnluda
(Save Password) vasszuuaInnedianvselind
24 £ =i =l @ [} =
9 gldnudouimandsusianiumgn 6 e
174 L o s 2 oo = & o= =
(10) gldaudesszdnseislumsldaavunedidnnsetindiveldliiinanudsme
1 = =u = = 4 i I o I yﬂl = = = =
AeRdAnIVIazIlinfvanS adanuitAgdelau vieRAngu1Y Vieazilinfasssy
1) = d = - 2/
wazluuaramidsslevd wisayginlvgdunarminalsylesdluidegsfaninnisidannune
Sianvsedndruszuuiesetiereteddns

(@)
el

1] o g wel a d a v a4 VI Y
(11) gl feslildnegannunedidnnseiindvesiduiiosu Sudidoniy
pniiuusisglasumstusenainidvesldnuuagviieindveamnedidnvsedndidudsuRaveu
Aansidausng o TusamunesidnnIsiindvesmu
U a y:i‘ 1 = =Y & & d‘ a
(12) Q’memm’Lwagﬂmwmﬁaatﬁnmaunammmﬂnﬁ WBNNSYINTUYBIBIANS
WINUU
(13) naannnsidausEUvIanunesiannselindiaiadu feeviins Logout
5 j at G!J 2 = =Y
9ONAINTTULYNASY etosiuypradudildiuaamunedidnnsadind
(14) gldarudeaianisnsivaauienalshuulansanuiediannsedndnou
] = d o ar ar at =, &
yiIn15 e Wevinnisnsiaaaulwalasldlusunsudasnulasa Wunisdestulunisidalidnidu
Executable File 19U .exe, .com WHusiu
(15) gldrulimslaviedssanuneBidnnselindwisdenruilasuaingda
nlaigan
o ' oW P M W ' a 2 - &
(16) gldauldarsldvaninunligninviesudiaanuiudiannsotnd il
o o =1 ﬂ!] L3 ] - I 1
winzan Yeyaduenavilviidedeidesuetnsdns viliAnANLANKENTENINBIANTHIUNIANLIY
Sidnnsatind
= ) | o w 1 o w w
(17)iunimﬂmaanﬁawmﬁgamﬂumwau ldmsseymiudrdguesdoya
aslutovnvinesidnvseting
(18) {lfusivsnsraeudifvanmunedidnnsesindvesnueniv uazlinag
v 2 v = a8 a e v ow o a d P
ﬁlﬂLnumam“aw'ﬁmmwmaE]Laﬂwsaunﬁﬁlm‘lﬁ‘lwaﬂﬁumﬂwmaaLaﬂmauna
2 b - =Y H [ dj £
(19) dldnudssavanmnedidnnselindilifeniseanainszuuiieanusum

nsldilonszuuaavunedidnnsoiind

= o & « | o
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6.4 ulsurensdanisdeiildlunsduiindoya

6.4.1 ﬂ']'ius‘im'ﬁﬂﬂ’l‘a‘ﬁaﬁuﬁnfagaﬁmm'ml,ﬂaaué”]Ulﬁ (Management of Removable
Media)

6.4.1.1 mualviivhmihfiquadetuiindeyaszuumaluladansaumanasnisdoans
Tnedndsumnudfuazdaiivluiuifivingay danuvaends wesndouldo

64.1.2 fvundvsuaznismunulunsidnie detuiindeyaszuumaluladarsauwma
wagnsdeans wardnvimedoudiianslddeduiindeyassuumaluladansaumauaznisdoans
sauvis falddinisameidounnafeiifinisduniedudeduiindeyaszuumaluladarsauinea
uaznsAoans

6.4.2 n’]’iﬁﬁﬂﬁaﬁuﬁﬂﬁaga (Disposal of Media)

6421 AwuaszziIaIN1siv n1sau nisvinane detufinteyassuuinalulad
asaumALaEsAeans Jeyavesszuumaluladasaumenaznisioas waznisdsestayaszuy
welulafasaumauaznisioans Imngay Yaoads oy nouiedainenansuumaugin
(E’J’Né‘@Lanmmuw101]{]'13’%“??14&1aunﬁﬂﬁﬁ'ﬁmsﬁmwaﬁgaﬁ'uﬁﬂ%’a%a (Disposal of Media
Procedure))

6.4.22 TaziBeanisindndetuiindeyaliuluauduneuuftinisvhaiedetuiin
4a3a (Disposal of Media Procedure)

6.42.3 Muusengmsldsuvesdetuiindoyassuumaluladansaumanaznisdeans
wagliiimstuiintudaldnunay Tuduaansldem

6424 nvirareansaumaiivegludetuiindoyasruuimaluladarsaune
uagmsdeansiliBnmsiiiilaliideyaldgmitansuagliiaunsodaulétn
6.5 ulsurenislfauiniesnsuiiamesiuunnw

6.5.1 nstmuanthiiruuiaveunaztunounisuftRau (Operational Procedures and
Responsibilities)
6.5.1.1 msldauiily

(1) n3esneuinmesuuunnwfiesdnsoyg el igldnuldauduningdu
vassAns deiufliruisieddnueiesmeuiineiuuunnmedsfivsyavinmionuresesdng

(20 Waunsuilldgninssasuuiniosreuiiimesuuunnnivesessnsdeaiy
TusunsuitesAnslédoauandgniesmungmne iy Fugldaudnaoniusunsus 4 uazdly
Andauuialasrnfwasiuunnmvieusluvdothlulvgauldnulasiangmne

(3) manAsudev3ednIaInNRADILUUNINIATINTRLRE BRI
e wihflvesgudineliladansaumauaznisdeans iy

@) Aldnudesdnunazufiinugilonsldiuetieaziden enislda
agnUaanfsuaziusednsam
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(5) lusmulasuiludiudsznaunie 4 993ABNRILABSLAESNYIAN TN
YDIMBUNIH DS TN TWLAL

6) lunsdlfifesnisindoudonissnsuianmasuuunnni doslanszidn
dvSuirdasmeuiamesuuunan Wetesudunsefiiinainnisnsenunseiiiow Wy n1sanain
Thzvineu wiovgaile 1Wusiu

7) ls,jm‘s‘Lﬁ'Lﬂ'%iaaﬂauﬁfal,maél,l,wwrmw'111J°l.un'ss|,ﬂ'u,ﬁumﬁﬁLﬁaaﬁiam‘sgn
naviulaglallddalannnsiivemidniuuuedes wisenagnauleuld

©® nsldesesmeniumesuuunnnidusseznanuivly luanmiliennia
foutn Foslnimsaspouimesiiadumsiniaiosdnssesninoudaldanlmisnas

9) lildivdeveuds wu vareunm nedudantiee LCD Wilusesdineiy
wiavilive LCD saundesranimasuuunnmiuanidemels

(10) lainsvasivvuntnvsuazitufiun

(11) msideudieinies vusiindeadaldaruey Tivinnsenaingiu aels
whufisd Fagneededaensiviinnen ngu

(12) lalmsindouthoindesluned Hard Disk &ty

(13) ldmasldn3eataadosnaufiamesuuunnnilnddeifuvosivan
waziinuiu

(16) limslémenaaiesneufianesuuunnm luanwiadeniifgumniias
JUBNAmANITNURBIASBIRBNRIWaTLUUNANILE

(15)lajﬂaiwqtﬁ%qﬂamﬁaLma%LL‘U‘U‘wnwﬂﬂné’qﬂﬂifﬁﬁﬁammmmﬁn
Tusegslussaslng wu wiwdn naviend lulasion gbu Husy

(16) limsAndavsennueiesreuiumasuuuwnwiludanuiifiinmsduasiiiou

(17) nadavhauazenasiasinetwsednszds Wlnfamudemeduduaie

6.5.2 nstasiusiawas (Protection Against Malware)
6.52.1 wuwnsufulunstesiulusunsulszasiglunissmauiamosuuunnm

(1) gldudeeinnisduiam (Update) seuudfuanis 1Ivusniees uay
Tsunsunisidausng q egrsadnauaiielngesind (Vulnerability) ffiatuarneenduisiiy
nsUaaiunslauandeanaume 9

2 Wudldgldnuinisandesnidnszuunistiesiulia Adnsoguu
A3 DIADNRIABS LUUNAN

(3 wingldsrununieasdeitnIosnsuianesuvunnnifinyndid
LaifisUssasd (Malicious and Mobile Code) ¥udilildudsusaiaiandifuszuuindatng
ietastunsunsnszaevasypidsilifcszasdlugauniestu q 16

= £ 3 o
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6.5.3 Msdsestoya (Backup)
6.5.3.1 wumUgualunsdrsesteya

(1) Fldnudosihnsdrsesdeyanniaiosnsuiinnesuvunnmilasitnig
uazdosing 4 tietlstumsgamevesdoya

2 l¥udesaziivinuidedisesdoya (Backup Media) 1iluaniud
Awngan lidssdensilnavestoya

(3) uudedrsesdeyasine q Mfvdeyaliszdoninnisnaasunisddu
pgsaiIAND

(@) wivdedsesteyaiilbildenud donhagliliannsmhluldoldsn
6.6 ulsuenislfauiniasnauiumasduynna

6.6.1 nstmuanthiieauiaveulazduneunisufiRau (Operational Procedures and
Responsibilities)
6.6.1.1 Msldauimnly

(1) in3esneufinneifiesdnseygalifldam IHanudunindduvesdns
Frfuglduieeddaueiomneuiiomeiedivszavinmiiienuyesesdng

(2) Wiunsuilldgnindsasuuiniasnauinmesvesesdns deabiulusunsud
osdnslatoavansinetgnisnungyane fetiu safléaudnaenlusunsuss o waglufnd
vunTesreuinesdui vieudly e lgBuldaulaeiangmine

(3) lleygyeligldau vnisdadauazudluvdsuastusunsulunios
ADLNILADIAIUYAAATBIBIANT

(@) nssadeindesneufiamed (Computer Name) dauyana adosiinun
Tnondwihiivesesdnauiniu

(5) mIndeuthevioduniasrauinnefdiuyananTItouazFosiiiums
Tnedwihilvesaudmealuladamsaumauagnsdoans wini

6 Asunisiiarudetuiinnnninie 9 desfinisnsrsasuiiienilaia
Toelusunsutlasiulsa

M Lirsiivdeyadifyuetesdnslivuiniesneufiainesdiuyana
Aldsog

(8 lirasa¥1s Shortcut w3eunAdBUY Desktop MFeussluidoyadidy
YBIBIANT

©) Fldudinduagiuinvaudenisquainuiaiulasniovesnias
pouies TneResufun dil

- Limmnhenvisiniesueglnduineionouiiunes
- limsndewsimanlilnduiesiniesresialneivie Disk Drive
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6.6.2 Mstesiulusunsuuszasnste (Protection Against Malicious and Mobile Code)
6.6.2.1 wamuialunstesiulusunsuussasaieluneuiunesaiuyana
(1) gldaudassinnisduiag (Update) seuuufiufinis Biulusiilwesuas
TUsunsuldarusng q egrsasiiiane iiedageslng (Vulnerability) Atinduainsendua sy
nsUasiunislauAandegnamusg 9
@ glduiniivAavevlunisdasslusunsutdesiulada (Antivirus)
Tifuinsesneuiames
3) fldnudemsisasumbisasndenlilunistuiinteyavincie q iy
Floppy Disk, Flash Drive Uag Data Storage du 1 floutanldnusiuiuinissneuinnes
@ gléauseansivasulndiuuvuifuaanuiedidnnsoindnielng
fnilnanunandumedidadelusunsudesiulianouldny
5) Ffrudowmsasuieyareuinnesiienssiynidslifszasdsmogie
Faiinavinliteyaneufianed vieszuunsuinmesuioynmdduinmiudeve gnvhanegnudle
WasuuUas vieufuiRemilinsemudidsiitmuely
6.6.3 M3d15eatBya (Backup)
6.63.1 wwmnufualumsdrsodeya
(1) fldrusesiuiiaveulunmsdrsesdoyaarnieissaouiiameslivudetuiin
#u 9 1Wu CD, DVD, External Hard Disk tfusiu
@ Fléauiinifivinudedeyadises (Backup Media) 13luanud
fvangan Lidesensirlvavestoyauasnaasunsifudoyaiidisedtiosvaiiaue
3) gldsufosssiliuaudssindoyaiifivliuu Hard Disk luaasagidy
ToyadrAnietosiunisyieny iwsevin Hard Disk el Rlainsgnusensdidunisvesesdins
6.7 ulsurenisldeugunsaidoasuuunnm
6.7.1 ulsusuazdunsumsufiRdmiumslinugunsadidnmsoindnnmw
6.7.1.1 fldnunesiinnueszminlunisiiguniaididnnsetindnnnn loun Notebook
Smart phone wag Tablet Mwnldaunislussdns wangunsaidanaaiinisdrfsansaumna
¥0989ANT FoeiinshsArBenniinne (Passcode) Andsmanduastoafulusunsulseasdineg
uazUiuUgssEUUUfURnsevaiae
6.7.1.2 vngldnuyhgunseididnnsedndnnmigyme gldnudewdguassuuriui
woyuuaslunsudly
6.8 ulsurensuaniUasuasaume

13 & e at = 3
6.8.1 ulsursuaztunaun1sUjuRdmsunisuaniuasuansauwme (Information Exchange

Policies and Procedures)
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6811 n1siioudauazuanildsuarsaumasevitamitsunielunazaiouen
dosriunsmuesliduluaumnnd 15 vesulouien atuil

6.8.1.2 fisiinisfesne uazniseydiiliidousonuanusndulunisldim waaduly
punsAaTlsiuLeUmIng

6.8.1.3 fesfimarnuunans walulavourennisnuildouss

6814 fvuaulouemsideusslviiimuiunsUaensiogsiige
6.9 ulsuremadhszimduanusiuaciasade

6.9.1 MahszTamemuauiuasasasds (Monitoring)

6.9.1.1 fimamualvvimstuiinfanssuldavesldau msujasnislivinmsssuy

uazmNsalang o Mieadesfumnuiunsasadvesvasiiauemuszeznaiivualy
(1) Awualvsinnsduiinn1svinnuresseuuasuin o kv 1BuazLAToY 8 T Ui

n1sufuRauveldaru (Application Logs) wagduiinsiuasidunvesszuvdesiunisyngn
[y dudinnisidnesnsyuy Tuiinniswengauidngszuu duiinaislyderu Command Line
wae Firewall Log 1usu ileusslevilunsidnsaaeunazdoufutuiindsnariliageios 90 Ju

69..2 Fostmunliidunounsufid ieasrvaeunisldaunindduasaumn
ot nabhiaue iegiriidsiaunfiindunield saufensisaeutuiinn1sufiRauresdlda
gD

69.1.3 Foafmualiiuinsnistesiunazdindninisidibs deyatufinAanssu
videwmmsnisng q MRerdestumsldauasauma tiedesfunsdsuamdsdddaglailésy
By

6.9.14 #asimualiiinistudinfanssunisafiunuvesfguassuuniodmtif
fifedesiuszuy

6.9.15 sasinualiiinistiufinimgnisaideianainsie 9 MAsadesiunisidau
asaumA nreiteRamaiamaniy ieduiunsudlalvigndesioly

69.1.6 foaranamauaiasaauinmeiyniniasludinmulinssiulasdisdminunds
nanfignées Taeiflsunanfiugunsalifisunanvesiiesdnsusemeld viessuuliuimsnannesgu
n19dumeasiiln (Network Time Protocol Server) Litadaelun13nsi9deutasIamiIniAI o
ADUNILADIVDIBIANTYNYNTN

- J L3 =l A ar =] L
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el 7
N13A2UANNITYNATEUUIATEUIEABNNIADS TEUUABNNIADY FEUUIIUABNNINADS
szuuasaunadeyaasaund doyadidnnseilind uazdeyanauiianes
(Access Control)

T0qUIZEA
iemuaunsiiiaszuuasaumaawnziildsueygn Jostunsdiame vieniselue

asaumAkargunIaiusTaInaraaIaumna aienutuaslasaiedmivgUnsniieansusaiannm
warn1SUURIILAINAEUENDIANT

7.1 Fanmuan1egInasmsun1sAuANNISIIAtEIsaUmA (Business Requirements for Access
Control)
7.1.1 szuumelulaarsaumeuaznisioans fesdnsmuaumadn feil
7.1.1.1 msawmzilounazenidnnzieug g
7.1.1.2 massgyseugldanu (User Identification) uagnsldausiiaeiiu (Password)
7.113 nafvuadndvesglday (Privilege) lunisliaussuumaluladarsaunea
uaznsdeasidulumuunum wihiluazawiuinveuvesldau
7.1.1.4 manumunsdoutiyTuasansves]lday
7.1.2 nszurumvaniunsemuaumMsniassuy
7121 anuiinsvessruuinalulafansaumanaznisdoarsiidAnsdosiinisaiugy
msideenii¥anuuareugeliameyaraillduavsuasiimudulusudldauldvindy
7122 fguaszuy feadmuadnsnsidhfadeyauazssuuteyalfimnzaniugldau
wagniiniianuiuinrey Tauvisdinismumudninisdhivedaiuaue egraestay 1 ads
wiaiflefinsdsuudasdliaussuy viell fldsussuuazdesldfueyginangguaseuy
auausudulunislden
7.1.23 fguaszuy viediildsuneunnewiniuiiannsaudlondsuuasininisdii
doyauazszuutoyald
7.1.24 fguaszuusesiaindedalilssuunsuimsdamssfasinuiianunsarinunuy
\Balimeurugldau (nteractive) wazanunsasesiunsldnusariuiiimnusiunwasnd
7.125 szuudslasianissuniy finansenudeaungulng nieszuuiidaiudidy
#oBsAng azfosddums dil
(1) szvudslaenissuniu fnanseny uarfienudrdngs lun svuudade
Fatraniasgaedidnnseind iaisagninsuargunsalideuraseninansutndnatauazsuians
wisUszinalvy wazszuudu q fesAnsiiansuinduszuvdslidenissuniu Fesueneenain
sPUUBY 9 uagiinsmuauildunelunsidhis

= & & - = LY 2
ﬁqquaﬂﬁ‘ﬂﬁimﬂﬁ“UE}WTﬂIUIaE}ﬁTiﬁuLWﬁLLaSﬂﬂ’liﬁaﬂqs NIUUYUNATT WU 34



Tonelunsuddnaravintu

winglauends :  PO-ISMS-001 nestu: 4.0

- a ar W =
Folena1s :  ulsuieanusiuaslasnfsmuszvumaluladalsaume
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(2) Fesmuauanmwadouvesszuuddlitenissunulaesaws fil
e fasufiRuuenfudadiu uardefvuadnsliiowzdiidning
AdFuneumnewiniu Wl fiRenuluiasaausuding
® FARITHUULBNANNAINTLUUATAUMABY
o psaeunslivinensiedasiunsininensliieme
e iiszuuhsrimsihieeyaddglasghilaiuoyyn
(3) #esiinsmuAunisiinfeaingunsaineniiainesnawy gunsaldeans
\wdouil MuiansufuRnuanaeusnesdng
@) dostmunszoznanlumadeuseiuanzay Tasfiansananamsudu
Tunnsldau uagendssressuunadeyaansaume
(5) AoslivoayliRtntaaINEUIMITAILNTEUIUNS dmSunsnteuenivile
nandildsueygn TidulunisveeyiRnunssuiunisiesvenisiasundamdeufleseuy
(Request for Change) Bsagansaneysiinum e
7.1.26 figuaszuy desdalifinnsfassszuuiuiinuaziamunisldaussuumalulad
ANTAUNALGENSABANTVEIBIANT UaERTIIRTINNTainA BNty ﬁﬁ@iassuu%gaﬁwﬁm
7127 fquaszuu Fesdalifimsvuiinneazdeanisidifisszuu msudludeuudas
anang 9 uazmssudiesndauRinIveITEUY maaﬁaﬁﬁlﬁ%’uaumwLLaslﬂlﬁ%'uaqmﬂm ey
vngulumansiaaumndiyiiaiu

7.1.3 nsmuaumaihisszuumeluladansaumeauasnisioans

7.13.1 fguaszuy Svihillumsasieasuniseyiiuasimunanslumsiwidigszuy
Wun nsvesygradildszuuiu asdesiinisvinenansiievednslunisidngszuy
wazvualitinsasunueyi® Tnatenaissananiagiesdaiulidundngu

7132 1Wwasdeyauaziinvesssuvaiuazayg n igldnuirgsruuanisludiu
fisndudesmumiilewiuisreuwingu iessnnislianiiiuanusudulunisléon azdlug
auidsslunisldeuiugrunanid dadu nsdmusanslunisdhfessuaudestmunniy
A Butushuiny

7.133 léuszdesldFueyymanidimihiniuinveudeyauasssuuaiuniy
musuurenslinussuumelulafansaumaagnnsdoans
7.2 nMsusmsdanmsnisiinfsvasglderu (User Access Management)

7.2.1 nsamzifoudminilnivesqudmaluladarsaumnawaznisdoans dosfivunld
funounsufiReradumensdmiunisamedoudmihilmiieliiavsee q lunsldau
aunsdusaiaduneunisujifidmsunsendnaninisldeu wy deateen viedlewdsu
mundssunglusedns Wudy
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FYawonas . ulsuvieanuiupsUasnduaiusyuumaluladansaume
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7.2.2 Snuednsnisldszuumaluladansaumenaznisdoansfidde 1wy ssuunsufiames
TUsunsuuszynd (Application) aavunedidnnsednd (e-mail) szuuiasevielians (Wireless LAN)
syuuBumesiiin (udu Tnedeslianiianiensufifenluntirfuagdeslduanuiurou
ndauaszuuiuaednualdnus TuFesumMuArERInanetsaminaue

7.23 fldsudesasnuiunsuanitagniiiifsatunsldnussuumaluladarsauma
wagnsdeansiiuanednualidnes wasdesfoRnuethunsinsa

7.2.4 mavdmsdanstndanededlda (User Account) wagswareadmid

7.24.1 tuaszuy fuinrouszuvatiy 9 Festuundnsveudniiilunisidads
ssuumalladansaumauasmsdodnsusiagsruu saumsivunansusnaumihiiiuinveu

7.24.2 m3rmun Msdsuulasuagnisenidnsiariu fesufiRnu %umauﬂﬁﬁﬁnﬁi
ammﬂawﬂ%’mu (User Registration Procedure)

7243 nsdfinnusududesliansmauiugléan nuneds gldauiianigega
ﬁmﬁmsﬁmscmn1‘3ﬂ'mﬂmg“lﬂz’fqwﬁﬁﬁw‘ﬁfﬁmw&uaéwﬁmqmﬁaqwa‘lmlﬁ’ﬂaﬁ’wﬂamﬁ'ﬂwﬂaurmt
WSO

(1) ﬁmﬂﬁ%’umnmﬁm}auuazaqﬁﬁmn@'gumwumuﬁ?u 9

(2) foemruAuNIsldusgIndumn Wy AMvualviinisaiugunsldeu
wanznsaisuduyiniy

(3) Fosrtmuaszeznamsiduuagsyfumsldnuiuiidedusseznanding

(8) Fosinsidbusiariussnandsain 1wy yafmdmuaeusndulunis
T w3 ’Luﬂﬁt:‘fiﬁﬁmmﬁi’"nLﬂuﬁaﬂ%{mmﬂu‘swﬂunmmuﬁﬁ’aqmﬁamﬁamunﬂ 3 1o Wusiu

T2 ﬂﬁmmsﬂﬂm'immrmwauamm AUTUAIUAY

7251 fquaszuy deadmuaduniuduresdoya 3FUFTRTunsTaAUTeya
u.au'sﬁﬂgu@ﬂum‘imU@um'§|.°mmsuauaLLmaU'Uﬁ.,mwummaumm‘swnmiﬂamaua“mmﬁmmu
spuvTy Tdsnsvhaedeyaudazstandunudy

7252 1¥1vesdeya szdeaiinnsasumiuanumunzanvesdnilunisiinfisioya
veafldnumanrilatnetestiay 1 aa viodlelimadsuwadasadrseyrains tielviulaldn
Aneng q AWlEGmadamuea

7253 3%'1Jﬁﬁ’ﬁ’tumsmuaunmﬁﬂﬁﬁagau,m'axﬂixmw??umwé’uﬂ%mm%’nﬁﬂ@ GIZRN
uazN 1T EINILTEUUIL auaseuy deatimunsiedogldaiu (User Account) uagswaniu
(Password) tteldlumansivasuaziususnuuesglfnuteyaluuasduanuduioya

7.254 M3sudaoyadfnruinietieansisug deslaiunisidnaia (Encryption)
Aduanasgiuaina 1wy SSL VPN %3e XML Encryption lugu

7.255 fasfinsfmualiiudsusianiuniusseznafitinuavesseduainuddey
AN
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2 EJ as 5 o &yl 1 at ﬂy o =
7.25.6 teyanilsziutunnuau dws “du” Yuluimualviditalaiamzaiglunan
o o P waly v 4 =
579N (08.30 - 16.30 u.) Inszvunelunsudydnarawindy ewzglasueygyien vieiiaiy
Tlluanunsaveeyifnisintiausnszeale
o - at =] é b= ] at C!iﬂi EJ o
7.25.7 thsguuuimsianisavsmatnfsdmiussuuiiiveyaniianudfnyas

¥ o o o o o ad o < = ¢
7.258 sasiiuinsnisinwanuliuaslasnduuesteyalunsiniiaiesneuniines

J ::| & 1 1 :IJ =Y 1 @ 2 d [l
PONUBNNUNVIBIANT LU duATBnsuRImeTlunTI9goN mmﬁﬁaal,l,aaawa;‘gamﬁuaqlu

ﬂd ot Il 1 [~ .
davunnnay umu

7.2.6 MSUSYISIANSSVANIY

7261 gauaszuuvziadniduniiniAigunssiuagssuvasaunag lagaauau
el 0’: ot I A o Qte Qs g
Wifinsssanufiaanlaen lnesosfmualiinauts il

(1)

(2)
(3)
(4)
(5)

ANVUALSHARIUADINNINNIMIBVNAY 8 Fsnws Lauseddin1saesia
Feusznaume monwsndusifunivg MRuEn My wagdnusyiivey
1o ar ! :I' a4 = d] = o ;:J 2
T wuasianuiilunissredaaindeniadimemnlade
Taldsannusiuiuvans 9 gunsaivseszuy
1 o at 1 SJ i
Lieseygalviaadnsvanulinessmssluszuy
fvuasiarususulitudmiildendenisaine waznisdeey
LY ot a = w o = @ 1 o
saruliumThisesnniunisiiuluegnsasnde

7.3 wiilauiuiinveuvesifldanu (User Responsibilities)
7.3.1 waruagldaiarinuiivasnds Tnedestersiaeulidulunadaimun Tneaenndes
fudietiafuresiuaszuu sdelimidums fil
7311 Wil fiRmuuummansuimsdnnssariu fail

(1)

(3)

(4)

Avualvisvasusediuinnimiemindu 8 fdnus (laeiinisuauiu
seminssdnusilusRuiund fasnesialug Fadhesdudn saae uas
dydnualitnniei)
Lifmuasariudiuyanasindenisuinanavesnuieanioynna
luaseunfavieyanaiiinuduiusinddatuau viearndrdny
feglunaunynsu
Lildsasiuduynnadmiunslduiiudeyasmiuyanadusiuiaiedne
ABNNLADS
Lldlusunsuaauiiamesdislunisirsanudiuynnadnlul@ (Save
Password) dwiulrdesneniainesdmyaraiiimiiinseunseer
Lisevotudinsviasiuauypealluseuivihesensdanaiiuresyarady

p=] £ & ﬂl ar L5
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(Information Security Policy)

(6) winiinsldaulind viegunsaisatunielunguan agdedlmdmiii
Sunsruuleviemsuimsdanissiasing ieifiusnusiariiuimesmuies
wazveanaulidumwdy

7.3.2 doufjifvesdldnulunisldnunioteneuiines
7321 fliswiiiianslfiedodisneuianesmelidermuauialdouien § nisiity
Fartnun uag/vioenaneliiAinaudemounesdnsvieyananiyanale sadnsvziarsu
sufiunsmeitouagmengrnownidmihifiRunueumngassely
7322 fldewiddninennsiefetnedisivasaviam wu linnilvanlwaidivunele)
Tngldsnduuaglimsuitiluserinnanhoudsdinsldiaieteegsmnuiy
7.323 gldeuiislddoninugnimuargnassnusssundenujidlunisldiniedie
wu laids e-mail wuunsgaeimneuiiduandniaiedielaglidniu vsenslddenuiignmey
vlufsliludommuitddufoyanadu Wudu
7324 fldsuimihissiasefinnnaoadolunmsliieietelasianzogiebslivonly
yaraduinltiesetureuimesanldfldanuven
7325 vieusylevilunisldswaniudiuyana {lésussdedldsianiudiuyana
dmiunsldaunissmenfinmeiiimihiinseuaseddauegsefussuuufianig (Operating
system) Tnesanuduyaradinanfealulumuinujoide 7.2.1.1
7326 fldruazdedalfintotienouiinmeslaeiingussasddieluil
(1) lemsnsevinAanguane veuiensliiAnmmdsvnounypmady
2) ilemsnseyiiitaderuasuiFeuiesuiefasssusuivesysraney
(3) ien1swIdivg
@ emaUanedeyaiduaiududalduiainnisujoaliuneedns
Lt fudeyaveesinvieyananieuaninig
(5) ienszrinissulidneanidunisasfianinddunsdayyivesesdns
V30UDIyARADY
(6) ilelvimsnudeyatnaisvesyaaadulaelildsueyginandifudves
vierfisiavsludeyadonan
(7) ensTuviedsdeyadenovieetaneliAinainudemeliunosdng
iy mssunsedsteyaiiidnwazidussnugnly wiemsiuvdedstoya
flFanyaranitsusnsuilidnwuziiunisaziinnengmuieniedns
yosyanaduluSadmihivieyanadu Wusy
@) iedarrenislidnueietensuiinnevetesdns nioveadminiay
y9909ANIMI B allAT o BAaNR RS YRt0sAnT Lilaunsaldeu
lemuund
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(9) euansnIiudLyaraluFesiiAsdesfiunsduiiunuvesesdns
Tudaiiulad (Website) 1n 9 ludnuaziiaene wiseraneliinaany
irlaneamedeuluainaruiduase
(10) iitonsdulaienadnsieUstlovivasesdng visaaneliiinarudauds
YIBAEEMIEUNBIANS
7.3.3 mulasafeniaiunIenm
7331 fldsndimihasuiinveulunisteaiunsgyme wu desdeniaiosnsilails
TH9u linaedesiisliluiiasisne violunaitamudssiensgame
7332 fldmildmafurielfnurssfunesuuumnmluanuiifiirwdow/mnuiu/
Huazeasgawazaesyiadesiunsnnnssnu
7333 ufilsigldaruinisdsunvasudlediudsenoudes (Sub component)
fiRansegnelusuduunned
7.3.4 Wlguemsiaaesiivyinauuazmiiee (Clear Desk and Clear Screen Policy)
734.1 szuumalilafansaumeanaznsdeasdedliumsnuaumsianandeniinee
(Screen Lock) witetosfuynnaglaidavoidild
7342 arsaumandidgydielifianusududeddauliinisdafvesnainlse
vieUntentheenouinwoiifasaumaisnan iWetlestumsgniliawme wiegnidnddeedluidans
7.3.5 nsmuaNNsnRasEuuUR RS
7351 gldsusdesimundeldau (Usemname) uagsvaniu (Password) Tunisidnld
NUsTUUUHURMS
7352 gldnusesimunsiauliliguamiegaiosnuiseylilude 7.2.1.1
7353 fléaudessanisldaulusunsuinuisenin (Screen Saver) Insaian
10 Wil ivedenmiaaulaliiinisldon uasldsvaruilorssnsldau
7354 fldaudoslieynaliguldtedlden (Usermame) uagswaru (Password)
yasnu Tumadliiniesneuiainesiauu
7.355 simsdnfauazarugunisldaulusunsuessauselom (Use of System Utilities)
Wetlesiumsandaviondnidsanasmsiuanuiuasasnsoflaimualy
7.356 vinugldauldlusunsy asiadu/idg/auny Jayanieluiniedionsuiames
iagdoyail Fu-ds iuietioreufiumes oniiu Rsiniasulsveufunuiiuasasede
VBAATBYLADUTNNADS
7357 #eafmusliszuusanisldon Wedldaululéldanussuunnduszezinan
10 u

o =L & as @
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7358 lunsaifiszuumaluladasaumanaznsdoasisianuddygs dosinig
Snszeznalunsideusosyuuiiu q fmusszeznalunsidhis vievadamuausuuas
arddnesoya snidnnadhdssruuileduansrernaniitinun

7359 fl¥ausesinnis Logout ansnnszuusiuiiileidnldaunielisgiinine
Wuna wu lusgwinsnaninnansiunsesisnanilllildanuedeaduszezinamnu 4 Waen
wiaamelusunsuinwaen (Screen Saver) wazwdadnau gliauses Logout sanainiaTes
AaNWIRBS IS UTRY

7.3.6 N13UIMNTIANIINSUNTNATEUE (Network Access Control)
736.1 szvumelulaBansaumauagnsdeans doddsunsmunumaeietns fail
(1) woniASerneszmnaaTesreuiames i sLAzIAT Bl TY
(2) MuAUMSNEMaZNTIUaIYATA
(3) AUAMLEUVNIN ST UASUBYanaATeUe (Routing)
(4) femu ATI9dBUNISITRIkasNTlTuLATaT e

7.36.2 n13idnfiaa3otiensuianesn elusifng 3Inn8uen fsIlin1sAlIuAu
nsidensie (i fimsseydedldnuuarsiariy vienisveliintetnsdiuyarataiiou (vPN) sy

7.36.3 M3tgunsaliniatiuaouiaees wu aind (Switch) gunsainssaedyeyin
in3eeliany (Wireless Network) uideusefiuiniatigvetesdns dealdiuniseyiiosis
Wumsmsuaglisunmsmunuanutiuasasnsssuasaumenousiuns

7364 A9N1300NKUUITEUULATEYAUNGUTBIUTNTTEVUMAlUlagansaumne
uagnsdaeansninislden nguvesilday uaznduvesszuumaluladansaumanaznisdoans
Tngagntossivaniseniazatiangluiuneuen laun

@ Tounglu (Intemal Zone) dwiugldiunielussdns
@ Teuneuen (External Zone) dmfugldnuinly

7365 nsidngssuuiaietienisluvesesdns laguiasediedumesidnazdas
Isumseyimdumednualdnusanmisnuiiquasuinveusulassinsssuumaluladansaume
uaznsaeansneunsldaniluynnsdl

7366 figuaszuy dosiiisnisdidadninisléiuiienuguiléaulfaunsaldau
anzaeteilduoyg iy

7367 fguaszuu seslisnsiiadumamsithiuaietneidnisldnusiuiy

7368 fauaszuu desdaliiifinedrfanisldiduniauweIonig (Enforced Path)
NniATesreNImosgnisluSuniesnenfamesisitne elilvdldnuannsoldidunedu 4 ¢

7369 Fosimuayananiuinveulunisimun uily vislasuuuasan Parameter
#in9 q vessEULIATeYsLAzgUNTaling q MideureiuszuuIAIBTEREsTRlIU wasfosinsumL
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AMsAMuAA Parameter s1a 9 agnetioslaz 1 ase wenani nsimuaudilendelUasuudas
f1 Parameter fasudayprafifededliiunsiunnads
73610 svuuiAIeTeaaetefnsiinisdeuselufsruuieierietu 5 A1BUBN
04An3 doadeusorugUnanitesiunisyngnvielusunsulunisyia Packet Filtering Lty nsld
Firewall w38 Hardware 81 9 sausedasfinuanusalunmsnsaesiaus (Malware) fae
736.11 FesinsAadaszuunTadunsynsn (PS/DS) iemsraaeunsldauvesyana
Mdldnussuuindetnsvesdnsludnvasiiiauniriuszuuaiets Tasiinsmsaaeunisyngn
HuszuuiTets nmsldaludnvasiiiaunfuaznsudluasuwasssuuiniotnelneyanailail
st iifedos
7.36.12 matngssuvnuasetienigluseing laeruniedumesidadniudeadl
M3 Login wagdiaainisigariBudusnu (Authentication) iiNensaaaeumLgnies
7.36.13 IP Address nmeluvasszuunuesaiienieluvessdns sndudedinistesiy
flimbsnuneusniieuseanunsausaiuls ielunsdeaiulilyaranmeousnannsaidoya
Aertulassaievesszuuiadedis wasdiulsenavvesquimaluladansaumanaznisdoans
Ialpedny
73614 foadarunuiiaszuuiaietie (Network Diagram) Sailsneazideaiieafiu
veuisetensluLasiaietemeuen wazgunsaisng 4 wieeuiuuglidutiegtustiaue
73615 mslfinaTesilesng 9 (Tools) lilensaTaasuszuuIAdets Fodldiunmsayin
NNEuaszuL wagdriansldimuawswinisuiu
7.36.16 msfasauarnsidfeudiegunssieietisazessuiumaienunulagidmin
udmalulafansaumeuazmsioans i
7.3.7 nstestunesaiilddmiunisnsasasuuaryFuudassuy (Remote Diagnostic and
Configuration Port Protection)
73.7.1 madimesailddmiunsaeunaruiuussszuuiiniadidmenieninuas
mapdotnedosimsseiaruiisany uaslidndsdamedilasuayaaminiy
7372 finmstesiulasnsUnuinig (Services) maudhiaromnsildiigesnnszuy
KuaFate wandeliawegunsaiuasinanfisnduy widy
7373 Yanslisuvdemuaunisidifanesalddmiunsadeuuasufuusaszuy
Tl nulfegnsdinszeznauviniisndu
7374 sswasumsillalanesn (Port) vessruuniegunsailsifienudniulunslde
ogsaiLAND
7375 Anmuesesiienrndusarlostumsyngnmaaietne
7.38 numuAuNMsntueUndrduwazansaumea (Application and Information Access Control)
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7381 gauaszuunssindanisidnfeasaunanagileandusing 9 vaswoundinduy
pmulevienisidrdamienisarvaunisldnuansauna (muaed 7 1) Tnsdesusnaudszinn
vouldem nssrinavivesdldeu Fesiansaneguuiugruanudiiuresssuurenduasudas
svuu Taefluuamneu s

(1) wisuniheenisuydmiunsaiugunsiiiiassuy
(2) muauAvsnsihistoyaveadldan
(3) muepuAVEMsRteyavessTULTENALIEY

7382 Wwesszuunudewusnszuumaluladansaumanaznisdoansidanuddng

Bluusnaiwendanneenandmiussuuilasians

7.3.9 n1sAruAunslgIusEuUIINAI8uen (Remote Access Control) gudinalulad
asaumALaznsAeans deafmualiinismuaunislinussuuiifauassuuldfassliniglusadng
ieguasnmmulasndevesszuunnmeusn Taefiuumaon fei

7.39.1 n15id1gsruuannsrering (Remote Access) 3z uuLATauIenouiaLnes
18493403 neolilindeimnsniiniudsgeioninulasndvuesdoyauaznineinsueissdns
msmuauyAraiiingssuretesdnsnnszeylnadsiesiinsimumnesasmsinumeanuasede
fifsdunmnesgunadigssuumelu

73923813l 9 Amuiamnsadigieyaviessuuteyald anszeglnadedldsu
nseyiRnngsrnsnsqudwaluladansaumawaznisdeansnow uasiinsmuauegadunnanou
Ul wagdldnunslfifinmdeivunveinmsitigsyuulazdoyastiunsinia

7393 fewhnsWiavdlunisdhgszuvansseglna fldnudesuanmingussymeua
viopudndulumssfiunuivesinsegiaismeuasdeddsueydRnngisunsegradumens

7394 Fesfinseunumain (Port) Mdlunisidhgszuuegnsiany eygmanizwein
fisndusiomsvhauwidy smndieudssdmihdgiuiaveuiidvise fumsldnuiud

7395 msaygnligldauingssuuansseslng dessguuituguvesannusuiy
Wity wagliimslianesn (Port) ilaglisuiu Fesianisidenseaidelaléldnuuds uazaunln
Ildldralafinmssosmeiisuduminiuy

7.3.10 ﬂWiﬁ@ﬁﬁ?muﬁw%’usﬁ%’muﬁagjmﬂuaﬂ (User Authentication for External Connections)
73101 {ldsmszvuynauieasidrldauszuy dekunisiigadinuainszuy
090903 dmsulumafifesutseenifuassiuney e
(1) nswamsiany (dentification) Aetumeuiifldimuansdladlda (Username)
(2) msfigaBudusinu (Authentication) fis FEnsreaeundngruiiiowansin
udldausiads wu nisldswariu (Password) nianisldauiinnise
vizensldf USB Token #ifirwanansa PKI sy
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e e el

73102 madgszuumaluladasaunauaznsioasvesesdnsiiu axfosisnis
Tumsnmedeuileigaifnuegiaies 135

73103 n5idgsruuainszeylng (Remote Access) Lilaiinnaulasnfuasfaa
finsnsanaey iefigarifinuvesldan wu s vieisnsuthsvia sy

7.3.11 mamuaugUnsnineuineiuargunanidemaiedeuiuaznisufiieuainaeuen

99AN3 (Mobile Computing and Teleworking)

73111 fesufidmuulovienisldauaissneuiamesuuunnw Tunianeil 6
vowleven atiuil

73112 fesAnsiulsuneaygwlridmhiufiRnuminaieusnesdng fesdiinnsns
ieruAunsUiTRNUIINMEUBnaIfnsiIe
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o
nuIAN 8
N15IANINTDIN WIINITWAILI HaZAITUIFITNEITZUULATEUIBABNRNDS S2UUABLNIADS
FEUUTMUABNNAADT UATITUUATTEULNA

(Information Systems Acquisition, Development and Maintenance)

at

nnUszeIA

= o o o = = e =t “
welvinisdaniuagnisiaunszuuinaluladansaumaiagnisdeans lRansaniseiay
o as & JI) = o as
Anuduatasadeiuamsaumaduesiussnauiugund gy

8.1 farmuadiuanuiiunslasndedmiussuumaluladansaumanaznisdeans (Security
Requirements of Information Systems)
8.1.1 myliTevilagssytenmuasnunisiunmasnde
8.1.1.1 liwasssuuLaziiaunTTU Fevilasiuazseydervuameiuaiuiung
Uaeaste lutefmuadumaiavesnisianuaznisimnszuumaluladansaumaiagnisdoans
dwiusruumaluladansaumanagnsdeansinl vieszuuiuiudsaninszuuitiogud
8.2 nsUszunanad1saunAluLaUwaLAtY (Correct Processing in Applications)
8.2.1 NMInsIvdRUTDYaU"
8211 fWmunszuu fesfmuanalndmiunsisasudeyaindrveiusundindy
Ieyatiuiinnugniwuazmnzauieuissihluvszinanasely
8212 livesansauna desiudn Usuugs ansaumea Iasudau gnies ieield
wazfuilagiu
8.2.2 minmadeudeyaiioglussninamsussinana
8221 fimurszuu Feadmuanalndmiunisnsisasuirdeyafioglusening
nsUszananaifinauianaintunieli Wy ereflanngainainuianainlunisussanana
nsnsgvilaelamveiiieides Wusy
8.2.3 N13RTIIABUAIUGNABIVDITBAIM
8.23.1 HRAIUITEUY ABITEYTRANUATINTUNITATINABUAIINYNABITBITOAIIY
dmduuaundiadu itelvianunsansnasulidudemnufuativiigniessuisimuainnsnis
sesduiitetestumadsuuaneudluderuilaglaildzuaygm
8.2.4 n1snsIvanUloyatneen
824.1 gimunszuy Aoanmuanalndmsunisnsisaeutayainoanainuaundindu
Weaidunismumuitnisussianavesarsaumaiineatendulegrignienasinunsay
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8.3 11MIN1IN1TUN5HETaYa (Cryptographic Controls)
8.3.1 ulsurgnisldnumainviadeya
83.1.1 szvumaluladansaumanaznisdearsidrdy Winarsunlduinsnisarvgu
ANNAULATALGNABIYRIANTAUMA LagmaTiansidnsiadu 1y n1sldeu Secure Socket Layer
(ssL) visemsldsarululwaBidnmnsetind etlesiuglifansidnts Wusu
83.1.2 Wiasandansaurunguaitlddmiunmsdistateys Tnsaseungunisadis
nsdaiu msdads uazmsudluasuulag
8.4 nsaseanuiuaasadeliivlndvesssuuiiliuinig (Security of System Files)
8.4.1 namuAunIAnsITaNssadlUSseuuRliUS NS
84.1.1 fosdaliidunounsufofianiuaunisinssgenduasing 4 aslugeseuy
lsiuinag viedl eananudesiiasilissuulduinisdufnanudenis eauiaund
wiaelianunsaldauld
8.4.2 mytestudioyaiilidmiuneaey
84.2.1 fimunsyuu deandnidsanisliteyasseilisueguuszuuliuinisdiniu
nsnaasuszuy mndinnudndudedld deedvualdiinisdesdunazaivqunisldau
i Fesauiisunsdruresdeyaiifumudy Yoyadaus vietoyaddty
8.4.3 M3nIuANNSINEweTalAnd mIUTEUY
8.43.1 1WwessyuULAzEguATTUL Fasdrfnnsidiwesaldndmiuszuuiliuing
siail Wletleafumsidsuuasiioraiiatu TagliléiSueyg evielaglilianun
8.5 n1sa31eaduiiunsUasassdmiunszurunisluniswausEuuLAzn UM SaTUAYY
(Security in Development and Support Processes)
8.5.1 funounisuftRdwmiumuaunsdsuulasdeuslusruy
8511 FosfmundunaunisufuRedrndunisnisdmivaiuaunisiuasuntas
viaudluszuumalulafasaumawagnisdeas visl ileananuidssiisgrilissuuifnanuidomns
vinnuRaun® wislianunsaldanls
8.5.2 MInTIvApUNMIYNUTBILUNAIATuMEnd s nTiUAsuLUasTzUUU RS
852.1 fguaszuy fewiiniinsraasuniamaianiendaainivinnisiasuula
sruuUfiRnisiiegueundinduiihauesguussuuu fiRnsdu iouiaund laiasnsoldauls
viseiitmmmaduemnusiunsaendeintuniols
8.5.3 nssinnswasuulasudlusesensinaiiunanniuan
853.1 fowdnidssnsiasuudasudluderenduainangudn mndudusosudla
Foauflunuarsuiuviniy waedosdinsmuaumsudladusgadunade
8.5.4 mstesiunsilvavesansaume
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8.54.1 fparivuaunsnsiiietiasiunissalnavesasaumnavednsnng vioanlenia
fagyiliansaumaianisialuasenly wazlunsdifdesinsvihausaniuyaranioniaeu
aeuanisuiudeudifisarsauma nieszvumaluladaisauinAuazn1sdoasved0anng
TﬁqmamauaﬂmmﬂﬂﬂmwEl'il'a;“mmﬂm‘iﬁw'lu (Non-Disclosure Agreement)

8.5.5 NSWAILPaNALISIAEMIIB9IUNAIB BN

8.55.1 éfaaﬁmummmm‘iLﬁamuauLLasrﬁzmﬁiaaumﬁﬁmuwawﬁmﬂmwmamu
mouen wazlunsdifisslidnrissuununiogonsuas w%alﬁﬁmmtﬁ'uLﬁumniﬂ'il,t.nﬁuﬁw?agﬂ
Timusludonnainissnedn ssuunuvsesenduifinautuiureaduivanivetesdns wasdes
daevresaldntulesdnsie
8.6 NM1sUSMsIANTsTRslndlugniaunasuazvenAuas (Technical Vulnerability Management)

8.6.1 wmsnismuAuYadlnInavaien

86.1.1 fesimualvinisAnnudeyatnasiiedesiudedniluszuusig q Aldu

Usziflupnundssesesiwimaniu siumaimuaunsnssesiuiioanninudestanan
8.6.2 1MINISMINAABUAUAMNTuAUAenSE

8621 Faatmualiiinisnsisasudiunusiuntasndy Wy nsnsIvaeutesing

ymametla (Vulnerability Assessment) kagn1snaaBUuLIEsEUU (Penetration Testing) SeUUANTAULNA

w

ey )
NHAITUETIAEY

w

o o= o - W 2
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UUIAN 9
= ar ¢ ar ar ahl = & 4 ' Y
N15USMNTIANITENIUNSAIRIUANLUAIUABAN BN kiNaUsLaeA vsaliananInfn

(Information Security Incident Management)

Tnguseasd
dielvimanisaluazqageuiiiieatesiuauiunaasadssessuuimaluladarsaume

uaznnsdoansvedesdns Ieunisdndunisiigndesludiessesinanfiivunzay uagliiisnis

faenpdosagldnalunsuimsianmsianisaiiuausiuasasnssasaumaveiodng

9.1 m'a‘i']amul,wlnﬁzﬁl,l,azqﬂdauﬁtﬁm%’mﬁ'um'mﬁumﬂaaﬂﬁﬂ (Reporting Information

Security Events and Weaknesses)

9.1.1 wingldarumuiiumgmssifumiusiuasasnds vieredwiiiedesiumiuiuag
Uaonsty viemahauiiRaunfvesweninnf gliusissmemudsiifatuliuidiuinseuniodoua
szuunsnilagafigaiiiasyile

9.1.2 lunsdilaiaunsadndefugquassuuld Issaufuddefudgyuinudifudy
wazseslimienuguasuliaveulansiusie
9.2 n1suin1sdanisuaznisuiulgautludeignisaiiifeadesiuaiiusiuasuasnde
(Management of Information Security Incidents and Improvements)

9.2.1 maqmwuwmmmmwwmsﬁammvwmaumiﬂgumLwa‘suuanummmmmﬂawaq
fuausiuaavasadeilifeszasduialionanndn wazdunsufenaidedininusind laua
uazfimudussuussdouiia

9.2.2 fauasyuu destuiinmmnisaiazilianuiuasiasnde Tnveteosasdesiionsan
felsunnvesvanisel Uiinaiiiatiuanennadene efielfigoudanmamsciiiintuds
uazsdeunstiestunsudulidamih

9.2.3 mm‘sm‘muLLawﬁlmmwanmummg seidou niedededuiidimuaienls dwmsu
n138edslunszuauntsnemaiiiisadas Wenuiuugnsaififadutuiiniauieidessy
AMIALEIUNITNNNMINEUNINT BRI

9.2.4 fauaszuy ivthiissnumsnisalfiadeindumnnseiazdinmuiiuac/asade
i wamsalaeluil

9.24.1 wuinsaRuadIuynnavesnugnieniaglivsvame
9.24.2 amsdldnussuuasiangainuni

9.24.3 faunenenaivsdldszuuogneinds litadudaviels
9.24.4 fimsunlvannulasadeluszuulnegguassuulamsiu

9.2.5 Flisuiinifisisaumgnisaiiviasdeindumenisalazfianuiuasasnie
i wensalseluil
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9251 wundngruviedsiindunnluinissnsuiiinevesnu 1y Tndaluddn
mssuulasesasng 9

9.25.2 wunsemainansaumeluszuugniinans uile viSpauia

9.2.5.3 MIUIN1STLsEULAANITYEIN iolianusaliuinisla

9254 RamsazdindviiiiluldrussuuiieUssnanaviedafutoya
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(Business Continuity Management)

Ingusrasd
iWetesfunsindanionsngavsinvesianssusing q MAsadestunsdiiuiuveesdns
wartosfunszurunisfiddgrenisdiuaueesesnnssuidunauiainnsdumaivienous
fifleszuumalulafarsaumauaznsdeans sduielvaunsafszuunduAuanldmeluszesing
JUMINYay
10.1 Msudmsdantsdunsusnmsvientsafiunuresitenundeesdnaielilianusiaios
(Information Security Aspects of Business Continuity Management)
10.1.1 pszvaumstunsafiunuuemisnunssesdnsieliiausetie
10.1.1.1 doafmualkiinszurunislunisdniivsuvemiissunsoasdnsiiiels
finusieiiles uagvhmsuiuugsnszuumsinanogsaiiane nszuIuMsEadessryfermun
fiRedestuausiunasassdmsunmsiiiunuresminenuvi sssdnsieilianuseiiies
10.1.1.2 Fesfinnsanfnidonuazdnviiszuudisesiminganliegluaninwioulday
wavdasdinismeaeusruudsetetaoetas 1 at ieliiuladsruudrsemdenldau
10.1.1.3 sipalimsfimuasaunsdTeetosaraessuunUmMUANNmINgauaInslda
Tnefmualimngausunisdauszuy (easiBeadmusluenasunuuinisauseileddunis
fLluNIS (Business Continuity Plan: BCP))
10.1.2 nsUssdiupnadedunmsdiiiunusemisnuiessinsieliiauseiio
10.12.1 sefnshedaliinmsnmedeuwarUsaiivanuidssduasaumaionaintuiu
SyUUATSEUWA (Information Security Audit and Assessment) agnstisetag 1 s
10.122 lumsnmaasunazUszidiuanudsazdesduiuns lnegnsrvaeunely
WiIBUT3Y (Internal Auditor) v3eEnIIvaeUdasEauANiuAUaaniEaINALUen (External
Auditor) tlelvinsuieseiuanuidsaasseiumnusiuaasnibasaumAvesefng
10.1.23 Fesszymanisaiaiursorinlinisdnidusiuvemiisauviessdng
FAansandanienyavedn Tonanisifiaveamgnisel nansenuidululd saufswaiiindy
remnuiuaIaensefuASALAYEIDIANS
10.1.3 Msdavhuarmsldauusunsiuivnusmhsnuvisesdinaiieliiiauseies
10.1.3.1 191V8TLVULALEAUATEUURBIIAVIIUH LN SANTUUYDINUILNUNTOBIANS
ielkiausaies Wanusaduiunisaeluldlusedunazdrsaaniidmualy aendeaindid
wignsalfvinlinnsdiuauvesmiisauniessdnsiinnisiada ngavedn v3eduman
Tuszuunuman 1WIveesEULITAodnvidunud15e9qnidu (Contingency Plan) wagunufAuszuy
(Disaster Recovery Plan) Waenadesiuusunissiiuiuvesnienuisesnsieliiamuseiios
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10.132 spavinnrsnaasuskkudrsesgnidusasinunauszuunauin luldase sauda
Fosfinsufuugdiiuatoegnsasinane wasdossinisdminduenaisuszney fnsdaviidaiun
wazdaiuliluanuiiiasndy weliaunsnhanldnulfidedivenisal esnatiosdas 1 ade
10.1.4 M3fmuanssudm¥unsnusunsidunuremiisuniossdns el
fienuiaiiios
10.14.1 FoarimuansoudmsuNsIURLUNSALIUNUIB MBI BRIANT LD
fausaiies elununuimuaiiauaeandosiu aseuagudsimuanisfuausiuag
Uaensedidivualy wazdnaduanuddyuesausng q igessuiiunis
10.1.5 mIviadaulazMIUsUUIsumsmiiunuue s essdnsiteiinusaiilos
10.1.5.1 s mualyiinisnaaaukaz U Ul JIuNUNTANTIUUYDIMUIBUNTDDIANS
wWielviinusieileseguminaue ieliuiimuviuaiowaslduaiia
10.2 #asiarsunisUszifuduauiuasasndeiiisadasiunisnisaiivauve sy
wiensdnaiialiinanudaiiios 1y dvsvesypansiianunsadifsaniudl anaasnsevesiui
UftRwlunsdgnidu Hudu
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(Compliance)

IQUsTASA

wievdnidsansazdindervuamiangrang sudevufod defmunludyy wardermue
nfuausiuasasadedug warlvnisesaussfiussuvansaunaldussdnsningaga
wazdinmsunsnussvdevilimgauzindenszuiumsnisadunuvesesdnstesiian
11.1 mMsufuRnudafimuaniengvang (Compliance with Legal Requirements)

11.1.1 msseydiervuasng 9 Allkaniangmsne

(-

11.1.1.1 sissszydammuanissungvuny sslieudun wasdyayrdnane Samadya
fiviafumisaunieuen Masadestunsdniiunuresesins desduiindefmuasendriliidu
aednuaidnes Insludesiu defmuameiunguaneiifiananieadestuanuiuasasnde
Fuansaume il

1) Wz RAVAVS W.A. edma

2) mzswﬁ’mzﬁﬁﬁﬁuﬁw% (U7l ) WA, beEw

3) WarswUYgRToyataIsUeTIBNNT WA, bEeo

4) 5ulyUiiIuNTINEIANAUTBINNGIVNTG WA, becd

5) wsesmUndRidensnssvhamafafefurssimes wa. bedo

6) wsvsURIdemMInsEyhamRafefuAssimes RUUT b) 1. beso

7) warswnquinmidagismswuulasadtlumyvingsnssumdidnvsedind we. leeem

8) wsrswnguinfmuandninue wazismslunisirgsnssudidnnsolindniasy
WA, odee

9) Uszmansznamaluladasaumanaznisdeans eamdninasiniaiiudne
U0YAITIVINNABURUABTVIIUTNT WM. beeo

10) UsEnAniEnIsuNT353NTsun1eBidnnsednd (Fee wunlsvsuaziuiujin
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11) Usgn1AAnenssunsgInssumsdidnnseiing (3e¢ uwaulouisuwasuurujin
Tunsinwauiunsasadeduasaumaremiiguuesls @iuil )
W.A. b&&o

12) UsEn1AAnENIsINNTgINTINNeBLannseind 5as wurulouisuazuurujua
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JoiMuUAYBININTFIY ISO/IEC 27001: 2013 (Requirement)
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WL

@ o

BNTVUN

ISO 27001

A5.1.1

Policies for information security
A set of policies for information security shall be defined,
approved by management, published and communicated to

employees and relevant external parties.

ISO 27001

A5.1.2

Review of the policies for information security
The policies for information security shall be reviewed
at planned intervals or if significant changes occur to ensure

their continuing suitability, adequacy and effectiveness.

ISO 27001

A.6.2.1

Mobile device policy
A policy and supporting security measures shall be adopted

to manage the risks introduced by using mobile devices.

ISO 27001

A6.2.2

Teleworking
A policy and supporting security measures shall be
implemented to protect information accessed, processed

or stored at teleworking sites.

ISO 27001

A9.1.1

Access control policy
An access control policy shall be established, documented
and reviewed based on business and information security

requirements.

ISO 27001

A.10.1.1

Policy on the use of cryptographic controls
A policy on the use of cryptographic controls for protection

of information shall be developed and implemented.

ISO 27001

A.10.1.2

Key management

A policy on the use, protection and lifetime of cryptographic
keys shall be developed and implemented through their
whole lifecycle.

ISO 27001

A11.29

Clear desk and clear screen policy

A clear desk policy for papers and removable storage media
and a clear screen policy for information processing facilities
shall be adopted.
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ISO 27001 A.12.3.1 | Information Backup

Backup copies of information, software and system images shall
be taken and tested reeularly in accordance with

an agreed backup policy.

ISO 27001 A.13.2.1 | Information transfer policies and procedures

Formal transfer policies, procedures and controls shall be
in place to protect the transfer of information through
the use of all types of communication facilities.

ISO 27001 A.14.2.1 | Secure development policy

Rules for the development of software and systems shall

be established and applied to developments within

the organization.

ISO 27001 A.15.1.1 | Information security policy for supplier relationships
Information security requirements for mitigating the risks

associated with supplier’s access to the organization’s

assets shall be agreed with the supplier and documented.
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1) ALENTTUNSUSINTIAnTsANusiuRsUaenSeaIsaume (ISMS Committee)
2)  Auzvumsiuataonsiuansaumna (IS Working Team)
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1. wlsuremusiuaslasadediuszuuimaluladansauwme (nformation Security
Policy) nsutgydnana

2. Wlsviemnuiiunsasadsiuasaumadmiugliuinisnisusn (Information
Security Policy for Supplier)

3. UsgmensuliyTnans e wwulsviswasinufoalumsinuaiusiuasaonds
AUANTAUNATBININUYTNANS WA, 2566

4. Usgne L%EN uIEJmaﬂﬁu’%wmwu{fﬂm'immﬂl’umma@ﬁwmmiaumﬂ (ISMS
Policy)
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1. {lgumauﬂfjﬁﬁm'smuqmanmﬁ (Document Control Procedure)
~ wuuswesilunisifienduienans (Document Action Request)
- senstenansluszuuuivsianisanusiuasasnduansaumea (Document Master-
List in ISMS)
A ﬂxumauﬂﬁﬂ'ﬁﬂﬁiﬁmisﬁu%uﬂaﬁnﬁu NIaNUaLaENTIRNISAVEsAWNA (Classification
Labeling and Handling Procedure)
- siemsagunsdaiiuteya (Data Retention)
5 ﬁﬂzumauﬂﬁﬁ'ﬁn’rsﬁ'\maﬁaﬁ’uﬁﬂ%mva (Disposal of Media Procedure)
= Lmuﬁwaaqmmﬁﬂmaﬁ'aﬁuﬁﬂﬁaya (Disposal of Media Request)
4. 38¥aUszavSnansUIMsTanisAutiunslasafuasaume Information Security
Management Effectiveness Measurement
5 %gumauﬂﬁﬁ’ﬁﬂﬁsLﬁuﬂ11ML§Uaﬂ11uﬁuﬂaUaamﬁ'ﬂaﬁaumﬂ Information Security Risk
Assessment Methodology
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- wuulssiiuaudssanutuasUasadearsauna (information Security Risk
Assessment Sheet)
- wHuanAdes (Risk Treatment Plan)
6. %umaum‘saqmﬁau@%’mu (User Registration Procedure)
- wuutufinnstwunavsuasnumudnsvestiguaszuy
7. ﬂzumaumsﬂﬁﬂ'ﬁnﬁammumi Td9ruszuvansauma (Monitoring System Use
Procedure)
- wuutuiinauwseuldauvesssuy
8. ‘f?umﬂuﬂﬂiﬂﬁﬁﬁn’wwat‘ﬁ'ﬂﬁuﬁﬂwﬂm (Physical Entry Control Procedure)
z LLUUﬂﬂ‘tJaﬂqm’mmﬂwumeﬂu (Physical Entry Control Request)
- Lmuwamuwnmﬁwmwmumu (Physical Entry Control Form)
9. sﬁ”umaunﬁUgUmm‘smuauﬂmﬂaawmaawial,l.fﬂmisuu (Change Control Procedure)
- wuuresunsfesenmswdsulawieudlusyuy
- LLUUwa'iua‘;ﬂ‘mam‘st‘dﬁauuﬂa&%ugw (Standard Change List)
- Lmuwm‘uﬁuﬁﬂmiLﬂﬁsuuﬂaamm@u (Standard Change Record Form)
10. $umeunsUfoRnInevaussrommnisairiiuacaenfuansauma (information
Security Incident Response Procedure)
- wuuresudufinmen1sallifaUseasd (Incident Request Form)
1. umeumsuiinisdrssauasnnasuiiudeya (Backup and Restore Procedure)
- TN IETBITRYR (Backup Schedule)
12. Funeun1sufiRnisuImsdanisauseiiles Tunisduiiuauuesesdng (Business
Continuity Management Procedure)
13, wnuusmsaruseiiladiunisaiiiuns (Business Continuity Plan: BCP) snssnnsgu
ISO/IEC 27001:2013
14. %umaunwﬂ.ﬁﬁﬁmsmmﬁau ISMS A&ty (Internal ISMS Audit Procedure)
- TUsunsutazununsnsaaun1elu (Internal Audit Program and Plan)
- wuutufingensnsaaeunelu (Internal Audit Checklist)
- wuuAsessflunsunlumnligeanaes (Non-Conformity Report)
15. uneun1sufoRniaiieudly (Corrective Action Procedure)
- wuumsssniunsunleauliaeannass (Non-Conformity Report)
16. *?Jzumauﬂ1'3awmﬁauﬁﬂ%'u%mwwmum (User Registration for BAHTNET Clients
Procedure)
- Lmuﬂ’uﬁﬂm‘5ﬁmuﬂﬁw‘éuaxmmuﬁmésﬂ%’ﬁmﬁmmum

a a & = o w = P
anudvanslasguimaluladasauvanagnisdeans nsuldyina wi A-3



Tinelunsudny@naiawindu

wagLauenans :  PO-ISMS-001 1esu: 4.0

- a ar @ =~
foonans :  ulsuisaruiuasuasadoiussuumaluladarsaund
(Information Security Policy)

17. dupounisujiinisveiirfuiinruguusseufamesgniisvasdléuinisuimiun
(Physical Entry Control Procedure for BATHNET Clients)
- LLUUFTWE]EJHEU;](slLﬁﬂﬁuﬁﬂmﬂmaﬁxuumwmm (Physical Entry Control Request for
BAHTNET)
- LLUUWE}%&Jﬁ’uﬁﬂmiLﬁwﬁuﬁmuamauﬁimm‘qﬂﬂthwwg‘l%'fiﬂ'ﬁmwLum
18. unuuImsanudeideslunisduiunisvesnsufinsesgnitsvesglivinisumiun
(Business Continuity Plan for BAHTNET Clients)
19. Supeunsufiinisdilisussuumaluladarsauneriumalng (Remote Access
Operation Procedure)
20. FumeuUFTRnaAUIsEUY (Secure Development Procedure)
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YpA5eUNA (Context of the Organization and Scope of Work of ISMS)

4. iemsveidouruienals Document Master List

5. MaudplausuusinuInMsdunanTTal ReUTUUTILUIMNITNAADULHULTTS
AudeLiles (Business Continuity Plan Recommendation for Improvement Report) (371
8UNaTIEY)

6. ﬁﬂaammamsﬂixLﬁuﬁmutﬁmmummsgm ISO/IEC 27001:2013 Risk Assessment
Report (¥avinsnesunasied)

7. SwuRani1snsavaaunielu (ISMS Internal Audit Report) (3aviisnsanunasied)
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