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THAI 0003 (10000284)

€3 THAI

Management Circular No. 00% /2019

Subiject: Privacy Policy

According to the Management Meeting No. 32/2561 on 21 August 2018, Thai
Airways International Public Company Limited (THAI) has established the Personal Data
Privacy Policy in accordance with the procedures laid down by the European Union
General Data Protection Regulation. THAI commits to take privacy as an issue of high
importance to ensure the effective and continued data privacy practice and the
protection of personal data of passengers, employees and related persons as required

by law. The policy is attached herewith.

Your attention and cooperation will be much appreciated.

Bangkok, April 24 , 2019

THAI AIRWAYS INTERNATIONAL

PUBLIC COMPANY LIMITED

rongchaitham

President



Approved by EMM
21 August 2018

Privacy Policy

THAT AIRWAYS INTERNATIONAL PUBLIC COMPANY LITMITED

GDPR Wor‘king Group: - Data Privacy Policy Work Stream




[Last update date]
21 August 2018

1. Introduction

Thai Airways International Public Company Ltd. (THAI) realizes the importance of personal data, as well
as, the needs to ensure the compliance with laws and regulations. In order to minimize the risks of
personal data breach and non-compliance issues we may face. The privacy policy is established to
instruct THAI employee to manage personal data securely and comply with the applicable laws and
regulations.

This privacy policy applies to all personal data processed by, full-time and part-time employees,
contractors and partners doing business on behalf of THAI, as well as all legal entities, all operating
locations in all countries, and all business processes conducted by THAI that are subject to comply with
the contents of the policy.

The national and local laws of every country and legal jurisdiction in which personal data is collected
and processed apply. Any mandatory registration provisions that may exist according to legal
requirements must be observed. Every legally independent entity within THAI is responsible for
assessing whether and to what extent such registration obligations exist toward national and/or
regulatory authorities. In case of uncertainty, stakeholders must consult the Chief Privacy Officer/Data
Protection Officer and/or legal department.

Collection of personal data by — and the disclosure to — governmental institutions and authorities will
be carried out only on the basis of specific legal provisions. In all cases, this privacy policy imposes
those restrictions that are necessary to meet the legal requirements of the respective laws.

2. Roles and Responsibilities

Protecting employee and customer privacy is a responsibility of every individual employee of THAI,
including all its subsidiaries.

The general responsibility for adherence to this policy lies with the THAI management, who support
and commissioned the execution of Privacy Management program in which all the relevant roles and
responsibilities are enumerated.

Privacy Management program aims to control and mitigate privacy risk. It consists of process, standard
and guidelines developed and maintained by Chief Privacy Officer/Data Protection Officer to instruct
business process owner, as well as, every individual employee of THAl to manage personal data
securely in order to align with the privacy laws and regulations.

3. Privacy by Design

It is THAI's explicit goal to implement new applications, services and products based on “privacy by
design” to ensure that data privacy is a key consideration in the early stages of any development of
business process and then throughout its life cycle. It consists of six privacy principles as follows:

o Lawfulness, Fairness and Transparency
e Purpose Limitation

¢ Data Minimization

e Accuracy

e Storage Limitation

s Integrity and Confidentiality

4. Lawfulness, Fairness and Transparency Processing



Processing of personal data shall be lawful and fair. It shall be transparent to data subject that their
personal data are collected, used, and to what extent their personal data are or will be processed.

Business process owner shall ensure that processing of personal data is permitted only if the data
subject has consented to it or if legal permissibility follows from applicable law. The permissibility of
processing of personal data is a prerequisite for any transfer.

The consent shall be explicit declared in writing or with other legally permissible means, whereby the
data subject has to be informed in advance about the purpose of such processing of personal data and
any possible transfer. The declaration of consent has to be highlighted when included as part of other
statements so as to be clear to the data subject. Business process owner shall incorporate “THAI
Privacy Handbook: Standard Consent Management and Template” during the design of the business
process.

Every business process in which personal data is processed falls under the delegated responsibility of
the relevant mandated business process owner. In addition, it is imperative to have a clear overview of
the data life cycle to enable proper risk analysis and adequate security control. An inventory of
personal data processing is necessary for every business process owner.

5. Purpose Limitation

Personal data may be collected only for specific, explicit and legitimate purposes and may not be
further processed contrary to such intended purpose. Business process owners (in consultation where
necessary with the Chief Privacy Officer/Data Protection Officer) define and document processing
purposes. Changes of purpose are permissible only with the consent of the data subject or if permitted
by law.

Based on the defined and documented purposes, business process owners motivate the personal data
records/items necessarily processed to serve those purposes.

6. Data Minimization

To minimize the risk of data exposure by reducing the sensitivity of stored information, wherever
possible:

e One approach is to reduce the precision of the data retained after it has been collected. For
example, if a customer phone number is to be used for statistical analysis, only a subset of the
digits will be retained, such as the area code.

e Another approach is to convert personal data to a less sensitive form. For example, when using
the customer's IP address to determine location for statistical analysis, the IP address will be
discarded after mapping it to a city or town

e Another approach is to restrict access to large amounts of personal data. For example,
employees who have a need to access individual records of personal data do not automatically
have access to batches of personal data.

7. Accuracy

Business process owner shall take every reasonable step to ensure accuracy of personal data obtained
and kept up-to-date. Inaccurate or outdated data shall be deleted or amended. Business owner should
implement process or application for data subject to update his/her personal data. If applicable,
provide self-service system for data subject to update by themselves.



8. Storage Limitation

The longer that personal data is retained, the higher the likelihood is of accidental disclosure, loss,
theft and/or information growing stale. In other words, time is a critical success factor for a data
breach. Therefore, personal data is retained only for the minimum amount of time necessary to
support the business purpose or to meet legal requirements.

Business process owner shall define data retention period which states how long the data is being kept
and why, and the manner in which it will be removed from all data stores. This retention period shall
be applied in all systems where personal data exists, including backups and third-party environments.

9. Integrity & Confidentiality

Business process owner shall control the access of personal data by giving privilege to only the
authorized staffs that are obligated to observe the requirements regarding data confidentiality, and
are allowed to be involved in the processing of personal data. It is prohibited for them to use such data
for their own private purposes, to transfer personal data to unauthorized parties or to make it
accessible in any other improper way to unauthorized people. "Unauthorized" also means within this
context, for instance, the use of personal data by employees in so far as it is not required for them to
have access to the respective personal data to fulfill their employee duties. In addition, other security
control to ensure integrity and confidentiality of personal data shall refer to THAI Information Security
Handbook and THAI Privacy Handbook: Technical and Organizational Measure.

10. Special Categories and Sensitive Personal Data

Special categories of personal data include information revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic
data, biometric data for the purpose of uniquely identifying a natural person, data concerning health
or data concerning a natural person’s sex life or sexual orientation. Such information by definition is
sensitive, and barring legal instructions, THAI will not process this information unless it is required by
obligations under employment, laws and regulations or by the explicit consent of the data subject.

Taking into account context and attribution, volume and intended usage, other processing activities of
personal data may be considered sensitive as well, following the privacy risk assessed. Financial
information in the context of salary administration, for example, requires additional protection and
security controls.

11. Monitoring

THAI reserves the right to monitor email, web traffic and social media activities of THAl employees to
the extent permitted by law, but it will also strive to protect employees' privacy where possible.

12. Mobile Device Usage

THAI will strive to protect personal data in THAI employee mobile devices where possible and where
the use of these devices for personal reasons is permitted. Details can be found in the respective to
THAI Mobile Device Usage policy.

13. Data Breach

A data breach is any (potential) unintended loss of control over or loss of personal data within THAI's
environment. Preventing a data breach is the responsibility of all THAI employees and contracted
workforce. In addition, everyone is encouraged to notify the Chief Privacy Officer/Data Protection
Officer in case of an irregularity in relation to personal data processing activities. A timely discovery,



response, treatment and notification (of both regulatory authorities and potentially the data subject’s
impacted) process is outlined in THAI Privacy Handbook: Personal Data Breach Management Process.

14. Training and Awareness

THAI will ensure that the general principles set forth in this privacy policy are observed. In this
respect, managerial staff of THAI shall ensure that this policy is implemented, which includes, in
particular, providing policy information to employees.

If additional training is required, the Chief Privacy Officer/Data Protection Officer, or the local
representative, should be approached.

15. Employment law consequence

Further obligations and measures result from your employment contract and corresponding
instructions, with which all THAlI employees must familiarize themselves regularly and independently.
Failure to exercise due diligence in the handling of personal data generally constitutes a breach of
obligations arising from the employment relationship, which may lead to consequences under
applicable labour law.

16. Third parties services/ subcontracting

Business process owner may decide to contract a third party for the collection, storage or processing of
data, including personal data. The third party may offer services such as hosting, outsourcing, or
private or public cloud computing services.

If business process owner decides to contract a third party for the processing of personal data, this
must be regulated in a written agreement in which the rights and duties of THAI and of the
subcontractor are specified. A subcontractor shall be selected that will guarantee the technological
and organizational security measures required by THAI, and provide sufficient guarantees with respect
to the protection of the personal rights and the exercise of rights related thereto.

The ‘subcontractor is contractually obligated to process personal data only within the scope of the
contract and the directions issued by THAI. Processing of personal data may not be undertaken for any
other purpose. THAI remains responsible and accountable for the personal data processed by the
contract partner.

in case there are needs to export or transfer personal data from European Union (EU) or European
Economic Area (EEA) to the country without adequate level of data protection, business process owner
(in consultation where necessary with Chief Privacy Officer and legal department) shall determine the
appropriate safeguard mechanism according to “THA! Privacy Handbook: Cross Border Management
Guidelines”. “Data Processing and Transfer Agreement” and “Standard Contractual Clause” may have
to be added as part of the contract between the data exporter and data importer.

17. Data Subject Right

Data subject may exercise their rights according to the applicable laws. This includes the right of
access, right to rectification, right to erasure, right to restrict of processing, right to data portability,
right to object. The requests shall pass to the Chief Privacy Officer, or the local representative and
response without delay within 30 days after receiving of the request and may be prolonged for a
further month.

Business process owner shall instruct the processor to assist them in responding to any requests relating
to the exercise of a Data Subject’s Rights under the applicable law and shall provide any information
necessary therefore within timely manner after receiving the notification of such request.



18. Definition

"Personal data” (or "personal information”) means any information relating to an identified or
identifiable natural person. An identifiable person is one who can be identified, directly or indirectly —
in particular, by reference to an identification number or to one or more factors specific to his or her
physical, physiological, mental, economic, cultural or social identity.

"Special Categories of Personal Data" pertains to personal data that reveals racial or ethnic origin,
political opinions, retigious or philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation.

"Sensitive personal data" either indicates “special categories” (see above), or is personal data of which
the sensitivity level has been assessed and classified, indicating potential severe impact on data
subject when confidentiality of such data is breached.

“Consent” of the data subject means any freely given, specific, informed and unambiguous indication of
the data subject’s which he or she, by a statement or by a clear affirmative action, signifies agreement
to the processing of personal data relating to him or her.

“Controller” means the natural person or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal data.

“Processor” means a natural or legal person, public authority, agency or other body which processes
personal information on behalf of the controller.

“Processing" means any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction.

"Restriction of processing” means the marking of stored personal data with the aim of limiting their
processing in the future.

"Personal data breach” means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or
otherwise processed.

"Technological and organizational security measures" mean the operational measures to protect
personal information from loss, destruct, and misuse, correct or disclose to unauthorized person during
transfer and transit.

"Employée" means a person who is hired as a permanent worker for a salary to perform work for THAI.



